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12.1 Review of Shamir Secret Sharing

Let F be a finite field. Let s € F be the secret to be shared. Suppose we want to share the secret s to n
parties such that any subset of at most ¢ parties cannot deduce any information about the secret, and any
t + 1 parties can reconstruct the secret. This is called a t-out-of-n secret sharing.

Essentially, the intuition behind Shamir secret sharing is that any ¢ 4+ 1 points uniquely determine a degree-t
polynomial. On the other hand, if you are just given ¢ points, then there are |F| possibilities how the degree-t
polynomial will look like, and thus there is 1/|F| probability of guessing the polynomial correctly.

To set up the secret sharing, we fix a set of evaluation points z1,...,z, € F, which will be publicly known.
In practice, people may use ©1 = 1,...,x, = n. A secret sharing scheme consists of a pair of algorithms
(Share, Recon). A t-out-of-n Shamir secret sharing is defined as follows:

e Share(s): Sample a degree-t polynomial over F by sampling the coefficients a1, ..., a; € F uniformly at
random. The polynomial is then p(z) = s + a1z + agz? + ... a;xt. For each i € [n], compute the share
y; := p(x;) and send y; to party i.

e Recon({(wi,¥i)}iein)): Pick any (¢ + 1) points. Without loss of generality, we pick (x1,%1), ...,

(Z¢+1,Ye+1)- Then we use Lagrange interpolation to recover p(z) as follows:

t+1

p(x) =Y yi- bilw), (12.1)
i=1

where
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Once the polynomial p(x) is recovered, we obtain the secret by computing p(0).

Note that in equation (12.1), if we plug-in p(z;), then equation (12.2) evaluates to 1 and thus equation (12.1)
evaluates to y;. This matches that p(z;) = y; for all ¢ € [n].

Alternatively, you can think of recovering the polynomial p(x) as computing its coefficients from a system
linear equations.

Here we assume the shares are all correct and thus we can use Lagrange interpolation to recover the polyno-
mial and thus obtain the secret. If some shares are incorrect (i.e. they are not evaluations of p(z) at given
positions), then we will need to use the Berlekamp-Welch algorithm to reconstruct the secret.
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Example. Let finite field F = F;. Suppose I want to share the secret s = 3 to n = 5 people such that no
single person knows any information about the secret and any two people can recover the secret. How to
apply Shamir secret sharing in this case?

Solution. We recognize that the corruption threshold ¢ = 1. Therefore, we sample a random degree-1
polynomial p(z) = s + ax where a + F. Suppose the uniformly sampled a = 1. Then we have p(z) = x + 3.
We evaluate the polynomial at evaluation points 1,2,3,4,5 as follows:

p(1)=1+3=4 mod7
p(2)=24+3=5 mod?7
p(3)=34+3=6 mod?7
p(4) =4+3=0 mod?7
p(5)=5+3=1 mod7

Hence, the shares to party 1 to party 5 are 4,5,6,0, 1 respectively. To reconstruct the secret, we arbitrarily
pick two points (1,4) and (4,0). Then we have

— —4
T T :4-90 =rxr—4=2x+3 mod?7.
Xr1 — T4 4

plx) =4-Li(z)+0-ly(x) =4

Then the secret is p(0) = 3.

12.2 Secure Multi-Party Computation (MPC)

Secure multi-party computation (MPC) allows n parties to jointly compute a function f(x1,...,z,), where
each party P; for ¢ € [n] holds a private input z;, and no party learns anything beyond the function output
f(z1,...,x,) and their own private input z;. Here we assume semi-honest adversary, which means each party
follows the protocol but tries to learn additional information from the messages it exchanges throughout the
protocol. We assume the standard secure point-to-point communication channels and a broadcast channel.

Example. Suppose we have three people Py, P», P3 with private input bit sy, 2,83 € {0, 1} respectively.
The function we want to compute is f(s1, $2,83) = $1 D $2 D s3 (an XOR of the bits). How do we design a
MPC protocol II that computes f?

Approach 1: Additive Secret Sharing. We use the idea of additive secret sharing. The protocol Il 44 Tuns as

follows:

1. Each party additively shares its secret to all three parties including itself.

e P; shares s; = a1 ® as @ as. Thus, P; gets aq, and P» gets as, and P; gets as.
e P, shares sy = by @ bs @ bs. Thus, P; gets by, and P> gets by, and Ps gets bs.
e Ps shares s3 = c¢1 @ co @ c3. Thus, Py gets ¢1, and Py gets co, and Ps gets cs.
2. Each party locally sums up the shares, so P, obtains S7 := a1 @ by & ¢1, P> obtains S5 := as & bs & ca,

P; obtains S3 := a3 ® bz ® c3. Then, each party broadcast its own result to the other two paries. As a
result, each party obtains all of 57, S5, S3.

3. Each party locally sums up the values S; & So & S3 and outputs.
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Indeed, the protocol output is S1 @ So & S3 = s1 @ s2 B s3, matching the function output.

Approach 2: Shamir Secret Sharing. We use the idea of Shamir secret sharing. Fix a large enough finite
field F (e.g. F = F5). Fix evaluation points z; = 1,29 = 2,23 = 3. We require that any two people do not
know the secret but all three together can recover the secret. Thus, the corruption threshold ¢t = 2.

The protocol Ilspamir runs as follows:

1. For each ¢ € {1,2,3}, party P; runs Share(s;). Let p; denote the degree-2 polynomial sampled in the
Share algorithm. Thus, Py gets p;(21), and Py gets p;(z2), and P gets p;(x3).

2. Each party locally sums up the shares, so P, obtains y; := pi(z1) + p2(21) + ps(x1), P> obtains
Y2 := p1(x2) + p2(x2) + p3(x2), Ps obtains y3 := p1(x3) + p2(z3) + p3(z3). Then, each party broadcast
its own result to the other two paries. As a result, each party obtains all of y1, ya, y3.

3. Each party reconstructs polynomial p*(x) by interpolating points (x1,y1), (z2, y2), (z3,y3). In the end,
each party evaluates p*(0) and then map it back to Fy and outputs.

For correctness, let polynomials p1(x) = s1 + a1x + asz?, pa(x) = so + bix + box?, p3(x) = s2 + 17 + coz?.

Essentially what’s happening behind the scene is p*(x) = p1(x) + p2(z) + ps(z) = (s1 + s2 + s3) + (a1 + b1 +
c1)x + (ag + by + c2)z?. Therefore, we have p*(0) = s1 + s2 + 3.

Note that the functionality f(s1,$2,83) = s1 @ s2 @ s3 computes in binary (equivalently F3), so in the MPC
protocol Ilshamir, we also need the final output of each party to be in binary not in F. Note that we cannot
pick the finite field F = Fs for Shamir secret sharing as there are only two evaluation points 0 and 1 in Fy,
while we need at least three. Thus, we pick a bigger field like F = F5 and when we run the Share algorithm,
we treat the bits by, bo, b3 as elements in F5. When we obtain the final result, we map it back to binary.

Remark. We remark that for the above functionality f(s1,s2,83) = $1 @ s2 @ s3, since it only involves
addition operation, both additive secret sharing and Shamir secret sharing work well as they are both
additively homomorphic. If the functionality involves computing AND gates or multiplication, Shamir secret
sharing is more friendly for multiplication (e.g. the BGW protocol) as when you multiply the shares, the
underlying secrets are also multiplied.

12.3 Quiz Time

We will take a 10-minutes quiz (despite today is April Fool’s day ©).



