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Privacy-Preserving Data Analysis
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Database " data analyst

» Census, epidemic detection based on OTC drug purchases;
analysis of loan application data for evidence of discrimination....

» 50+ year old problem



What analyses on a database might violate
privacy! What analyses are privacy-
preserving?



what to promise!

delete identifying information

maybe not



Latanya Sweeney's Attack (1997)

Massachusetts hospital discharge dataset

Medical Data Released a€ Anonymous
[ SSN_| Name city | Date Of Birth | Sex Z1 [ Marita] Siefus | Problem

09/27/64 female | 02139 | divorced hypertension
09/30/64 female 02139 divorced obesity
asian 04718764 male 02139 married chest pain
asian 04/15/64 male 02139 married obesity
black 03/13/63 male 02138 married hypertension
black 03718763 male 02138 married shortness of breath
- black oo/13,/64 female 02141 married shortness of breath
black Y07 /64 female 0z14l married obesity
white oL/ 14761 male 02138 single chest pain
white OL/O8/61 male 02138 single obesity
. white 09/15/61 female 02142 widow shortness of breath
Voter List
Name Address City ZIP DOB Sex PAYEY ™ [ cxsusvssscensser

Public voter dataset



K-Anonymity: Intuition

* The information for each person contained in
the released table cannot be distinguished
from at least k-1 individuals whose
information also appears in the release

— Example: you try to identify a man in the released
table, but the only information you have is his
birth date and gender. There are k men in the
table with the same birth date and gender.

* Any quasi-identifier present in the released
table must appear in at least k records




Curse of Dimensionality

Aggarwal (VLDB 2005)

* Generalization fundamentally relies
on spatial locality
— Each record must have k close neighbors

* Real-world datasets are very sparse

— Many attributes (dimensions)
* Netflix Prize dataset: | 7,000 dimensions
* Amazon customer records: several million dimensions

— “Nearest neighbor” is very far

* Projection to low dimensions loses all info =
k-anonymized datasets are useless



what to promise!

only ask questions that pertain
to large populations

maybe not



The Statistics Masquerade

» Differencing Attack
How many members of House of Representatives have sickle cell trait?
How many members of House, other than the Speaker, have the trait?

» Needle in a Haystack
Determine presence of an individual’s genomic data in GWAS case group

. ion?
» The Big Bang attack Depression
Reconstruct “depression” bit column

Dinur and Nissim’03  Homer+'08



Fundamental Law of Info Recovery

» “Overly accurate” estimates of “too many” statistics is
blatantly non-private.




what to promise!

access to the output should
not enable one to learn
anything about an individual
that could not be learned

without access V\'\"j?"."‘\‘.'(’m
is this l\‘d wHon

desirable!?



Privacy-Preserving Data Analysis?

@

Database " data analyst

» “Can’t learn anything new about Helen™?
» Then what is the point?



what to promise!

access to the output should
not enable one to learn much
more about an individual than
could be learned via the same
analysis omitting that individual
from the database



Privacy-Preserving Data Analysis?

((((({(E((((l

Database " data analyst

» ldeally: learn same things if Helen is replaced by another random
member of the population (“stability”)



Privacy-Preserving Data Analysis?

((((({(E((((l

Database " data analyst

» Stability preserves Helen's privacy AND prevents over-fitting
» Privacy and Generalization are aligned!



statistical database model

X set of possible entries/rows

one row per person

database z a set of rows; z € N4

(histogram)

name DOB [ sex |weight{smoker lung
cancer
John Doe 12/1/51(M |185 |Y N
Jane Smith 3/3/46 |F 140 |N N
Ellen Jones 4/24/59 |F 160 |Y Y
Jennifer Kim |3/1/70 |F 135 |N N
Rachél Waters|9/5/43 [F  [140 |N N




neighboring databases

what’s a small change!?

require nearly identical behavior on neighboring

databases differing by the addition or removal of
a single row:

|z -yl <1

for z,y € NIX



differential privacy
[DinurNissim03, DworkNissimMcSherrySmith06, Dwork06]

e-Differential Privacy for algorithm M:

for any two neighboring data sets 1, 1o, differing
by the addition or removal of a single row

any S C range(M),
PriM(x1) € S| < e Pr[M(x) ¢




differential privacy
PriM(z1) € S| < e Pr{M(ax2) € 9]

name DOB | sex [weight|smoker lung
cancer
John Doe 12/1/51(M [185 [Y N
Jane Smith 3/3/46 |F |140 |N N

[Ellen Ionos—Fmmetmemmr—17 1V~ |

Jennifer Kim [3/1/70 |[F 135
Rachel Waters|9/5/43 |F 140




differential privacy
Pr{M(z:) e 5] < e Pr[M(z) € ]

__/ratio bounded

Pr [response]

Bad Responses: 7 7 /

C. Dwork



(e,0)-differential privacy
PriM(z) e S] < e Pr[M(z) € S| + 5

ratio bounded

Pr [response]

Bad Responses: 7 7 /

C. Dwork



differential privacy
Pr{M(z:) e 5] < e Pr[M(z) € ]

promise: if you leave
the database, no

outcome will change
probability by ver
much

is this achievable
with high accuraty 7



yes!



?roloeré')e,s of Differentinl 'Pr\v‘auy_

. fy‘owp 'l’r\va'tc\(

® ? ost 'Pro (ess\mJ

'S COMPOS\t(QI’L



group privacy

Thm. Any (g, 0)-DP mechanism M is (k ¢, 0)-

DP for groups of size k. i.e., for all
|z -yl <k

and any S C range(M),
PriM(z) € S] < ek Pr[M(y) € I



post-processing

Thm.Let M : NI¥ — R be (¢, 5)-DP.

Let f: R — R’be an arbitrary randomized
mapping.

Then fo M : NIl — R is (¢, 8)-DP.



composition
[DworkKenthapadiMcSherryMironovNaor06,DworkLei09]

Thm. For i € [K],let M; : NI*I — R, be (g,
0i)-DP. Then the mechanism (M;(x),
o Mi(x)) is (2i i, 2 0;)-DP.
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Randomized Response
[Warneré5]
flip a coin
if tails, respond truthfully

if heads, flip a second coin and respond
“yes” if heads; respond “no” if tails

Claim. Randomized Response is (In 3, 0)-DP.

Proof. Pr[Response = Yes|Truth = Yes]
Pr[Response = Yes|Truth = No]

~ 3/4  Pr[Response = No|Truth = No]

- 1/4  Pr[Response = No|Truth = Yes]




Rondomized Response

gwen database X%, . % where ¥.e %o}

So\{ )(c: [ \f PU‘SJVL commint oo cnn:\e, ]
.0 tf person Ad net commit crime

Z X ( = frachion of people Hhat cammrbed Cr-mc)

Querg . . ‘%L

Mechhantsm . »
SH 4. Fo( Ll .-
Lt{' Y,: = \‘"
= e

n
w i Pmb o\‘mﬁ'H 3/0./
A Pmb abtl"ﬁ ’(/

Step 2. Let £, -Va) = T Ye/p
oufput £y, .-Yn)



Lemmue  Mecdhamins ‘s (lr\ 3’0)»4/

fi Ak we shav That +ne ou(-/u.‘(' o€ sky 1
Yi-¥a ¥ (n3e) A Then by
past procefs?rj) £y -¥n) u =lio (In3 o) -dp
Consder 2 Meijwwf/lrj dada bases

¥ = 7<|"<7—‘_"' A \g d\E€er onL, -
= G- X .- XA coord. (

Shod I Na P YalKe®) o
P Va6 - X, - o)

Pe (e-Nn [ K- ¥n) Pety,lv) Mt
_ - | . YCIK)--P((YJY» R
vy, -Nal Y ..*(,'..}9\) reyix) - Pr(Y.(€)- p((\/n,g)- F‘(\YIJT\%




a—

Gecuracy of Rand omived Resoomse ;

Lek w = W of mspondents who saq 1 (- ?—Y)

“ >

(& ?° iKL'A\

E(n)= (Pn\  ping = H

So mMmax hld\k@d CS‘\W*”%P) ]? s (,‘ _%‘)% = o _%‘
3

* ‘ = pI-p)
and varience of ’f} = E("\P\ o % (4) Enf .

r\(‘l * -()

n*%
(




D?P MQO{/\aH-ISMj

— also LOCQ(B DP |

° Laplac(é\ﬂa (é jauss\in> /'fechanu.rm

o Kondomited 'Resloemy&

o MO ;Ss.( M&Y

. é\ﬂ@mel/\‘ha\ Mechanise
. (Better) Compos\’(\or\



D? MQO{/\an-l_sW\j

o Kondomited ’Res'oems&
o Laplac(étw (¢ 30“55\in> /"fecﬁanu.m
& Nof&( Ma ¥

° CYPMCV\‘HJ mechanism
o (petber) mpastion



ﬂ'- sensitivity of a function f

Af=maxqg, 2 |flz) = Az2)h
for neighboring data sets x1, o

measures how much one person can affect output

sensitivity is 1/|xz| for queries returning the average
value of count queries mapping X to {0,1}
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Laplace mechanism

Def. Given f: NI4l — RF the Laplace
Mechanism is defined as

Mi(z, f(.),e)= flz) + (Y1, ..., Yi)

where the Y; are iid random draws from
Lap(b) with b = Af/e.

(If we want discrete output space, subsequently
round accordingly.)



Laplace mechanism: Privacy

Thm. The Laplace Mechanism preserves

(e, 0)-differential privacy.
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Laplace mechanism: Accuracy

Thm. The Laplace Mechanism preserves aceuracy
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example B

Suppose we wanted to determine the most
commonly-“liked” Facebook page, subject to DP

could give a DP count of the number of
likes for each page, but sensitivity would
grow with the max number of “likes” a
person could give (bad)

but we only want to know the max, not
every count—could that be easier?



reportNoisyMax

For m count queries add noise Lap(1/¢) to
each, and report the index of the largest noised

query.

Claim: reportNoisyMax is (g, 0)-differentially

private; and acc urate
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Ok, but | wanted to use my data for a scenario
where direct noise addition doesn’t make sense

selecting from among discrete set of
alternatives

small perturbation in outcome space could
be disastrous for outcome quality



The Exponential Mechanism

e A mechanism M: NXl - R for some abstract
range R.

—i.e. R = {Red, Blue, Green, Brown, Purple}
— R = {$1.00,%$1.01,$1.02,$1.03, ...}
* Paired with a quality score:
g:NXI xR > R

q(D, 1) represents how good output r is for database D.



The Exponential Mechanism

* Relative parameters for privacy, solution
quality:

— Sensitivity of g:

GS(q) = max lg(D,r) — q(D’,7)|
rER,D,D’:||D—D’||151

— Size and structure of R.

* How many elements of R are high quality? How many
are low quality?



The Exponential Mechanism

Exponential(D, R, ¢: NX| = R, €):
1. LetA=GS(q).
2. Outputr ~ R with probability proportional to:

Pr[r] ~ exp(

eq(D,1)
2 )

Eq(D r))
Pr[r] =
2rer ©XP(— 34




The Exponential Mechanism

Exponential(D, R, g: NIXI = R, €):
1. LetA = GS(q).
2. Output r ~ R with probability proportional to:

eq(D,1)
2 )

Pr[r] ~ exp(

Idea: Make high quality outputs exponentially more likely at a
rate that depends on the sensitivity of the quality score (and the
privacy parameter)



Thm.The exponential mechanism preserves
(e, 0)-differential privacy.



The Exponential Mechanism

Exponential(D, R, g: NIXI = R, €):
1. LetA = GS(q).
2. Output r ~ R with probability proportional to:

eq(D,1)
2 )

Pr[r] ~ exp(

But is the answer any good?



The Exponential Mechanism

Exponential(D, R, g: NIXI = R, €):
1. LetA =GS(q).
2. Output r ~ R with probability proportional to:

eq(D,1)
2 >

Pr[r] ~ exp(

But is the answer any good?

It depends...



The Exponential Mechanism

Define:
OPT,(D) = maxq(D,7)
TER
Ropr ={r €R : q(D,7) = OPT,(D)} ot of
* . 0O ? .
r* = Exponential(D,R,q,e) <« — Q\H,mwc\a\
Theorem:

24 IR| _
Pr|q(r*) < OPT, (D) ——<log< ) + t)] <et

€ |R0PT|

e




The Exponential Mechanism

Theorem:
2A IR| _
Pr{q(r*) < OPT,(D) ——/| log +tl|<et
€ |Roprl
Corollary:

2A
Pr [q(r*) < OPT,(D) — ?(log(|R|) + t)] <et

Proof:
|Ropr| = 1 by definition.



Prwate PAC Leariwg (using &panential Mech)

Laloel(e& -on.wxp\L p (yc,ga,) € i « 0,8
ek Q be o dknbudion over lalpalled q,wmfbls,
Q\So("\'\‘{"w\ A ?AC Ledayny < clais (\) (ur\c’\\b’\g C
(oon & fimensions | so % & {e‘lx"D " \/,(\ g>0
Q(Y\‘—()OB(A)&)lOnCQ/@% st. fer ,Luy\}
Ak, Uoin S) A talts m (abe(led !L,Xam'a(z_s P
Lrom 59, and 0\*“}0“*&5 e C such thad
wdlr @«6\9 2 |-¢

U(((—/p} = mwn ex”(€&“®>+o(
—C%ec.



Prwvate PAC Learving (ush«ﬂ Exponantial Mach )
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Basic composition

e Setting:
* M; be (¢;, 0;)-differentially private
M applies My, ..., M; on its input (the inner M4, ..., M; use independent
randomness).
e Basic composition theorem [DMNSO06, DLO9]:
* Mis () €;, 2.; 6;)-differentially private



What is privacy loss?

* Measured by the ‘privacy loss’ parameter € “19” more likely as

* Fix adjacent x°, x1, draw C « M (x,) output on x” than on x*
* Is Cmore likely to come from x° or x*

! “40” more likely as
; output on x* than on x"

19 40

. Define Loss(C) = In [PF[M (x°)=C]] Log of likelihood ratio
Pr[M(x1)=C]

* (¢,0) —DP:w.p.1over C, |Loss(C)| < ¢
* (¢,6) —DP*:w.p.1 —6 over C, |Loss(C)| <«



What is privacy loss?

e Fix adjacent x%, x1, draw C « M(x,)

Pr[M(x°) = C|
Pr[M(x') = (]
* In multiple independent executions loss accumulates

* Worst case: Loss= € for every execution (as in analysis of basic
composition)

* This is pessimistic: Loss can be positive, negative = cancellations

 Random variable, has a mean ([DDNO3, DRV10]...)

Loss(C) = In
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Advanced Composition [DRV10]

Composing k pure-DP algorithms (each &,-DP):

gg =0 (\/k : ln(si &9+ k- 85) with all but 6, probability.
g

For all 6, simultaneously

Dominant if k « Eiz
0

Dominant if k > Eiz
0
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Differential privacy =2 generalization “on average”

Probability Mechanism M

T (€,0)-
dlStrlgUt'On differentially

private

* Intuition: “Overfitting is a common enemy”

* Theorem [McSherry, folklore]: E[h(S)] — E[h(P)]| < € + &



Differential privacy = generalization “on average”

* Theorem: | prp 6y — E[h(P)]| < 2¢ + 6

* Proof:
ERS)] = E, , E _[h(S)]
— SIEP h(_;\];:,(s) iEIEE[n][h(xi)] (reorder expectations)
= E E E [h(x)] (consider M’ that takes output of M and applies
S~P i€g[n] heM(S) it on x;, then apply proposition)
€ ) —
= 5B i | spnembingegu MOPI O] (rename z and x; as (5,2) = (5 \ (i} U {2} x)
— €
= $Sp tecinl [e s ()M 5] ( E [h(2)] = h(P))
= eESINEP h(_E(S)h(P) +9 (e€ < 1+ 2efore < 1)
= E E h(P)+2c+9$6 (for other direction: let h'(x) = 1 — h(x))

S~P he<M(S)



Differential privacy =2 generalization (summary)

Probability M: (€, 8)-
distribution differentially Hypothesis h
P private algorithm

* Define: h(S) = %Zh(si) and h(P) = SEI;[h(S)]

Theorem [McSherry, E [h(S)] = E [h(P)] _ Expectation
folklore]: heM(S) heM(S) }
Theorem [DFHPRR’15]: SPNrP [|h(S) — h(P)| > €] < 6€ ]
heM(S) High probability
Tight theorem [BNSSSU’16] SP~rP [|h(S) — h(P)| > €] <d/e i
In heM(S)

(Tl = 0(6—2)) B



Application to adaptive querying

* Differential privacy closed under post processing

* Robust generalization: further post-processing unlikely to generate a non-
generalizing hypothesis!

* In standard learning, a model (that generalizes) may inadvertently reveal
the sample, and hence lead to a non-generalizing hypothesis!
 Differential privacy closed under adaptive composition

 [DFHPRR’15]: Even adaptive querying with differential privacy would not
lead to a non-generalizing hypothesis
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