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Abstract. The verification of reductions, representative subsets of inter-
leavings, simplifies correctness proofs of parameterized concurrent pro-
grams. We introduce an expressive class of syntactic reductions, which
we call natural reductions. Natural reductions are specified by introduc-
ing atomic blocks and global rendezvous points in the parameterized
program’s thread template. We study the problem of deciding whether
a given natural reduction is sound wrt. a given (semi-)commutativity
relation. In the case that there is no synchronization between threads,
we present a sound and complete polynomial-time algorithm. In the case
where synchronization is considered, we provide a general lower bound
for the problem (parametric in the synchronization mechanism), and
show that the problem is coONP-hard already for a simple mechanism
like locking.

1 Introduction

A reduction of a concurrent program is a program with a subset of the behaviors
of the original that can be soundly verified in its place. A big body of research in
program verification, in both algorithmic and deductive traditions, has argued
that the use of reductions can be critical to the success of the verification task. On
the algorithmic verification side, the reductions either come from an a priori fixed
set [10,11] or the verification algorithm has to pay the steep cost of searching
for them [13]. On the deductive verification side, proof systems like CSPEC [2],
Armada [22], Anchor [14] and Civl [19] include proof tactics based on Lipton’s
reduction [21] for showing that a user-provided reduction is sound, which can be
interleaved with other proof tactics that relate to inductive invariant reasoning,
for instance. These proof systems have been used to verify real-world examples
such as a concurrent garbage collector [19], an implementation of the Paxos
protocol [20], or concurrent data structures [24]. Reductions play a critical role
in the proofs of these examples.

In this paper, we investigate the complexity of checking whether some given
reduction of a concurrent program is sound. We focus on parameterized con-
current programs, that is, concurrent programs in which an arbitrary number
of threads can be instantiated from a single thread template. These programs
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(a) Thread template (control flow graph). (b) Thread template of a natural reduction.

Fig. 1. Example of natural reductions. The symbol e synchronizes all threads.

appear everywhere in distributed and parallel computing. We consider a class of
reductions that we call natural that can be specified syntactically with ease and
make it straightforward for programmers to envision the reduced program and
reason about it. Hence, natural reductions enable programmers to interact with
verification tools by proposing reductions that may simplify verification tasks.

Natural reductions are defined through two syntactic program transforma-
tions, which both have deep connections to traditions of reasoning about con-
current programs:

— Atomic Blocks: The programmer can specify any number of syntactic atomic
blocks in the program, which accordingly prunes the space of possible con-
current program behaviours, excluding all behaviours in which one thread’s
execution of the atomic block is interrupted by another thread.

—  Synchronous Reductions: The programmer uses a unique symbol as a global
rendezvous point among all existing threads, and as such restricts the space
of program behaviours to those in which the threads meet at the rendezvous
point before continuing.

The former has been broadly used as the foundation of local reasoning in concur-
rency [2,6,14,18,19,21,22], and the latter has been used to simplify reasoning
about distributed protocols [3,5,7,16]. In many distributed protocols, the behav-
ior of each process is structured as a sequence of rounds and it can be shown that
processes executing rounds synchronously and in lock-step is a sound reduction
of the original set of asynchronous behaviors (where processes may be executing
different rounds at a point of time). The user can use a combination of both to
restrict the set of concurrent program behaviours and hence specify a reduction.

Example. Consider a program whose thread template is given by the control flow
graph in Fig. la, where a,b,c,d, e, f are the atomic actions of the program. A
user can specify a synchronous reduction by inserting global rendezvous points
between the actions d and e resp. between e and f. This eliminates all program
behaviours in which the actions e and f interleave with the actions a, b, ¢, d resp.
with each other. The behaviours of the reduced program are thus partitioned
into three rounds or phases: a first phase where all threads execute a, b, ¢ and d;
a second phase where all threads execute e; and a third phase where all threads
execute f. Furthermore, the user can specify that the first phase executes atomi-
cally; thereby allowing the verification to use local reasoning without interference
by other threads (that also execute a, b, ¢, or d). The specified natural reduction
is represented by the thread template in Fig. 1b. The global rendezvous points
are represented by the symbol e, and the atomic execution of the first phase is
represented by a single edge labeled with the concatenated actions abcd.
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We say a (specified) reduction is sound if every behaviour of the original pro-
gram is equivalent to a behaviour in the reduction up to an equivalence relation
induced by a sound commutativity relation on their common set of actions. A
sound commutativity relation is a (not necessarily symmetric! ) relation on the
set of atomic actions that includes a pair (a1, as2) if and only if the semantics
of asaq includes all behaviours of ayas. A sound reduction can be soundly verified
in place of the original program (i.e., the reduction satisfies the same postcondi-
tions as the original program). Hence, given a natural reduction specified by the
user, we are interested in the problem of determining whether it is sound.

Example. Let the following be a sound commutativity relation:

I= ({e}x {a,b,c,d})U({f}x {a7b,c,d,e})U{a,b,c,d}2

Then the natural reduction given in Fig. 1 is sound. The first term of the union
ensures e can always be commuted to the second phase of an execution, and
similarly the second term ensures f can be commuted to the third phase. The
third term suffices to ensure the soundness of considering only atomic executions
of the first phase (though not all commutation pairs are necessary for this).

In this paper, we investigate the soundness problem of natural reductions
for two different abstract models of program behaviours. First, we consider a
model in which program data is entirely abstracted away, and every syntactic
behaviour of the program is valid behaviour in the abstract model. In a sense, the
only information remaining about program semantics is given through the sound
commutativity relation on the set of actions. This is the model that underlies
previous works on reductions in deductive verification, in particular those based
on Lipton’s reduction [21]. We show that under this model, any natural reduction
can be checked in polynomial time for soundness (Theorem 4.14). Our argument
is constructive. We present an algorithm that checks soundness of a reduction
proposed by atomic blocks in polynomial time. We also present an algorithm that
checks soundness of a synchronous reduction in polynomial time. We then argue
how the algorithms compose, and hence, a natural reduction with several atomic
blocks and a rendezvous point can be checked for soundness in polynomial time.

Second, we consider a model in which the original program uses locks for
synchronization, and the abstraction level at which the semantics of locking is
visible and respected. This adds a layer of complication to the problem because
one has to argue that every behaviour of the original program, that respects
the locking semantics, has an equivalent up-to-commutativity behaviour in the
specified natural reduction. We show that checking the soundness of a natural
reduction in this setup is CONP-hard, no matter how much we limit the use
of constructs. In other words, it is CONP-hard even if a natural reduction is
specified using a single atomic block, and it is CONP-hard even if it is specified
only using a rendezvous point. Consequently, while fully respecting the locking
semantics is theoretically more precise, it is typically too costly for practical
application in deductive proof systems.

! In the non-symmetric case, the equivalence relation degenerates to a preorder.
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Ezxample. Consider the param-

eterized program where each atomic { /] a
thread executes the code shown idx := ctr // b
in Fig.2 (ignoring the instru- ctr := idx + 1 // ¢
mentation in purple). At the // 4
most abstract level (where all y

program data is abstracted Syn:r(i[idxj .= 49 ;;;
away), this program is rep- |sync( /] e
resented by the thread tem- assume idx == Il

plate shown in Fig.la. The arr[idx-1] == 42 // f

statements have been replaced
by action names a,b,c,d,e, f Fig.2. Concrete source code for threads (idx is
without semantic information. local; ctr, the array arr and the lock m are shared).
The Commutativity relation is The instrumentation in purple speciﬁes a natural
the only semantic informa- reduction.
tion. For the specific actions
a,b,c,d, e, f given in Fig. 2, we
have the commutativity relation I = {a,b,c,d,e, f}>\ {(b,¢), (c,b), (c,¢), (d,a),
(e, f)}. The instrumentation in Fig.2 is a syntactic representation of the natu-
ral reduction in Fig. 1b. However, this natural reduction is unsound in the fully
abstract model; in particular, abcd cannot be atomic. Consider the case that
thread 1 executes b, then thread 2 executes ¢, and finally thread 1 executes c.
As (b,¢) ¢ I and (c,c) ¢ I, this behaviour has no representative in the reduction
(where abed executes atomically).

However, if we consider
the program at an abstraction —>O—>O—>O—C>O—>O—E>O—>O
level that respects locks, repre-
sented by the thread template Fig. 3. Thread template model at abstraction level
in Fig. 3, it becomes clear that that respects lock synchronization.
the described behaviour is not
possible, as both threads would have to hold the lock m. In this model, the spec-
ified reduction is sound. Finally, note that the introduction of the two global
rendezvous points is sound in either model.

Roadmap. Section 2 introduces our formalism for parameterized concurrent pro-
grams and (general) reductions. We define natural reductions in Sect. 3. Section 4
contains the key results of the paper on deciding soundness of atomic blocks
(Sect. 4.1), global rendezvous points (Sect. 4.2) and their combination (Sect. 4.3).
We contrast our approach with the classical technique of Lipton reductions in
Sect. 5. Then, Sect. 6 studies the soundness problem for programs with lock syn-
chronization. We give an overview of related work in Sect.7 and conclude in
Sect. 8.
An extended version of our paper, including proofs, is available online [§].
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2 Parameterized Programs and Reductions

We use finite sequences to represent behaviours (interleavings) of concurrent
programs. X* denotes the set of all finite sequences o over elements in a given
set X (the free monoid generated by X). p(X) is the powerset of X. We call a
function p : X — p(Y™*) a morphism and extend it to a function p : X* — p(Y™*)
(with p(e) = {e}, plzo) = p(x)pu(o) for x € X,0 € X*) and further to a
function p 1 p(X*) — p(Y™) (with u(L) = U,cp (o). By 7|z, we denote the
projection of 7 to Z (the morphism with z|z = {z} for z € XNZ and z|z = {¢}
for x € X\ Z). The expression |o| denotes the length of o, and |0, is the number
of occurrences of = in o. Square brackets [z, y, z] denote multisets.

2.1 Parameterized Programs

A parameterized program is a concurrent program, where, at runtime, n threads
all execute the same thread template (the number n is the parameter). For the
purpose of this paper, we model atomic actions in the thread template abstractly
as elements a, b, ¢, ... of an infinite set Act.

Given a set of actions A, we write A4, for A x N, the set of indexed actions,
where an indezed action {(a : i) € Aj4x represents action a being executed by the
i-th thread (the thread executing an action may matter, e.g. if the action accesses
thread-local variables). We represent the interleavings of actions from different
threads by indexed traces T € A%, and write (r : i) for 7 € A* to denote
the corresponding indexed trace where all actions are executed by thread i.
By [7]:, we denote the trace of all actions a where (a : i) appears in 7 (the
morphism with |{(a : ¢)]; = {a} and [(a : j)]; = {e} for j # ). We lift a
morphism p : X — p(Y™) to indexed actions by defining the morphism i with
p((a i) ={(r:i) | 7 € p(a) }.

Though we generally abstract away from specific actions and their semantics,
we need to model the semantics of certain actions for the purpose of synchro-
nization between the threads, through locks, semaphores, rendez-vous etc.

Definition 2.1. A synchronization alphabet (S,sync) consists of a set S of
synchronization actions (disjoint from Act) and a predicate sync over traces
in (Act US)i,, where sync is preserved by all permutations of thread indices.

In particular, the lock synchronization alphabet over the infinite set M of
lock variables is given by Sick = { acq(m),rel(m) | m € M } and the predicate
SynCioe such that for all 7 € (Act U Siock)iy,, We have syncg (7) if and only if

VYm e M . T|{acq(m))re1(m)}idx S {<acq(m)re1(m) : Z> | 1€ N}*
-({e} U{(acq(m) :4) [i € N})  (2.1)

The trivial synchronization alphabet is (@, synct) where sync(7) holds for all 7.
The thread template of a parameterized program is a control flow graph.
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Definition 2.2. Given a synchronization alphabet (S,sync), a control flow
graph G = (L, A, linit, Lexit) consists of a finite set of locations L, a finite tran-
sition relation A C L x (ActUS) x L, an initial location by € L and an exit
location lexiy € L, with liniy 7 Lexit-

We assume that every location is reachable from fjnit, and fe.; is reachable
from every location. Furthermore, for each a € Act, there exists at most one
edge in A labeled by a (this assumption is only for notational convenience). We
denote the set of actions occurring in G by 3(G) (i.e., ¥(G) C ActUS). We write
¢ Doa 0 for 0,0 € L and 7 € %(G)* if there is a path from £ to ¢ labeled by 7.
T(G) is the language of all traces 7 € X(G)* such that £ — A fexic holds.

Definition 2.3. A parameterized program P = ((S,sync), G) consists of a syn-
chronization alphabet (S,sync) and a control flow graph G (the thread template ).

The interleavings of a program P = ((S, sync), G) are given by

L(P) = {7 € Actjy, | 37 € (Act US)jy. . T = T|Act,,, and sync(7)
and Vi e N. |7]|; € T(G)U{e}} (2.2)

Every interleaving 7 corresponds to a trace 7 € (Act U S)¥, which follows
the synchronization discipline (e.g., no two threads hold the same lock at the
same time), and in which every thread follows a path from the initial to the exit
location (or does not run at all). In the interleaving 7 itself, the synchronization
actions are dropped; their only purpose is to enforce the synchronization disci-
pline. As every thread must reach the exit location, this language of interleavings
is suitable for the verification of postconditions.

2.2 Reductions

The central idea behind commutativity and Mazurkiewicz equivalence [23] is
that certain actions (of different threads) in an interleaving can be swapped
without changing its behaviour. This idea generalizes to semi-commutativity [4],
in which some pairs of actions can be swapped in one direction (yielding a
superset of behaviours) but not vice versa. As a result, Mazurkiewicz equivalence
degenerates to a preorder (the relation is not necessarily symmetric).

For a program P = ((S,sync), G), we presume a given (semi-)commutativity
relation I C (X(G) N Act)?, not necessarily symmetric, which defines the actions
that may be swapped if performed by different threads (actions from the same
thread can never be reordered). Formally, the covering preorder Cj is the smallest
reflexive-transitive relation over Actly, with p(a:4)(b: j)oc Cr p(b: j){a:i)o
for all p,o € Actly,, (a,b) € I and i # j € N.

Definition 2.4. Given Ly, Ly C Acty,, Ly is a Mazurkiewicz reduction of Lo
if L1 C Lo holds, and for all T € Lo, there exists some 7' € Ly with 7 &7 7.
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Note that I is a relation over actions in Act only; we do not consider commu-
tativity of synchronization actions in S. The reason is that I is an abstraction of
the concrete semantics of actions (which we do not model). In particular, it can
be thought of as the information which actions can be swapped without affecting
the semantics. By contrast, we explicitly model the semantics of synchronization
actions with the predicate sync, and only consider interleavings that obey the
semantics. Hence, there is no need to abstract this semantics with I.

3 Natural Reductions

This section formally defines our notion of natural reductions based on the syn-
tactic introduction of atomic blocks and global rendez-vous points in a thread
template. The definitions here describe the permissible syntactic changes; they
do not guarantee by construction that the reduced program soundly represents
the original program. Rather, our definitions specify permissible inputs for the
problem of deciding the soundness. We discuss the corresponding decision prob-
lems (as well as concrete algorithms) in the subsequent sections.

In the following, and for the remainder of the paper, we fix a parameterized
program P = ((S,sync),G) and a commutativity relation I C (Z(G) N Act)?.

3.1 Atomic Blocks

The following definition captures the syntactic introduction of an atomic block
in our control flow graph-based formalism:

Definition 3.1. An atomic fusion F = (G, (81,Gg,),- -, (Bn, Gga,)) for P con-
sists of a control flow graph G', distinct actions (1, ..., B, € X(G'), and control
flow graphs Gg,,...,Gg,, where for all k =1,...,n, we have

- X(Gg,) C Act\ {f1,...,0n}, i.e, Gg, contains neither synchronization
actions nor any By,

- T(Gg,) # 0,i.e.,Gg, has at least one path from the initial to the exit loca-
tion,

- G=G"p — Gpy,...,0n+— Gg,l, i.e., G can be derived from G’ by insert-
ing each Gg, in place of the (unique) edge labeled by the respective By.

In the definition above, G’ is a new thread template. Each block symbol [y
represents an (atomic) execution of an atomic block, whereas G, describes the
possible paths through the body of the atomic block. There may be multiple
paths through an atomic block, due to branching and loops.

Proposition 3.2. Let F = (G, (01,Gpg,), ..., (Bn,Gpg,)) be an atomic fusion
for P, and pr : ActUS — p((Act US)*) the morphism with ur(Bx) = T (Gg,) for
allk, and pr(a) = {a} for all other a € ActUS. It holds that T (G) = ur(7 (G')).
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We call pur the fusion morphism and make use of it throughout the paper.

An atomic fusion induces a new program P <, F := ((S,sync),G’). The
interleavings of P <,¢ F correspond to interleavings of P where the atomic block
is executed without interruption by other threads (the precise path through the
atomic block is abstracted by a block symbol 3;). Hence, ji7(L(P <.t F)) always
contains a subset of the interleavings in £(P). However, it is not a priori clear
that this subset of interleavings is representative, i.e., forms a sound reduction.

Definition 3.3. An atomic fusion F of P is sound (wrt. I) if pr(L(P <t F))
is a Mazurkiewicz reduction (up to I) of L(P).

Section 4.1 discusses the problem of deciding if an atomic fusion is sound.

3.2 Synchronous Reductions

To support synchronous reductions, that for instance align multiple rounds per-
formed by threads, we introduce a notion of global rendezvous points, or sync-
points for short. When a thread encounters a sync-point, it waits until all other
threads also reached a sync-point. Only then, all threads can pass the sync-point
together; afterwards, each thread continues with its respective computation. The
only exception is that a thread that has already reached its exit location need not
participate in sync-points (the still-running threads can pass their sync-points
without it).

We formalize sync-points as a synchronization alphabet (S,,sync,), with a
unique sync-point symbol o (i.e., S, = {#}). To define the synchronization pred-
icate, given a finite set T = {t1,...,t,} C N, we let (o : T) denote the sequence
(o :t1)...{e:t,). We then define inductively, for all finite sets T' C N:

synCe (1) <= 7 =712 AT1 € ((Act x T)* + (0 : T))" (3.1)
AT C T .(syncy /(2) V 72 =€)
sync, (1) <= 3T Cgn N.sync, 1(7) (3.2)

The definition of sync, states that whenever some set of threads T" are run-
ning, they can only pass a sync-point e together (as in the sequence (e : T')). At
any point, some threads may terminate (i.e., not perform any further actions);
from thereon only the remaining threads 7" need to synchronize on sync-points.

As sync-points may be added to programs that already use other synchroniza-
tion actions, we note that synchronization alphabets (S1, sync,), (Sq, sync,), with
S1 NSy = 0, combine to a synchronization alphabet (S1,sync;) @ (Sz,sync,) :=
(S1 U Sy,syncyy), where syncio(7) holds if and only if sync,(7|(actus,),,) and
SYNCo (T|(Actuss )i, ) D0ld. We define sync-point instrumentation as follows:

Definition 3.4. A sync-point instrumentation of P is a control flow graph G’
over Act USUS, with T(G) = T(G’)|actus, and for all 71,72 € T(G'), we have
that T1|act = T2|act implies 71 = 7.
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A sync-point instrumentation is thus a modified thread template that inserts
the sync-point symbol e at various locations. The injectivity condition for projec-
tion means that for every 7 € 7 (@), there is a unique way to insert sync-points
in it and derive a trace in 7 (G’). One way to ensure this injectivity syntactically
is to construct G’ from G = (L, A, finit, Lexit) by inserting sync-points at a set of
locations M C L. Le., we define G’ = (L ¥ {f | € M}, A binity Lexit) With

A ={(ta,l')eA|lLgM}U{(l,00)|le M}
U{(l,a,0)| e MA({al)eA}.

We add a copy 7 of every location £ € M, such that ¢ retains its incoming
edges, ¢ and { are connected by a sync-point, and all outgoing edges of £ are
moved to ¢ (i.e., after the sync-point). This syntactic sync-point insertion at
locations M is sufficient to specify reductions e.g. for distributed protocols based
on rounds, as the point where a thread advances from one round to another
can be identified syntactically in the code. Moreover, sync-points can faithfully
implement lockstep execution for thread templates with a single loop. However,
if the template contains multiple loops, the lockstep scheduler cannot be modeled
precisely with sync-points, due to the injectivity condition.

Observation 3.5. Any G’ constructed as described above is a sync-point instru-
mentation of P.

A given sync-point instrumentation G’ induces a new program P <1, G’ :=
((Ste,sync,,),G’") with the combined synchronization alphabet (Si.,sync,,) :=
(S, sync)®(S., sync, ). The additional synchronization enforced by the sync-points
yields a subset of interleavings: L(P <1 G') C L(P).

Definition 3.6. A sync-point instrumentation G’ of P is sound (with respect
to 1) if L(P <e G') is a Mazurkiewicz reduction (up to I) of L(P).

Section 4.2 discusses the problem of deciding whether a given sync-point
instrumentation is sound.

3.3 Combining Atomic Blocks and Synchronous Reductions

We combine atomic blocks and synchronous reductions in a straightforward man-
ner in order to define the class of natural reductions.

Definition 3.7. A natural reduction specification (F,G’) for P consists of an
atomic fusion F of P and a sync-point instrumentation G' of P <l F.

Note that by this definition, atomic blocks may not contain sync-points.
There would be no point for a thread to wait on all other threads at a sync-
point, while simultaneously preventing other threads from making progress and
reaching sync-points (as that would interrupt the atomic block).

The notion of soundness follows directly from soundness of atomic fusions
and sync-point instrumentations:

Definition 3.8. A natural reduction specification (F,G') for P is sound
(wrt. I) if fr(L(P <t F <o G')) is a Mazurkiewicz reduction (up to I) of L(P).
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4 Deciding the Soundness Problem

We first consider the problems of deciding soundness for atomic fusions and
sync-point instrumentations separately, in Sect.4.1 and Sect. 4.2, respectively.
Section 4.3 then proposes a combined algorithm for deciding soundness of natural
reduction specifications.

4.1 Deciding Soundness of Atomic Blocks

We turn to the problem of deciding whether a given atomic fusion is sound.
The complexity of this problem, like many problems over parameterized pro-
grams, depends crucially on the mechanisms allowed for synchronization between
threads [9]. In fact, we link its complexity to the coverability problem for config-
urations of arbitrary width.

r"'*"""“ "_:::_:::::::::_x_"'
E= R R
______ P SRR
____________ ____x________________.
( ) (Zlv )Q I, (b ZJ) ¢I (b) (ziva) flv(avb) € po,(b,c) ¢ 17(C7Zj) fl

Fig. 4. Action b cannot escape to the left/right of the atomic block z1 ... zm

We begin by examining the notion of a sound atomic fusion F of P more
closely. In essence, it states that every interleaving of the original program P is
covered by some interleaving in which the actions inside an atomic block execute
without interruption by other threads. To ensure this, we must check that each
action that may be interleaved inside the atomic block can be swapped either
before all actions of the atomic block (it escapes to the left) or after all actions
of the atomic block (it escapes to the right).> There can be different obstacles
that prevent an action from escaping an atomic block zj ...z, thus causing
the atomic fusion to be unsound. In the simplest case, illustrated in Fig.4a, an
action b does not commute to the left of some z; nor to the right of some z;,
with ¢ < j. Then, the kind of interleaving shown in Fig. 4a has no representative
where 21 ...z, executes atomically, and the given atomic fusion is unsound.

However, the problem can be more complex. For instance, in Fig.4b, b com-
mutes to the left of all zq,..., z,,, but a previous action a of the same thread
does not commute with z;. As we cannot swap (b : t1) with (a : ¢1), in this
scenario, (b : t1) cannot escape to the left. On the other hand, (b : ¢1) cannot
escape to the right either, due to the presence of an action (c : t2) such that

2 This is a shift from the classical perspective [21], which reasons about moving the
actions of the atomic block. We discuss limitations of that perspective in Sect. 5.
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(b,c) ¢ I. In order for (b: t1) to escape to the right, (c: t3) would also have to
escape to the right, but we have (¢, z;) ¢ I.

As shown here, even if individual actions interleaved in an atomic block
can escape, in general we have to reason about complex chains of dependencies
(e.g., if (a : t1) can only escape to the right, then (b : t1) must also escape
to the right, and hence the same applies to (¢ : t2)). Whether such a chain
of dependencies causes unsoundness however crucially depends on whether the
actions (a : t1), (b : t1),{c : t3) can actually be interleaved inside the block in
this manner, or whether synchronization prevents this. For instance, if actions b
and c are protected by the same lock, the issue above could not occur (¢ and ¢,
cannot both hold the lock at the same time). The soundness of atomic fusions
is thus tightly linked to the question of coverability under synchronization:

Definition 4.1. (Coverability). Let C = [{1,...,£4,] be a finite multiset of

locations of P. The configuration C' is coverable in P if there exist a trace

# € (S(G) US)L, with sync(7), and (distinet) t1, ... tn € N with by 25 A £;.

Theorem 4.2. For every synchronization alphabet, the coverability problem
over programs with this synchronization alphabet is polynomial-time reducible
to the problem of deciding whether a given atomic fusion of a given program is
unsound wrt. a given commutativity relation.

Proof (sketch). Given configuration C' = [(y,...,4,], we let n fresh actions
a1,...,a, form a dependency chain with actions b;,bs belonging to an
atomic block (i.e., (b1,a1) € I, (a;,a;41) € I, (an,bs) ¢ I); all other actions
commute. We insert the actions a; at the corresponding locations ¢;, and add
the atomic block b1by as a branch from the initial to the exit location. The atomic
fusion is unsound if and only if a trace containing (by : ig){a1 : i1) ... {ay : i) (b2 :
10) is allowed by sync, which holds if and only if C' is coverable.

In particular, the width of the configurations in the coverability problem
corresponds to the size of simple cycles in the complement of 1.

As a corollary of Theorem 4.2, deciding soundness of atomic fusions for pro-
grams with powerful synchronization mechanisms such as broadcast has non-
elementary complexity [9]. Even for programs with simpler synchronization
mechanisms, such as boolean variables, the problem is CONP-hard. This moti-
vates us to consider an abstract view of the program, which ignores the seman-
tics of such synchronization actions, and treats them like any other ordinary
actions. This yields an over-approximation of the program, which contains some
interleavings that would be ruled out by the synchronization mechanism. Rea-
soning on this abstract view of the program allows us to certify the soundness
of atomic fusions (and later, of natural reductions generally): any atomic fusion
that is sound wrt. the abstract view is also sound wrt. a more concrete view. A
determination that an atomic fusion is unsound does not transfer to the concrete
level: the perceived unsoundness may be an artifact of the abstraction. Yet, the
abstract view provides for an efficient and predictable decision procedure.
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(a) Example of a thread template. The (b) Relations between the actions. Solid lines
actions bibs should be fused into an for Iy = {a,b1,bs,c}> \ {(a,bz), (b1, c)}; solid
atomic block. and dotted lines for In = I7 \ {(b1,b2)}.

Fig. 5. Illustration of Proposition 4.3 and relevant relations between actions.

Consequently, we assume for the remainder of this section that our pro-
gram P uses the trivial synchronization alphabet (@,synct). Furthermore, let
F=(G,(5,Gg),.-,(Bn,Gg,)) be an atomic fusion of P. We present an algo-
rithm to decide whether the given atomic fusion F is sound wrt. I.

The algorithm is based on detecting the different kinds of “obstacles” that
might prevent an action interleaved inside an atomic block from escaping, as
discussed above (and illustrated in Fig. 4). For a,b € X(G), we write (a,b) € po
(program order) if there exists a trace of the form pio € T(G), where ¢ begins
with @ and ends with b (possibly a = ¢ = b). I¢ := %(G)? \ I denotes the
complement of 1. We write (a, b) € at if there exists pbiac € T(Gg, ), for some [,
(the reverse program order within atomic sections). We define — as the relation
Ico ((pant) ol C)+, where o denotes relational composition. The following result
formalizes the idea that soundness of F corresponds to the non-existence of the
kind of dependence chains (z; : t),{(a : t1),(b : t1),(c : t2),(2; : t) as in the
example of Fig. 4b.

Proposition 4.3. The atomic fusion F is sound if and only if there do not exist
21...2m € T(Gpg,) (for somek) andi < j € {1,...,m} such that z; — z; holds.

Proof (sketch). If z; — z; holds, we construct an interleaving in which 2y ... zp,
cannot be made atomic, except possibly by breaking apart another atomic block.
Conversely, under the assumption that no z; ... z,, with z; — z; exists, we show
that every interleaving can be transformed into one where all atomic blocks are
represented by their respective block symbol Fy.

Ezxample 4.4. Consider the thread template in Fig.5a, and the atomic fusion
that combines b1bs into an atomic block. By Proposition 4.3, this atomic fusion
is sound if and only if by »~ by holds. As illustrated in Fig. 5b, this is the case
for I = {a,b1,bs, c} \ {(a,b2), (b1,0)}.

However, if by and by do not commute, as for Iy = Iy \ {(b1,b2)}, we have
(b1,b2) ¢ Iz, (bo,by) € at, and (by,bs) ¢ I5. Hence, it holds that by »— bs. The
proof of Proposition 4.3 constructs the interleaving (by : 1){(by : 2)(b2 : 2) (b2 : 1).
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This interleaving cannot be transformed (through commutations allowed by I)
into an interleaving where both thread 1 and thread 2 execute b;bs atomically.

Using Proposition 4.3, the following algorithm decides soundness of F. As
the bodies Gg, of atomic blocks may contain complex control flow including
loops, we cannot simply enumerate all possible z; ...z, € 7(Gg,). Hence, the
algorithm reasons on the level of strongly connected components (SCCs) of G, .

Algorithm 4.5. Ezecute the following steps:

(1) Compute the graph (2(G),—). Perform the subsequent steps for each (.

(2) Compute the SCCs of the edges of G, , along with the reachability relation <
between SCCs (a partial order).

(8) Compute min(a) for each a € X(G), the set of =-minimal SCCs of Gg,
containing some edge labeled by an action b € X(Gpg, ) with (b,a) ¢ I.

(4) Compute max(a) for each a € X(G), the set of <-mazimal SCCs of Gg,
containing some edge labeled by an action b € £(Gpg, ) with (a,b) ¢ I.

(5) Check if there exist SCCs S1, Sy of Gg, such that

— 81 <S5, and if S1 = Sy then Sy is a non-trivial SCC?, and
~ the graph (3(G),—) has an edge from some a to some b with S; € min(a)
and Sz € max(b).

If such S, Sy exist (for some By ), then F is unsound. Otherwise, F is sound.

Theorem 4.6. Algorithm 4.5 decides soundness of atomic fusions, and termi-
nates in polynomial time.

4.2 Deciding Soundness of Synchronous Reductions

Next, we consider the soundness problem for synchronous reductions. Hence, let
P = ((0,synct), @) once again be a program over the trivial synchronization
alphabet, and let G’ be a sync-point instrumentation of P. We are interested
in deciding whether G’ is sound, i.e., whether £L(P <o G’) is a Mazurkiewicz
reduction of £L(P), up to the commutativity relation I. Recall that L(P <l¢ G’)
is given by

L(P <4 G') ={7 € Actiy, | 37 € (Act US4)iyy . T = T|Act,, and sync,(7)
and Vi € N. |7]; € T(G") U {e}} (4.1)

By the definition of sync, (Eq. (3.1)), the underlying traces 7 with sync,(7)
can be split into “phases” consisting of actions from Act, separated by occurrences
of sequences (e : t1)...(e : t,), where t1,...,t, are the threads that are still

3 A non-trivial SCC must either contain at least two elements, or its single element
must have a self-loop.
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running. In order for the sync-point reduction to be sound, it must be possible
to bring every interleaving of the original program P into such a “phase form” by
swapping commuting actions and then inserting occurrences of (e : ¢t1) ... (e : ¢,)
in the right places. Based on this idea, we define a “phase order” on actions:

Definition 4.7. The phase order is the relation pho C 3(G)?,with (a,b) € pho
if there exists a trace T € (Act U S,)i, with sync,(7) and 7|acty, € L(P <o G')
such that for some i # j, we have |7]; = maoy, |7]; = 7boa, and |T1|e < |T2]e-

Intuitively, the phase order captures that a can occur in a strictly later phase
than b, in some execution of the instrumented program. As we are consider-
ing programs without synchronization (other than the newly-introduced sync-
point e), we can break this condition down further:

Observation 4.8. We have (a,b) € pho if and only if there exist two traces
p1a0'17p2b0'2 S T(GI) with ‘p1|. < |p2|..

Given pho, it is straightforward to decide soundness of the reduction:

Proposition 4.9. The sync-point instrumentation G’ is sound if and only if
pho C I~! holds.

Proof (sketch). If there exists a pair (a,b) € pho\ 7!, we construct an inter-
leaving (containing a and b), and use the injectivity condition in Definition 3.4
to show that no representative for this interleaving exists in L(P <5 G).

Conversely, if pho € I~! holds, we show that every 7 € L(P) does have a
representative in L(P < G).

The fact that the above proof uses the injectivity condition of Definition
3.4 only for one direction of the equivalence implies that even for an extended
class of sync-point instrumentations that do not satisfy injectivity, pho C I—1
implies soundness of the instrumentation. Our approach thus remains sound in
this extended class, though not complete.

To check soundness of a sync-point instrumentation, the only remaining dif-
ficulty is to compute pho. In a program model without synchronization, this is
possible in polynomial time, using the following approach:

Algorithm 4.10. We compute pho as follows:

(1) Compute ming(a) := min{ |7|e | 3o .7a0 € T(G')} for each action a, by a
shortest-path computation on G', where the initial location of G’ is the source,
locations enabling a are the targets, and the weight of an edge is 1 if labeled
by e and 0 otherwise.

(2) Compute maxe(a) := max{|7|e | Jo.7a0 € T(G')} € NU {0} for each

action a.
To do so, consider all loop-free paths from the initial location to a location
enabling a. Determine if any such path can be pumped with a loop that con-
tains e (the loop may also include a itself). If so, then maxq(a) is co. Other-
wise, maxe(a) is the maximum weight of the loop-free paths, where the weight
of an edge is 1 if labeled by ® and 0 otherwise.
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(8) Check for all pairs (a,b) whether mine(a) < maxe(b). If so, then (a,b) € pho
holds. Otherwise, we have (a,b) ¢ pho.

Theorem 4.11. Soundness of sync-point instrumentations (in programs with
the trivial synchronization alphabet) can be decided in polynomial time.

4.3 Deciding Soundness of Natural Reductions

Let P be a program, and (F,G’) be a natural reduction specification for P.
When deciding whether (F,G’) is sound, it is of course desirable to make use
of the algorithms introduced in the previous subsections. And indeed, the fol-
lowing observation gives us some hope that soundness checking of complicated
reductions can be decomposed into smaller steps.

Proposition 4.12. Let Ly, Lo, Ly C Acty, such that Ly C Ly C Ly. Then Ly is
a Mazurkiewicz reduction of Ls if and only if Ly is a Mazurkiewicz reduction
of Lo, and Ly is a Mazurkiewicz reduction of Ls.

Recall that (F, G') is sound (wrt. I) if iz (L(P <13 F <eG')) is a Mazurkiewicz
reduction (up to I) of L(P). As an instantiation of the above result, we get that
(F,G") is sound if and only if

(1) pr(L(P<xF<eG')) is a Mazurkiewicz reduction up to I of iz (L(P <z F)),
(2) and pF(L(P <at F)) is a Mazurkiewicz reduction up to I of L(P).

Condition (2) directly corresponds to soundness of the atomic fusion F, and can
therefore be decided using Algorithm 4.5. The situation is more complex for
condition (1), as (due to the presence of fiz) it does not correspond directly to
soundness of G’. Conceptually, it is not even immediately clear what soundness
of G’ would mean: L(P <, F) and L(P <. F <eG') are not languages over X(G);
they contain the block symbols introduced by F (in addition to a subset of
actions from X(G)). However, we can define the following commutativity relation,
where F = (G”,(61,Gga,), ..., (Bn,Gg,)), and a, b range over X(G):

I~::IHE(G/)2
U{(a,Bx) | Vb€ X(Gg,).(a,b) € '}
U{(Br,b) | Ya € £(Gg,) - (a,b) € T}
U{ (Br1, Bro) | Va € (G, ) Vb € X(Gp,,) - (a,b) € 1}

For this commutativity relation, we show:

Lemma 4.13. Condition (1) holds if and only if L(P < F <o G') is a
Mazurkiewicz reduction up to I of L(P <la F).

This lemma allows us to decide condition (1) using the approach
from Sect.4.2. We conclude:

Theorem 4.14. The soundness of a natural reduction specification for a pro-
gram without synchronization is decidable in polynomial time.
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- -0 a O ° b O ° c :

(a) The atomic fusion of b1b2 is sound (b) The dotted sync-point instrumentation

wrt. I = {a, b1, b2, c}*\{(a,b2), (b1,c)}. is sound wrt. I = {a,b,c}?\ {(b,b), (c,c)}.

Fig. 6. Examples for incompleteness of mover reasoning.

Observe that, in the case of programs with synchronization, our hardness
result for atomic blocks carries over to the more general problem of soundness
of natural reduction specifications.

Corollary 4.15. For every synchronization alphabet, the coverability problem is
polynomial-time reducible to the soundness of natural reduction specifications.

Proof. Follows directly from Theorem 4.2.

5 On the Incompleteness of Mover Reasoning

There is a wealth of literature on sound reductions given by atomic blocks. This
literature builds on the seminal work of Lipton [21] and the idea of movers.
We show that, while sound, mover reasoning is incomplete (i.e., fails to admit
some sound atomic fusions). Completeness requires moving from mostly local
reasoning (as in Lipton’s rule) to a global view (as in our algorithm). A similar
observation also holds for sync-points.

We begin by introducing movers and Lipton’s rule for atomic blocks, reformu-
lated in our formal setting. As before, we assume a program P = ((0, sync), G)
and a commutativity relation I C X(G)?.

Definition 5.1. ([21]). An action a € £(G) is:

- a left-mover if (b,a) € I for all b € ¥(G),

- @ right-mover if (a,b) € I for all b € X(G),

— a both-mover if it is both a left-mover and a right-mover,

— and a non-mover if it is neither a left-mover nor a right-mover.

Lipton’s rule is the following result:

Proposition 5.2. ([21]). An atomic fusion (G', (61, Ga,), s (Bn, Gg,)) is sound
if every T € T(Gpg,) (for every k) can be written as T = 7, a, for a sequence
of right-movers 7,., some action a and a sequence of left-movers 7.

While Lipton’s rule is sufficient to ensure soundness, it is not a necessary
condition, as demonstrated by the following example.
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Ezample 5.3. Consider the thread template in Fig.6a, over ¥ = {a, by, bo, c}.
Assume the given commutativity relation is I = %2\ {(a, ba), (b1,¢)}.

Then, b; is a left-mover (but not a right-mover), whereas by is a right-mover
(but not a left-mover). Hence, Lipton’s rule is not sufficient to conclude that
b1by can be fused in an atomic block. Yet, it is sound to make b1by atomic. In
any interleaving, all occurrences of a can be commuted to the beginning, and all
occurrences of ¢ can be commuted to the end of the interleaving. The remaining
interleaved occurrences of by, by (from different threads) commute freely against
each other, and can be reordered such that each (b1 : i) executes atomically.

Going further, if we consider I’ = I\ {(b1,b2)}, the mover properties of all
actions remain unchanged. Yet, the atomic fusion of bibs is unsound wrt. I':
the interleaving (by : 1)(by : 2){bs : 1){by : 2) has no representative in which
(b1bs : 1) and (b1 by : 2) execute atomically. Hence, mover properties are generally
insufficient to characterize sound atomic fusions (even beyond Lipton’s rule).

By contrast, our algorithm is sound and complete; but it requires a global
(rather than local) view that takes e.g. control flow into account. In particular,
Example 4.4 explains how our algorithm handles the above example.

As a notable aside, in the case where I is symmetric (every left- or right-mover
is a both-mover), Lipton’s rule is indeed complete for parameterized programs.

Proposition 5.4. Let I be symmetric. If F = (G',(61,Gga,);-- -, (Bn, Gg,)) is
sound wrt. I, then all T € T(Gg,) (for every k) can be written as T = 7, a1, for
a sequence of both-movers 7., some action a, and a sequence of both-movers ;.

Proof (sketch). Assuming an atomic block that is not in Lipton form, we con-
struct an interleaving of four threads (two of which execute the atomic block),
such that no representative of this interleaving executes the block atomically.
The construction makes use of the fact that the program is parameterized (in
the number of threads) and that there is no synchronization between threads.

We conclude this section by showing that mover reasoning is similarly unable
to provide a characterization of sound sync-point instrumentations.

Example 5.5. Consider the thread template and sync-point instrumentation in
Fig. 6b, over actions ¥ = {a, b, c}. This sync-point instrumentation is sound wrt.
the commutativity relation I = %2\ {(b,b), (¢, c)}. However, this fact cannot be
justified purely with mover properties. In this example, we have that a is a both-
mover, whereas b and ¢ are non-movers. If we consider a different commutativity
relation I’ = X2\ {(b, ¢), (¢,b)}, the mover properties remain unchanged, yet the
sync-point instrumentation is unsound wrt. I’.

Unlike for atomic blocks, the inability of mover properties to characterize
sound sync-point instrumentations thus persists even in the case of symmetric
commutativity (both I and I’ in the example above are symmetric).

6 Reduction Soundness in the Presence of Locks

Ignoring all synchronization between threads is a rather coarse abstraction. One
may be tempted to allow for at least some light-weight synchronization mecha-
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nisms to be considered during reduction checking. For instance, locks (mutexes)
are such a light-weight mechanism, compared to more powerful synchronization
via e.g. (global) boolean variables, broadcast, etc. Locks are also ubiquitously
used in concurrent programs. However, we show in this section that allowing
locks immediately leads to CONP-hardness for the soundness problem of natural
reductions, even in the simplest cases.

Atomic Blocks. As shown in Theorem 4.2, coverability over programs with a cer-
tain synchronization alphabet is polynomial-time reducible to the unsoundness
of atomic fusions (with only a single atomic block) for the same class of programs.
For the case of synchronization via locks, we show:

Theorem 6.1. The coverability problem over programs with locks is NP-hard.

Proof (sketch). We reduce 3-SAT to reachability in a bounded-thread program
with locks, and then to coverability in a parameterized program with locks. For
the latter step, we construct a thread template where each thread of the bounded-
thread program is a separate branch, protected by a dedicated lock to ensure
this branch can only be taken by one thread instance. For the reduction from
3-SAT, we introduce one lock m! for each pair of a literal [ over the propositional
variables and a clause i. There is one thread for each clause i, which consists
of choosing one of the literals [ in the clause to satisfy, acquiring the lock mé,
checking that no thread for some other clause j has made a contradictory choice
(i.e., m;l must be free), and reaching some location ¢;. The configuration of all ¢;
is reachable if and only if the conjunction of all clauses is satisfiable.

Corollary 6.2. Atomic fusion soundness in programs with locks is CONP-hard.

Proof. Follows directly from Theorem 4.2 and Theorem 6.1.

The corresponding upper-bound is (to our knowledge) an open question.

Furthermore, we note that previous work [12] has shown cONP-hardness for
a special case of atomic fusion soundness (conflict serializability) in programs
with a bounded number of threads (even without synchronization). Interestingly,
this previous result provides for an alternative proof of Corollary 6.2: We can
reduce the soundness problem in parameterized programs to the bounded case,
by using dedicated locks to limit the number of running threads. Hence, while
the shift from a bounded number of threads to parameterized programs signifi-
cantly simplifies the soundness problem in the absence of synchronization, lock
synchronization yields back the hardness.

Synchronous Reductions. For synchronous reductions (resp. sync-point instru-
mentations), we have not shown a general result relating coverability (for con-
figurations of arbitrary width) and reduction checking. In fact, the algorithm in
Sect. 4.2 at first suggests that only pairwise checks are needed (for the compu-
tation of the phase-order). Yet, the difficulty lies in the fact that sync-points
themselves are synchronization actions, and may interfere with other synchro-
nization mechanisms such as locks. Using this observation, we show:
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Theorem 6.3. The coverability problem of programs with locks is polynomial-
time reducible to the sync-point soundness problem (of programs with locks).

Proof (sketch). Given a program P and a configuration C' = [{y, ..., ¢,] for which
to decide coverability, we modify the thread template as follows. We take fresh
locks my, ..., my,, add a fresh location ¢, ;, and chose £, ;, as the new exit loca-
tion. From each location ¢; € C', we add a subgraph that first acquires m;, then
branches over all j # ¢ and checks that m; is still free (by acquiring and releasing
it), and then finally releases m;, reaching ¢, .. For the sync-point instrumenta-
tion, we add a single sync-point e immediately before the final step (releasing
m;). We note that C is coverable (in P) if and only if it is reachable. Any
interleaving 7 of P reaching a sub-configuration of C is an interleaving of the
modified program (all threads can reach ¢, ;). However, in an interleaving reach-
ing exactly C, the sync-point instrumentation forces at least one of the n threads
to deadlock when trying to acquire some m; (and hence, all other threads are
blocked at the sync-point). Thus, the sync-point instrumentation is sound (wrt.
any I) if and only if C is not coverable.

Using Partial Information About Locks. We conclude this section with a short
outlook on how soundness checking for natural reductions can nevertheless bene-
fit from (possibly incomplete, but sound) information about locks. Suppose that
we have information available about a set of locks M, that a thread must hold
whenever it is at location ¢. Such information could for instance be derived from
a static analysis, or a thread-modular proof given to a deductive verifier by a
user. Then one can soundly declare that outgoing actions ay of £ and ay of ¢
commute whenever the sets M, and M, overlap.

More generally, any kind of thread-modular invariants g, @ that hold when-
ever a thread is at location £ resp. ' can be used to increase commutativity, by
determining if actions ay, ap commute under the assumption pg A pe [11]. The
idea for locks described above corresponds to the special case that ¢ Ay = L
(it is impossible that both threads hold the same lock), under which the actions
vacuously commute. The resulting extended commutativity relation I’ O I can
increase the power of both mover reasoning [21] as well as our algorithms.

7 Related Work

Sound reductions proposed by atomic blocks have been studied and imple-
mented in many deductive proof systems for concurrent and distributed sys-
tems [2,6,14,18,19,21,22]. These approaches are based on Lipton’s reduc-
tions [21] and are thus inherently incomplete (see Sect. 5). In principle, our sound
and complete algorithm for atomic blocks may serve as a replacement for the cur-
rent implementations in these proof systems. Yet, some hurdles remain. Practical
tools such as CIvL [19] typically support specifications via assert statements,
whereas our approach currently only targets verification of postconditions. While
we do not expect the extension to assert statements to change the complexity
picture significantly, it requires non-trivial conceptual adjustments, in particular
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when the execution of a single atomic block is not guaranteed to terminate (due
to loops or recursion, see e.g. [15]).

Similarly, sound but possibly incomplete techniques for proving soundness of
synchronous reductions have been studied in [16,20]. These techniques are also
based on the mover types from Lipton’s reduction theory.

Checking conflict serializability for transactions can be seen as an instance
of deciding soundness of atomic blocks, where the commutativity relation is
fixed: read accesses commute against one another, and (read or write) accesses
to different shared variables also commute. The complexity of checking serializ-
ability has been studied in [1,12], but these results do not extend to arbitrary
commutativity relations as in our paper.

On the side of algorithmic verification (and more classically, finite-state model
checking), partial order reduction algorithms [17] are employed to automatically
compute reductions that are sound by construction. The works of Farzan et
al. [10,11] define an algorithmic verification framework for concurrent programs
that includes computing sound reductions. The syntactic representation of these
reductions is somewhat complex, which is fine in the context of a fully automated,
non-interactive proof. In our paper, we look at classes of reductions which are
humanly readable and use simple syntactic constructs.

8 Conclusion

We have proposed natural reductions of parameterized concurrent programs, an
approach for users to specify a subset of interleavings that may be easier to
verify. Natural reductions can be specified with ease, by adding atomic blocks
and global rendez-vous points to the thread template.

We have studied the problem of deciding whether a natural reduction given
by a user is indeed sound, and can thus be soundly verified in place of the original
program. We link the complexity of this problem to the corresponding coverabil-
ity problem. As a consequence, the problem becomes intractable (CONP-hard)
as soon as even very light-weight synchronization between threads is allowed (in
particular, locks). This motivates us to take an abstract view of the program,
i.e., to abstract away from the semantics of locks and other synchronization oper-
ators. We present the first complete decision procedure for checking soundness
of natural reductions in this setting, and show that it runs in polynomial time.
Hence, our approach overcomes the inherent incompleteness of previous work
based on mover reasoning, while retaining polynomial complexity.

In the future, our decision procedure could replace resp. complement mover
reasoning in reduction-based deductive verifiers such as Civl [19] or Anchor [14],
broadening the range of specifiable reductions and providing a guarantee of com-
pleteness. As part of such an application, a relevant question for study is the
extension of our polynomial-time algorithm to other settings. In particular, it
is of interest to determine whether some form of synchronization (even more
light-weight than locks), such as structured concurrent programs, permissions, or
specific locking disciplines can be accommodated. Given that in such cases, it
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is typically easy to determine which parts of the program may run in parallel,
there is some hope that polynomial runtime can be retained.

At the same time, there also remain open questions in the cases where a
precise, polynomial-time decision procedure does not exist. First, the matching
upper bounds for our complexity results remains a question of theoretical inter-
est, even if the practical impact for deductive proof systems may be limited.
Second, we have shown that a precise solution requires a global view of the pro-
gram, and the purely-local reasoning of Lipton movers is incomplete. This raises
the question of whether there are (practically useful and feasible) intermedi-
ate points within the gap between fully-local, polynomial-time Lipton reasoning
and a fully-global, super-polynomial algorithm. For the case of locks, we have
sketched one such intermediate solution in Sect. 6.
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