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Wireless Networks
Computer networks that are not connected by any cables.

Services:

● WiFi
● Bluetooth
● NFC
● Cellular

Advantages:

● Better mobility
● Cost effective
● Scalable



Home Networks



Wireless Security

Prevent unauthorized connections to the network

Encrypt private data being transmitted as radio waves

Security has been one of the major deficiencies in WiFi, though 
better encryption systems are now becoming available. 

Problem: Encryption is optional.



WiFi Standards for Encryption

Wired Equivalent Privacy (WEP): The original 
encryption protocol developed for wireless networks. 
WEP has many well-known security flaws, is difficult 
to configure, and is easily broken.

Wi-Fi Protected Access (WPA): Introduced as an 
interim security enhancement over WEP. Uses a 
pre-shared key (PSK) and the Temporal Key Integrity 
Protocol (TKIP) for encryption. 

Wi-Fi Protected Access version 2 (WPA2): Based 
on the 802.11i wireless security standard. Allows 
Advanced Encryption Standard (AES) for encryption. 



Types of Wireless Attacks

● Passive Attack (Eavesdropping)
● Active Attack

○ Replay Attack
○ Brute force attack
○ Statistical attack
○ Jamming (Denial of Service)

● Man in the Middle



Open Networks

Public places like Tim Hortons, 
Libraries, Airports.

Pros:

● No password needed
● Reach many clients
● Adaptability for any device
● Can increase revenue

Cons:

● Unencrypted traffic
● Low privacy
● Easy MITM attacks
● Need VPN or TLS



Authentication for Open Network



What can you do in open network



WEP (Wired Equivalent Privacy) 



WEP Authentication in Detail
1. First a requesting device sends an Authentication frame to the access point. 

2. After receiving the initial authentication frame, AP replies with an authentication frame 

containing 128 bytes of random challenge text generated by the WEP engine in standard 

form(plain text).

3. The requesting device will then copy that text into authentication frame, encrypt it with the 

shared key, and then send the (encrypted) frame back to AP.. 

4. The receiving access point will decrypt the challenging text using the same shared key and 

compare it to the challenging text sent earlier. 

a. If a match occurs, the responding station will reply indicating a successful 

authentication. 

b. If there isn't a match, the responding access point will send back a negative 

authentication.



WEP Encryption (RC4 stream cipher)
● Disable or 40 bit keys or 104 bit keys
● 64 bits for RC4 keys or nonce
● 40 bits for WEP key & 24 bits for IV 



Issues in WEP
● IV + Key  XOR  Plaintext

● No session key, same key is used for by everyone and for everything

● Known Plaintext attacks, given P1 = P2 implies C1 = C2

● Allows replay attacks, no sequence number for packet

● RC4-based 40-or 104-bit encryption

● High Possibility for Collision

By exploiting these issue, one can easily crack passwords in a short period 

of time.



Aircrack-ng package

airmon-ng: starts monitor mode to capture packets in the air

airodump-ng: displays nearby wireless information and dumps to 
file

aireplay-ng: carries out replay attacks and deauth attacks (and 
more)

aircrack-ng: crack the password obtained from airodump-ng 



Cracking WEP networks using Aircrack-ng
● According to our theory, we need to capture IVs to get the password
● We can use Aircrack-ng package to do that

Basic idea:

● Do fake authentication so we can communicate with router
○ Otherwise the router will ignore our packets
○ aireplay-ng -1

● Replay ARP (Address Resolution Protocol) (map ip to MAC) (common) 
requests to quickly generate IVs
○ Router will generate a new IV for ARP requests
○ aireplay-ng -3

LPT: don’t use WEP

Demo



1. Replay a packet from any device to AP 
using aireplay-ng.

2. AP makes new IV to confirm packet 
received.

3. In a new terminal run aircrack-ng on 
the same file to crack the password

4. The number of new IVs determines the 
chances of finding the key.

AirCrack WEP Explained
airmon-ng: monitor all packets

airodump-ng: display & save nearby 
device and packet info



Example



WPA/WPA2 (Wi-Fi Protected Access)
● TKIP (Temporal Key Integrity Protocol)

○ Mix the key and IV before putting into RC4
○ Sequence number to counter replay attack
○ MIC (Message Integrity Check)

■ Can be computed with a password + SSID (wifi 
name) + handshake detail

■ Deauthorize a device connected to the network to 
force a handshake (aireplay-ng -0)

■ We can capture the handshake + brute force 
■ LPT: use stronger password



Handshake Capture Exploit

1. Deauthenticate device so it reconnects

2. Capture MIC (Message Integrity Code)

3. Bruteforce PTK by guessing password

4. Use PTK to compute MIC’

5. If MIC = MIC’: key found

6. Else: go back to step 3



AirCrack-ng WPA/WPA2 Handshake

The list of commands to successfully crack the password for the handshake exploit:

1. airmon-ng start wlan0

2. airodump-ng wlan0mon

3. airodump-ng -c [router channel] --bssid [target router]  -w [fname] wlan0mon

4. Terminal 2 send deauth: aireplay-ng -0 1 -a [target device] -c [target router] wlan0mon

5. After handshake has been captured (step 3), locally execute brute-force on wordlist:

○ aircrack-ng -w [wordlist] -b [target router] [fname].cap



Deauthentication (deauth) attack
● Router sends deauthenticate packet UNENCRYPTED 

(standard for 802.11a/b/g/n) (must be understood by 
everyone)
○ Router wants to terminate connection (kicked out, 

changed password, inactivity etc)
○ “From: router, To: you, Message: disconnect from me”
○ We need to know router’s and your identity (MAC address 

(Media Access Control))
○ Client disconnects and then (if set to auto connect) tries to 

reconnect to the network -> handshake occurs
○ Fundamental flaw in 802.11 standard

● 802.11w protects these packets

Demo



WPA2 Enterprise

● Authenticates with a centralised server
● Account + password
● UofT WiFi
● You will need to set up a fake infrastructure to capture the 

credentials
● For big companies





WPA3

● Simultaneous Authentication of Equals: password is not 
shared during handshake (a variant of Diffie-Hellman)

● Forward Secrecy (session key to protects traffic)
● Can tolerate weak password (SAE)
● What’s next? Any flaws?



Some stats

https://wigle.net/stats#mainstats

https://wigle.net/stats#mainstats


Why only 24 routers in WPA3?

Hardware limitation

● Most routers will need to be upgraded to support WPA3
● Existing infrastructure
● Less Client support



Ethernet is better?

Advantages

● Speed (400Gbps) (your 
hard drive can be the 
bottleneck)

● Need a physical connection 
so not everyone can listen

● Reliable 

Disadvantages

● Can’t use it on phones
● Decreased mobility



Network Infiltrated
What’s next?



Network Access and Beyond

● Use monitoring tools like Wireshark to intercept 
communications

● Set up a proxy to steal information
● Hydra for router password
● And so on...



Thank you
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