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What is Metasploit?



What is Metasploit?

* Computer Security Project = Penetration Testing

* Security tools and exploits

 Automating the exploitation process and delivers payload



History



Metasploit History

* Developed by H. D. Moore in 2003
* Originally written as a portable network tool using Perl

* Rewritten in Ruby

* Owned by Rapid7



Architecture & Structure



PLUGINS

Exploit Payload

Architecture & Structure

LIBRARIES INTERFACES
Console
Rex
CLI =[ metasploit v5.0.57-dev
MSF + -- --=[ 1935 exploits - 1082 auxiliary - 333 post
Core + -- --=[ 556 payloads - 45 encoders - 10 nops
GUI + -- --=[ 7 evasion
MSF
Base RPC
MODULES
Encoder NOP Aux Post

e b b ed



Workflow



Workflow

peloiang
CREATE PROJECT g Aulomated Explogation
»  Mamnual Exploitation

inibate NeXpose Sc ‘ SO Engneerning
campagn

Manualy Add Device

CLEAN UP

T.;._._.;('.:H{_J m

s . Manual A yenhcahon
~ollect Credentials vanual Authenbcabor

‘ ..', Proxy & VPN Pivoing

FINAL REPORT




Metasploit Controls



Metasploit Controls

$ sudo msfconsole
> help

> search type:exploit cve:2010 platform:unix irc



Metasploit Controls

> use EXPLOIT (module name: syntax XXX/XXX/XXX/)

show
options
payloads
targets
info

set ATTRIBUTE (or setg for global)
check
exploit

back



Demo




Usage Summary
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Usage Summary

Choose an exploit
Configure the parameters
Check if it will work
Execute
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Profit



Questions?



