IPSECTUT

IP-SEC Tutorial

Objective: To see IP-SEC framework in action by establishing Host — To — Host IPSEC VPN Tunnel.
Required VMs: Can be found at /virtual/ipsec/
- VM1 | Centos 7 - VM2 | Centos 7 - Kali Linux | Kali Linux
If you do not see the files use the following cmd:-
# scp -r [UTORID]@dh2020pc22.utm.utoronto.ca:/virtual/ipsec /virtual/ipsec
Required Software: Already installed for you on the VMs: -
- IPSEC Tools - WireShark - libreswan

Scenario

Kali Linux
(Eve)
hacker

—_— —
V1 W
(Boh) (Alice)
ven (right)
How we emulate this: -
192.168.10.1 Kali Linux 192.168.20.1
(Eve)
hacker
_— - S
VM 1 VIv2
g 192.168.10.254 192.168.20.254 i f
(left) (right}

VM access details: -

- Kali Linux: root/toor
- VM1: root/root
- VM2: root/root
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SETUP: Please turn on all the VMs and login. For VM1 and VM2 you may use startx to use the terminal in GUI so that you
can copy paste directly in the VMS as VMware tools is installed on all VMs.

ent03 Linux 7 (Core)
kKernel 3.18.8-327.e17.x86_64 on an =xB6 64

login: root
Password :
Last login: Sun Mar 27 Z21:46:14 on ttyl
[root@ums ™14
[root@umz ™14
[rootumZ ~ 1t startx

SETUP: Make sure that in Kali Linux VM Setting (the Network settings) are as below: -

e
(=]

=

Player 1'-firtua| Machine Settings

Hardware  Options

Device status

Device Summary
M Memory 2GB Cornecie
[d Processors 2 Connect at power on
{Z\Hard Disk (SCSI) 30GB
JCD/OVD (IDE)  Auto detect NetWaE camie
E‘_E'_r ter Custom (VMnet1) Bl () Bridged: Connected directly to the physical netwark
Network Adapt.., Custom (WMnet11) : Replicate ph netwo
ta USE Controller Present
@) sound card Auto detect i
ngispIay Auto detect (CJNAT: Used to share the host's IP address

() Host-only: A private network shared with the host
(®) Custom: Specific virtual network

VMnet1d W
() LAN segment:

LAN Segments,.. | Advanced...
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SETUP: Make sure that in VM2 Setting (the Network settings) are as below: -
IE md - VMware Warkstation 12 Player (MNon-commercizl use only)
Player~ | [l » & I =

Virtual Machine Settings >

Hardware Options

. Memory
Device Summary
! Spedfy the amount of memory allocated to this virtual
e TEMOrY 1GB machine. The memory size must be a multiple of 4 MB.
[ Processors 1
(i Hard Disk (SCSI) 20 GB Memary for this virtual machine: 1024
y CD,/DVD (IDE) UUsing file C:\Program Files {(x88)1V...
ElNetwnrk Adapter Custom (VMneti1) &4 GE
7R
LISE Controller Present 1w GE
'5".' S::fund Card Auto detect e
@me Present &GE E Maximum recommended memory
B pisplay Auto detect < ;
4GB {Memory swapping may
> 68 occur beyond this size.)
e r 6316 MBE
512 MB
- Recommended memaory
256 MB
Y 1024 MB

SETUP: Make sure that in Kali Linux VM1 Setting (the Network settings) are as below: -

Q’E vl - YViviware Woarks n 12 Player (Man-commercial use only) = W s
[[*
Player + | 11 v &3 L [ «| &
1Virtual Machine Settings > M
A i
Hardware Options |
i
; Device status
Device Summary
| C cted }
[ 0 Memory 1GE b !
[ Processars 1 Connect at power on ;
} -
q (e Hard Disk {5CSI) 20 GB _
[ 4 CD/DVD (IDE) Lizing file C:\Users\HassanDownl.. . Network connection b
1 «C Network Adapter  Custom (VMnet10) () Bridged; Connected directly to the physical network
4 LISE Controller Present Replicate physical network connection state
'G'!" Sound Card Auto detect :
T @Printer —— GCunﬁgurE Adapters
1 !]Display Auto detect ("I MAT: Uzed to chare the host's IF address
i) Host-only: A private network shared with the host
N (®) Custom: Spedific virtual network
b | YMnetio v |
X O LAN segment:
4
é i
q | LAN Segments... | | Advanced... | ﬁ
i
I 1
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SETUP: Make sure that all the VMs have the correct IPs as below:

- VM1:192.168.10.1 | 255.255.255.0 | 192.168.10.254
- VM2:192.168.20.1 | 255.255.255.0 | 192.168.20.254
- KaliLinux: ethl:192.168.20.254 | 255.255.255.0
- Kali Linux: eth0: 192.168.10.254 | 255.255.255.0

Ensure that you can ping the other VMs from all VMs as per below:-

%3 v ] - Viiware Workstation 12 Player (Mon-commercial use only) = O
Player ~ | Il » cp I [h =
** Applications * Places ~ |Erminal hd sun23:59 0O ¢ O ~

root@localhost:~ - o x

File Edit View Search Terminal Help

[root@localhost ~]# ping 192.168.10.25%4

PING 192.168.10.254 (192.168.10.254) 56(84) bytes of data.

64 bytes from 192.168.10.254: icmp seg=1 ttl=64 time=0.369 ms
64 bytes from 192.168.10.254: icmp seq=2 ttl=64 time=0.327 ms
F

[Z2]+ Stopped ping 192.168.10.254
[root@localhost ~]# ping 192.168.20.1

PING 192.168.20.1 (192.168.20.1) 56(84) bytes of data.

64 bytes from 192.168.20.1: icmp seg=l ttl=63 time=0.6E67 ms
54 bytes from 192.168.20.1: icmp seg=2Z ttl=63 time=0.5Z0 ms
64 bytes from 192.168.20.1: icmp_seg=3 ttl=63 time=0.569 ms
~z

[3]1+ Stopped ping 1592.168.20.1

[ root@localhost ~1# |
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EE: vimd - Viware Workstation 12 Player (Mon-commercial use only) — O x
Player = - IEI T L:H « I_|

# Activities = Terminal ~ Sun 23:59

roct@vm2:/etc/ipsec.d

File Edit WView Search Terminal Help

[ root@vmZ ipsec.d]# ping 192.168.20.254

PING 192.168.20.254 (1592.168.20.254) 56(84) bytes of data.

64 bytes from 192.168.20.254: icmp seq=1 ttl=64 time=0.355 ms
64 bytes from 192.168.20.254: icmp seq=2 ttl=64 time=0.2598 ms
64 bytes from 192.168.20.254: icmp seq=3 ttl=64 time=0.33%9 ms
~Z

[1]1+ Stopped ping 192.168.20.254

[rooct@vmZ ilpsec.d]# ping 192.168.10.1

PING 192.168.10.1 (192.168.10.1) 56(84) bytes of data.

64 bytes from 192.168.10.1: icmp seq=l ttl=63 time=0.646 ms
64 bytes from 1592.168.10.1: icmp seqg=2 ttl=63 time=0.587 ms
64 bytes from 192.168.10.1: icmp seqg=3 ttl=63 time=0.600 ms
oL

[2]+ Stopped ping 192.168.108.1

[ root@vm2 ipsec.dl# |}

|I;ﬂ Kali-Linux-2016.1-vm-i686 - VMware Workstation 12 Player (Mon-commercial use only) e O *
] Y ¥,
Player - r_i—':l I LI:F. «

Applications « Places + [&] Terminal = Mon 00:01

root@kali: ~
File Edit View Search Terminal Help
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SETUP: Open Wireshark in Kali Linux. Monitor eth1 and see if you can see the ping traffic pass through the Kali Linux.

':_'CE Kali-Linux-2016.1-vm-i688 - VMware Workstation 12 Player (Mon-commercial use only) — O x

Player~ | Il » 2 T Sh &

Applications « Places v B Wireshark Mon 00:03

Capturing from ethl 06
File Edit “iew Go Capture Analyze Statistics Telephony Wireless Tools Help

|- =1 4 e - [ :.l";_ — m | 11 _h
e RE QesEFLE FaqaarE
W | Apply a display filter ... <Ctrl/= = B3 Expression... +
|No. _Ti'm Source Destination Protocal Lengtt Info _ R o A,
48 3. 192.168.20.1 192 .166.10.1 ICHF 98 Echo (ping) reply id=0xc2f7, seq=18/4G08,
49 3., 192 .168.10.1 192.168.20.1 ICHMP 98 Echo (ping) request dd=exczfy, seq=19/4864,
583 252,168,201 182,168,101 ICHP 98 Echo (ping) reply id=0xc2f7, Seq=19/4864,
-
H 3

b (Frame 1; 60 bytes on wire (480 bhits), &8 bytes captured (480 bits) on interface o )
b Ethernet II, Src: Vmware_23:8d:df (ee:0c:29:23:8d:df), Dst: vmware_95:8a:50 (@0:0C:29:95:82:568)
b Address Resolution Protocol (reguest)

STEP: Start the terminal in VM1 and VM2.

root@vma:~ X

File Edit WView 5Search Terminal Help
[ root@vm2 ~]1# [

STEP: Install Libreswan (already done for you) in both VMs.

[ root@vm2 ~]# yum install liberswan I
| L e T ] i e e b e T omim i e im Lo

Step: Initialize a new database. If a db already exist use rm /etc/ipsec.d/*db to remove and then initialize a new one on
both VMs.

— —— [p——— R ——— P — v

[ root@vm2 ~]# ipsec initnss

Initializing NSS database

See 'man pluto' if you want to protect the NS5 datab
ase with a password

[ roct@vmz ~]1#
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STEP: Check if IPSEC service is running on both VMs.

root@vm2:~

File Edit WView Search Terminal Help

[root@vmZ2 ~]# systemctl status ipsec
® ipsec.service - Internet Key Exchange (IKE) Protoc
ol Daemon for IPsec

Loaded: loaded (/usr/lib/systemd/system/ipsec.ser
vice; disabled; vendor preset: disabled)

Active: inactive (dead)
[root@wm2 ~]1#

STEP: Start IPSEC Service on both VMs.

[ root@vm2 ~]# systemctl start ipsec
[ root@vm2 ~]#

STEP: Check the status again on both VMs.

[root@vmZ ~]# systemctl status ipsec
ipsec.service - Internet Key Exchange (IKE) Protoc
ol Daemon for IPsec
Loaded: loaded (/usr/lib/systemd/system/ipsec.ser
vice; disabled; vendor preset: disabled)
Active: . since Sun 2016-03-27 23:
27:49 EDT; 29s ago
Process: 4638 ExecStartPre=/usr/sbin/ipsec --check
Inflog (code=exited, status=0/SUCCESS)
Process: 4633 ExecStartPre=/usr/sbin/ipsec --check
nss (code=exited. status=0/SUCCESS)

STEP: Important to add IPSEC to start on startup on both VMs.

[ root@vm2 ~]# systemctl enable ipsec

Created symlink from /etc/systemd/system/multi-user.
target .wants/ipsec.service to /usr/lib/systemd/syste
m/ipsec.service.

[ roct@vmz? ~]#

I IMPORTANT INFO !
We are implementing HOST — to — HOST IPSEC VPN Tunnel
The two hosts are refered to as “left” and “right”.

We are going to use vm1 as the “left”.
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And vm2 as “right”.
STEP: Generate an rsa key for VM1 (left) as per below: -
# ipsec newhostkey --configdir /etc/ipsec.d \

--output /etc/ipsec.d/www.example.com.secrets

# ipsec showhostkey --left

File Edit View Search Terminal Help

[root@localhost ~]# ipsec newhostkey --configdir fetc/ipsec.d ™
> --output fetc/ipsec.d/www.example.com.secrets
Generated RSA key palr using the N5S database
[ root@localhost ~]# ipsec showhostkey --left
ipsec showhostkey loading secrets from "/etc/ipsec.secrets”
ipsec showhostkey loading secrets from "/etc/ipsec.d/www.example.com.secre
ts"
ipsec showhostkey loaded private key for keyid: FPK RSA:AQOjsIDKr
# rsakey AQOjsIDKr
leftrsasigkey=0sA00jsIDKriOmLk 18t WERAmemEyn8s64bIzGZEBN1iOCRTGGOWT ]
MUaxQgtVLpo0GYx9je/181B{NzHNRAKOSZy JonHE3NPgaPhSAmtdDIFiuimexmRScENBXANC ig
bjogeTO3NELEF7NDH4aI I IHIAASKOKKOxYF]ysQJdyu]j seQ0/uABQ+Adaz63011HDDIS4CCNS /o
XgjSCedc/I+0QvsgUOXIREN3KIVUVAXE5sGUIUBLRPAR r3BL rkb ImogUN+L rlpEbQDd365GHC
2Ed1lql/kk1RVdEfEeBqt5zz3C6xBURIOxK /P2RhaVCAsLYSgMKIHYBZlyiTi001 i 0+sR7mHBka
JBxTqijTI327BATpUCLedeaalk3Pjahl fM1BXEUYREmxHvE/50044RBot usWlooMIUXKBS1iIKLE
3XNxDxHzPMD/BCUAg3nC7ghjVsqldnsDOFb7 ZkleWx inz32Ep 7 IUMCNwkb 2 TuTF3KTd+20vheP
CEVTE7Z2C7Dmo(QTF3RdzEVz4ckvl Tihd4ZDAgwl3al xPgoH3xwsPG3wRmt dAhgmy 4GxmxESLY gk
2/NFAL fowllgaZPF4MKTzU435V0c=
[ root@localhost ~1#

|?.gr'gw.rm1-‘l.l"f'u"h.-uare‘|.l"|"ctrks-tatil:rn 12 Player (Mon-commercial use only) — O * I

Player~ | |l » cp IT (X | B |

x* Applications * Places ~ |Erminal' Ssun23:39 O ¢ O ~
root@localhost:~ - o X
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STEP: Generate rsa key for VM2 as per below: -
# ipsec newhostkey --configdir /etc/ipsec.d \
--output /etc/ipsec.d/www.example.com.secrets

# ipsec showhostkey —right

EEB wvm - VMware Workstation 12 Player (Mon-commercial use only)

Player = | [[ = Iﬂl T =h

# Activities = Terminal Sun 234

root@vm2

File Edit WView Search Terminal Help

[root@wm2 ~]# ipsec newhostkey --configdir fetc/ipsec.d
> --output Jetc/ipsec.d/www.example.com.secrets
Generated RSA key pair using the NS5 database
[root@vm? ~]1# ipsec showhostkey --right
ipsec showhostkey loading secrets from "/etc/ipsec.secrets"
ipsec showhostkey loading secrets from "/etc/ipsec.d/www.example.com.secret
ipsec showhostkey loaded private key for keyid: PPK_RSA:AQON3VigC

# rsakey AQON3ViGC

right rsasigkey=0sA00n3ViECsUDD50c xSINIKghOUUdEmMI /gXbD/sFpd VUL fKR+0
algcaDLGLAnLEfkGNiaSEVROFM rEqd fELKtwOptDGo2ZhX0obMILAS14PxngH7+UDX58UX rsagst
B94ryl1RLmKeVL xKoR4 IWulXGsWZullesBEGgEGC +eNyk JYgHGals1CZz r fHiQALbxEQhx5cScillC
BO0kwWVWzOCMWSCEcepOCAZL Ucdd/12gNSgZSh7B8twRpZ fhAvkegbChgt FMV3hRREEx0Faz r4Qoll
UPlgeMHZWLY3w/3NIsz9cpchbBunBlTSagkbkkeVaB+tt472FQO L/ FE8x XiHi43ARhgFGmFvUFGZE

[root@vm2 ~1# |}

STEP: Create a new IPSEC config file using for favorite editor in both VMs: -
# nano /etc/ipsec.d/my_host-to-host.conf

[root@vm2 ipsec.d]# nano /etc/ipsec.d/my host-to-host.conf
[root@vm2 ipsec.d]#
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STEP: In the config file we can place the IPSEC configuration info as below in both VMs: -
conn mytunne

leftid=@west.example.com

left=192.1.2.23

leftrsasigkey={Paste rsa key for left as generate above}

rightid=@east.example.com

right=192.1.2.45

rightrsasigkey={Paste rsa key for right as generate above}

authby=rsasig

# load and initiate automatically

auto=start

"__B vm2 - VMware Workstation 12 Player (Mon-commercial use only)

pyer < | ]~ @ H

# Activities | = Terminal ~

root@vm2:/etcfipsec.d

File Edit WView Search Terminal Help
GNU pano 2.3.1 File: ...sec.d/my host-to-host.conf |

conn mytunnel
leftid=@west .example.com
left=192.168.10.1
leftrsasigkey=0sA00]sIDK riOmLk1BbtWEBRAmemSynBs64bIzGZBni9CE
rightid=@east.example.com
right=192.168.20.1
right rsasigkey=0sAQ0n3Vi6CsUDD5@cxSINIXgbOUUdBmI /gXbD/sFpl%
authby=rsasig
# load and initiate automatically
auto=start|j
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IMPORTANT: Ensure that both VMs have the same config file. They must be identical otherwise the SA’s will fail.

"_C%E wm1 - VMware Workstation 12 Player (Mon-commercial use only) = O >

Player~ | Il - oo T1 X ¢ | Bl

=* Applications * Places « |m_rminal' sun23:51 4 O -
root@localhost:~ = o x

File Edit View Search Terminal Help

GNU nano 2.3.1 File: /etc/ipsec.d/my host-to-host.conf

Honn mytunnel
leftid=@west.example.com
left=182.168.10.1

leftrsasigkey=0sA00]sIDK riOmLk]1BbtWEBRAmemEyn8s64bIzGZBni9CRTGGEOWT INUa$

rightid=@east.example.com
right=192.1658.20.1

right reasigkey=0sA00N3Vi6CsUDD5AcxSINIXgbOUUABmI /gXbl/sFpIVUUFKh+G/Uk$

authby=rsasig
# load and initiate automatically
auto=start

BONUS: Sometimes we need to ensure that libreswan can find our custom config file. Therefore, we must ensure that

the following is commented out: -

# nano /etc/ipsec.conf

And Ensure that (should be at the end of the main config file): -

include /etc/ipsec.d/*.conf

is not commented out.

STEP: Restart the IPSEC service on both VMs so that they can pick up the config file that we created.

# systemctl restart ipsec
i |

root@vm2:/etcfipsec.d »
File Edit View Search Terminal Help

[ root@vm2 ipsec.d]# systemctl restart ipsec
[root@vm2 ipsec.d]#
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STEP: On both VMs add the tunnel that we created: -

# ipsec auto --add mytunnel

KE’B vma - Yhware Workstation 12 Player (Mon-commercial use enly)

Player » | Il + & I h <| B

% Activities —~ Terminal ~ Mon 0003

root@vm2:fetcfipsecd

File Edit View 5Search Terminal Help

[root@vm? ipsec.d]# ipsec auto --add mytunnel
BOZ "mytunnel": deleting connection

B0Z added connection description "mytunnel”
[root@vm? ipsec.d]#

L?EE vm1 - VMware Workstation 12 Player (Non-cormercial use only) — O *

Plyer - | M > & T «| B

x* Applications * Places ~ |rminal * Mon00:04 [ A O ~ !
=] x

root@localhost:~ -

File Edit View Search Terminal Help

[root@localhost ~]# ipsec auto --add mytunnel
002 "mytunnel": deleting connecticon

U002 added connection description "mytunnel"
[root@localhost ~]#
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STEP: On any “ONE” of the VM turn on the connection: -
# ipsec auto --up mytunnel

[root@vmZ ipsec.d]# ipsec auto --up mytunnel

BE2 "mytunnel" #4: initiating Main Mode

104 "mytunnel" #4: STATE MAIN Il: initiate

BE3 "mytunnel" #4: received Vendor ID payload [Dead Peer Detect
ion]

BE3 "mytunnel" #4: received Vendor ID payload [FRAGMENTATION]
BeE3 ”mytunnel“ #4: received Vendor ID payload [RFC 3947]

BE2 "mytunnel" #4: enabling possible NAT-traversal with method
RFC 3947 (NAT-Traversal)

002 "mytunnel" #4: transition from state STATE MAIN Il to state
STATE MAIN IZ2

106 "mytunnel" #4: STATE MAIN IZ2: sent MIZ, expecting MRZ

BE3 "mytunnel" #4: NAT-Traversal: Result using RFC 3947 (MNAT-Tr
aversal) sender port 500: no NAT detected

002 "mytunnel" #4: transition from state STATE MAIN IZ to state
STATE _MAIM I3

168 "mytunnel" #4: STATE MAIN I3: sent MI3, expecting MR3

EE3 "mytunnel" #4: received Uendor ID payload [CAN- IKEVE]

alalal || QS T ——— 1 | LA KA _—— - TM HLS TR Akl [ TR 1
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IMPORTANT: In Wireshark on Kali Linux you will see ISAKMP connection packets establishing the IPSEC tunnel
ensure that you stop once you see these packets and explore them.

%3 Kali-Linux-2016.1-vm-i686 - YMware Workstation 12 Player (Mon-commercial use only) — O *
Player = | |l » o I T «

Applications = Places = Wireshark = Meon 00:12

*ethl 00O,
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

= QA Q QI

Am i@ EERDE Qe EF $=

(W] 2pply a display filter ... <Ctrly/= =3 -] Expression.. +
Mo, Tim Source Destination Protocol Length Info j=
~ 119 5. Vmware_95:8a:50 Vmware_23;6d.df “ARP 42 192.168,20,254 1s at 00;0C:29:95;6a:50 ]

12@ 5. 182 .168.208.1 192,168.18.1 ISAKNMF B34 Identity Protection (Main Mode)

121 5. 182.168:10.1 152.168.20.1 ISAKMP 186 Identity Protection (Mailn Mode)

122 5. 182 188.20.1 192.168.108.1 ISAKMP 398 Identity Frotection (Main Mode)

123 5. 182.168,18.1 192 ,168.208,1 ISAKMF 398 Identity Protection (Main Mode)

124 5. 182.168.208.1 192.168.108.1 ISAKNMP 598 Identity Protection (Main Mode)

125 5. 182.168.18.1 192.168.20:1 TSAKMF 566 Identity Frotection (Main Mode)

126 5. 182 168,.20.1 192.168.10.1 ISAKMP 518 Quick Mode

127 5. 182.168,18.1 1892,168.20,1 ISAKMF 438 Quick Mode

128 5. 192.168,208.1 192.168.10.1 ISAKMP 102 Quick Mode

129 5. Vmware_23:8d.df WmuWare_95:8a:58 ARP 60 Who has 192.168.20.2547 Tell 182,168,201 -

130 5. Wmware_95:8a.560 Ymware _23:8d.df ARP 42 192,168 .20,254 is at 00:0c:29:95:84:50 =

131 5. 182.168,108.1 192,168.20,1 ISAKMP 518 Quick Mode ™

132 5. 1892 .168.208.1 192.168.10.1 TSAKMP 438 Quick Mode

133 5. 182.168.108.1 192.168.20:1 ISAKMP 102 quick Mode

134 5. Wmware_95:8a:560 Vmware_23;8d:df ARP 42 Who has 192,168.20.17 Tell 192,168.20.254

135 5. Wmware_23;8d:df Wmware_95:8a:50 ARP 60 192.168,20.1 is at @0:0c;29:23:8d.;df =
4 »

» (Frame 1: &0 byfes on wire (480 bits), &0 bytes captured (480 bits) on interface @
p Ethernet II, Src: wmware_23:8d.df (e0:6c:29:23:8d:df), Dst: vmware_95:8a:50 [00:0C;29:95:82a:50)
p Address Resolution Protocol (request)

GITE]
8610
0620
0630

z 8a 50 086 6C ad df o8 o6 .
08 00 06 D4 00 01 @8 Ac 29 23 8d df co ad 14 81
00 00 ©0 00 00 08 c@ a8 14 fe 08 00 00 08
00 8@ 00 08

IPSECTUT | Hassan

. Please




IPSECTUT

STEP: Ping from either VM1 or VM2 and you can observe that in Kali linux you can see the ESP encrypted packets:

Player v | [l = 'J—;l;‘ T I-E

Applications «

E-;.H Kali-Linux-2016.1-vm-i686 - VMware Workstation 12 Player (Men-commercial use only) = O *

Capturing fram ethl 00

File Edit wiew Go Capture Analyze Statistics Telephony Wireless Tools Help

=3 ~| Expression., @+

182,168

=R - L RS RN
[
o
ra
=
@
o
ra
=
el ol el ] —

R
=
%
ra
-
o
=)
=
=)

rvFvrwvw

g0 6c 29 23 8d df 0O oOC
o0 98 7f 34 40 00 3f 32
14 01 71 79 cf &9 00 08
cc 38 ae 22 55 bc 3 he

Frame 1: 166 bytes on wire (1328 hits),

el e —

29 95 8a 50 08 00 45 00
1c ad cO a8 6a 01 co as
80 88 71 5b 49 08 5c cd
a3 33 1e 98 d3 ab 67 af

1 -— = A ==

C-HC XNE AResEFIETEAaaQE
(W] 2pply a display filter ... <Ctrl4=
Mo, Tim Source Destination Protocol Lengtt Info

(SPI=0%7179Cf8A)

ESP 166 ESP (SPI=Dxec3faoae)
ESP 166 ESP (SPI=0x717acfan)
ESF 166 ESP (SPI-Gxe63fE0ae)
ESP 166 ESP (SPI=0x7173cfan)
ESP 166 ESP (SPI=0xe63fsnae)
ESF 166 ESP (SPI=@x7179cf&0)
ESP 166 ESP (SPI=0xe63faoae)

166 bytes captured (1328 hits) on interface @

Ethernet II, Src: vmware_95:8a:50 (00:0C:29:95:8a:50), Dst: vmware_23.8d:df (@@:0c:29:23:8d:df)
Internet Protocol version 4, Src: 182,188.18.1, Dst:
Encapsulating Security Payload

192.168.20.1

iy LBy -
o ETE
) S
B L VERR S
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STEP: you can use setkey -D in both VMs to view the Security Association DB as below:-

root@vm:~/Downloads

File Edit Wiew Search Terminal Help

[root@vm2 Downloads]# setkey -D
182.168.10.1 192.168.20.1

esp mode=tunnel spi=3752158016(0xdfa56340) regid=16401{0x0E004011

)
E: aes-chc 5ect772e dd4fd2dcl 20de531f 9f687dch
A: hmac-shal 9a8984f8 bblfelZ8 Sb6d59cf Zc5blEgl f53209de3
seq=0x0000RR00 replay=32 flags=0xBOOEEGREE state=mature

created: Mar Z8 Q0:52:22 2016 current: Mar Z8 Q@:52:39 2016

diff: 17(s) hard: Q(s) soft: Q(s)
last: hard: Q(s) soft: Qis)
current: B(bytes) hard: B(bytes) soft: B(bytes)

allocated: @ hard: @ soft: @
sadb seg=l pid=87Z1 refcnt=0
182.168.20.1 192.168.10.1

esp mode=tunnel spi=1696336313(0x651cBEbY) regid=16401(0xEE004011

)
E: ags-chc B5Za767f6 49f6dl115 Bfcd4fE5 8abBcda4d
L: hmac-shal 7deacede blleB834Z 0479448a eS6cadbl 40c59197
segq=0x00000R000 replay=32 flags=0xBO0REGREE state=mature

created: Mar ZB 00:52:22 2016 current: Mar Z8 (Q0:52:389 2016

diff: 17({s) hard: Q(s) soft: Q(s)
last: hard: Q(s) soft: Qfs)
current: B(bytes) hard: @(bytes) soft: B(bytes)

allocated: @ hard: @ soft: @

Links:-
IP SEC Tools:-

http://ipsec-tools.sourceforge.net/

How to use IPSEC Tools:-

http://www.mad-hacking.net/documentation/linux/networking/ipsec/installation.xml

libreswan:-

https://libreswan.org/

Oakley:-

https://tools.ietf.org/html/rfc2412
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