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What	  is	  DNS?	  

•  Is	  a	  hierarchal	  distributed	  system	  for	  computers	  or	  any	  resource	  connected	  
to	  the	  internet	  to	  find	  other	  computers	  or	  services	  

•  It	  maps	  domain	  names	  to	  their	  IP	  addresses	  



DNS	  Namespace	  





Why	  do	  we	  need	  DNS?	  

• Makes	  administration	  much	  easier	  

•  It	  maps	  easy	  to	  remember	  domain	  names	  to	  their	  IP	  addresses	  

•  You	  can	  have	  multiple	  computers	  with	  the	  same	  name	  because	  they	  are	  
under	  other	  fully	  qualified	  domain	  names	  



DNS	  Hierarchy	  

DNS	  Levels	  
•  Host	  File	  
•  Local	  DNS	  

•  Public	  DNS	  

Mapping	  Example	  



DNS	  Demo	  





Vulnerabilities	  è	  Exploits	  in	  DNS	  

•  No	  verification	  of	  data	  received	  from	  DNS	  è	  Man-‐in-‐the-‐middle	  attacks	  	  	  

•  Response	  from	  DNS	  Server	  in	  unencrypted	  UDP	  packet	  è	  Packet	  Sniffing	  

•  Caching	  vulnerabilities	  related	  to	  resource	  records	  (RR)	  è	  Cache	  Poisoning	  

•  Dynamic	  Host	  Configuration	  Protocol	  (DHCP)	  è	  DDoS	  

•  Usage	  style	  è	  DDoS	  



DNS	  Spoofing	  Demo	  







































































Impact	  of	  DNS	  Spoofing	  

-‐ DNSSEC	  still	  doesn’t	  protect	  from	  DDoS	  

-‐ Attack	  can	  be	  long	  running	  without	  being	  noticed	  

-‐ Usernames	  and	  passwords	  

-‐ Theft	  of	  intellectual	  property	  if	  secure	  emails	  are	  sent	  to	  unauthorized	  mail	  
servers	  

-‐ If	  DNS	  cache	  poisoning	  is	  successful,	  the	  above	  effects	  can	  be	  multiplied	  for	  
all	  users	  who	  rely	  on	  that	  DNS	  server.	  	  



Detection	  of	  DNS	  Spoofing	  

•  Chrome	  shows	  HTTP	  Strict	  Transport	  Security	  HSTS	  

•  Certificates	  


