
1



2



Sniffing mode outputs the seen packets onto the console. Not super 
useful.
Logging mode with do the same, just output it to a log file instead. 
It's also in the same format as tcpdump, so whatever tool you use 
to read tcpdump logs can be used to read snort logs.
Intrusion detection, probably most useful for the everyday user, 
since no one wants to read through massive logs containing every 
packet ever seen.
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3 places to install snort. Where you install snort matters as it determines what 
packets snort is privy to.
This slide shows Snort on an internet facing server. Therefore, snort will monitor the 
incoming and outgoing traffic between the internet and the internet facing server.
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Another place to install Snort is on the boundary of an internet gateway. So now 
Snort monitors the traffic between the internet and a LAN, or you could see it as 
monitoring what passes between the gateway and the internet.
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Lastly, Snort can be installed within a LAN, so it'll monitor the traffic between the 
different services in the LAN. Eg, monitor the traffic between the server and the DB to 
make sure nothing malicious is inputted into the DB.
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Don't want the rules to be too strict, otherwise you might be missing some cases 
where a detail that was specified doesn't actually matter Don't wan the rules to be 
too vague otherwise you'll end up with false-positives, and if you've got add-ons, this 
can lead to negative consequences.

The 
way you get your rules determines how early you get them. subscription is the 
earliest, then registration. from that, maybe the community will adapt a version?

8



A basic primer on the structure of snort rules.

In the example header,
action: alert
protocol: tcp
source IP addr + netmask: $HOME_NET
source port: any
destination IP + netmask: $EXTERNAL_NET
destination port: [80,20,25,143,110] (side note: I don't recall what the services these 
ports correspond to. sorry)

the arrow (->) points from the source to the destination. (so you can also have it the 
other way around (<-), it just means that the source is now on the left of the arrow 
and the destination is on the right of the arrow)
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variables $HOME_NET and $EXTERNAL_NET are defined in a configuration file. 

Cheat sheet: http://detroitdavesraves.blogspot.ca/2012/09/snort-rules-cheat-
sheet.html

One thing not covered is the action:dynamic. This action allows you to hold off on 
logging/alerting/dropping a packet until after another rule is triggered. We'll go over 
this in tutorial.
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options consist of a variety of different pattern matches, a message and maybe 
metadata. (actually, I think a message is optional as well, but typically you want want 
to supplement what gets dumped in the log)

in the example,
green text is the message, red text refers to a pattern matching option trying to 
match 2 occurences in the payload to something that resembles a credit card 
number.
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Putting the example together, snort will alert the use if there are any packets that 
contain two occurences of a credit card in the payload, where the packet is going 
from the home network to an external network of the listed ports.
So, trying to alert the user if it thinks that sensitive data, in this case unencrypted 
credit card numbers, are being transferred to an external network.
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Can be used for malicious purposes . you can test target/victim's servers for 

vulnerabilities 
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quick reminder what ettercap is
How can snort detect ettercap?

17



Guardian's main job is to read though (specified) log files and from that, determine if 
an IP address should be blocked since it's being malicious/intruding on the network.
Blocks are blocked for a day, and then it needs to reoffend.

18



19



From the wiki: 
For example; If you have one of Snort's “Scan” rules enabled and a system on the 
internet attempts to perform a portscan which defined by that rule, Guardian will 
automatically add a firewall rule to block the system's IP address. This prevents them 
from any future communication with your IPFire system for a period of time (by 
default, one day). 
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2 places to install Snort. The first we'll cover is on an internet facing server. Ideally, 
guardian would prevent an malicious IP's from attacking the server.
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second, on the internet gateway. same idea as on the internet facing server, prevent 
the internet from harming the LAN.

Side note: it didn't really make sense to us to have guardian running inside the LAN. I 
mean, it's possible, but it seemed like if you have a device that's being malicious, it 
shouldn't just be blocked, it should be disconnected since it's probably compromised. 
Just our opinion, and that's why we didn't include it.
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Maybe worth it?
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Maybe worth it?
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Maybe worth it?
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Guardian is a nice way to beef up Snort. It's not perfect though.
Limitations
if you have crappy snort rules, you have crappy prevention
blocks by IP addrs. -> false positives, doesn't help if the ip addr keeps changing
depending on the size of malware and internet speed chances are that the delay 
between a snort rule being hit/run into and guardian implementing a block on ip, the 
malware would probably have already downloaded. (Guardian requires an IP addr to 
offend a certain # of times before it blocks it.)
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You really just want logs. If you want logs for historical data, maybe like analysing 
stuff, then generic logging is best. Otherwise, for the everyday user, go with Network 
intrusion detection mode as that will reduce the size of the logs.

Ideally you want the logs to end up in someplace you'll look. Or, get the alerts 
emailed to you. Maybe even put them into a DB.
Basically, don't just forget about the logs. 
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Build a solid (stick) foundation with rules. Start with the community rules which are 
kind of old if you just get them from the website. Use Pulled Pork to update/manage 
your rules.
It's beneficial to register for more rules. the registered rules consist of rules that have 
been part of the subscription rules for at least 60 days, along with possibly other 
rules.
The subscription rules, although they cost, they're the latest and greatest released by 
Snort/Cisco. <- I guess this can be seen as max protection snort can offer?
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Bulk up Snort by combining it with other tools.
Snorby is a Web UI for viewing snort logs. Makes the logs look pretty. And UIs are 
nice.
Barnyard2 allows for Snort to process packets faster by logging in binary format 
instead of plain text.
Pulled pork is the rule updater/manager.
Guardian is a tool to block offending IPs by reading snort logs.
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Useful links according to us.
Meant to introduce you to the Snort ecosystem. 
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Useful links according to us.
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Additional content!

Similar to the Credit card example. This time, the pattern that's being matched it a US 
SSN.
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A tcp packet from anywhere (don't know why it's not limited to an external network) 
is sent to your home network on port 443 (default port for https).

black/grey text: it's checking that the flow is from the client to the server
red text: not entirely sure what the hex is getting at, but it's looking to match the hex 
characters to some part of the packet's payload.

Note: there are multiple rules related to and attempted heartbleed access. If you look 
in the registered rules, and grep for "Heartbleed", you'll find a bunch. Another useful 
tip that will be covered in tutorial is that there are plenty of the rules in the registered 
set that reference a CVE. so that's one way of looking for rules. 
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again, multiple versions of rules for this vulnerability.

Alert on a TCP packet from an external network on any port to a home network on 
the HTTP ports (most likely just port 80, I'd think).

Checking that the flow is from the client to the server and that the connection is 
listed as established.

fast_pattern: just a type of searching. more details at: 
http://manual.snort.org/node382.html
http_header: the content search (so looking for "() {" is limitted to looking into any 
http headers within the packet payload. more details: 
http://manual.snort.org/node358.html
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Vulnerabilty from last year: https://github.com/Pr0x13/iBrutr
If I recall, it is, or is related to, the vulnerabilty that allowed someone to access a 
whole bunch of celebrities iClouds' and leak private photos of them

content: multiple of these, so in order of appearance.
look for "POST" (don't care about case) in the http method of the packet payload.
look for "/setup/iosbuddy/loginDelegates" in the request URI of the packet payload
look for "HOST|3a|setup.icloud.com" without caring about case in the http header of 
the packet payload. (not sure why the 3A. also, I guess it's good to not that any 
content within | | indicated that it's treated as a hex character.)
look for "apple-id" in the body of the http client request in the packet payload
look for "password" in the body of the http client request in the packet payload
detection_filter: detect the rate of the packet by course. it must eceed a count of 500 
packets within 60 seconds.

flow : from the client to the server, on an established connection. 
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