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Abstract. The quest for designing secure and trusted software hamatic) transformation from one system model to another. Tools sup-
led to refined Software Engineering methodologies that rely on toolporting MDA exist and are used in the Rational Unified Process for
to support the design process. Automated reasoning mechanisms feoftware development in UML. Yet, the state-of-the-art is still not
requirements and software verification are by now a well-acceptedatisfactory [30].
part of the design process, and model driven architectures support the Such approaches only cover part of the work of the designer. We
automation of the refinement process. We claim that we can furtheadvocate that there is another activity where the support of automa-
push the envelope towards the automatic exploration and selectidion could be most beneficial [20]:
among design alternatives and show that this is concretely possible
for Secure Tropos, a requirements engineering methodology that ad- “Exploring alternative options is at the heart of the require-
dresses security and trust concerns. In Secure Tropos, a design con-ments and design processes.”
sists of a network of actors (agents, positions or roles) with delega-
tion/permission dependencies among them. Accordingly, the genefdeed, in most SE methodologies the designer has tools to report
ation of design alternatives can be accomplished by a planner whichnd verify the final choices (be it goal models in KAOS, UML
is given as input a set of actors and goals and generates alternati¢#sses, or Java code), but not actually the possibility of automati-
multi-agent plans to fulfill all given goals. We validate our claim with cally exploring design alternatives (i.e. thetential choiceshat the
a case study using a state-of-the-art planner. designer may adopt for the fulfillment of system actors’ objectives)
and finding a satisfactory one. Conceptually, this automatic selec-
tion of alternatives is done in deductive program synthesis: theorem
1 Introduction provers select appropriate axioms to establish the system goal. In-
stead, we claim that the automatic selection of alternatives should
The design of secure and trusted software that meets stakeholdghd indeed can be done during the very early stages of software de-
needs is an increasingly hot issue in Software Engineering (SE),elopment. After all, the automatic generation of alternatives is most
This quest has led to refined Requirements Engineering (RE) angeneficial and effective during these stages.
SE methodologies so that security concerns can be addressed dur-There are good reasons for this claim. Firstly, during early stages
ing the early stages of software development (e.g. Secure Tropage design space is large, and a good choice can have significant im-
vs i*/Tropos, UMLsec vs UML, etc.). Moreover, industrial software pact on the whole development project. Supporting the selection of
production processes have been tightened to reduce the number gfernatives could lead to a more thorough analysis of better qual-
existing bugs in operational software systems through code walkity designs with respect to security and trust. Secondly, requirements
throughs, security reviews etc. Further, the complexity of presenfnodels are by construction simpler and more abstract than imple-
software is such that all methodologies come with tools for automamentation models (i.e. code). Therefore, techniques for automated
tion support. reasoning about alternatives at the early stages of the development
The tricky question in such a setting is what kind of automation?yrocess may succeed where automated software synthesis failed.
Almost fifty years ago the idea of actually deriving code directly ' since our overall goal is to design a secure system we have singled
from the specification (such as that advocated in [22]) started a larggt the Secure Tropos methodology [16] as the target for our work.
programme for deductive program synthésibat is still active now its primitive concepts include those of Tropos and i* [7], but also
[5, 11, 25, 29]. However, proposed solutions are largely domaingoncepts that address security concerns, such as ownership, permis-
specific, require considerable expertise on the part of their users, angon and trust. Further, the framework already supports the designer

in some cases do not actually guarantee that the synthesized progragith automated reasoning tools for the verification of requirements
will meet all requirements stated up front [11]. as follows:

Another approach is to facilitate the work of the designer by sup-
porting tedious aspects of software development by automating the Graphical capture of the requirements for the organization and the
design refinement process. This approach underlies Model Driven system-to-be,

Architectures (MDA) [27], which focuses on the (possibly auto-2. Formal verification of the functional and security requirements by

1 University of Trento, Italy, email{ bryl,massacci,jm,zannoh@dit.unitn.it e completion of the model drawn by the designer with axioms (a

2 A system goal together with a set of axioms are specified in a formal spec- process hidden to the designer);
ification language. Then the system goal is proved from the axioms using . . . .
a theorem prover. A program for achieving the goal is extracted from the ® checking the model for the satisfaction of formal properties cor-

proof of the theorem. responding to specific security or design patterns.



In this framework (as in many other similar RE and SE frameworks)though their name doe®ot mention security, they are generally re-

the selection of the alternatives is left to the designer. We will showgarded as part of the overall security framework.

that we can do better. Secure Tropos uses the concepts of actor, goal, task, resource and
Indeed, in Tropos (resp. Secure Tropos) requirements are corsocial relations for defining entitlements, capabilities and responsi-

ceived as networks of functional dependencies (resp. delegation diilities of actors. Anactor is an intentional entity that performs ac-

execution) among actors (organizational/lhuman/software agents, ptions to achieve goals. goal represents an objective of an actor.

sitions and roles) for goals, tasks and resources. Every dependengytask specifies a particular sequence of actions that should be ex-

(resp. delegation of execution) also involves two actors, where onecuted for satisfying a goal. Aesourcerepresents a physical or an

actor depends on the other for the delivery of a resource, the fulfillinformational entity.

ment of a goal, or the execution of a task. Intuitively, these can be Actors’ desires, entitlements, capabilities and responsibilities are

seen asctionsthat the designer has ascribed to the members of thelefined through social relations. In particular, Secure Tropos sup-

organization and the system-to-be. As suggested by Gans et al. [1#prtsrequestingownership provisioning trust, anddelegation Re-

the task of designing such networks can then be framed as a plauesting identifies desires of actors. Ownership identifies the legit-

ning problem for multi-agent systems: selecting a suitable possiblémate owner of a goal, a task or a resource, that has full authority

design corresponds to selecting a plan that satisfies the prescribedan access and disposition of his possessions. Provisioning identifies

described goals of human or system actors. Secure Tropos adds dctors who have the capabilities to achieve a goal, execute a task or

the picture also the notion of delegation of permission and variousleliver a resource. We demonstrate the use of these concepts through

notions of trust. the design of a Medical IS (Information System) for the payment of
In this paper we show that it is possible to use an off-the-shelf planmedical caré.

ner to select among the potential dependencies the actual ones that

will constitute the final choice of the requirements engineer. If a planExample 1 TheHealth Care Authority (HCA) is the “owner” of

ner is already able to deliver good results then this looks a promisingh€ goalprovide medical care; thatis, itis the only one that can de-

avenue for transferring the technique to complex industry-level caséide who can provide it and through what process. On the other hand,

studies where a customized automated reasoning tool might be veRatient wants this goal fuffilled. This goal can be AND-decomposed

handy. At the same time, if the problem is not trivial, not all plan- into two subgoalsprovisioning of medical care andpayment for

ners will be able to deliver and indeed this turned out to be the casénedical care. TheHealthcare Provider has the capability for the

The techniques we use are Sufﬁcienﬂy powerfu| to cope with SecuprOViSioning of medical care, but it should wait for authorization

rity requirements as well as functional requirements, but we concerffomHCA before doing it.

trate here on their applicability to a security setting where an auto- . . o

mated support for the selection of potentially conflicting alternatives  D€legation of executiois used to model situations where an actor

is more urgent. The application of the same planning techniques tifhe delegator) dglegates the responsibilities to achieve a goal, exe-

the overall software development phases can be found in [3]. cute a task, or deliver a resource to another actor (the delegatge) since
In this work we have not focused on optimal designs: after a”‘he does not have the capability to provide one of above by himself.

human designers do not aim for optimality in their designs. As notedt corresponds to the actual choice of the desifmist of execution
by Herbert Simon in his lecture on a “Science of Design” [31] what represents the belief of an actor (the trustor) that another actor (the

makes humans effective (in comparison to machines) is their abilijfUSteé€) has the capabilities to achieve a goal, execute a task or de-
to identify a satisficing design as opposed to an optimal one. liver a resource. Essentially, delegation is an action due to a decision,
Of course, we assume that the designer remains in the loop: gdvhereas trust is a mental state driving such decision. Tropos depen-
signs generated by the planner are suggestions to be refined, amendicy can be defined in terms of trust and delegation [17]. Thus,
and approved by the designer. The planner is a(hother) support todi 170P0S model can be seen as a particular Secure Tropos model.
intended to facilitate the design process. In order to model both functional and security requirements, Secure
The rest of the paper is structured as follows. Section 2 explaind "0POS introduces also relations involving permissidalegation of
Secure Tropos concepts and describes the requirements verificatiGff'missions used when in the domain of analysis there is a formal
process. In Sections 3, 4 and 5 the planning approach to the systef@SSage of authority (e.g. a signed piece of paper, a digital creden-
design is introduced and explained, while in Section 6 the implemenl'all etc.). Essentially, this relation is used to model scenarios where

tation of our approach is presented. Finally, in Sections 7 and 8 a brigi" &ctor authorizes another actor to achieve a goal, execute a task, or
overview of related work is presented and conclusions are drawn. deliver a resource. It corresponds to the actual choice of the design.
Trust of permissionepresents the belief of an actor that another actor

will not misuse the goal, task or resource.

2 Secure Tropos
Example 2 The HCA must choose between different providers for

Secure Tropos [16] is a RE methodology for modeling and analyzinghe welfare management for executives of a public institution. In-
functional and SeCUrity requil’ements, extending the TrOpOS f'ﬂ(?.‘tho(:tjeedl since ’[hey have a Specia| private_|aw contract, they can qua|_
ology [7]. This methodology is tailored to describe both the systemify for both theINPDAP and INPDAI* welfare schemes. Thé\-
to-be and its organizational environment starting with early phaseppap scheme requires that theatient partially pays for medical

of the system development process. The main advantage of this aare (with a ticket) and the main cost is directly covered byHIGA.

proach is that one can capture not only thieat or the how, but  On the contrary, theNPDAI scheme requires that tHeatient pays
also thewhy a security mechanism should be included in the Sys~ — _ —
tem design. In particular, Secure Tropos deals with business-levgllArl‘NestDe:ged(?eti‘:{'pt'ol\T of thelexagp'ep's Pfgv'ded in [4]. Sioenden

_ . : stituto azionale | reviaenza per | Ipenaenti
(as qpposed t'o low-level) S_eCU“tY rgqUIrementS. Th? focus of such dell’Amministrazione Pubblica) and INPDAI (Istituto Nazionale di
requirements includes, but is not limited to, how to build trust among  previdenza per i Dirigenti di Aziende Industriali) are two Italian national

different partners in a virtual organization and trust management. Al- welfare institutes.
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Figure 1. Secure Tropos model

in advance the full cost of medical care and then gets the reimburse3 Design as Planning
ment. Once an institution has decided the payment scheme, this will . .
be part of the requirements to be passed onto the next stages of sy§9 far the automated reasoning capabilities of Secure Tropos are only

tem development. Obviously, the choice of the alternative may ha le t.ofcheck ';hat Sl;btle grrorfs are n(;t gve(;loo_ked. Th's 1S ratrr\]er
significant impacts on other parts of the design. unsatisfactory from the point of view of the designer. Whereas he

may have a good understanding of possible alternatives, he may not

Figure 1 summarizes Examples 1 and 2 in terms of a Secure Trdse sure which is the most appropriate alternative for the case at hand.
pos model. In this diagram, actors are represented as circles and godlkis is particularly true for delegations of permission that need to
as ovals. Label®, P andR are used for representing ownership, pro- comply with complex privacy regulations (see [23]).

visioning and requesting relations, respectively. Finally, we represerllf ' .
trust of permission and trust of execution relationships as edges r _x_ample 3 Figures _2(a) an_d 2(c) present _fragments of I_:lgure L that_
. point out the potential choices of the design. The requirements engi-
spectively labelled’p andTe. has identified trust relati bet #HEA and INPDAP
Once themodeling phasés concluded, Secure Tropos provides ne(ej:ng/&legl ied trus hre ations et\;]veen . ant to th ¢
mechanisms for the verification of the model [16]. This means thaf"ltn | ) owcletver,\:_/ enhpastsmt? elreqtu:;elTen S onﬂc: te 'r|1|el))(
the design process iterates over the following steps: stage only one afternative has 1o be seiected because that Wil be
the system that is chosen. Figures 2(b) and 2(d) present the ac-
e model the system; tual choices corresponding to the potential choices presented in Fig-
o translate the model into a set of clauses (this is done automatures 2(a) and 2(c), respectively.
cally);
o verify whether appropriate design or security patterns are satisfie
by the model.

¢ Here, we want to support the requirements engineer in the selec-
tion of the best alternative by changing the design process as follows:

Through this process, we can verify the compliance of the modeP Requirements analysis phase
with desirable properties. For example, it can be checked whether — System actors along with their desires, capabilities and entitle-
the delegator trusts that the delegatee will achieve a goal, execute  ments, and possible ways of goal decomposition are identified.
a task or deliver a resource (trust of execution), or will use a goal,
task or resource correctly (trust of permission). Other desirable prop-
erties involve verifying whether an actor who requires a service, is )
confident that it will be delivered. Furthermore, an owner may wish® Design phase
to delegate permissions to an actor only if the latter actually does — The space of design alternatives is automatically explored to
need the permission. For example, we want to avoid the possibility identify delegation of execution/permission.
of having alternate paths of permission delegations. Secure Tropos
provides support for identifying all these situations.

Secure Tropos has been used for modeling and analyzing real and
comprehensive case studies where we have identified vulnerabilities
affecting the organizational structure of a bank and its IT system [24], To support the designer in the process of selecting the best alterna-
and verified the compliance to the Italian legislation on Privacy andive we advocate a planning approach which recently has proved to
Data Protection by the University of Trento [23]. be applicable in the field of automatic Web service composition [6].

— Trust relationships among actors both in terms of execution and
permission are defined.

— Depending on the time/importance of the goal the designer may
settle for satisficing solutions [31] or ask for an optimal solu-
tion.



often used to describe the planning domain with conjunctions of lit-
erals specifying the states of the system. We find this representation
particularly useful for modeling real case studies. Indeed, when con-
sidering security requirements at enterprise level, one must be able to
reason both at the class level (e.g. the CEO, the CERT team member,
the employee of the HR department) and at the instance level (e.g.
John Doe and Mark Doe playing those roles).

The planning domain language should provide support for speci-

fying:
payment for
neceal care e the initial state of the system,
_ e the goal of the planning problem,
(b) Actual choice e the actions that can be performed,

— e the axioms of background theory.

pa\mem of \

ey Table 1 presents the predicates used to describiitie state of

\ the systenin terms of actor and goal properties, and social relations
| among actors. We use

payment of payment of
ticlker at ticket at point

WA e o AND/OR_decomposition to describe the possible decomposition
: pd of a goal,
— e provides, requests andowns to indicate that an actor has the
(c) Potential choices capabilities to achieve a goal, desires the achievement of a goal,
— and is the legitimate owner of a goal, respectively;
. e W e trustexe andtrustper to represent trust of execution and trust of
patient permission relations, respectively.

\ - The desired state of the system ¢oial of the planning problejis
P ket at / described through the conjunction of predicadese derived from
~ INPDAF g . . . s .
’ the requesting relation in the initial state. Essentially, for e@ch
quest(a,g) we need to derivdone(g).
By contrast, aractionrepresents an activity to accomplish a goal.
We list them in Table 2 and define them in terms of preconditions
Figure 2. Design Alternatives and effects as follows.

(d) Actual choice

Satisfy. The satisfaction of goals is an essential action. Following
o ) ] ) ) the definition of goal satisfaction given in [16], we say that an
The basic idea behind the planning approach is to automatically gcor satisfies a goal only if the actor wants and is able to achieve
determine the course of actions (i.e. a plan) needed to achieve a cer- ¢ goal, and — last but not least — he is entitled to achieve it. The
tain goal where an action is a transition rule from one state of the ttect of this action is the fulfillment of the goal.
system to another [34, 28]. Actions are described in terms of preconygegateExecution. An actor may not have enough capabilities to
ditions and effects: if the precondition is true in the current state of 5-pieve assigned goals by himself, and so he has to delegate their
the system, then the action is performed. As consequence of the ac- gyecytion to other actors. We represent this passage of responsi-
tion, the system will be in a new state Wher_e_t_he effect of the action  pjjitjes through actiorDelegateExecution. It is performed only
is true. Thus, once we have described the initial state of the system, it ihe delegator requires the fulfillment of the goal and trusts that
the goal that should be achieved (i.e. the desired final state of the (¢ gelegatee will achieve it. Its effect is that the delegator does not
system), and the set of possible actions that actors can perform, the \yory any more about the fulfillment of this goal after delegating
solution of the planning problem is the (not necessarily optimal) se- j; since he has delegated its execution to a trusted actor. Further-
quence of actions that allows the system to reach the desired state o6 the delegatee takes the responsibility for the fulfillment of

from the initial state. _ _ the goal and so it becomes a his own desire. Notice that we do not
In order to cast the design process as a planning problem, we need 41 how the delegatee satisfies the goal (e.g. by his own capabil-
to address the following questiowhich are the “actions” in a soft- ities or by further delegation). It is up to the delegatee to decide

ware designVhen drawing the Secure Tropos model, the designer

assigns the execution of goals from one actor to another, delegatﬁelegatePermission. In the initial state of the system, only the
permission and — last but not least — identifies appropriate goal re- qyner of a goal is entitled to achieve it. However, this does not
finements among selected alternatives. These are the actions to beyaan that he wants it or has the capabilities to achieve it. On the
used by the planner in order to fulfill all initial actor goals. contrary, in the system there may be some actors that want that
goal and others that can achieve it. Thus, the owner could decide
to authorize trusted actors to achieve the goal. The formal pas-
sage of authority takes place when the owner issues a certificate

The plann_lng appro_ach requires a specification Ianguage to represej’lEetp be a predicate symbol with arity, andzy, ..., £, be its correspond-
the planning domain and the states of the system. Different types ing argumentsp(t, . .., t») is called aratom The expressiofiteral de-
of logics could be applied for this purpose, e.g. first order logic is notes an atom or its negation.

4 Planning Domain




Goal Properties

AND_decomposition, (g : goal, g1 : goal, ..., g, : goal)
OR_decomposition, (g : goal, g1 : goal, ..., g, : goal)
Actor Properties

provides(a : actor, g : goal)

requests(a : actor, g : goal)

owns(a : actor, g : goal)

Actor Relations

trustexe(a : actor, b : actor, g : goal)

trustper(a : actor, b : actor, g : goal)

Table 1. Primitive Predicates

Basic Actions

DelegateExecution(a : actor, b : actor, g : goal)
DelegatePermission(a : actor, b : actor, g : goal)
Satisfy(a : actor, g : goal)

AND_Refine,(a : actor, g : goal, g1 : goal, ..., g, : goal)
OR_Refine, (a : actor, g : goal, g; : goal, ..., g : goal)
Absence of Trust

Negotiate(a : actor, b : actor, g : goal)

Contract(a : actor, b : actor, g : goal)
DelegateExecution_under_suspicion(a : actor, b : actor, g : goal)
Fulfill(a : actor, g : goal)

Evaluate(a : actor, g : goal)

Table 2. Actions

that authorizes another actor to achieve the goal. We represent tlieganizations [9]. Trust is used to build collaboration between hu-
act of issuing a permission through actibelegatePermission mans and organizations since it is a necessary antecedent for coop-
which is performed only if the delegator has the permission oneration [1]. However, common sense suggests that fully trusted do-
the goal and trusts that the delegatee will not misuse the goal. Thmains are simply idealizations. Actually, many domains require that
consequence of this action is to grant rights (on the goal) to thectors who do not have the capabilities to fulfill their objectives, must
delegatee, that, in turn, can re-delegate them to other trusted adelegate the execution of their goals to other actors even if they do
tors. not trust the delegatees. Accordingly, much work in recent years has
AND/OR_Refine. Animportant aspect of Secure Tropos is goal re- focused on the development of frameworks capable of coping with
finement. In particular, the framework supports two types of re-lack of trust, sometimes by introducing an explicit notion of distrust
finement: ORdecomposition, which suggests the list of alterna- [14, 17].
tive ways to satisfy the goal, and AND-decomposition, which re- The presence (or lack) of trust relations among system actors par-
fines a goal into subgoals which all are to be satisfied in ordeticularly influences the strategies to achieve a goal [21]. In other
to satisfy the initial goal. We introduce actioA®\D_Refine and  words, the selection of actions to fulfill a goal changes depending
OR_Refine. EssentiallyAND _Refine andOR_Refine represent  on the belief of the delegator about the possible behavior of the del-
the action of refining a goal along a possible decomposition. Aregatee. In particular, if the delegator trusts the delegatee, the first is
actor refines a goal only if he actually need it. Thus, a precondi-confident that the latter will fulfill the goal and so he does not need
tion of AND_Refine andOR_Refine is that the actor requests the to verify the actions performed by the delegatee. On the contrary, if
fulfillment of the initial goal. A second precondition determines the delegator does not trust the delegatee, the first wants some form
the way in which the goal is refined. The effectAND_Refine of control on the behavior of the latter.
andOR_Refine is that the actor who refines the goal focuses on Different solutions have been proposed to ensure for the delega-
the fulfillment of subgoals instead of the fulfillment of the initial tor the fulfillment of his objectives. A first batch of solutions comes
goal. from transaction cost economics and contract theories that view a
contract as a basis for trust [35]. This approach assumes that a dele-
In addition to actions we definaxiomsin the planning domain.  gation must occur only in the presence of trust. This implies that the
These are rules that hold in every state of the system and are usegjegator and the delegatee have to reach an agreement before del-
to complete the description of the current state. They are used tggating a service. Essentially, the idea is to use a contract to define
propagate actor and goal properties along goal refinement: a goal {fecisely what the delegatee should do and so establish trust between
satisfied if all its AND-subgoals or at least one of the OR-subgoalghe delegator and the delegatee. Other theories propose models where
are satisfied. Moreover, axioms are used to derive and propagate egffective performance may occur also in the absence of trust [12]. Es-
tittements. Since the owner is entitled to achieve his goals, executgentially, they argue that various control mechanisms can ensure the
his tasks and access his resources, we need to propagate actors’ egffactive fulfillment of actors’s objectives.
tlements top-down along goal refinement. In this paper we propose a solution for delegation of execution that
borrows ideas from both approaches. The case for delegation of per-
5 Delegation and Contract mission is similar. The process .of F:ielegating in the absence of trust
is composed of two phasesstablishing trusandcontrol. The estab-
Many business and social studies have emphasized the key rolishing trust phase consists of a sequence of actions, naxegjgti-
played by trust as a necessary condition for ensuring the success of



Planner Release URL
DLVF 2005-02-23 | http://www.dbai.tuwien.ac.at/proj/div/K/
PP 4.1 2000-01-05 | http://www.informatik.uni-freiburg.de/ koehler/ipp.htm
CPT 1.0 2004-11-10 | hitp:/lwww.cril.univ-artois.fr/ vidal/cpt.en.himl
SGPLAN 2004-06 hitp://manip.crhc.uiuc.edu/programs/SGPlan/index-himl
SATPLAN | 2004-10-19| hitp://lwww.cs.washington.edu/homes/kautz/satplan/
[PG-id 2004-06 hitp://zeus.ing.unibs.it/Ipg/

Table 3. Comparison among planners

Planner K
Requiremen DLV IPP CPT SGPLAN | SATPLAN LPG-td
1 X X X X X
2 X X X
3 X X X X

Table 4. Comparison among planners

ate andContract. In Negotiate the parties negotiate the duties and  property by construction, that is, the planner should not produce
responsibilities accepted by each party after delegation. The postcon- redundant plans. Under non-redundant plan we mean that, by
dition is an informal agreement representing the initial and informal deleting an arbitrary action of the plan, the resulting plan is no
decision of parties to enter into a partnership. During the execution of more a “valid” plan (i.e. it does not allow to reach the desired
Contract the parties formalize the agreement established during ne- state from the initial state).

gotiation. The postcondition @ontract is a trust “under suspicion” 2. The planner should use PDDL (Planning Domain Definition Lan-
relation between the delegator and the delegatee. Once the delegatorguage) [15], since it is becoming the “standard” planning language
has delegated the goal and the delegatee has fulfilled the goal, the and many research groups work on its implementation. In partic-
first wants to verify if the latter has really satisfied his objective. This ular, the planner should use PDDL 2.2 specifications [10], since
control is performed using actidgvaluation. Its postcondition is the this version support features, such as derived predicates, that are
“real” fulfillment of the goal. To support this solution we have intro-  essential for implementing our planning domain.

duced some additional actions (last part of Table 2) to distinguish th&. The planner should be available on both Linux and Windows plat-
case in which the delegation is based on trust from the case in which forms as our previous Secure Tropos reasoning tool works on
the delegator does not trust the delegatee. both.

Sometimes establishing new trust relations might be more conve- .
Table 4 presents a comparison among the planners we have con-

nient than extending existing trust relations. A technical “side-effect” . . . .
g 9 sidered with respect to above requirements. Based on such require-

of our solution is that it is possible to control the length of trusted del- .
. - ) . . ments, we have chosen LPG-td, a fully automated system for solving
egation chains. Essentially, every action has a unit cost. Therefore, . -
gannmg problems, supporting PDDL 2.2.

refining an action into sub-actions corresponds to increasing the cog . - . .
9 P g Figure 3 shows the specification of actioratisfy and

associated with the action. In particular, refining the delegation ac- oL
tion in absence of trust guarantees that the framework first tries toDe'egatePeIrmISSIon in PDDL 2.2.
We have applied our approach to the Medical IS case study pre-

delegate to trusted actors, but if the delegation chain results too lon o . . -
. : . ented in Figure 1. The desired state of the system is obviously one
the system can decide to establish a new trust relation rather than {o ) . e
. . where the patient gets medical care. The PDDL 2.2 specification of
follow the entire trust chain. . o .
. - the planning problem is given in [4].
Need-to-knowproperty of a design decision states that the owner™ ! . S
Figure 4 shows the optimal solution (i.e. the plan composed of the
of a goal, a task or a resource wants that only the actors who ne :
T . . . . —fewer number of actions than any other plan) proposed by LPG-td.
permission on its possession are authorized to access it. Essential . ' g .
) - bwever, this was not the first choice of the planner. Before selecting
only the actor that achieves a goal, executes a task or delivers a r

source, and the actors that belong to the delegation of permissioE‘x1IS plan, the planner proposed other o sub-optimal alternatives

chain from the owner to the provider should be entitled to access thi see [4] for a discussion). Itis interesting to see that the planner has
oal. task or resource. Thus. we want to obtain a plan where onl thérSt provided a solution with INPDAP, then a solution with INPDAI,
goal, ’ ’ P y d then, finally, a revised solution with INPDAP. A number of other

actions that contribute to reaching the desired state occur, so that i . .
" . o xperiments were conduced to test the scalability of our approach.
any action is removed from the plan it no longer satisfies the goal o .
rhe results are reported in [4].

the planning problem. This approach guarantees the absence of alte
native paths of permission delegations since a plan does not contain
any redundant actions. 7 Related Work

' In recent years many efforts have addressed the integration of se-
6 Using the Planner curity with the system development process, in particular during
In the last years many planners have been proposed (Table 3). rﬁa”y rngrements analy5|s. In this setting, many researchers have
. . recognized trust as an important aspect of this process since trust
order to choose one of them we have analyzed the following require- s ; . .
ments: influences the specification of security and privacy policies. How-
' ever, very few requirements engineering methodologies introduce

1. The planner should produce solution that satiséed-to-know trust concerns during the system development process. Yu et al. [36]



(: action Satisfy (: action DelegatePermission

: parameters (?a — actor ?g — goal) : parameters (7a ?b — actor 7g — goal)
: precondition (and : precondition (and

(provides ?a 7g) trustper 7a ?b 7g)

requests ?a ?7g) has_per 7a ?g))

has_per 7a ?7g)) : effect (and
: effect (and (has_per 7b ?7g)))

(done 7g)

not (requests 7a 7g)))

(a) Satisfy (b) DelegatePermission

Figure 3. Actions’ Specification

DelegateExecution Pat HP ProvideMC

AND_Refine HP ProvideMC ProvisioningMC PaymentMC
DelegatePermission HCA HP ProvisioningMC

Satisfy HP ProvisioningMC

DelegateExecution HP HCA PaymentMC

DelegateExecution HCA INPDAP PaymentMC

AND_Refine INPDAP PaymentMC PaymentTicket PaymentHCA
DelegateExecution HCA INPDAP PaymentHCA

Satisfy HCA PaymentHCA

OR_Refine INPDAP PaymentTicket PaymentTicketINPDAP PaymentTicketHP
DelegatePermission HCA INPDAP PaymentTicketINPDAP
Satisfy INPDAP PaymentTicketINPDAP

Figure 4. The optimal solution

model trust by using the concept of softgoal, i.e. a goal having naalled a Planning Graph is constructed and analyzed. While in the
clear definition for deciding whether it is satisfied or not. However, other approach [19] the planning problem is transformed into a SAT
this approach considers trust as a separate concept from security apgbblem and a SAT solver is used. An application of the planning ap-
does not provide a complete framework to consider security and trugiroach to requirements engineering is proposed by Gans et al. [14].
throughout the development process. Haley et al. [18] propose to udessentially, they propose to map trust, confidence and distrust de-
trust assumptions, problem frames, and threat descriptions to aid reeribed in terms of i* models [36] to delegation patterns in a work-
quirements engineers to define and analyze security requirementiow model. Their approach is inspired by and implemented in Con-
and to document the decisions made during the process. Golog [8], a logic-based planning language. In this setting, tasks are
Other approach focus on security requirements without taking intamplemented as ConGolog procedures where preconditions corre-
account trust aspect. van Lamsweerde et al introduce the notion ajpond to conditionals and interrupts. Also monitors are mapped into
antigoals for representing the goals of attackers [33]. McDermott eConGolog procedures. They run concurrently to the other agent tasks
al. define abuse case model [26] to specify the interactions amongaiting for some events such as task completion and certificate ex-
actors, which results are harmful to some actors. Similarly, Sindre epiration. However, focus of their work is on modeling and reasoning
al. define the concept of a misuse case [32], the inverse of a use casdjout trust in social networks, rather than on secure design.
which describes a function that the system should block.
Model Driven Architecture (MDA) approach [27], proposed by .
Object Management Group, is a framework for defining software de-8 Conclusions

sign methodologies. Its central focus is on the model transformatior\Ne have shown that in our extended Secure Tropos framework it is

fc:rtlfnstance fr_czm th% pllatforrg-]:nd_epelndenttmtgdel of the sys’\t/lerz tl ossible to automatically support the designer of secure and trusted
pa orm-ﬁpedu Ic TEOde. SlljlsvleL Or('j”;E e{nen ? lon ;t).urp(.)ses.f ode ystems also in the automatic selection of design alternatives. Our
are usually described in » and the transformation is performed, -4 methodology allows one to:

in accordance with the set of rules, called mapping. Transformation

could be manual, or automatic, or mixed. Among the proposals o Capture through a graphical notation the requirements for the or-
automating a software design process the one of Gamma et al. on gapjzation and the system-to-be.
design patterns [13] has been widely accepted. A design pattern is3a verify the correctness and consistency of functional and security
solution (commonly observed from practice) to the certain problem  requirements by
in the certain context, so it may be thought as a problem-context-
solution triple. Several design patterns can be combined to form a
solution. Notice that it is still the designer who makes the key deci-
sion on what pattern to apply to the given situation. e checking the model for the satisfaction of formal properties cor-
The field of Al planning has been making advances during the last responding to specific security or design patterns.
decadgs, and has found a number of appllcatlons (robotics, proceI?.S'Automatically select alternative solutions for the fulfillment of
planning, autonomous agents, Web services, etc.). There are two ba- . . :
. - . -~ functional and security requirements by
sic approaches to the solution of planning problems [34]. One is
graph-based planning algorithms [2] in which a compact structure e transformation of the model drawn by the designer into a plan-
ning problem (a process hidden to the designer),

e completion of the model drawn by the designer with axioms (a
process hidden to the designer),



e automatic identification of an alternative satisficing the goals 0f18]
the various actors by means of planner.

In this paper we show that this is possible with the use of an off /19l
the-shelf planner to generate possible designs for not trivial securi 0]
requirements. Of course, we assume that the designer remains in the
design loop, so the designs generated by the planner are seen as sug-
gestions to be refined, amended and approved by the designer. [
other words, the planner is a(nother) support tool intended to fa(:ili-22
tate the design process.

Our future work includes extending the application of this idea to[23]
other phases of the design and towards progressively larger indus-
trial case studies to see how far can we go without using specialize[g4]
solvers.
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