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Ҳ  

ѿҩ ҉Ҋ ̆Ḥ ֜ └

Ȃ Ҍ ԍ Ȃ Ҭ ᶫ Ⱶ Ⱶ

ҌῬ ԍⱳ ῃ Һ Ȃᴋᵥ ῀ԅ Ḥ ֜ ⱳ ̆

ץ ҹ №Ȃ Ҭ ᵣ Ḥ ⱬ̆ᶏ

ᶏ ץ ꜚ ̆ ̆ ҉Ạ₮ Ȃ ̆

ᵄ ̆ Ӟ ӊ Ȃ Ҭ

̆ № ҉̆ᴰ IPv4 № ̆ № ⱬ

҉̆ Ȃ Ӟ ꜚ ₮ԅ Ȃ

̆ Ҭ ⱬ ᴧ ᵬ

̆ᶏ ᴰ ῃ ⱴ ץ └Ȃ

Ҭ ⌠ ₃ҩҺ ̆ ԅѿ ԍ IPv6 Ȃ ᶏ

IVI № ̆ ‗ ̆ ԅ 46

Ȃ ҩ Ҭ̆ ꜚ └ ̆ ץ ꜚ ῀

ғ Ḥ Ȃ 

 

῏ ̔ ̕ ̕IPv6̕ ꜚ ̕ 

 



 

II 

 

ABSTRACT 

Wireless Internet of Things is aiming to build a network where uplink and

 downlink connections, information changes and controls are done via wireless 

network. Wireless Internet of Things is unlike traditional networks that are curre

ntly available. In a Wireless Internet of Things, objects that provide or request 

for a service are not limited to computer hosts that have complete functions. A

ny embedded devices with wireless connection and the ability of information ex

change, could be part of the Internet of Things. The great connectiveness and t

he ability of exchanging information of the Internet of Things have brought cou

ntless progress in the areas such as smart building, smart meters and smart hos

pital. However, in companion with the many implementations of the Internet of

 Things are the many challenges of design. Devices could be numerous in a W

ireless Internet of Things, because of which, traditional algorithms of allocating 

IPv4 addresses might be very flawed in the aspect of allocating ability and dic

onnection. The many devices have also made new demands on the systemsô aut

o-configuration ability. At the same time, the limited calculating ability in a de

vice of Wireless Internet of Things and the complex wireless environment cause

d by the many devices, have further made security and stability in a wireless tr

ansmission more uncontrollable. We design a Wireless Internet of Things structu

re, based on the major problems met in current Wireless Internet of Things. By

 using tunnel techniques and IVI address allocation, we consider the IPv4-IPv6 

transition while providing diconnection by using IPv6 addresses. In the systems,

 by designing auto-configuration of the devices, a wireless device can auto-conn

ect the network and auto-configurate its address information. 

 

Keywords̔ wireless; Internet of Things; IPv6; auto-configuration 
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1   

ב  1.1  

ᴰ ⱬ Һ Ⱶ Ҍ ̆

ѿ ⌠ԅҕ ҉ ΐ Ḥ ⱳ ᵣȂ ̆ᴰ

̆ ᴆ ῀ ̆ ץ └̆

ꜚ ̆ ꜚ ѿ ↓ⱳ [1]Ȃ ᴰ ̆ ԅ Ḥ

֜ԑ ̆ᵖ Ӟ ԅ ҉ Ȃ 

̆ ҉ ᴰ Ȃ

ҌῬֽ ԍᴰ ӈ҉ ̆ ᴰ └ ῤ

Ȃ ḤῈ ᵀ ̆ѿҩ

ԍ 500ַҩ[2]Ȃ ᴰ ᶏ IPv4 ̆ ԅ ȂIPv4

ᶫ Ὲ №ӊѿ ⌠Ȃ

Ҭ̆ IPv4 ӎ̆ ҹ ̂NAT̃

[3]Ȃ ҩ Ҭ ȂῒҬѿҩ Ȃ

NAT ᴰ [4]Ȃ Ὲ ῤ Ҋ

Ȃ Ҭ̆ └ ⌠ ׆̆

└ Ḥ ֜ ץ Ḃ≠Ȃ ⌠ ̆

ѿҩ Ȃ 

̆ Ҋ̆ Ӟ Ҍ Ȃ №

ҹ№ץ ꜚ ң [5]Ȃ ᴰ Ҭ̆

ꜚ Ḥ ̂ ̆ ῏ ׆̆̃ ᶏ ѿҩ

Ḥ Ȃ Ҭ̆ Ҍ℗ Ȃ ҹ

Ȃ ꜚ ̆↕ ̆

Ȃ ѿҩ ḱ ̆ ₮ Ҍѿ Ȃ

└ ҌḂȂ ҹ Ҍ ̆ Ӟ

ҹԅѿҩ Ȃ ̆ ץ ꜛ

ғḠ ⱳ Ȃ 
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ӊ ̆ ῃ ѿҩ Ȃ

ᴰ ⱬѿ ̆ ѿ ⱴ Ȃ ̆

ⱴ ⌠ ₯[6]Ȃ Ҭ̆ ₯ ̆

₯̂flooding attack̃ ̆ Ⱶ ₯̂DoS attack̃ ̆ ₯̂spoofing att

ack̃ ̆ Ḥ ̂spam messages̃̆ Ҭ ֲ ₯ [7]Ȃ 

1.2  ҟ Ӏ  

ץ ⌠̆ ԅ ̆ᵖ Ҭ̆ ‗

Ȃ ҙ Ҋ̔̂1̃ ѿҩⱳ Ȃ

ҩ Ҭ̆ Ȃ ץ

ҍ ̆ Ȃ̂2̃Ὶ IPv4-IPv6 Ȃ ⌠ IPv4

ѿ ῤᶭ ᴪ ԑ Һ ̆ Ҭ̆

IPv4 Ȃ 46 ѿ̆ ץ ᶏ IPv6ᵬҹҺ

Ҍ IPv6 ҬȂ ѿ ̆

ᶫѿҩ IPv4 Ҋ IPv6 ׆̆

└ Ȃ̂3̃ ѿҩ ̆

Ⱶ Ȃѿ ̆ Ⱶ ̆ ץ Ҋ Ȃ

ѿ ҩ └ Ⱶ ̆ ץ └ Ҋ Ȃ

Ⱶ Ҭ ᶫ ҩ Ḃ └ Ȃ̂4̃ Ȃ

ԅ Ȃ ҉

ⱳ Ȃ ғ ҉ ᶫѿҩⱳ ῃ Ⱶ Ȃ̂5̃

ῃ ḤȂ ῃ ѿҩ Ȃ ῃ Ḡ

̆ Ḥ Ȃ ᷅῀ ̆

Ȃ̂6̃ ѿ Ȃ

ҙ Ҭ Ҍֽֽ ץ ̆ ‗

̆ Ҭ ⱳ Ȃ 

▼ᵩ № Ҋ̔ ԋ ׃ ᵬ̆

№ ױ ᴨ Ȃ ҈ Ҭ̆ΐᵣ Ҭ₮

ᴪ ׃ № Ȃ ғ ѿ Ҭ ₮ ᵣ ̆ ҩ

ꜚ ῏ Ȃ ғ ׃ ѿ֓ №

Ȃ IPv4-IPv6 IVI № └ №
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Ȃ ԓ Ҭ̆ ̆Ạ₮№ ᴇ̆ ғ

₮ Ҋѿ ᵬȂ
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2   

2.1   

Һ Ҭ ꜚ ȁ

ꜚ ȁ ῤ ҙ ꜚ ȁ

[8]Ȃ 

ԋ ҉̆ ԍ Ad Hoc Infrastructurê ̃

[9]Ȃ [10]Ҭ̆ᵬ Ad Hoc

ԅ Ȃᶏ Ad Hoc ⱴ ᵝ Ḥ

Ȃ ҹḤ Ṝ̆ῒᵩ ץ

ꜚ ̆Ḡ ᴰ ≠Ȃᵖ Ad Hoc

Ӟ Ȃ ᾢ̆ ╠ Ҭ ⌠ ̆

Ȃ Ad Hoc Ḥ Ҥ Ȃ ԑ ᶏ

Όᵩ̆ ⱴ Ȃ ̆Ad Hoc ѿҩ

ԍ ץ Ȃ [11]Ҭ̆ᵬ ̆

ҍ⌠ Ad Hoc ҉ ̆Ad Hoc Ҋ Ȃ

̆Ad Hoc ѿҩ ԍ ῃ Ȃ [10]Ҭ ץ ⌠̆Ad Hoc

ⱴꜚ ̆ ’ ⱴ ץ Ȃ Ad Hoc ῃ ҉̆

ᾢ Ҍ Ȃ 

҈ ҉̆ ԍ IPv6 ₮ [12-13]Ȃҹԅ ‗ I

Pv4 ̆ԑ ᴋⱵ ̂IETF̃ ҉ҩҕ IPv6

ᵬҹҊѿף [14]ȂIPv6 128ᵝ ̆ ҉ ҹץ

№ ῃ Ȃ ӊ ĬPv6Ӟ ץ

Ҭ Ȃ IPv6 Ҭ̆ ץ ⌠ ⁞

[15]Ȃ ̆҉ Ҭ ⌠̆ Ҭ̆ Ȃ IPv6

ӊ∆̆ ԅ ꜚ ̆ Ҭ̆ΐ

ᴨלȂ 

̆IPv6 ҹῒ ꜚ ⱬ̆ ԍ ’Ҋ

Ȃ Ҭ̆ Ҋ₃ץ [13]̔̂1̃Ҍҍ
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WLANȂ ’Ҭ̆ IPv6 ̂Link-local 

Address̃ ῤ IPv6 ḤȂ ’Ҋ №

ῒז ̆ ᶏ № Ȃ̂2̃ ῀ ԍ IPv6 WLAN̆

Ὲ IPv6 ̂Globally Unique Address̃ ̆ ῀ IPv

6 ׆ Ȃ Ȃ

’Ҋ̆ ᶏ ѿҩ Ȃ Ҋ ᶏ Ҍ ╠ ̆

ᴪ ⱴ Ȃ̂3̃ ῀ ԍ IPv6 WLAN̆ ѿҩ

IPv6 ̂Unique local Address̃Ȃ ף ̂proxỹ ᴰ

Ȃ ӊ ̆ IPv6 ԍ╠ ₃

ȂҌ ̆ Ҍ ῏ Ȃ 

 

 

2.1 ₃ ̆ [13] 

2.2  ῗ ᵲ 

ҙ Ҭ̆ Ȃ 

[16]Ҭ̆ Ӟ ₃ᵝ ԅ Ҭ

IPv4 IPv6 Ȃ ҩ ᵬҬ̆ױז ԅ ̆

≠ IPv6 Ȃ ҩ ᵬҬ ױז̆

№ҹ҈ҩ ̔ ̂management tier̃ ̆ ꜚ ̂automation tier̃
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῀ ̂field tier̃ Ȃ ῀ ̆ ץ ԍ IP ̂׆ ̃

῀ ̂access point̃ ῀ Ȃᵖ ᶏ ҩ ѿҩ

Ώ IP Ȃ ḤӞ ץ ԍ ⱬ ̆ IP

Ȃᵬ ԅ ԍ IPv4 Һ ̆ ₮ ᶏ

ԍ IPv6 Һ Ȃ Ҭ̆ױז ₮ԅѿҩᶏ IPv6

ꜚ ̂building automation systems network̃ Ȃ 

Ҭ ѿҩ Ȃ ‗ ץ ҈ҩ

Ȃ ѿҩ Ҭ̆ ᵞ Һ Ȃ ԋҩ Ҭ̆ᶏ

̆ Ḡ ᵬ Һ Ȃ ѿҩ Ҭ̆

╠  [17]Ȃ ’Ҋ̆Ḡ ῏ ӊ

ᴰ ѿ Һ Ȃ 

[18]Ҭ̆₃ᵝ Ὲ ῖ ᵬ ̆ᾟ№ ԅᵞ Ҋ I

Pv6 Ȃ Ҭ ₃̆ᵝᵬ ᶏ ԅ Contiki ᵬ ԅѿ

ҩᵞ IPv6 Ȃҹԅ ᵞ ₃̆ᵝᵬ

ѿҩ ‰ IPv6 Ҋⱴ῀ԅ ᴋ

̂radio duty cycling protocols̃ Ȃ 

[19]Ҭ̆₃ᵝ ᵬ ԅῃ IPv6

Ȃ ԅѿҩ Ҋ Ḥ̆

ῃ Ҋ Ȃ ῃ Ҋ̆ ῒ

ᴪᶏ ѿҩ ⱴ Ȃ ԍ ̆

ᵟ Ȃ 

[20]Ҭ̆ ꜚ IPv6 Ȃ ᵬ Һ

ԅ Ҭ ̆Һ ԅ Ȃ ҩ Ҭ̆ᵬ

ᶏ IPSec ῃ └Ȃ ꜚ

ῤ ⌠ └̆ ᵬ ԅ ꜚ IPv6 ‗

⌠ └ Ȃ 

[21]Ҭ̆ ≠ ԅ ᴰ Ҭ̆

Ȃ ԅ ‗ ̆ᵬ ᾣ

ԅ ₮ ԅ 6LoWPAN Ȃ ҩ ̆ ץ ᴰ I

P ῀ Ȃᵖ ҩ ԍ̆ Ҍ IP ᴰ

ԅ ֟ Ҭ̆ Ȃ

ᵥῚ ԑ Ȃ Ὶ ꜜⱬҬ̆ᵬ ᶏ ԅ
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ꜚ ᵬҹ Ȃ ԍ IP ԅ

̆ ԅ№ Ȃ ԅҬ Ȃΐ

ᵣ ץ ҙ ⌠Ȃ
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3   

3.1   

҉׆ Ҭ ץ ⌠̆Ҍ ԍҌ Ȃ ̆

№ Ȃ 

ѿҩ ̔ Ȃ ҩ Ԛ̆

ҩ ԚҬ ҩ Ȃ Ṝ̆

Ҋ₃ҩץ :̂ 1̃ ᵥ ̆ └ Ḥ ֜ ⱳ Ȃ

̂2̃ ᵥ ҉ ᵝ Ȃ ԚҬ

̆ Ӟ Ȃ ḱ ̆

№ ᴪᶏ IPȂ̂3̃ ᵥ Ḡ

Ҍ Ȃ ᵥ Ḡ ῀ Ȃ̂4̃ ᵥ

’Ȃ 

ץ ⌠̆ Ȃ ҉ΐ ף ᴇṿȂ

ҩ Ҭ ̆ ῒזҌ Ҋ

ӈȂ 

3.2   

҉ ⌠ IPv6ᴨ ̆ Ҭ ԅ 3.1 Ȃ

ҩ Ҭ̆ ѿҩˊ ף ѿҩ Ȃ ⌠

̆Ҋ ᾢ׃ ѿҊ ѿ֓ Ȃ 

3.2.1   

҉̆ᶏ ԅ ԍ raspbian ᵬ Ȃ

ľRaspberry PiĿ Ȃ ᶏ SD ᵬҹ ̆ ↕҉ ץ

҉ ֓ ԍ linux ҩҌ ᵬ Ȃ OpenWrt̆Arch 

Linux Ȃ Ҭ̆ Ғ ᵬ rasbian ᵬҹ ᵬ

Ȃ Ҋ₃ҩ̔̂1̃ץ ᾢ̆ Ḡ ᵣ ̆ ץ

῀ ╠ Ҋ̆ΐ ⱳ Ȃ ԍ linux ץ
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python C Ȃ׆ ҉ ̆ ѿ ԍ l

inux Һ ԍ linux Ⱶ ≢Ȃ ̆ usb ̆

ᵬҹץ ῀ Ҭ Ȃ ӊ ̆ᶏ usb

Ӟ ץ ̆ ҹ

῀ Ȃ̂2̃ῒ ̆ ╠ ⌠̆ ᵬ ᴆ

SD ҬȂ Ӟ ̆ ѿ ⱳ

ᵬ ᴍ ̆ ץ Ώ ֓ ᵬ ᴆ Ἕ̆ └

Ȃ ᶏ ᴰ ῀ ̆

ᴪ Ȃ̂3̃ ḱ Ḃ Ȃ ץ u

sb ‰ ᾟ ̆ ҉ ץ Ḃ Ȃ ԍ ᵬ

ץ SD usb Ȃ ҉̆

ᴨԍῒז ῀ Ȃ 

̆ Ҭ Realtek RTL8188CUS

usbᵬҹ Ȃ ꜚ ̆ᵖ

ᶏ WiFi ̆ ⌠ԅѿ֓ Ȃ WiFi ᶏ ԅ

hostapdȂhostapd ѿҩ linux ᵬ Ҭ ԍ AP̂ Access Point, 

AP̃ ᴆȂ ץ Ҋ ῏ ῀ Ȃ ‰ hostpa

d Ҍ RTL8188CUS ꜚ Ȃ ֜ ̆ḱ hostap

d ף ׆̆ ѿҩ RTL8188CUS ꜚ hostapd ᴆ

WiFiȂ 

3.2.2  ԑҎ  

̆Ad Hoc Ȃ ̆ ױ

Ṝ̆ ΐᵣ Ȃ 

Ҭ̆ ԚҬ Ȃ ᵝ

̆ ӊ ᵝ Ӟ Ȃ ԚҬ̆Ḥ

Ӟ Ȃ ̆ ӊ Ҍᴪ₮ Ȃ ’Ҋ̆

ᶫ ⱴ Ḥ ᴰ ̆ Ad Hoc ₃ҩҺ

ᴨ ₮ Ȃ 

ῒ ̆ Ҭ̆ ῃ ѿҩ Ȃ ҉ Ҭ

⌠̆ ῃ ҉ ⌠ ₯̆ Ad Hoc

ῃ Ҍ Ȃ ԍ ̆ ץ ῀Ạ⌠ ⱴ
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└Ȃ Ҭ̆ ץ ̆ ῀ ̆

₯ ѿ ↓ ῃḠ ҉Ạ⌠ Ḃ Ȃ 

ѿҩ ԚҬ Ӟ Ȃ ҉ Ҭ ױ ⌠̆

̆Ad Hoc Ҋ Ȃ [11]Ҭ̆ 10ҩ ̆

₮ ԅ Ҋ Ȃ ̆ ץ ᶫ Ḥ ᴰ

̆ ץ ѿҩ ԚҬ ’Ȃ 

ⱳ Ӟ ѿҩ Ȃ ’Ҭ̆ Ԛ ᵝ

̆ ӊ Ӟ Ḥ ȂAd Hoc ῀ԅ ᵩ

Ȃ ԍ ̆ ⱳ ̆ ᶏ

ⱴ Ȃ 

₃ҩ҉ץ ҉ ⌠ Ad Hoc ᴨ

̆ Ҍ Ad Hoc ᵬҹ

Ȃ 

҉ № Ҭ ץ ⌠ԅ IPv6 Ҭ ᴨ̆ל

Ҭ̆ ԍ IPv6 Ȃ 

3.2.3   

‗ ԅ ӊ ̆ ץ ҩ Ȃ 3.1

Ȃ ץ ⌠̆ ῏Ҋ₃ҩץ № Ȃ 

 

 
3.1  
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ѿҩ № WLAN Access Point ̆ Ҋ Ҭҹԅ

ԅ̆ ῒ ҹ APȂ Ҭ̆ ҹ 1́Ȃ ѿҩ ԚҬ̆

ᴪ ѿҩ APȂ Ҋ Ҭ̆

̂ 2́̆3̆4̆6̆7̃ ѿ AP Ȃ ῤ ῀̆

№ Ȃ AP ̆ ׆ ץ Ȃ 

҉ ĂP Ⱶ ╠ IVI ̆

ᶏץ ╠ IVI ӊ ̆Ҋ ץ ᶏץ

ȂAP҉ ѿҩ ԍ IPv4 ץ ̆ ⌠

ѿ Ҍ IPv6Ȃ ҩ Ṝ̆ Ҋ IPv6 Ҍ

ⱳ Ȃ APᵬҹ Ⱶ ̆ IPv6

⌠ IPv4 ӊҬȂ Ⱶ ҹ IPv6 IPv6

Ȃ ԅ IPv6 Ȃΐᵣ Ҋ Ҭ

 

ԋҩ № ̂ 2́̆3̆4̆6̆7̃Ȃ ҹԅ ̆

̆ ױ ҹ ClientȂ ҉ ̆ AP

̆Ῥ AP ҍ Ȃ 

Client ᵬҹ ̆ Ҭ ֜ԑȂ

Ҭ̆ ClientȂ Ҭ Ȃ ғ

҉ ᶫѿҩ Ḃ Ȃ 

҈ №↕ Ҭ APȂ ԚҬ̆ AP Ȃ

ץ [22]̆ ԍWiFi AP ץ Ὲ ≢ Ȃᵖ

⌠ ᵞⱳ ̆ 20m-100m Ḥ ᴪ Ȃ

ԚҬ̆ ԅҬ AP ’Ȃ ṿ ̆ Ҭ AP̆

̆ Ҭ ѿ ⱴ ’Ȃ ץ ⌠̆ѿҩ Client A

PҬ ⱳ Ҭ̆ Ҍᴪ ῀ ᴰ Ȃ ̆ Ҭ

№ Client ⱳ ̆ ѿ ̔AP/ClientȂ ᵬҹ Clie

nt̆ Ӟᵬҹѿҩ APȂ Ҭ̆ ѿ ҹ AP/ClientȂ 

№ Ⱶ ̂network management system, NMS̃Ȃ

ҩ NMS̆ ץ Ҋ ’̆ ғ ֓

Ȃ 
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ԓ № IVI Ⱶ Ȃ IPv4 ’̆ IVI

IPv4 ̆ IVI Ⱶ Ȃ ץ

Ҭ IPv4-IPv6 Ὶ Ȃ 

ҹԅ Ḃ ̆ ץ № ȂAPᵬҹ

Ḥ ̆ ץ ҹľ ῀ ĿȂClient ץ ҹľ ĿȂ

Ҭ Ⱶ ̆ Ⱶ ̆IVI Ⱶ Һ Ⱶ Ḥ ̆

ץ ҹľ Ḥ ĿȂ 

 

 
3.2 IPv4 IPv6  

 

ҍ Ḥ Ṝ̆ Ҋңץ ̔̂ 1̃ ԍ

IPv6 ̆ Ȃ IPv6 Ⱶ

̆ Ⱶ Ȃ IPv4 Ԛ APȂAP

⌠ ̆ Ȃ ҍ

Ḥ↕ ҩ Ȃ̂2̃ ԍ IPv4 Ȃ ҩ Ṝ̆

IVI Ⱶ Ȃ IPv4 IVI Ⱶ

IVI IPv6 Ȃԍ IPv4 ҹѿҩ IPv6

Ⱶ Ȃ ӊ ̆ Ⱶ ᶏ ̂1̃Ҭѿ

Ȃ 

3.3  6over4  

҉ ̆ ’Ҋ̆ ᶏץ Һ Ҍ IPv6 Ȃ ̆

AP ץ Ⱶ̆ Ȃ ᶏ ԍ

OpenVPN 6over4 [23]ȂOpenVPN ѿ linux ᵬ ҉
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Ȃ OpenVPNҬ̆ ץ ᴰ Ȃ

ΐᵣ Ҭ̆ OpenVPN ̆ IPv6 IPv4 ᴰ ̆

IPv6 IPv6 ḤȂ Ҭ̆ ԅ

ף Ⱶ ̆ Ⱶ ₃ҩ №Ȃ 

IPv4 ף Ⱶ ₮ Ⱶ Ȃ ף

Ⱶ ̆ ̆ Ⱶ

Ḥ Ȃ Ⱶ Ḥ ̆ḱ OpenVPN Ḥ ̆

ף Ⱶ № Ⱶ Ȃ ᶏ

ԅ [24] ̆ Ḥ ῃ ץ ⌠Ḡ Ȃΐᵣ

ץ Ҭ Ȃ 

 

 

3.3 ԍOpenVPN  

 

҉ 6over4 Ⱶ Ȃ I

Pv6 ̆ ҉ OpenVPN Ȃ OpenVPN

Ҭ̆IPv6 ᴪ ⱴ῀ SSL Ḡ ⱴ ӊ ѿ ⌠ ԍ I
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Pv4 TCP/UDP ӊҬȂ IPv4 ҩ Ṝ

ѿ ̆Ӟ Ⱶ Ȃ׆ ҉ ̆ ᵌ

Ӎ ⌠ԅ ѿ IPv6 Ȃ 6over4 Ⱶ

Ȃ ԍ OpenVPN 6over4 Ⱶ ᴰ 4.1Ȃ ץ

⌠̆OpenVPN ױ ᶫԅ Ȃ 

3.4  IVI  

ԍ ̆Һᵣׅ IPv4 Ȃ IPv4/IPv6

ȂIVI IPv4⌠ IPv6 ѿ Ȃ IVI ̆I

Pv4 IPv6 Ḡץ Ȃ ҉̆ ѿ

46 └̂Stateless NAT64̃[25]ȂIVI └Ҍ

̆ Ҭᶏ Һ ԍ ᾞ ᶫ I

VI [26]Ȃ ׃ץ Ҋ̔IVI ҹԅḠ IPv4 IPv6

ӊѿȂ ῒז 46 ̆ ᶏ IVI ѿҩ

̆ ⌠ IPv4Ὲ Ȃ ᶏ IVI Ҭ̆IPv4

Ὲ Ҍ ҍ IPv6Ὲ ѿ ѿ ȂIPv4Ὲ ҉ ҍ IPv6

╠ ԅѿ ѿ Ȃ ’Ҋ̆ IPv4 IPv6 1̔

N ῏ Ȃ IPv4 ѿҩ IPv6 IVI

̆ ҩ IVI IPv6 IPv4 HTTP ̆IVI

Ⱶ ᴪ ꜚ IPv4 ̆ № ̆

IPv6 IPv6 Ȃ 

Ҭ̆ ѿҩ № ѿҩ IVI ̆ ̆

ѿҩ Client № 2001:da8:e300:79c2:a889:400d::/96ҩ IPv6 Ȃ

2001:da8:e300:79c2:a889:: ╠ ̆ 121.194.168.137 ҩ IPv4

Ȃ ᶏ 1̔16 IVI ̆ ῏ ץ Ҋ̔ѿ

ҩ ץ Ҋ Ὲ 1̔024 + mod(2001:da8:e300:79c2:

a889:400x - 2001:da8:e300:79c2:a889:4000, 16)Ȃ 2001:da8:e300:79c2:a889:4

00d̆ ҉ Ҭᴪ ⌠ mod(d, 16)̆ 1037 Ȃ ̆ ҩ

ԍ └̆ IPv4 121.194.168.137:1037

Ạ⌠ԅץ
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3.4 IVI
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4   

4.1  AP  

AP Ҋ ̂1̃ ҉ WLANȂ̂2̃ ҉ WLAN

№ Ȃ ҉ ↕ ҍ Ḥ ȂҊ ̆ AP

ᵬ ̆ AP ΐᵣ Ȃ 

4.1.1   

AP ̆ ץ Ȃ ץ ץ I

Pv4 ӊ ̆AP ף Ⱶ ₮ Ⱶ Ȃӊ ҉ Ҭ

̆AP № Ⱶ 6over4 Ȃ 

ԅ 6over4 Ⱶ Ḥ ĂP ҉ tap0 Ȃ

׆ Ⱶ Ȃ 

4.1.2  ғ  

AP ĂP Ⱶ Ȃ ῤ

ᶏץ ╠ IVI Ȃ ᶏץ ╠ ҹ IPv6 ╠ ̆AP

ᶏ ѿҩ ╠ ҹ ׆̆῏ WLAN ⱵȂ ῒ

ᵩ ╠ ̆↕ ץ ⌠ AP/Client ╠ № Ҋ AP/Client

WLANȂ ̆ Ⱶ IPv6Ḥ

Ⱶ ̆ ҩ ⱳ ԅȂ Ҭ̆

Ⱶ ץ ף Ⱶ ѿ ҉ Ȃ 

ԍ AP ̆ Һ ῃ IPv6 ╠ ̆ ῃ

IPv6 ̆ IVI IPv6 Ȃ Ҋ Ҭ̆ ᴪ

AP ᵥ № Ҋ Client ῃ IPv6 ȂIVI IPv6

↕ᶏ ԅѿҩ ̆ᴪ ԓ Ҭ Ȃṿ

̆ҹԅẠ⌠ Ḃ ԍ ̆AP҉ ԅѿҩ ԍ Django

Ⱶ Ȃ ̆ҹԅᵣ ̆APᶏ ԅ Djangoῤ

̆ Ҍ № ᶏ ȂҊ Client AP҉ Django

Ⱶ ҍ AP҉ ֜ԑȂ AP ῃ IPv6
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҉̆ҹԅ ◄ ̆ ѿᶏ 70 ᵬҹ Apache Ȃ

’Ҋ̆AP Ⱶ ץ ̔ҽҩᶛ ̆

AP IPv6ῃ ҹ 2001:da8:b100:101d::1 Ṝ̆ Client AP

/Client Ҋ http://[2001:da8:b100:101d::1]:70/ ץ AP H

TTP Ḥ ֜ Ȃṿ ̆Apache ץ ᴋ AP҉

HTTP Ȃ IVI Ṝ̆ ̆ ѿ Ҋ ᴪ

⌠Ȃ 

 

 

4.1 AP ᵬ  
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4.1.3  WLAN ꜙ 

AP ῃ IPv6╠ ӊ ̆ ᵬҹץ Access Point Ҋ

WLAN ⱵȂ Ҭ̆ ῃ Ȃץ

ᶏ Ḡ ̂WEP̃ ץ ҈ ᴺ ΌᵩḤ

[27]Ȃ Ҭ WiFi ᶏ ҹ ῃ WPA2̂ Wi-Fi Protected A

ccess̃ Ȃ [27]Ҭ ץ ⌠̆ ԍWPA2 WLAN

ῃ ̆ Ҥ ῃ ȂAPᶏ hostapd AP WiFi

ȂWiFi ̆ⱴ SSID̂ Ⱶ ̃ Ḡ

Ȃ 

 

 

4.2 SLAAC IPv6  

 

҉̆ҹԅ AP ⁞ ҉ ̆SLAAC ̂Stat

eless address autoconfiguration̆ ꜚ ̃ ᵬҹ └Ȃ

AP ⌠ ╠ ӊ ̆AP ѿҩ ╠ ̆ᶏ radvd ғ

ḱ radvd ᴆ WLAN Ҭ SLAAC 64ᵝ IPv6 ╠ ȂSL

AAC └ Ҋ[28]̔ 

ѿҩ ῀ AP WLAN MAC

Modified EUI-64 Ȃ ץ Ҋ₃ҩץ ̔̂ 1̃

MAC Ȃ MAC ₮ ̆
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ѿҩ 48 Ȃ̂2̃ 64 EUI-64 Ȃ ѿ 24

ⱴ῀ľFFFEĿ 16 Ȃ̂3̃ ⌠ IPv6Ҭ̆ ѿҩ Un

iversal/Local̂ ῃ ̃ ̆ EUI-64 Ҭ 7ᵝ ҹ

1Ȃ ף ҩ ῃ Ȃ ̆ SLAACҬ̆ҹԅ ѿ

̆Ӟ ҉ Ҍ Ȃ 

ᶏ SLAAC Ṝ̆ AP ѿҩ ╠ ̆

2001:da8:b100:101d::/64̆ ғ ̂ wlan0̃ ῏

2001:da8:b100:101d::1/64Ȃ ̆ ╠ 2001:da8:

b100:101d::/64 Ḥ Ȃ ῀ԅ Client ̆ ҩ Ṝ ⌠

╠ Ḥ ̆ ᶏ ҩ╠ ꜚ ȂClient

MAC ̆ ҉ѿ Modified E

UI-64 ̆ ╠ ̆ 128 IPv6ῃ Ȃ ₃҉ץ ̆ᴋ

ᵥѿҩ ῀ AP Client ץ ⱳ ῃ IPv6

ꜚ Ȃ ̆ [28]Ȃ 

4.2  Client  

ץ ⌠ C̆lient AP Ȃ ѿ ׆ Client

Ȃ 

4.2.1  Client ᵲ  

AP ֜ԑ Client ᵬ ╠ Ȃ ҉ѿ Ҭ

ԅ ῀ Client ᵥ ῃ IPv6 Ȃ ԍ

̆ ױ IVI Ȃ 

Client ӊ ̆Clientᴪ ᾢ AP AP/Client ᶫ

WiFiȂ ѿ Clientῤ Ώ῀ SSID̆ ⱴ Ȃ

raspbian ᵬ Ҭ̆ debian linux ᵬ ᵌ̆ ץ wpa-su

pplicant.conf ᴆȂ ҩ ᴆҬΏ῀ SSID ̆

ғ raspbian ᵬ ᴆ/etc/network/interfacesҬ ̆

ץ WiFi ꜚҺꜚ Ȃ ̆ ᴆ root ḱ

̆ Ӟ Ҍ SSID Ȃ 
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῀ ӊ ̆ ҉ѿ ̆ Client ץ

ꜚ ῃ IPv6 Ȃ IPv6 ӊ ̆ClientῬ

IVI Ȃ ҉ץ C̆lient ⱳ ԅ IPv6 IPv4ҍ

Ȃ 

 

 
4.3 Client ᵬ  

4.2.2  Web ꜙ  

╠ ⌠ ̆Client ΐᵣ Ҭ Ȃ

̆Ḡ ᴰ Ȃ 

Ҭ̆ Django ̆ Client҉҉ ԅѿҩ Ⱶ Ȃѿ ̆

python localhost Ⱶ ̆ Client҉

ץ Ȃ ѿ ̆ Ⱶ ̆Client ᶫ
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̆ ῤ Ȃ ⌠

̆ Client ⱬȂ Client

̆ ᶫѿҩ Ώ῀ Ȃ ̆ ⌠

҉ ̆ ᵬ̆Client ץ Ώ῀ⱳ Ȃ

AP ᵌ̆Client҉ Ⱶ ᶏ ԍ Apache Django Ⱶ

̆ ӞḠ ԅѿ Ȃ Client ҹ̔2001:da8:b100:1

01d:8024:d511:bbcd:6b7d̆ Ӈ ץ http://[ 2001:da8:b100:101d:8024:d5

11:bbcd:6b7d]:70/Ҋ Ȃ Ҭ̆ ץ Ҋ

http://[ 2001:da8:b100:101d:8024:d511:bbcd:6b7d]:70/serve/now/ http://[20

01:da8:b100:101d:8024:d511:bbcd:6b7d]:70/serve/short_term/ №≢

҉ѿ Ȃӊ ץ ᶫ ҹ̆ HTTP ץ

SSLⱴ HTTP Ȃ ̆ ѿ

̆ ⁞ץ Ȃ ̆ҹԅ Ḃ Client ̆Cl

ient ᶫԅ http://[2001:da8:b100:101d:8024:d511:bbcd:6b7d]:70/change_settings/

Client Ȃ ҉ HTTP Ҭ̆ ᴰ

ץ SSL Ḡ ̆ ̆Ḡ ῃȂ ̆

ᶏ Ὲ ⱴ ̆ Ḥ ₮ Ȃ ̆

Ḡץ ῃҌ Ȃ ѿ ῒז ̆

AP̆AP/Client̆ NMS҉ Ⱶ Ȃ 

 

 

4.4 Client  
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4.2.3   

Ҭ̆ѿҩ ̆ ᵥ∞ ѿҩ ’Ȃ ᴰ

№ Ҭ̆ DHCPv6 № SLAAC

№ ̆ Ȃ Ӟᴪ Ȃ

Ҋ ҹ ̆Ḥ ̆ ᵬ

ҡ Ȃ ̆ Client ҉ └̆ AP

NMS └Ȃ 

ԍ AP ̆ ’Ȃ ѿҩ

ӊ ̆№ ₮ Ȃ ̆Client AP

Ȃ ԍ NMS̆ Client҉ қ ⱴ ԅȂ ҹ NMSᵬҹ

̆Ҍֽ Client ’̆ Client Ḥ

̆MAC ѿҊḤ Ȃ 

̆Client ᾢ AP ľ ĿȂ Ҭ̆Client

AP҉ Django Ⱶ ₮ HTTP Ȃ Ҭ̆ľ/heart/òClien

Ȃ 

AP ⌠ ӊ ̆ Ҋ Client Ȃ ѿҩ Client

ӊ ̆ AP ̆ ҹҊ Ȃ NMS̆↕ HTTPҬ

POST Ҍ NMS҉ᴰ Ḥ ȂԊ ҉̆ AP ῤ

NMS Ḥ Ȃ Ҭ̆҉ᴰ

̔̂1̃ Ȃ ̔ľAPĿ̆ľAP/ClientĿ ľC

lientĿȂ̂2̃AP ╠ Ȃ ԍ AP AP/Client ̆ ױ

WiFi ᶏ SLAAC ╠ ָӇȂ̂ 3̃ MAC Ȃ̂ 3̃

ῃ IPv6 Ȃṿ ̆AP/Client ᴪ ҩҌ ῃ IPv6

Ȃ ⌠ ѿҩ IPv6 ᶏץ ̆ NMSᴪ IPv6 ̆p

҉ ᴪ ѿҩ Ȃ̂4̃IVI IPv6 Ȃ 

Ҭ̆ ᶏ python҉ url ҉ ⱳ Ȃ

python Ḥ ҉ᴰ̆ ᴪ ῀ Ȃ Ҋѿ

Ḥ ҉ᴰ̆ Ȃ Client ̆ ץ ҉ ⌠ HTT

P Ȃ 
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4.3  AP/Client  

҉ Ҭ ⌠̆ҹԅḠ Ḥ ̆ ᵈ Ḥ ̆ Ҭ ῀ԅ

AP/Client Ȃ ᾢ̆ ΐ Client Clientⱳ Ȃ

ᶏ AP IPv6 IVI ̆ NMS҉ Ḥ

̆Ӟ ѿҩ Ⱶ Ȃ ₮ ⱳ ԍ ᶏ ѿҩ ╠

ᶫWiFi ῀Ȃ 

AP/ClientҬ ңҩ ̆ ᵬ Ҭ ץ ⌠ңҩ

wlan0 wlan1Ȃwlan0 ῀ AP ᶫ WiFĭ ғ ҹ AP ѿ

№Ȃwlan0҉ IPv6ῃ APѿ Ȃ ̆AP ╠ ҹ 2001:da8:b10

0:101d::1/64̆ ῏ 2001:da8:b100:101d::1/64 ’Ҋ̆wlan0 ҹ

2001:da8:b100:101d:8024:d511:bbcd:6b7dȂ Clientѿ ӊ

̆AP/Client AP :70/prefix/ url ₮╠ Ȃ ץ ⌠╠

ԍ HTTP Ȃ AP ⌠ ҩ ̆ ∞ ̆

ᴪ׆ Ҭ № IPv6╠ Ȃ IPv6╠ ̆

HTTP response AP/Client̆ AP ḱ Ȃ ⌠

AP/Clientԍ wlan1 Ȃ ҩ ̆ ԍ AP/Cl

ient ̆wlan0 Client ⱳ ̆ wlan1↕ AP ⱳ Ȃ 

Ҭ ԍ Client ̆ ⌠ AP AP/Client ᴇ Ȃ

҉̆AP ╠ № ׆̆ Ḡ Ȃ 

҉̆ Ṝ̆ Ӟ ᶏץ ľ Ŀ Ȃ

’Ҋ̆wlan0 wlan1 ҉ Ȃ ̆ AP SLAAC Ӟᴪ

wlan1 Ȃ ѿҩ ╠ ץ ѿҩ ԚҬ

Ȃ ᵣ҉ ⱴ Ȃᵖ Ạ ԍ ԅ

Ȃ ѿ ᴪ ̆ ḤҬ Ȃ

ҩ Ṝ̆╠ ҉ ץ Ḥ Ȃ

Ṝ̆ ᶏץ ╠ ᵬҹ Ḥ Ȃ ᶏ ѿ╠ ̆

ᶏ Ữ Ḥ Ȃ 
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4.5 AP/ClientҍAP ╠  

4.4  NMS  

҉ Ҭ ׃ ԅ AP C̆lient AP/Client NMS Һ ῤ

ȂҊ ׃ NMS Ȃ Ҭ̆ѿ ᵬҹ NMS

№ ԅ IPv4 IPv6 ̆ ҩ ip ץ NMS

Ȃ Ҭ NMS ԅѿҩῈ IPv4 121.194.1617.98

Ὲ IPv6 2001:250:3::191Ȃ ңҩ ̆ ץ NMS └

Ⱶ Ȃ 

NMSҬ̆ҹԅ Ḃ Ḥ ̆ ᶏ ԅ Javas

cript CSS ԅ Ȃ ᶏ ԅ purecss Ȃ purecssҬ̆

ᶫԅ ̆ ᴆȂ 

NMSҬ̆ ץ ⌠῏ԍ AP̆Client̆ AP/Client Ḥ Ȃ

҉ ̆ ץ ⌠ Ḥ ̔ῃ IPv6 ̆IVI ̆Ҋ ҉

’Ȃ NMSҬ ₃ҩⱳ Ȃ̂ 1̃ Ȃ
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ץ ҉ ╠ № ԅȂ ҹ AP/Clientᶏ Ҍ

̆ NMS ץ ╠ Ȃ ѿ ᶏ ѿ

Ȃ ԍѿҩ ̆NMS ᾢ ╠ prefix ̆ AP

AP/Client̆ NMS ץ prefix ̂Client ѿ Nonẽ ῒ

ז Ȃ ҉ ̆ ᴪ ҹҊ ̂ Ҭ ҹ Curr

ent Connecting PĩȂ N̆MSӞ ץ Client AP/Client w

lan0 ῃ IPv6 ̆∞ ױ ԍ ҩ APҊ Ȃ 

 

 

4.6 NMS └  
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5  IVI ⅎ ┼ 

5.1  IVI ⅎ ┼ 

Ҭ̆ Һ Ҍѿ Ȃѿ ̆ ̆ Ӟ

ҹ ḤҌ ̆ AP Ḥ Ȃ ̆ ᴪ Ȃ

SD Ȃ Ҭ ᵬ

̆ Ȃ Ҭ Ҍ ̆

Ӟ ᴪ ᵬȂ 

╠ Ҋ̆ ѿҩ ̆ ᵥ Ḡ

ӊ ̆Ḡ ѿ ̙ ѿ ѿҩ

ԅ֜ԑ̆ ғҹԅҊѿ ֜ԑ ̆ ԅ Ȃ

ԅ ̆ ⱳ ᴪ ⌠ Ȃ ⱴ ̆ ҩ

№ ԅ≢ ῃҌ Ȃ Ҍ

ֽᴪ ᴰ ̆ ᴪ ᴰ Ȃ 

̆ IVI № Ṝ̆ ᶏ ԅѿҩ ԍ HTTP IV

I № Ȃӊ ᶏץ ԍ HTTP ҹ̆AP̆Client҉

ԅᶏ Apache Django Ⱶ Ȃ HTTP҉ № ̆

̆ ̆ ῃ ̆ ᴨלȂ 

APҬ ĬVI Ҋץ ̆ ԍ ѿҩ IVI ̆

Ҭ ӈ ҩ ̔̂1̃IVI Ȃ IVI IPv6

̆ 2001:da8:e300:79c2:a889:400d::/96Ȃ̂2̃MAC Ȃ ԍ ᶏ

ᶏ ̆APᴪ ᶏ ҩ ̂ ῒז

̃ MAC Ȃ̂3̃PIDȂ ѿҩ ̆Ҋ

ᴪ Ȃ̂ 4̃ Ȃ ľ ᶏ Ŀ̂ ľ ᶏ Ŀ̃̆

ľ № Ŀ ľ ᶏ Ŀ҈ Ȃ 
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5.1 IVI №  

5.2.1  ⅎ ┼ 

IVI № №ҹ҈ ̔̂1̃IVIRequestȂ ҩ №Ҭ̆

Client AP Ⱶ Ȃ ҩ Ҭ̆Client

҉ᴰ MAC PIDȂAP ⌠ ̆ ᾢ MAC

PID ᶏ ̆ ̆ IVI Ȃ ׆↕̆

ľ ᶏ Ŀ IVI Ҭ ѿҩ Ȃ ӊ ĂP IVI

ҹľ № Ŀ̆ ғ MAC PIDḤ Ȃ ḱ

̆ IVI Ȃṿ ̆ AP ̆ ₮

Client Ҍ Ҋ WLAN Ҋ̆ AP/Client ╠ ₮

ĂP ᴪ AP/Client ₮ Ḥ ĂP/Client ⌠ ӊ ḱ

Ȃ̂ 2 ĨVIA nswerȂ AP ᵬӊ ̆

AP Client Ȃ Ҭ ĂP ᶏץ IVI IVIAnswe

r HTTP ҬȂClient ⌠ ̆ Ȃ̂ 3̃

IVIAck nowledgeȂҹԅḠ ᵬ̆Client ⌠ IVIAnswerӊ ̆

ᴪ AP Ȃp AP IVI ⱳ

ӊ ̆ IVI Ҭ ḱ ҹľ ᶏ ĿȂ ̆ᵬҹ

҉ ѿ №̆Client ᴪ ѿ AP IVIAcknowl
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edge HTTP Ȃ̂4̃IVI Ȃ AP ⌠ѿҩ

ᶏ ̆APᴪҺꜚ ľ ᶏ Ŀ ҹľ № ĿȂ 

҉ Ҭ̆ ⱳ ԅ IVI № Ȃ 

5.2.2  ┼ 

̔ Ṝ̆ ᵥ IVI

Ȃ ᾢ׃ ѿҊ PIDȂPID ҩ Pî ̃+IDȂPID ҩ

ѿ Ṝ ꜚ ̆

̂ MAC ⱴ ᵬ ̃ Ḡ ѿҩ ID ѿ

ԋ Ȃ ӊ ̆ ҩ PID ҍ ̆ ֲҹᶏ root

ḱ Ȃ 

Ҋ ҈ ’Ȃ̂1̃ ȂAP ⌠ IVIRequest

Ṝ ԅ MAC PID̆ ӊ╠ IVI № ClientȂ

ⱳ Ȃ̂ 2̃ SD ̂ ᵬ ̆ ₮ ᴆ Ȃ̃

ҩ Ṝ ḱ Ҭ̆ ֲ SD ȂAP ⌠ IVIRequ

est ̆ ԅ MAC ̂ ׅ ̃ ̆ ҩ №

Client̆ PIDȂ̂3̃ Ṝ̆

Ȃ 

P̆ID ΐ ⱳ ⱳ Ȃ PIDҌ ╠ ĂP ץ

₮ Ҍ Ȃ ̆ѿҩ ΐ Ҭ —

Ȃ ץ — Client PID Ṝ̆ ⱴѿҩ ԍ— ╠

̆ ̆— ץ № ⌠ — Ȃ № Ҭ̆ῃ IPv6

╠ № Ӟ ᶏץ IVI № ѿ Ȃ ץ ѿ Ḡ IPv6

╠ Ȃ
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6  ‟  

6.1  ‟ 

҉ ѿҩ ԅ Ȃ

ԅѿҩ Ԛ AP̆ѿҩ AP/Client ҩ Client Ȃ

҉̆ ᶏ IPv6Ὲ 2̔001:da8:b100:101d::/64 2001:da8:b100:

10ff::/64Ȃ IVI ҉̆ № ԅ 2001:da8:e300:79c2:a88f::/80 ̆

16ҩ IVI ̆№≢ 2001:da8:e300:79c2:a88f:4000::/96̆2001:da8:e300:79

c2:a88f:4001::/96̆ 2001:da8:e300:79c2:a88f:4002::/96̆2001:da8:e300:79c2:a88f:40

03::/96ѿ ⌠ 2001:da8:e300:79c2:a88f:400f::/96Ȃ 

ױ Ҋ̔ 

 

 

6.1  

 

҉ Ҭ ץ ⌠̆ 1́ tap0 ̆ IPv6

f001::ee::101d/64 OpenVPN ῀ ᴰ Ȃ 




























