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Abstract

Solid State Drives (SSDs) are increasingly replacing HDDs as the main source of a per-
sistent medium in both datacenters and personal devices. SSDs offer higher performance
and consume less power. They also bring two challenges in the storage space.

First, SSDs have different reliability characteristics than HDDs. Unlike HDDs that are
based on magnetic media, SSDs store data in the form of an electronic charge. This sig-
nificantly increases bit-level errors in SSDs. However, there exists no expansive study of
the impact of such errors on the overlying software stack. Furthermore, as the demand
for high capacity SSDs is increasing, more bits are being stored within the same voltage
range of the SSD medium. This further reduces SSD drive reliability as there is a lower
margin of error for each data bit written to the drive.

Second, with the end of Moore’s law, there is increased emphasis on disaggregated
computing where device-specific computation takes place on a processor within the de-
vice. To achieve this goal in storage, SSDs are embedded with CPUs. Applications can
offload computation from the host to the device and save host CPU cycles, lower host-
device latency, and reduce bandwidth utilization. However, such devices are expensive,
hard to program, and may not be suitable for all application computation offloads.

We address these reliability and performance challenges for SSDs as follows:

First, we evaluate file system reliability in the presence of SSD errors. File Systems are
the main component of the storage software stack which interacts with the underlying
storage media. We notice that real-world file systems often make performance assump-
tions for SSDs that impact their reliability. We find that real world file systems incur
severe failures such as unmountable drives in 16% of our extensive test suite of over 7000

file system experiments.
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Second, we invent a novel voltage-based Write Once Memory (WOM-v) coding scheme
that reduces the number of erase operations for every overwrite on a SSD. This directly im-
proves the SSD reliability for high-density SSDs where only a limited number of program-
erase operations are possible. We show that for QLC SSD, we can reduce the number of
erase operations by 4.4x — 11.1x on real-world workloads.

Third, we build Nescafe, a computational storage framework to evaluate performance
gains of offloading computational tasks to an emulated near storage device. We show that
real-world, compute-intensive applications like zlib compression, jbd2 checksum compu-
tation and LSM Tree compaction are easy to offload to a computational device using our
framework. We also show that surprisingly, not all computationally intensive applica-
tions perform better by offloading tasks to an on-disk processor. We show that Nescafe is

generic and simple to extend to other block, stream and application based workloads.
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It takes an entire village to raise a child, and an entire University to
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Chapter 1

Introduction

This Thesis focuses on improving reliability and performance of storage stacks on next
generation of Solid State Drives (SSDs). SSDs are evolving in two different ways: First, to
meet the high-capacity demands of data storage, SSDs are increasingly becoming denser.
There is increased interest in storing multiple bits within a cell, the smallest unit of storage
in an SSD. This has given rise to QLC and PLC drives that store 4 and 5 bits per cell
respectively. The relatively higher performance and lower power consumption of such
SSDs pose them as excellent candidates to replace high density Hard Disk Drives (HDDs)
as the primary persistent storage media in the capacity tier.

Second, with the end of Moore’s law, there is increased interest in heterogeneous
computing, where computation is being done within specialized devices instead of the
host. To meet this need, SSDs are being provisioned with embedded processors to perform
computing within the storage device. Such SSDs are called Computational Storage Disks
or CSDs.

Both advancements bring significant challenges to the reliability and performance of
storage software that is run on top of the SSDs. First, with a denser SSD media, there are
increased chances of device generating media errors due to wear out, retention loss and
read disturbance. This reduces SSD media reliability due to increased media errors such
as I/0O errors and uncorrectable bit corruption errors. With higher SSD media density
where more bits are stored in each cell, there is also a drastic reduction in the number
of times data can be programmed and erased reliably over time. This is because the
voltage range allocated to each bit reduces as we pack more bits within the same cell
voltage range. Hence with increased SSD capacity, the reliability of persistent media is
of heightened importance. Second, there is increased interest in identifying computation
heavy applications that can be offloaded to a SSD with an on-disk CPU. Existing storage
applications have varied amount of computation heavy components. Therefore, not all
applications benefit from Computational Storage Devices.

We explore and improve the reliability of SSDs from two perspectives: First, we eval-
uate the resiliency and identify weaknesses of file systems designed and optimized for
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flash. Second, we reduce erase operations done on SSDs which improves the lifetime of
high-density SSD media. In the third part of the thesis, we build a framework to assess
whether a storage application could benefit from using computational storage disks.

1.1 Thesis Outline

1.1.1 File System Reliability on SSDs

We study the reliability of file systems designed and optimized for flash on top of Solid
State Drives. File Systems are a critical component of the storage software stack and
provide an interface that the end user applications depend on for accessing correct data
stored on the underlying media. We evaluate three contemporary file systems - ext4, BtrFS
and F2FS that run on SSDs against a wide range of flash media errors. We answer three
main questions during our study:

1. Can file systems detect media errors?

2. Can file systems recover from media errors?

3. How robust are file system checkers (fsck) in error recovery?

We propose a taxonomy of error detection and correction for the file systems, a frame-
work for injecting errors into the file systems and observing their behaviour, a rich testbed
for file system testing, and key results of our evaluation for each of the three file systems
and their corresponding file system checkers.

1.1.2 Improving Reliability of High Density SSDs using WOM
Codes

Write Once Memory (WOM) coding is an encoding scheme in which input raw data bits
can be encoded into output encoded bits such that the encoded bits only increase from
0 to 1 with each subsequent device write. Although this bit-based model works on SSDs
that are modelled as groups of bits (eg. SLC drives), they fail to take into account the
voltage based format in which multi-bit SSDs store their data. We propose a new WOM
(Write Once Memory) coding model for high density SSDs to reduce erase operations on
the device and achieve higher flash reliability. In particular, we propose a novel WOM-
v code that treats the underlying SSD media as a storage unit containing voltage based
charge as opposed to being treated as group of bits. Next, we perform a theoretical
evaluation of the trade-off between P/E cycle gains and encoding space overheads using
WOM-v codes on high density SSDs. Further, we implement WOM-v code in a state
of the art flash simulator (FEMU) and evaluate practical gains of WOM-v codes on real
world workloads. Finally, we provide performance overheads and optimizations for using
WOM-v codes.
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1.1.3 A framework for evaluating Near-Storage Computation

With the end of Moore’s law [175], there is an increased interest in heterogeneous com-
puting. This has lead to creating specialized devices that have embedded processors for
different components of a computing system. For storage, a new class of SSDs called
Computational Storage Disks (CSDs) have recently emerged for application computation
offloading. CSDs are expensive SSDs that involve low level hardware programming to
realize application computation offload. Porting storage applications to computational
storage is expensive, time-consuming, and cumbersome. Moreover, after a computation is
offloaded to the device, it may not always result in performance gains for all applications.
Hence, it would be prudent to evaluate whether application computation offload is bene-
ficial before investing time, effort and resources in buying and offloading an application’s
computation to a CSD. To address this issue, we build a software-only computational
storage framework that enables offloading data intensive computation tasks from the ap-
plication running in the host to the underlying emulated SSD device. Our framework
helps in dividing application between host and device without doing low-level hardware
programming. We are able to also evaluate the processor speed, interconnect latency and
interconnect bandwidth required to gain any advantages from application computation
offload. This helps us determine the type of CSD that we will need to gain any type
of application computation speedup without acquiring and programming real hardware.
First, we describe the design and implementation of our framework. Next, we describe
a theoretical model and show how it has limitations. Finally we show the usefulness of
our simulator by offloading real world applications - zlib compression library, ext4 jour-
nal checksumming, LSM Tree Compaction and Spark and describe the scenarios in which
speedup can be achieved with CSDs.

1.2 Thesis Contributions

In this thesis, we address both the reliability and the performance challenges that the
next generation of SSDs bring to the storage stack. To study the reliability of the storage
stack in the presence of SSDs that have a relatively higher number of partial errors than
HDDs, we evaluate the overlying file system’s capability to detect and recover from un-
derlying SSD errors. In order to improve the SSD reliability for denser SSD drives which
have lower resilience to erase operations, we propose an encoding mechanism that en-
ables overwriting old data without performing an erase operation. Finally, to evaluate
if computationally intensive tasks can leverage high-performance Computational Storage
Disks, we build a framework to evaluate such applications in software without buying
additional hardware resources or writing tedious, low-level hardware programs.

In the next sub-sections, we elaborate on the contributions of the thesis from the per-
spective of improving reliability and performance of storage stacks on next generation of
SSDs.
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1.2.1 Improving Reliability of the Storage Stack

A storage stack contains one or more user-space applications such as key-value stores
or databases that run on top of file systems residing inside the Operating System. It is
the file system that interacts with the underlying block device such as the SSD hardware.
We analyse how contemporary file systems, which are the first line of defense against
any underlying errors in the storage media, protect the application from the data that
is being read from or written to the SSDs. In this thesis, we provide a detailed analysis
and categorization of SSD-based errors that have been reported in large-scale data centers.
We provide a mapping of the errors that emanate from the underlying SSDs to the form
in which they would appear at the file system level. We notice that all types of SSD
errors reported can be mapped to 5 categories of errors at the block layer. We create a
file system error injection tool to inject these 5 errors in the 3 file systems of our study
- namely btrfs, ext4 and f2fs file system. We build a rich taxonomy of error detection,
error correction techniques and the effectiveness of the fsck tool for each file system in
recovering from a particular error. We created multiple user space applications exercising
multiple file system code paths and ran over 7000 experiments. Overall, we create a
rich suite of 7000 experiments that inject various forms of errors in the file system. We
were able to uncover severe file system errors when injecting different categories of SSD
errors for 16% of the experiments. This finding demonstrates that real-world, production
file systems make reliability assumptions while transitioning from HDD media to SSD
media without taking the SSD reliability constraints into account. We also open source
our generic error-injection framework which consists of a rich suite of tests that can be
applied to other file systems. Furthermore, additional category of errors such as timing
errors and power errors can be easily incorporated to our framework to do more rigorous
testing of a file system under other categories of errors. Our framework enables a test-
driven development of the file system that can be run on future versions of file systems
with new features to check their resiliency to SSD-based errors.

We further look at the SSD hardware reliability from the perspective of the number of
writes it can endure. Futuristic, higher density SSDs have very low Program-and-Erase
cycles (P/E cycles). To increase the lifetime of SSDs, we propose a novel Write Once
Memory coding scheme that encodes and overwrites data without erasing previous data.
Our coding scheme takes the voltage-based nature of the cell within an SSD into account.
This is different from previously existing Write-Once-Memory coding schemes that take
a binary approach to encoding and writing data on the underlying device. We perform
3 novel optimizations for WOM-v coding scheme in the context of dense media - code
word sharing, same generation transition, and programming beyond maximum genera-
tions. This enables writing up to 500% additional data, in-theory, to the underlying QLC
device before an erase operation is required. This directly improves the reliability of the
underlying flash drive and improves the lifetime of SSDs. We further implement and eval-
uate our code in the state of the art flash simulator, and demonstrate practical reliability
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gains from the coding scheme. This is the first non-binary WOM code that we know of
that has been implemented for high-density SSDs. Further, we have demonstrated relia-
bility gains of 4.4x — 11.1x for real world traces from datacenters including Alibaba and
Microsoft using WOM-v codes on QLC drives. We describe the design of our coding

scheme and its implementation and evaluation in more detail in Chapter 3.

1.2.2 Improving Performance of the Storage Stack

Advanced storage systems such as file systems, volume managers and key-value stores
run a number of compute intensive applications such as checksumming, compression,
deduplication, encryption and snapshotting during data access to the underlying storage
device. Such computation intensive tasks can often be offloaded to the underlying storage
device such as Computational Storage Disks (CSDs) that has a on-disk processor near the
data. Such disks are currently expensive, hard to program and and may not always lead
to improvement in storage application performance.

In this thesis, we build Nescafe, a Near Storage Computation framework to evaluate
if applications that might benefit from offloading such computation intensive tasks to the
on-disk CPU and actually get performance gains. Our framework is written in C, does
not involve writing tedious, low-level hardware code, and runs entirely in software with-
out the need to buy expensive hardware. We build our framework on FEMU, the state
of the art flash simulator and provide API’s to extend block-based, stream-based and
application-based storage workloads to the device. Our framework uses the NVM-e in-
terface to send computational instructions to the underlying storage device. We build an
analytical framework to evaluate simple storage tasks and show that the results obtained
on Nescafe match the analytical framework results. We then port three real world com-
putationally intensive applications - zlib compression, ext4 journaling checksum compu-
tation and LSM-Tree compaction to demonstrate practical gains of offloading computation
intensive tasks for such applications on the underlying storage device. Our framework is
generic and can be easily extended to evaluate other block, stream and application based
workloads. We describe our contributions to evaluate and improve the performance of

storage stacks using computational storage devices in more detail in Chapter 4.

1.2.3 Research Artifacts

This thesis has resulted in three research artifacts that form a basis for further research in
the area of improving reliability and performance of storage stacks on next generation of
SSDs:

1. We build dm-inject [45], a framework to inject block-layer errors in file-systems.
We have used the framework to inject various SSD errors in ext4, f2fs and btrfs file
systems. Our framework can be extended to other file systems and error types.
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2. We build WOM-v coder [181], an extension of lightNVM module that encodes and
decodes data while writing to and reading from the underlying SSD device. The
encoding scheme is specified using simple lookup tables that can be extended to
support denser SSD devices and more sophisticated coding schemes. We also extend
FEMU to support TLC and QLC devices [145] which is already part of the FEMU
mainline code.

3. We build Nescafe [126], a framework to evaluate performance gains in applications
when computation is offloaded to an on-disk drive. Our framework provides a li-
brary of NVMe directives for commonly used storage based computation tasks. The
library can be extended to add customised computation for the data being stored or
retrieved from the device.



Chapter 2

Evaluating File System Reliability
on SSDs

It’s not the prevention of bugs but the recovery, the ability to gracefully
exterminate them, that counts

Victoria Livschitz

2.1 Introduction

SSD reliability depends on both the reliability of the devices as well as the ability of the
file system above them to handle errors. File system reliability has been studied in the
past in the context of HDD errors [143]. However, there are multiple reasons why the
study should be revisited.

First, the failure characteristics of SSDs differ significantly from those of HDDs. For
example, recent field studies [114, , ] show that while their replacement rates (due
to suspected hardware problems) are often by an order of magnitude lower than those of
HDDs, the occurrence of partial drive failures that lead to errors when reading or writing
a block or corrupted data can be an order of magnitude higher. Other work argues that
the Flash Translation Layer (FTL) of SSDs might be more prone to bugs compared to HDD
firmware. This is due to their high complexity and less maturity, and demonstrate this
to be the case when drives are faced with power faults [202]. This makes it even more
important than before that file systems can detect and deal with device faults effectively.

Second, file systems have evolved significantly since [143] was published 16 years
ago; the ext family of file systems has undergone major changes from the ext3 version
considered in [143] to the current ext4 [113]. New players with advanced file-system
features have arrived. Most notably Btrfs [154], a copy-on-write file system which is more
suitable for SSDs with no in-place writes, has garnered wide adoption. The design of Btrfs
is particularly interesting as it has fewer total writes than ext4’s journaling mechanism.
Further, there are new file systems that have been designed specifically for flash, such as

F2FS [97], which follow a log-structured approach to optimize performance on flash.
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In this chapter, we characterize the resilience of modern file systems running on flash-
based SSDs in the face of SSD faults. We also evaluate the the effectiveness of their
recovery mechanisms when taking SSD failure characteristics into account. We focus on
three different file systems: Btrfs, ext4, and F2FS. ext4 is the most commonly used Linux
file system. Btrfs and F2FS include features particularly attractive with respect to flash,
with F2FS being tailored for flash. Moreover, these three file systems cover three different
points in the design spectrum, ranging from journaling to copy-on-write to log-structured

approaches.

2.2 Contributions

The main contribution of this work is a detailed study, spanning three very different file
systems and their ability to detect and recover from SSD faults, based on error injection
targeting all key data structures. We observe huge differences across file systems and
describe the vulnerabilities of each in detail. Over the course of this work we experiment
with more than seven thousand fault scenarios and observe that around 16% of them re-
sult in severe failure cases (kernel panic, unmountable file system). We make a number of
observations and file several bug reports, some of which have already resulted in patches.
For our error injection experiments, we developed an error injection module on top of
the Linux device mapper framework. The error injection module is open-sourced and is
available here [62].

The remainder of this chapter is organized as follows: Section 2.4 provides a taxonomy
of SSD faults. We then describe the experimental setup we use to emulate these faults and
test the reaction of the three file systems. Section 2.5 presents the results from our fault
emulation experiments. Section 2.6 summarizes our observations and insights. We discuss

limitations and the impact of our work in Section 2.7.

2.3 Background

In this section, we describe key concepts required to understand the rest of the thesis.
Figure 2.1 shows the Host and SSD interface. The host consists of multiple applications

running as processes. the process reads and writes to a device using a file system.

2.3.1 Write Workflow

The writes to the device may be kept in memory in the page cache, or sent directly to
the block layer. When the application calls sync, data and metadata cached in the page
cache are written to the underlying block layer. The block layer receives data at the
grannularity of a block. A typical block size is 4KB. Each block is then sent by the device
to the underlying SSD device. We describe the SSD architecture in more detail in 2.3.4.
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2.3.2 Read Workflow

A read request to the disk is sent by the application to the file system. If the requested
block is available in the page cache, it is returned to the application. If the requested block
is not available, the read request is sent to the device driver. The device driver issues a
device and interface specific read request. The block retured from the device is returned
to the application.

We describe file systems in more detail in Section 2.3.3, SSDs in Section 2.3.4.

AN NN EN NN
Application _m ER NN EREN
’II | | BN NN

BN EN EE N

File e k’
Block Layer @

En
Block Device Driver Doorbell EE
PCle

Interconnect

HOST HOST MEMORY SOLID STATE DRIVE

Figure 2.1: Host and SSD Interface. The application, filesystem and device driver
run inside the host. An interconnect (PCle) connects the host to the SSD. Modern
SSDs use NVMe protocol to communicate between host and SSD. Internally, the
SSD contains a CPU, memory (not shown) and multiple NAND chips where data
is persistently stored in the form of electronic charge. Different voltage levels
correspond to different data bits.

2.3.3 File Systems

A file system is a Operating System component that manages data stored on the underly-
ing device. It is responsible for providing the abstraction of a file to applications. Appli-
cations can read and write files without managing the underlying data storage. Files are
logically contiguous even when physically stored at non-contiguous locations. All appli-
cations using a file system use the same file-system interface. This interface is called the
virtual file system (VES) interface [92]. This helps applications to be agnostic to the type
of underlying file-system. All file systems usually come with user-level tools to format the
device (mkfs), check file system integrity (fsck) and inspect file system content (£sdump).

In this thesis, we use three file system designs. Each file-system provides different
features, benefits and challenges. They also use different on-disk and in-memory data
structures.
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Journaling File Systems

A journaling file system maintains auxillary space in addition to the main file system.
This space is called a journal [142], a circular log to store intermediate file system meta-
data. The journal helps the file system run fast, delay updates to the main file system, and
recover from failures on the event of a file system crash. When a file is updated by the ap-
plication, both its data and metadata are updated in memory. When the application calls
sync, the in-memory data is first written to the device. The in-memory metadata is then
written to the journal. Finally, the in-memory metadata is written to the main file system.
Since meta-data is written to the journal sequentially, it provides higher performance than
updating main-filesystem metadata that is physically at non-contigouous locations. The
main-filesystem metadata can be updated asynchronously. On the event of a file system
crash before the metadata is written to the main-file system, the journal can be read on
reboot, and its valid contents can be selectively written to the main file system.

Copy-On-Write File Systems

A copy-on-write [155] file system creates a new copy of file system data and metadata
blocks on each overwrite. The original contents of the file remain in the file system. This
helps in creating different versions of the main file system. A user may be able to naturally
create different point-in-time instances of the file system, until the older data is removed.
This helps the file system to provide two important features: snapshot and cloning. A
user can create a file system snapshot containing all actively used blocks in the file system
at that time. This creates a reference to each block, and marks them as non-overwritable
for the future, unless the snapshot is deleted. cloning creates a identical copy of the
original file system. A copy-on-write file system can also create file system clones very
efficiently. the original and cloned volume of the file system share all referenced blocks
until a change in any block is made.

Log-Structured File Systems

A log structured file system [157] writes all modifications to disk sequentially in a log-like
structure. This increases performance during both file writing and crash recovery. The
log is the only structure on disk. It contains indexing information so that files can be read
back from the log efficiently. Both HDDs and SSDs perform well on sequential writes.
Hence Log-Structured File systems are a natural fit on top of SSDs for high performance.

2.3.4 Solid State Drives

SSDs are persistent data storage devices that store data in the form of electronic charge.
The smallest unit of storage inside a SSD is called a cell Multiple cells form a page. Pages
are often arranged in multiple planes. A group of pages form a flash block. A group of flash
blocks form a die. A typical SSD contains 8-10 dies.
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2.3.5 Reliability of File Systems

File System reliability has been studied in depth by Prabhakaran et al. [143]. The study
in [143] was focused on HDDs and covered ext3, ReiserFS and JFS. These file systems
were a great fit for HDDs and were extensively used at that time. However over the
past decade, a number of new file systems with enhanced features such as journaling
(Section 2.3.3), copy-on-write (Section 2.3.3) and log-structure (Section 2.3.3) have been
introduced. They mark a significant departure in terms of design principles compared to
the systems in [143]. Moreover [143] does not evaluate the reliability of the file system
checker or fsck. A fsck is usually the last line of defense for all file systems against media
errors. An analysis of how resilient fsck is to media errors is an important study that has
not been covered in [143].

Gatla et al. [61] study the behavior of file system checkers under faults that forcefully
interrupt the repair procedure. They developed a customized fault injection tool, which
was built using the Linux SCSI target framework [57], in order to systematically inject
faults to the repair procedure. Their results indicate that running the file system’s checker
after an interrupted repair may not always return the file system to a valid state.

Gunawi et al. [67] make use of static analysis to explore how file systems and storage
device drivers propagate error codes. Their results indicate that write errors are neglected
more often than read errors. In [178], the authors conduct a performance evaluation on
the transaction processing system between ext2 and NILFS2. In [121], the authors explore
how existing file systems developed for different operating systems behave with respect
to features such as crash resilience and performance.

Recently, two new studies presented their reliability analysis of file systems in a context
other than the local file system. Ganesan et al. [60] present their analysis on how modern
distributed storage systems behave in the presence of file-system faults. Their fault model
includes read and write errors, along with data corruption. Their results indicate that
distributed storage systems do not make use of redundancy across replicas to recover
from local file system faults. User programs can experience data loss, corruption, and
unavailability due to a single local file system fault, highlighting the need to carefully test
these systems for all types of faults.

Cao et al. [31] present their study on the reliability of high-performance parallel systems.
The authors introduce a general framework for analyzing the failure policies of parallel
file systems and explore the effect of whole device failures, inconsistent global state, and
network partitioning. Their results indicate that widely used parallel file systems, such
as Lustre are not able to recover from I/O errors, resulting in system hangs and reboot
operations. In our work, we focus on local file systems deployed on top of a single SSD
and explore their resiliency characteristics against faults related to SSDs.

Prior work has explored techniques to detect inconsistencies within file systems ei-
ther during runtime using invariant checking [37, 54, 94] or offline using a disk pointer

corruption analysis [10]. Both approaches protect file systems against issues that can be
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detected by the specified rules only. In [120, 112], the authors test the resilience of file
systems against crash faults or power loss. The file systems considered in this study are
more recent, modern file systems (ext4, xfs, F2FS, btrfs). This study does not consider bit
level corruptions that may occur during reads or writes.

Different techniques involving hardware or modifications inside the FTL have been
proposed to mitigate existing errors inside SSDs [36, , 26,25, , , ]. These tech-
niques focus on improving SSD reliability using stronger Error Correction Codes (ECC)

or employing metadata redundancy.

2.4 File System Error Injection

We emulate different types of SSD failures and check the ability of different file systems
to detect and recover from them. We limit our analysis to a local file system running
on top of a single drive. Although multi-drive redundancy mechanisms like RAID exist,
they are not general substitutes for file system reliability mechanisms. First, RAID is not
applicable to all scenarios, such as single drives on personal computers. Second, errors
or data corruption can originate from higher levels in the storage stack, which RAID can
neither detect nor recover.

Numerous studies published over the last few years have identified many different
SSD internal error mechanisms that can result in partial failures. These studies have used
either lab experiments or field data, and attributed failures that were due to the undelying
flash media [15, 20, 21, 27, 28, 29, 30, 34, 40, 64, 65, 71, 84, 89, 98, 117, 118, 172, 177, 161,

]. Some failures are also attributed to bugs in the FTL code when it is not hardened
to handle power faults correctly [201, 202]. Moreover, a field study based on Google’s
data centers observes that partial failures are significantly more common for SSDs than
for HDDs [164]. This issue will likely continue with existing technology trends. For
example, increasing densities associated with TLC and QLC flash, and more complex
FTLs that support a growing number of interfaces would only increase the number of
partial failures. Hence, our work only considers partial drive failures where only part of
a drive’s operation is affected. We do not consider fail-stop failures, where the drive as a
whole becomes permanently inaccessible.

2.4.1 SSD Errors in the Field and their Manifestation

In this section, we provide an overview of the various mechanisms that can lead to partial
failures and how they manifest at the file system level. A summary of our observations is
shown in Table 2.1.

Uncorrectable Bit Corruption: Previous work [15, 20, 21, 27, 28, 29, 30, 34, 64, 65,
, 98, , ] describes a large number of error mechanisms that originate at the flash

level and can result in bit corruption, including retention errors, read and program disturb
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errors, errors due to flash cell wear-out and failing blocks. Virtually all modern SSDs
incorporate error correcting codes to detect and correct such bit corruption. However,
recent field studies indicate that uncorrectable bit corruption, where more bits are corrupted
than the error correcting code (ECC) can handle, occurs at a significant rate in the field.
For example, a study based on Google field data observes 2-6 out of 1000 drive days with
uncorrectable bit errors [164]. Uncorrectable bit corruption manifests as a read 1/0 error
returned by the drive when an application tries to access the affected data (“Read 1/0O
errors” in Table 2.1).

Silent Bit Corruption: This is a more insidious form of bit corruption, where the drive
itself is not aware of the corruption and returns corrupted data to the application (“Cor-
ruption” in Table 2.1). While there have been field studies on the prevalence of silent
data corruption for HDD based systems [11], there is to date no field data on silent bit
corruption for SSD-based systems. However, work based on lab experiments shows that
3 out of 15 drive models under test experience silent data corruption in the case of power
faults [202]. Note that there are other mechanisms that can lead to silent data corruption,
including mechanisms that originate at higher levels in the storage stack, above the SSD
device level.

FTL Metadata Corruption: A special case arises when silent bit corruption affects FTL
metadata. Among other things, the FTL maintains a mapping of logical to physical (L2P)
blocks as part of its metadata [7]. Metadata corruption could lead to “Read I/O errors”
or “Write 1/O errors”, when the application attempts to read or write a page that does
not have an entry in the L2P mapping due to corruption. Corruption of the L2P map-
ping could also result in wrong or erased data being returned on a read, manifesting as
“Corruption” to the file system. Note that this is also a silent corruption - i.e. neither the

device nor the FTL is aware of these corruptions.

Misdirected Writes: This refers to the situation where during an SSD-internal write
operation, the correct data is being written to flash, but at the wrong location. This might
be due to a bug in the FTL code or triggered by a power fault, as explained in [202]. At the
file system level this might manifest as a “Corruption”, where a subsequent read returns
wrong data, or a “Read I/O error”. This form of corruption is silent, the device does not
detect and propagate errors to the storage stack above until invalid data or metadata is
accessed again.

Shorn Writes: A shorn write is a write that is issued by the file system, but only
partially done by the device. In [202], the authors observe such scenarios surprisingly
frequently during power faults, even for enterprise class drives, while issuing properly
synchronized I/O and cache flush commands to the device. A shorn write is similar

to a “torn write", where only part of a multi-sector update is written to the disk, but
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it applies to sector(s) which should have been fully persisted due to the use of a cache
flush operation. One possible explanation is the mismatch of write granularities between
layers. The default block size for file systems is larger (e.g. 4KB for ext4/F2FS, and 16KB
for Btrfs) than the physical device (e.g. 512B). A block issued from the file system is
mapped to multiple physical blocks inside the device. As a result, during a power fault,
only some of the mappings are updated while others remain unchanged. Even if physical
block sizes match that of the file system, another possible explanation is because SSDs
include on-board cache memory for buffering writes, shorn writes may also be caused by
alignment and timing bugs in the drive’s cache management [202]. Moreover, recent SSD
architectures use pre-buffering and striping across independent parallel units, which do
not guarantee atomicity between them for an atomic write operation [19]. The increase in
parallelism may further expose more shorn writes.

At the file system level, a shorn write is not detected until its manifestation during a
later read operation, where the file system sees a 4KB block, part of which contains data
from the most recent update to the block, while the remaining part contains either old or
zeroed out data (if the block was recently erased). While this could be viewed as a special
form of silent bit corruption, we consider this as a separate category in terms of how it
manifests at the file system level (called “Shorn Write” corresponding to column (d) in
Table 2.1). This form of corruption creates a particular pattern (each sequence of 512 bytes
within a 4KB block is either completely corrupted or completely correct), compared to the
more random corruption event referred to by column (c).

In [202], the authors observe shorn writes manifesting in two patterns, where only
the first 3/8th or the first 7/8th of a block gets written and the rest is not. Similarly, in
our experiments, we keep only the first 3/8th of a 4KB block. We assume the block has
been successfully erased, so the rest of the block remains zeroed out. Our module can be
configured to test other shorn write sizes and patterns as well.

Dropped writes: The authors in [202] observe cases where an SSD internal write op-
eration gets dropped even after an explicit cache flush (e.g. in the case of a power fault
when the update was in the SSD’s cache, but not persisted to flash). If the dropped write
relates to FTL metadata, in particular to the L2P mapping, this could manifest as a “Read
I/0 error”, “Write I/O error” or “Corruption” on a subsequent read or write of the data.
If the dropped write relates to a file system write, the result is the same as if the file
system had never issued the corresponding write. We create a separate category for this

manifestation which we refer to as “Lost Write” (column (e) in Table 2.1).

Incomplete Program operation: This refers to the situation where a flash program
operation does not fully complete (without the FTL noticing), so only part of a flash page
gets written. Such scenarios were observed, for example, under power faults [202]. At the
file system level, this manifests as a “Corruption” during a subsequent read of the data.



CHAPTER 2. EVALUATING FILE SYSTEM RELIABILITY ON SSDS 15

SSD/Flash Errors @ | (b) | (¢ | (d) | (e)
Uncorrectable Bit Corruption v

Silent Bit Corruption v

FTL Metadata Corruption A A 4
Misdirected Writes v v

Shorn Writes v
Dropped Write A A v
Incomplete Program Operation |/
Incomplete Erase Operation v

Table 2.1: Different types of flash errors and their manifestation in the file system.
(a) Read 1/O error (b) Write 1/O error (c) Corruption (d) Shorn Write (e) Lost
Write.

Incomplete Erase operation: This refers to the situation where a flash erase operation
does not completely erase a flash erase block (without the FTL detecting and correcting
this problem). Incomplete erase operations have been observed under power faults [202].
They could also occur when flash erase blocks wear-out and the FTL does not handle
a failed erase operation properly. Subsequent program operations to the affected erase
block can result in incorrectly written data and consequently “Corruption”, when this
data is later read by the file system.

2.4.2 Comparison with HDD faults

We note that there are also HDD-specific faults that would manifest in a similar way at
the file system level. However, the mechanisms that cause faults within each medium
are different and can for example affect the frequency of observed errors. One such case
are uncorrectable read errors which have been observed at a much higher frequency in
production systems using SSDs than HDDs [164], a trend that will likely only get worse
with QLC. There are faults though whose manifestation does actually differ from HDDs
to SSDs, due to inherent differences in their overall design and operation. For instance, a
part affected by a shorn write may contain previously written data in the case of an HDD
block, but would contain zeroed out data if that area within the SSD has been correctly
erased. In addition, the large degree of parallelism inside SSDs makes correctness under
power faults significantly more challenging than for HDDs (for example, ensuring atomic
writes across parallel units). Finally, file systems might modify their behavior and apply
different fault recovery mechanisms for SSDs and HDDs. For example, Btrfs turns off
metadata duplication by default when deployed on top of an SSD.
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Programs

mount, umount, open, creat, access, stat, 1stat, chmod, chown,
utime, rename, read, write, truncate, readlink, symlink,
unlink, chdir, rmdir, mkdir, getdirentries, chroot

Table 2.2: The programs used in our study. Each one stresses a single system call
and is invoked several times under different file system images to increase coverage.

2.4.3 Device Mapper Tool for Error Emulation

The key observation from Section 2.4 is that all SSD faults we consider manifest in one of
five ways, corresponding to the five columns (a) to (e) in Table 2.1. This section describes
a device mapper tool we created to emulate all five scenarios.

In order to emulate SSD error modes and observe each individual file system’s re-
sponse, we need to intercept the block I/O requests between the file system and the block
device. We leverage the Linux device mapper framework to create a virtual block device
that intercepts requests between the file system and the underlying physical device. This
allows us to operate on block I/O requests and simulate faults as if they originate from a
physical device. It also helps us observe the file system’s reaction without modifying its
source code. In this way, we can perform tracing, parse file system metadata, and alter
block contents online, for both read and write requests, while the file system is mounted.
For this study, we use the Linux kernel version 4.17.

Our module can intercept read and write requests for selected blocks as they pass
through the block layer and return an error code to the file system, emulating categories
(a) “Read Error” and (b) “Write Error” in Table 2.1. Possible parameters include the re-
quest’s type (read/write), block number, and data structure type. In the case of multiple
accesses to the same block, one particular access can be targeted. We also support cor-
ruption of specific data structures, fields and bytes within blocks, allowing us to emulate
category (c) “Corruption”. The module can selectively shear multiple sectors of a block
before sending it to the file system or writing it on disk, emulating category (d) “Shorn
Write”. Our module can further drop one or more blocks while writing the blocks cor-
responding to a file system operation, emulating the last category (e) “Lost Write”. The
module’s API is generic across file systems and can be expanded to different file systems.
Our module can be found at [62].

2.4.4 Test Programs

We perform injection experiments while executing test programs chosen to exercise dif-
ferent parts of the POSIX API, similar to the “singlets” used by Prabhakaran et al. [143].
Each individual program focuses on one system call, such as mkdir or write. Table 2.2
lists all the test programs that we used in our study. For each test program, we populate
the disk with different files and directory structures to increase code coverage. For exam-
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ple, we generate small files that are stored inline within an inode, as well as large files
that use indirect blocks. All our programs pedantically follow POSIX semantics; they call
fsync(2) and close(2), and check the return values to ensure that data and metadata

has successfully persisted to the underlying storage device.

2.4.5 Targeted Error Injection

Our goal is to understand the effect of block I/O errors and corruption in detail depending
on which part of a file system is affected. That means our error injection testbed requires
the ability to target specific data structures and specific fields within a data structure for
error injection, rather than randomly injecting errors. We therefore need to identify for
each program which data structures are involved and how the parts of the data structure
map to the sequence of block accesses generated by the program. We rely on a combina-
tion of approaches to derive the relationship between sequence of block accesses and data
structures within each file system.

First, we initialize the file system to a clean state with representative data. We then
run a specific test program (Table 2.2) on the file system image, capturing traces from
blktrace and the kernel to learn the program’s actual accessed blocks. Reading the file
system source code also enables us to put logic inside our module to interpret blocks as
requests pass through it. Lastly, we use offline tools such as dumpe2fs, btrfs-inspect,
and dump.f2fs to inspect changes to disk contents. Through these multiple techniques,
we can identify block types and specific data structures within the blocks. Table 2.3
summarizes our approach to identify different data structures in each of the file systems.

After identifying all the relevant data structures for each program, we re-initialize the
disk image and repeat test program execution for error injection experiments. We use the
same tools, along with our module, to inject errors to specific targets. A single block 1/0
error or data corruption is injected into a block or data structure during each execution.
This allows us to achieve better isolation and characterization of the file system’s reaction
to the injected error.

Our error injection experiments allow us to measure both immediate and longer-term
effects of device faults. We can observe immediate effects on program execution for some
cases, such as user space errors or kernel panics (e.g. from write I/O errors). At the end
of each test program execution, we unmount the file system and perform several offline
tests to verify the consistency of the disk image, regardless of whether the corruption
was silent or not (e.g. persisting lost/shorn writes): we invoke the file system’s integrity
checker (fsck), check if the file system is mountable, and check whether the program’s
operations have been successfully persisted by comparing the resultant disk image against
the expected one. We also explore longer-term effects of faults where the test programs
access data that were previously persisted with errors (read 1/0, reading corrupted or
shorn write data). In this study, we use btrfs-progs v4.4, e2fsprogs v1.42.13, and f2fs-tools

v1.10.0 for our error injection experiments.
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extd
Data Structure Approach

super block, group descriptor, inode | dumpe2fs
blocks, block bmap, inode bmap

dir_entry debugfs, get block inode, stat on
inode number, check file type

extent debugfs, check for extent of a file
or directory path

data debugfs, get block inode, stat on
inode number, check file type

journal debugfs, check if parent inode
number is 8

Btrfs
Data Structure Approach

DIR_ITEM, DIR_INDEX, INODE_REF, | btrfs-debug-tree
INODE_DATA, EXTENT_DATA

F2FS
Data Structure Approach

superblock, checkpoint, SIT, NAT, inode, | device mapper module
d/ind node, dir. block, data

Table 2.3: The approach to type blocks collected using either blktrace or our
own device mapper module.

2.4.6 Detection and Recovery Taxonomy

We report the detection and recovery policies of all three file systems with respect to the
data structures involved. We characterize each file system’s reaction via all observable
interfaces: system call return values, changes to the disk image, log messages, and any
side-effects to the system (such as kernel panics). We classify the file system’s detection
and recovery based on a taxonomy that was inspired by previous work [143], but with
some new extensions: unlike [143], we also experiment with file system integrity checkers
and their ability to detect and recover from errors that the file system might not be able
to deal with and as such, we add a few additional categories within the taxonomy that
pertain to file system checkers. Also, we create a separate category for the case where
the file system is left in its previous consistent state prior to the execution of the program
(Rprevious)- In particular, if the program involves updates on the system’s metadata, none
of it is reflected to the file system. Table 2.4 presents our taxonomy in detail.

A file system can detect the injected errors online by checking the return value of the
block I/0O request (Dggrorcode), inspecting the incoming data and performing some sanity
checks (Dsanity), or using redundancies, e.g. in the form of checksums (Dredundancy)- A
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Symbol | Level Description
O Dzero No detection.
- DeErrorCode Check the error code returned from the lower levels.
\ Dsanity Check for invalid values within the contents of a block.
/ DRedundancy | Checksums, replicas, or any other form of redundancy.
| Dgsck Detect error using the system checker.
O Rzero No attempt to recover.
/ RRetry Retry the operation first before returning an error.
| Rpropagate Error code propagated to the user space.
\ Rprevious File system resumes operation from the state exactly before the
operation occurred.
- Rstop The operation is terminated (either gracefully or abruptly); the
file system may be mounted as read-only.
| Rysck Fail Recovery failed, the file system cannot be mounted.
Rpsck partial | The file system is mountable, but it has experienced data loss in
addition to operation failure.
REsck_orig Current operation fails, file system restored to pre-operation
state.
REsck Full The file system is fully repaired and its state is the same with the
one generated by the execution where the operation succeeded
without any errors.

Table 2.4: The levels of our detection and recovery taxonomy.

successful detection should alert the user via system call return values or log messages.
To recover from errors, the file system can take several actions. The most basic action is
simply passing along the error code from the block layer (Rpropagate). The file system can
also decide to terminate the execution of the system call, either gracefully via transaction
abort, or abruptly such as crashing the kernel (Rgop). Lastly, the file system can perform
retries (Rretry) in case the error is transient, or use its redundancy data structures to
recover the data.

It is important to note that for block I/O errors, the actual data stored in the block is
not passed to the disk or the file system. Hence, no sanity check can be performed and
Dganity is not applicable. Similarly, for silent data corruption experiments, our module
does not return an error code, SO Dgrorcode 18 NOt relevant.

We also run each file system’s fsck utility and report on its ability to detect and recover
file systems errors offline. It may employ different detection and recovery strategies than
the online file system. The different categories for fsck recovery are shown in Table 2.4.

2.4.7 1/0O Latency Injection

I/0 latency is another characteristic that can potentially impact the reliability of the file
system. Flash devices are well known to suffer from latency spikes due to various reasons,
from internal ECC calculations to FTL garbage collection [199, 193]. Some of these have
been categorized as fail-slow failures in the literature. While the increased latency may not
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affect the correctness of the individual device I/0O, it can potentially have an impact on
higher-level software [65, ]. To investigate whether increased 1/0O delays would have
adverse effects on the file system, we inject artificial delays to targeted block requests using
our module. We can specify delays from millisecond granularities to many seconds, and

can delay any individual block request during a sequence of accesses.

2.5 Results

Tables 2.5 and 2.6 provide a high-level summary of the results from our error injection ex-
periments following the detection and recovery taxonomy from Table 2.4. Our results are
organized into six columns corresponding to the fault modes we emulate. The six tables
in each column represent the fault detection and recovery results for each file system un-
der a particular fault. The columns (a-w) in each table correspond to the programs listed
in Table 2.2, which specify the operation during which the fault mode was encountered,
and rows correspond to the file system specific data structure, that was affected by the
fault.

Note that the columns in Tables 2.5 and 2.6 have a one-to-one correspondence to the
fault modes described in Section 2.4 (Table 2.1), with the exception of shorn writes. After
a shorn write is injected during test program execution and persisted to the flash device,
we examine two scenarios where the persisted partial data is accessed again: during fsck
invocation (Shorn Write + Fsck column) and test program execution (Shorn Write + Program

Read column).

2.5.1 Btrfs

Btrfs [154] is a copy-on-write file system that uses a B-tree as its main on-disk data struc-
ture. An overwrite of any data structure or block leads to the creation of a new block with
the updated contents.

B-Tree Semantics.

All B-trees in the file system contain multiple tree nodes. Each tree node contains a
reference count. The reference count of a child node is incremented each time a new or
updated parent node points to the child node. Similarly, a child node’s reference count
is decremented upon the deletion of any of its parent nodes. When the reference count
becomes equal to zero, then the corresponding child node is reclaimed by the file system.

We observe in Table 2.5 that Btrfs is the only file system that consistently detects all
I/0O errors as well as corruption events, including those affecting data (rather than only
metadata). It achieves this through the extensive use of checksums.

However, we find that Btrfs is much less successful in recovering from any issues
than the other two file systems. It is the only file system where four of the six error
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Table 2.5: The results of our analysis on the detection and recovery policies of Btrfs, ext4, and
F2FS for different read, write, and corruption experiments. The programs that were used are: a:
access b: truncate ¢: open d: chmod e: chown f: utimes g: read h: rename i: stat j: Istat k: readlink
I: symlink m: unlink n: chdir o: rmdir p: mkdir q: write r: getdirentries s: creat t: mount v:
umount w: chroot. An empty box indicates that the block type is not applicable to the program in
execution. Superimposed symbols indicate that multiple mechanisms were used.

O Dzero = DErrorcode  \ DSanity / DRedundancy I Dpsck

Q Rzero / RRetry I RPropagate \' Rprevious - RStop
Resck_Full RFsck_Orig Rpsck_partial M Rpsck_Fail B Crash/Panic+Rpsck_fail
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Table 2.6: The results of our analysis on the detection and recovery policies of Btrfs, ext4, and
F2FS for different shorn write + program read, shorn write + fsck, and lost write experiments. The
programs that were used are: a: access b: truncate c¢: open d: chmod e: chown f: utimes g: read
h: rename i: stat j: Istat k: readlink 1: symlink m: unlink n: chdir o: rmdir p: mkdir q: write
r: getdirentries s: creat t: mount v: umount w: chroot. An empty box indicates that the block
type is not applicable to the program in execution. Superimposed symbols indicate that multiple
mechanisms were used.
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modes can lead to a kernel crash or panic and subsequently a file system that cannot be
mounted even after running btrfsck. It also has the largest number of scenarios that
result in an unmountable file system after btrfsck (even if not preceded by a kernel
crash). Furthermore, we find that node level checksums, although good for detecting
block corruption, they remove an entire node even if a single byte becomes corrupted. As
a result, large chunks of data are removed, causing data loss.

The copy-on-write nature of Btrfs makes it efficient for creating snapshots and sub-
volumes. Each instance of the Btrfs file system contains one or more subvolumes. Each
subvolume may contain one or more files and directories. Subvolumes may also share file-
extents. For every subvolume, a snapshot can be created as a read-only or a read-write
point-in-time image of the file system. Any changes made to a newly created subvolume
do not effect the files and directories of the main subvolume. Btrfs can be mounted using
the default subvolume at root directory, or any other subvolume snapshot which appear
as directories within the root directory of the file system.

Before we describe the results in more detail below, we provide a brief summary of
Btrfs data structures. The Btrfs file system arranges data in the form of a forest of trees,
each serving a specific purpose (e.g. file system tree (fstree) stores file system metadata,
checksum tree (csumtree) stores file/directory checksums). Btrfs maintains checksums for
all metadata within tree nodes. Checksum for data is computed and stored separately
in a checksum tree. A root tree stores the location of the root of all other trees in the file
system. Since Btrfs is a copy-on-write file system, all changes made on a tree node are
first written to a different location on disk. The location of the new tree nodes are then
propagated across the internal nodes up to the root of the file system trees. Finally, the
root tree needs to be updated with the location of the other changed file system trees.

Read errors.

All errors get detected (Dgyrorcode) and registered in the operating system’s message log,
and the current operation is terminated (Rstop). btrfsck is able to run, detect and correct
the file system in most cases, with two exceptions. When the fstree structure is affected,
btrfsck removes blocks that are not readable and returns an I/O error. Another exception
is when a read I/O error is encountered while accessing key tree structures during a mount

procedure: mount fails and btrfsck is unable to repair the file system.

Corruption.

Corruption of any B-tree node. Checksums inside each tree node enable reliable de-
tection of corruption; however, Btrfs employs a different recovery protocol based on the
type of the underlying device. When Btrfs is deployed on top of a hard disk, it provides
recovery from metadata corruption using metadata replication. Specifically, reading a cor-

rupted block leads to btrfs-scrub being invoked, which replaces the corrupted primary
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metadata block with its replica. Note that btrfs-scrub does not have to scan the entire
file system; only the replica is read to restore the corrupted block. However, in case the
underlying device is an SSD, Btrfs turns off metadata replication by default for two rea-
sons [23]. First, an SSD can remap a primary block and its replica internally to a single
physical location, thus deduplicating them. Second, SSD controllers may put data written
together in a short time span into the same physical storage unit (i.e. cell, erase block,
etc.), which is also a unit of SSD failures. Therefore, btrfs-scrub is never invoked in the
case of SSDs, as there is no metadata duplication. This design choice causes a single bit
flip of fstree to wipe out files and entire directories within a B-Tree node. If a corrupted
tree node is encountered while mount reads in all metadata trees into memory, the con-
sequences are even more severe: the operation fails and the disk is left in an inconsistent
and irreparable state, even after running btrfsck.

Directory corruption. We observe that when a node corruption affects a directory,
the corruption could actually be recovered, but Btrfs fails to do so. For performance
reasons, Btrfs maintains two independent data structures for a directory (DIR_ITEM and
DIR_INDEX). If one of these two becomes corrupted, the other data structure is not used
to restore the directory. This is surprising considering that the existing redundancy could
easily be leveraged for increased reliability.

Write errors.

Superblock & Write I/O errors. Btrfs has multiple copies of its superblock, but interest-
ingly, the recovery policy upon a write error is not identical for all copies. The superblocks
are located at fixed locations on the disk and are updated at every write operation. The
replicas are kept consistent, which differs from ext4’s behavior. We observe that a write
I/0 error while updating the primary superblock is considered severe; the operation is
aborted and the file system remounts as read-only. On the other hand, write 1/O errors for
the secondary copies of the superblock are detected, but the overall operation completes
successfully, and the secondary copy is not updated. While this allows the file system
to continue writing, this is a violation of the implicit consistency guarantee between all
superblocks, which may lead to problems in the future, as the system operates with a
reduced number of superblock copies.

Tree Node & Write I/O errors. A write I/O error on a tree node is registered in the
operating system’s message log, but due to the file system’s asynchronous nature, errors
cannot be directly propagated back to the user application that wrote the data. In almost
all cases, the file system is forced to mount as read-only (Rsiop). A subsequent unmount and
btrfsck run in repair mode makes the device unreadable for extentTree, logTree, rootTree
and the root node of the fstree.
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Shorn Write + Program Read.

We observe that the behavior of Btrfs during a read of a shorn block is similar to the one
we observed earlier for corruption. The only exception is the superblock, as its size is
smaller than the 3/8th of the block and it does not get affected.

Shorn Write + Fsck.

Shorn writes on root tree cause the file system to become unmountable and unrecover-
able even after a btrfsck operation. We also find kernel panics during shorn writes as
described in Section 2.5.1.

Lost Writes.

Errors get detected only during btrfsck. They do not get detected or propagated to
user space during normal operation. btrfsck is unable to recover the file system, which
is rendered unmountable due to corruption. The only recoverable case is a lost write
to the superblock; for the remaining data structures, the file system eventually becomes

unmountable.

Subvolume creation.

create_pending_snapshots ()
create_pending_snapshot() // BUG() on non-zero value
btrfs_set_inode_index ()
btrfs_set_inode_index_count ()
btrfs_search_slot ()
read_block_for_search ()
btrfs_buffer_uptodate() // returns -EIO

btrfs_verify_level_key () // returns -EUCLEAN

Listing 2.1: Error propagation during Btrfs snapshot creation

Table 2.7 summarizes our error injection results regarding subvolume creation. The
data structures updated are the root tree, superblock and the file system extent tree. We note
that a write error on the root tree leads to an unmountable and unrecoverable file system
- similar to our test programs in Table 2.5 and Table 2.6. Although btrfsck is able to
detect the errors, it fails to recover the file system which remains unmountable. Write I/O
errors related to the extent tree are detected by the file system and the subvolume creation
procedure is terminated. However, shorn writes and lost writes on the extent tree are not
detected and not repaired by the file system checker. An error on the superblock during
subvolume creation results in an unmountable file system only during a shorn write.

Write 1/O errors are detected by the file system; in this case, the subvolume creation




CHAPTER 2. EVALUATING FILE SYSTEM RELIABILITY ON SSDS 26

operation is terminated but the superblock is recovered using the secondary superblock
replica. A lost write on the primary superblock is recovered from the backup replica and
the requested subvolume is successfully created.

Snapshot creation.

Table 2.8 summarizes error injection results for snapshot creation. A snapshot is also a
subvolume that has the same initial contents as the original subvolume. To ensure that the
snapshot creation workflow accesses a range of data structures, we first create a snapshot
of the root subvolume after running the initialization workload. We then create a snapshot
of the initialization workload, which leads to a range of block-type accesses. In addition to
trees that get accessed by test programs in 2.5 and 2.6, snapshot creation also updates the
uuid tree to create a persistent universally unique identifier (uuid) to subvolume mapping
for fast access.

For all read related errors, we find that errors related to an fstree block lead to a kernel
panic that has the same root cause as the one shown in Listing 2.1. During a fstree read
corruption or a shorn write, btrfs_verify_level_key() fails and an EIO is returned.
During a read I/0O error, btrfs_buffer_uptodate() checks the state of the read buffer,
which is set to EXTENT_BUFFER_READ_ERR during the read I/O request. Both errors are
propagated upwards to btrfs_
create_pending_snapshot () that crashes with a generic BUG() statement'. This shows
that there are still loose ends to tie in file system workflows when it comes to handling
media corruptions, and file system developers should gracefully terminate upon receiving
media errors from the underlying storage medium. Finally, a read error on an extent tree
does not lead to a file system inconsistency, is not detected by the file system and leads to
successful snapshot creation.

While analyzing write errors, we find that all write errors on the root tree remain
undetected and lead to an unmountable file system, similar to our observations for the
test programs in Tables 2.5, 2.6 and subvolumes in Table 2.7. A write I/O error on the
superblock and the uuid tree is detected and stopped by the file system. A shorn write and
lost write on the root tree, uuid tree and superblock renders the file system unmountable,
except a lost write on the superblock, which can be recovered using the backup superblock
replica.

Bugs found/reported.

We submitted 2 bug reports for Btrfs. The first bug report is related to the corruption of
a DIR_INDEX key. The file system was able to detect the corruption but deadlocks while
listing the directory entries. This bug was fixed in a later version [22]. The second bug

1 BUG() is a statement used as a debugging help and indicates that something went wrong inside the kernel.

In this case, the kernel prints out the contents of the registers and the stack trace associated with the current
process and then immediately kills the process.
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Table 2.7: Btrfs subvolume creation Table 2.8: Btrfs snapshot creation

Table 2.9: *

The results of our analysis on the detection and recovery policies of Btrfs during subvolume and snapshot
creation. The error modes that were used are: R: Read I/O, W: Write 1/O, C: Corruption, SW+PR: Shorn
Write + Program Read, SW+F: Shorn Write + Fsck, and LW: Lost Write. An empty box indicates that
the block type is not applicable to the program in execution. Superimposed symbols indicate that multiple
mechanisms were used.

O Dzero = DEenorcode \ DSanity / DRedundancy I' Drsck
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is related to read I/O errors specifically on the root directory, which can cause a kernel
panic for certain programs. We encountered 2 additional bugs during a shorn write that
result in a kernel panic, both having the same root cause. The first case involves a shorn
write to the root of the fstree, while the second case involves a shorn write to the root of
the extent tree. In both cases, there is a mismatch in the leaf node size, which forces Btrfs to
print the entire tree in the operating system’s message log. While printing the leaf block,
another kernel panic occurs where the size of a Btrfs item does not match the Btrfs header.

Rebooting the kernel and running btrfsck fails to recover the file system.

2.5.2 extd

ext4 is the default file system for many widely used Linux distributions and Android
devices. The entire file system is divided into multiple block groups. Each block group
contains a group descriptor table, an inode table, a block and inode bitmap, and free
blocks that can be used for creating either a file or a directory. Like Btrfs and F2FS, ext4
also has a superblock. ext4 is an in-place or overwrite file system, i.e. any changes made
to any data structure in the file system overwrite its previous version.

ext4 makes use of a journal to provide recovery against crash faults. The journal is
a circular log where all metadata updates are sequentially written before the main file
system is updated. First, data corresponding to a file system operation is written to the
in-place location of the file system. Next, a transaction log is written on the journal. Once



CHAPTER 2. EVALUATING FILE SYSTEM RELIABILITY ON SSDS 28

the transaction log is written on the journal, the transaction is said to be committed. When
the journal is full or sufficient time has elapsed, a checkpoint operation takes place that
writes the in-memory metadata buffers to the in-place metadata location on the disk. On
the event of a crash before the transaction is committed, the file system transaction is
discarded. If the commit has taken place successfully on the journal but the transaction
has not been checkpointed, the file system replays the journal during remount, where all
metadata updates that were committed on the journal are recovered from the journal and
written to the main file system.

The ext4 file system employs physical journaling, where all metadata blocks that have
to be written to the main file system are logged as-is on the journal. Each transaction
written on the ext4 journal consists of three types of blocks - the transaction descriptor
block, the metadata blocks, and the transaction commit block. The transaction descriptor
block contains important fields like the transaction id and metadata tags, which denote the
metadata block numbers that are part of the current transaction, while the transaction
commit block signifies the end of the transaction.

ext4 is able to recover from an impressively large range of fault scenarios. Unlike Btrfs,
it makes little use of checksums unless the metadata_csum feature is enabled explicitly
during file system creation. Furthermore, it deploys a very rich set of sanity checks when
reading data structures such as directories, inodes and extents?, which helps it deal with
corruptions.

It is also the only one of the three file systems that is able to recover lost writes of
multiple data structures, due to its in-place nature of writes and a robust file system
checker. However, there are a few exceptions where the corresponding issue remains
uncorrectable (see the red cells in Table 2.6 associated with ext4’s recovery).

Furthermore, we observe instances of data loss caused by shorn and lost writes involv-
ing write programs, such as create and rmdir. For shorn writes, ext4 may incur silent
errors, and not notify the user about the errors.

Before describing some specific issues below, we point out that our ext4 results are very
different from those reported for ext3 in [143], where a large number of corruption events
and several read and write I/O errors were not detected or handled properly. Clearly,
in the 13 years that have passed since then, ext developers have made improvements in
reliability a priority, potentially motivated by the findings in [143].

I/O errors, corruption and shorn writes of inodes.

The most common scenario leading to data loss (but still a consistent file system) is a
fault, in particular read I/O error, corruption or shorn write, that affects an inode, which
results in the data of all files having their inode structure stored inside the affected inode
block becoming inaccessible.

2 We report failure results for both directory and file extents together. Since our pre-workload generation

creates a number of files and directories in the root directory, at least 1 extent block corresponding to the
root directory gets accessed by all programs.
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Table 2.10: The results of our analysis on the detection and recovery poli-
cies of ext4 during journal replay. The error modes that were used are: R:
Read I/O, W: Write 1/O, C: Corruption, SW: Shorn Write, and LW: Lost
Write. An empty box indicates that the block type is not applicable to the program
in execution. Superimposed symbols indicate that multiple mechanisms were used.

O Dzero — Dgrorcode  \ DSanity / DRedundancy | Drsck
O Rzero / RRetry | RPropagate \ Rprevious - RStop
RFsck_Full RFsck_Orig RFsck_Partial u RFsck_Fail u

Crash/Panic+Rpgck fail

Read 1/O errors, corruption and shorn writes of directory blocks.

A shorn write involving a directory block is detected by the file system and eventually,
the corresponding files and directories are removed. Empty files are completely removed
by e2fsck by default, while non-empty files are placed into the lost+found directory. How-
ever, the parent-child relationship is lost, which we encode as Rggck partial-

Write I/O errors and group descriptors.

There is only one scenario where e2fsck does not achieve at least partial success: When
e2fsck is invoked after a write error on a group descriptor, it tries to rebuild the group
descriptor and write it to the same on-disk location. However, as it is the same on-disk
location that generated the initial error, e2fsck encounters the same write error and keeps

restarting, running into an infinite loop for 3 cases (see Rpgck Fail)-
Read 1/O error during mount.
ext4 fails to complete the mount operation if a read I/O error occurs while reading a

critical metadata structure. In this case, the file system cannot be mounted even after
invoking e2fsck. We observe similar behavior for the other two file systems as well.
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Journal corruption.

In all our previous experiments, listed in Table 2.5 and Table 2.6, we safely unmount the
file system before checking for error detection and recovery. In order to test the resiliency
of ext4’s journal against corruptions, we use an alternative approach to ensure that the
data structures logged on the journal are accessed during remount. Since each transaction
written on the journal is accessed only if an unclean shutdown occurs, we simulate im-
proper shutdown by forcefully rebooting the system. Once the system reboots, ext4 reads
and replays journal contents in three passes. We analyze the effect of error injection on
different journal data structures while rebooting and describe our observations. Note that
unlike our previous experiments, we show both Shorn Read + Program Write and Shorn
Write + Fsck in the same table as our test program in both cases is the mount operation. A
repeated I/O error on accessing the journal superblock leads to an unmountable file system.
Although e2fsck detects the error, it is unable to recover the file system. A corruption of
the journal superblock is fixed by the file system checker. Both shorn writes and lost writes
of the journal superblock remain undetected; however, a subsequent file system mount op-
eration is successful. We observe two cases where silent data loss might occur while the
ext4 file system is being mounted; a corruption or a lost write of the journal descriptor block
or the journal commit block aborts the journal replay procedure. Internally, journal replay
consists of three passes - the scan pass, the revoke pass, and the replay pass. During the scan
pass, the file system checks the integrity of different transactions logged on the journal. To
identify any transaction, a journal header is added at the beginning of all journal metadata
blocks. When a corruption or a lost write occurs, the scan pass terminates as it cannot find
the relevant journal header magic number at the beginning of the expected block; as a re-
sult, all subsequent transactions are discarded. A subsequent mount operation takes place
without any errors, but a recursive directory traversal reveals metadata inconsistency, that
can be fixed by a subsequent e2fsck invocation.

A write I/O error on both the journal descriptor block and the journal commit block is
detected and the file system stops all subsequent write operations by remounting as read-
only. A e2fsck scan fixes any inconsistencies and the file system becomes mountable once
again. A lost write of both the journal descriptor block and the journal commit block is not
detected during file system operation. A subsequent remount and recursive scan of the
file system reveals metadata inconsistency which is successfully repaired by a subsequent
e2fsck invocation. Any error to the journal metadata block is not detected during a sub-
sequent mount operation. A recursive directory scan of the file system reveals metadata
inconsistency which is subsequently fixed using e2fsck.

It is important to note that the role of journaling is to ensure that the time-consuming
fsck operation does not run each time a crash occurs. However, when a journal corruption
takes place, we observe that e2fsck still needs to be invoked in order to ensure file system
consistency. e2fsck replays the journal and subsequently performs a full file system check
to ensure the integrity of the file system, which defeats the purpose of journaling.
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2.5.3 F2FS

F2FS is a log-structured file system designed for devices that use an FTL. The file system
is composed of fixed-size segments, which are groups of blocks. The default size of a
block is equal to 4K, while that of a segment is 2MB, which corresponds to 512 blocks in
each segment. At any given time, data and metadata are separately written into 6 (default
configuration) active segments, called log segments, which are grouped by data/metadata,
files/directories, and other heuristics. This multi-head logging allows similar blocks to be
placed together and increases the number of sequential write operations.

F2FS divides its logical address space into the metadata region and the main area. The
metadata region is stored at a fixed location and includes the Checkpoint (CP), the Seg-
ment Information Table (SIT), and the Node Address Table (NAT). The checkpoint stores
information about the state of the file system and is used to recover from system crashes.
SIT maintains information on the segments (the unit at which F2FS allocates storage blocks)
in the main area, while NAT contains the block addresses of the file system’s nodes, which
comprise file/directory inodes, direct, and indirect nodes. F2FS uses a two-location ap-
proach for these three structures. In particular, one of the two copies is “active” and used
to initialize the file system’s state during mount, while the other is a shadow copy that gets
updated during the file system’s execution. Finally, each copy of the checkpoint points to
its corresponding copy of SIT and NAT.

F2FS’s behavior when encountering read/write errors or corruption differs signifi-
cantly from that of ext4 and Btrfs. While read failures are detected and appropriately
propagated in nearly all scenarios, we observe that F2FS consistently fails to detect and
report any write errors, independently of the operation that encounters them and the af-
fected data structure. Furthermore, our results indicate that F2FS is not able to deal with
lost and shorn writes effectively and eventually suffers from data loss. In some cases, a
run of the file system’s checker (called fsck.f2fs) can bring the system to a consistent
state, but in other cases, the consequences are severe. We describe some of these cases in
more detail below.

Read errors.

Checkpoint / NAT / SIT blocks & read errors. During its mount operation, if F2FS en-
counters a read I/O error while trying to fetch any of the checkpoint, NAT, or SIT blocks,
then it mounts as read-only. Specifically for NAT and SIT blocks, the file system retries the
operation before eventually switching to a read-only mode. Additionally, F2FS cannot be
mounted if the inode associated with the root directory cannot be accessed. In general,
fsck.f2fs cannot help the file system recover from the error since it terminates with an

assertion error every time it cannot read a block from the disk.
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Write errors & Lost Writes.

We observe that F2FS does not detect write errors (as injected by our framework), lead-
ing to different issues, such as corruption, reading garbage values, and potentially data
loss. As a result, during our experiments, newly created or previously existing entries
have been completely discarded from the system, applications have received garbage val-
ues, and finally, the file system has experienced data loss due to an incomplete recovery
protocol (i.e. when fsck.f2fs is invoked). We describe several cases in detail below.

Inodes & write errors. We observe that when the write operation for an updated
inode returns an error, the file system does not detect this and eventually experiences
data loss. This happens because the updated inode is never persisted on disk, but the file
system’s metadata has been updated to point to the new location. When called fsck.f2fs
is invoked, it detects that an invalid inode is written on disk and discards the entry from
the system, leading to loss of the corresponding file.

Direct/indirect nodes & write errors. We observe that errors when writing direct
or indirect nodes are not detected and recovered. As a result, the file system might
later access these blocks and read garbage data that is interpreted to locate blocks. If
this garbage data can be interpreted as a valid file system location, then a read by an
application might receive garbage. If it is not a valid file system location, then an error is
returned to the application.

Directory entries & write errors. When the structure of a directory is modified by
inserting or removing entries, then the file system takes a new checkpoint. However,
when our error injecting framework prevents the write operation of the block containing
the directory’s entries from occurring, we observe that eventually, the file system experi-
ences data loss. Once again, the file system’s metadata is updated during the checkpoint
procedure and stores a new on-disk location for the block containing the directory’s en-
tries. Since the write operation for that particular block never occurred, all the entries in
that block are marked as unreachable during the invocation of fsck.f2fs. Individual sub-
directories are never created inside the lost_found directory; only regular files are moved
into that directory. As all files are stored together inside the lost_found directory, if there
are different files with the same name, only one is stored in the end.

Data & write errors. We observe that errors during a write operation of a file’s data
(either involving a data block or an indirect node) go undetected and are not recovered.
In particular, if the update to the corresponding inode succeeds, but the write of the data

fails, an application later reading the data will receive garbage, instead of an error.

Lost writes.

The difference between a lost write and a write I/O error is that a lost write is silent, i.e.
the operation does not return with an error. Since F2FS does not detect write I/O errors,
lost writes have the same effect (as described above).
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Corruption.

Data corruption is reliably detected only for inodes and checkpoints, which are the only
data structures protected by checksums, but even for those two data structures, recovery
can be incomplete, resulting in the loss of files (and the data stored in them). The corrup-
tion of other data structures can lead to even more severe consequences. For example, the
corruption of the superblock can go undetected and lead to an unmountable file system,
even if the second copy of the superblock is intact. We have filed two bug reports related
to the issues we have identified and one has already resulted in a fix. Below we describe
some of the issues around corruption in more detail.

Inode block corruption. Inodes are one of only two F2FS data structures that are
protected by checksums, yet their corruption can still create severe problems. One such
scenario arises when the information stored in the footer section of an inode block is
corrupted. In this case, fsck.f2fs will discard the entry without even attempting to
create an entry in the lost_found directory, resulting in data loss.

Another scenario is when an inode associated with a directory is corrupted. Then
all the regular files stored inside that directory and its sub-directories are recursively
marked as unreachable by fsck.f2fs and are eventually moved to the lost_found directory
(provided that their inode is valid). However, we observe that fsck.f2fs does not attempt
to recreate the structure of sub-directories. It simply creates an entry in the lost_found
directory for regular files in the sub-directory tree, not sub-directories. As a result, if there
are different files with the same name (stored in different paths of the original hierarchy),
then only one is maintained at the end of the recovery procedure.

Checkpoint corruption. Checkpoints are the other data structure, besides inodes, that
is protected by checksums. We observe that issues only arise if both copies of a checkpoint
become corrupted, in which case the file system cannot be mounted. Otherwise, the
uncorrupted copy will be used during the system’s mount operation.

Superblock corruption. While there are two copies of the superblock, the detection
of corruption to the superblock relies completely on a set of sanity checks performed on
(most) of its fields, rather than checksums or comparison of the two copies. If sanity
checks identify an invalid value, then the backup copy is used for recovery. However,
our results show that the sanity checks are not capable of detecting all invalid values and
thus, depending on the corrupted field, the reliability of the file system can suffer.

One particularly dangerous situation is a corruption of the offset field, which is used to
calculate a checkpoint’s starting address inside the corresponding segment, as it causes the
file system to boot from an invalid checkpoint location during a mount operation and to
eventually hang during its unmount operation. We filed a bug report which has resulted
in a new patch that fixes this problem during the operation of fsck.f2fs; specifically,
the patch uses the (checksum-protected) checkpoint of the system to restore the correct
value. Future releases of F2FS will likely include a patch that enables checksums for the
superblock.
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Another problem with superblock corruption, albeit less severe, arises when the field
containing the counter of supported file extensions, which F2FS uses to identify cold data,
is corrupted. The corruption goes undetected and as a result, the corresponding file exten-
sions are not treated as expected. This might lead to file system performance problems,
but should not affect reliability or consistency.

SIT corruption. SIT blocks are not protected against corruption through any form of
redundancy. We find cases where the corruption of these blocks severely compromises
the consistency of the file system. For instance, we were able to corrupt a SIT block’s
bitmap (which keeps track of the allocated blocks inside a segment) in such a way that the
file system hit a bug during its mount operation and eventually, became unmountable.

Recently, a series of patches has been introduced to increase the sanity checks per-
formed every time a SIT block is read from the underlying storage device. The developers
have implemented more thorough and strict check statements, but still, these sanity checks
are not capable of capturing every single invalid value.

NAT corruption. This data structure is not protected against corruption and we ob-
serve several problems this can create. First, the node ID of an entry can be corrupted and
thus, point to another entry inside the file system, to an invalid entry or a non-existing
one. Second, the block address of an entry can be corrupted and thus, point to another
entry in the system or an invalid location. In both cases, the original entry is eventually
marked as unreachable by fsck.f2fs, since the reference to it is no longer available in-
side the NAT copy, and placed in the lost_found directory. As already mentioned, files
with identical names overwrite each other and eventually only one is stored inside the
lost_found directory.

Recently, the developers have implemented a few patches to increase the level of check
operations every time a NAT block is read from the underlying storage device. The new
check operations verify that both the node ID and the block address of a NAT entry
actually point to a valid entry and a valid location inside the file system respectively.
Nonetheless, these patch files are not able to capture the case where a NAT entry becomes
corrupted, but still points to a valid location inside the file system (i.e., the boundaries of
the systems are not violated).

Direct/Indirect Node corruption. These blocks are used to access the data of large
files and also, the entries of large directories (with multiple entries). Direct nodes contain
entries that point to on-disk blocks, while indirect nodes contain entries that point to
direct nodes. Neither single nor double indirect nodes are protected against corruption.
We observe that corruption of these nodes is not detected by the file system. Even when
an invocation of fsck.f2fs detects the corruption, problems can arise. For example, we
find a case where after the invocation of fsck.f2fs the system kept reporting the wrong
(corrupted) size for a file. As a result, when we tried to create a copy of the file, we
received a different content.

Directory entry corruption. Directory entries are stored and organized into blocks.
Currently, there is no mechanism to detect corruption of such a block and we observe
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numerous problems this can create. For example, when the field in a directory entry
that contains the length of the entry’s name is corrupted the file system returns garbage
information when we try to get the file’s status. Moreover, the field containing the node ID
of the corresponding inode can be corrupted and as a result point to any node currently
stored in the system. Finally, an entry can “disappear” by storing a zero value into the
corresponding index inside the directory’s bitmap.

In the last two cases, any affected entry is eventually marked as unreachable by fsck.f2fs,
since their parent directory does no longer point to it. As already mentioned, files
with identical names overwrite each other and eventually only one is stored inside the
lost_found directory.

Shorn Write + Program Read.

The results when a program reads a block previously affected by a shorn write are similar
to those for corruption, since shorn writes can be viewed as a special type of corruption.
The only exception is the superblock, as it is a small data structure that happened not to
be affected by our experiments.

Shorn Write + Fsck.

Directory entries and shorn writes. Blocks that contain directory entries are not pro-
tected against corruption. Therefore, a shorn write goes undetected and can cause several
problems. First, valid entries of the system “disappear” after invoking fsck.f2fs, in-
cluding the special entries that point to the current directory and its parent. Second, in
some cases, we additionally observed that after re-mounting the file system, an attempt
to list the contents of a directory resulted in an infinite loop. In both cases, the affected
entries were eventually marked as unreachable by fsck.f2fs and were dumped into the
lost_found directory. As we have already mentioned, files with identical names in different
parts of the directory tree conflict with each other and eventually, only one makes it to the
lost_found directory. In some cases, £sck.f2fs is not capable of detecting the entire dam-
age a shorn write has caused; we ran into a case where after remounting the file system,
all the entries inside a directory ended up having the same name, eventually becoming
completely inaccessible.

Bugs found/reported.

We have filed two bug reports related to the issues we have identified around handling
corrupted data and one has already resulted in a fix [48, 50]. Moreover, we have reported
F2FS’s failure to handle write I/O errors [49].
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2,54 1/O Latency Results

We injected varying delays to selected blocks for typical accesses. The delays range from
milliseconds to several seconds. We found that the file systems tested were largely able to
cope with the increased 1/0O delay, even for extremely long times (seconds) as long as the
request eventually returns successfully. The only side effect is longer wait times observed
by the test programs. Note that since we inject the delays at the block layer, it bypasses
any error handling mechanisms that may be present in the device driver level (e.g. SCSI).
From inspecting the source code, it is possible that the I/O latencies are handled at the
device or driver levels and are masked from the upper layers. One example is the error
handling mechanisms built into the device firmware and the SCSI driver. These layers
could automatically retry failed requests or abort if they timed out, and ultimately present
the upper layer with meaningful return values [165]. The file system and user programs
react base on the return code, without any information regarding access latencies.

2.6 Implications

e ext4 has significantly improved over ext3 in both detection and recovery from data cor-
ruption and I/0O injection errors. Our extensive test suite generates only minor errors or
data losses in the file system, in stark contrast with [143], where ext3 was reported to
silently discard write errors.

e On the other hand, Btrfs, which is a production grade file system with advanced fea-
tures like snapshot and cloning, has good failure detection mechanisms, but is unable to
recover from errors that affect its key data structures, partially due to disabling metadata
replication when deployed on SSDs.

e F2FS has the weakest detection against the various errors our framework emulates. We
observe that F2FS consistently fails to detect and report any write errors, regardless of the
operation that encounters them and the affected data structure. It also does not detect
many corruption scenarios. The result can be as severe as data loss or even an unmount-
able file system. We have filed 3 bug reports; 1 has already been fixed and the other 2 are
currently under development.

e File systems do not always make use of the existing redundancy. For example, Btrfs
maintains two independent data structures for each directory entry for enhanced perfor-
mance, but upon failure of one, does not use the other for recovery.

e We notice potentially fatal omissions in error detection and recovery for all file systems
except for ext4. This is concerning since technology trends, such as continually growing
SSD drive capacities and increasing densities as QLC drives which are coming on the
market, all seem to point towards increasing rather than decreasing SSD error rates in the
future. In particular for flash-focused file systems, such as F2FS, where for a long time
focus has been on performance optimization, an emphasis on reliability is needed if they
want to be a serious contender for ext4.
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e File systems should make every effort to verify the correctness of metadata through
sanity checks, especially when the metadata is not protected by a mechanism, such as
checksums. The most mature file system in our study, ext4, does a significantly more
thorough job at sanity checks than for example F2FS, which has room for improvement.
There have also been recent efforts towards this direction in the context of a popular en-
terprise file system [94].

e Checksums can be a double-edged sword. While they help increase error detection,
coarse granularity checksums can lead to severe data loss. For instance, manipulation of
even 1 byte of the checksummed file system unit leads to discard of the entire file system
unit in the case for Btrfs. Ideally having a directory or a file system level checksum that
discards only 1 entity instead of all co-located files/directories should be implemented.
A step in this direction is File-Level Integrity proposed for Android [47, 55]. The tradeoff
of adding fine-grained checksums is the space and performance overhead, since a check-
sum protects a single inode instead of a block of inodes. Finally, note that checksums can
only help with detecting corruption, but not with recovery (ideally a file system can both
detect corruption and recover from it). These points have to be considered together when
implementing checksums inside the file system.

e One might wonder whether added redundancy as described in the Iron file systems
paper [143] might resolve many of the issues we observe. We hypothesize that for flash-
based systems, redundancy can be less effective in those (less likely) cases where both
the primary and replica blocks land in the same fault domain (same erase block or same
flash chip), after being written together within a short time interval. Even though modern
flash devices keep multiple erase blocks open and stripe incoming writes among them
for throughput, this does not preclude the scenario where both the primary and replica
blocks land in the same fault domain.

e Maybe not surprisingly, a few key data structures (e.g. the journal’s superblock in ext4,
the root directory inode in ext4 and F2FS, the root node of fstree in Btrfs) are responsible
for the most severe failures, usually when affected by a silent fault (e.g. silent corruption
or silently dropped write). It might be worthwhile to perform a series of sanity checks
for such key data structures before persisting them to the SSD e.g. during an unmount

operation.

2.7 Limitations and Future Work

In this section, we discuss the limitations of our work, along with suggestions for future
work.

Some of the fault types we explore in our study are based on SSD models that are
several years old by now, whose internal behavior could have changed since then. How-
ever, we observe that some issues are inherent to flash and therefore likely to persist in
new generations of drives, such as retention and disturb errors, which will manifest as

read errors at the file system level. The manifestation of other faults, e.g. those related
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to firmware bugs or changes in page and block size, might vary for future drive models.
Our tool is configurable and can be extended to test new error patterns.

The device mapper module operates at the block layer. Therefore, it is oblivious to any
errors and mitigation that occur at lower levels, such as device drivers or the firmware.
However, since this is the layer immediately below the file systems, we believe it is the
appropriate place to manipulate the I/O requests and inject errors that are based on real
SSD faults. This approach is also file system agnostic, allowing us to study multiple file
systems simultaneously without modifying their code. It may be useful to inject errors
into other parts of the I/O stack to test error propagation and interaction between layers.
This will also allow observing each layer’s response to errors in isolation.

Additionally, this work can be expanded to include additional file systems, such as
XFS, NTFS and ZFS. Another extension to this work could be exploring how file systems
respond to timing anomalies as those described in [64], where I/Os related to some blocks
can become slower, or the whole drive is slow.

Our framework runs a rich suite of 7000+ test cases. One additional work would be to
eliminate test cases between different file system versions using static analysis, and only
run tests corresponding to the new on-disk data structure changes.

2.8 Impact

The work presented in this chapter has resulted in reliability discussions across different
file systems in the form of Linux mailing list threads and bugs on file systems bug report
tool. We have published the work presented in this thesis at the USENIX Annual Technical
Conference [76] 2019 and in ACM Student Research competition [73] 2019. Our paper was
also one of the 2 papers in the conference (of 27 accepted storage based papers) that was
fast-tracked to appear in the ACM Transactions of Storage [79] 2020.

Our work has also resulted in active research in the area of file system reliability and
has been referred by other publications. For instance, in [150], Rebello et. al. describe how
file systems and user space storage applications recover from fsync() failures. Their work
is complementary to the work presented in this thesis and extends to storage systems
beyond file systems. In [46], Domingo et. al. create a parallel file system checker to
accelerate the file system recovery against errors. Their work is based on our findings
of how crucial file system recovery is in the face of underlying media errors. This work
has also inspired the design of low overhead file-systems for embedded devices [196] and
for reliability characterization in 3D TLC SSDs for large scale storage systems [103]. We
believe that with time, the work presented in this chapter will shape other file system

reliability studies on a range of next generation of storage stacks.



Chapter 3

Improving Reliability of High
Density SSDs using WOM-v
Codes

Although there are no textbooks on simplicity, simple systems work

and complex don't.

James Nicholas "Jim" Gray

In this chapter, we focus on improving the reliability of SSD hardware in the context of
high-density SSDs. In particular, new generations of SSDs offer increased storage density
with higher bits per cell storage, but an order of magnitude lower Program and Erase
(P/E) cycles. This decreases the number of times one can rewrite on the SSD, and hence,
the overall lifetime of the drive.

One way of improving drive lifetime is by applying Write-Once Memory (WOM) codes
which can rewrite on top of pre-existing data without erasing previous data. This in-
creases the total logical data that can be written on the physical medium before an erase
operation is required.

Traditional WOM codes are not scalable for high density SSDs. This is primarily
because traditional WOM codes were designed for media that stored data in the form
of bits instead of voltages. Imposing bit-level constraints to media reduce WOM code
scalability. Further, such treatment of underlying media is acceptable for media such as
punch-cards and tapes, but not for voltage-based media such as SSDs.

In this work we present a novel, simple and highly efficient family of WOM codes
called WOM-v codes. Our design is generic and could be applied to any N-Level cell
drive. In this work, we focus on QLC drives to demonstrate and evaluate the proposed
scheme. We first present the theoretical gains that can be achieved on QLC flash. Next, we
implement WOM-v codes in Linux LightNVM and FEMU. We then describe 2 novel opti-
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mizations - GC_OPT (Optimized Garbage Collection) and NR (No-Reads Configuration)
to further improve reliability and performance of the underlying flash media. A careful
evaluation, including micro-benchmarks and trace-driven evaluation, demonstrates that
WOM-v codes can reduce the erase cycles for QLC drive by 4.4x-11.1x for real world work-
loads with minimal performance overheads resulting in improved QLC SSD lifetime.

3.1 Introduction

Flash-based Solid State Drives (SSDs) offer a faster alternative to Hard Disk drives (HDDs),
but have a major limitation: unlike HDDs, where previously written data is over-writable,
a flash cell needs to be erased before it can be programmed, and each erase operation
causes wear-out that reduces a cell’s lifetime. Older generations of flash were based on
single-level cells (SLC), which store only a single-bit in a cell and can typically tolerate
around one hundred thousand program and erase cycles before wearing out. However,
to keep up with the increasing demand for storage capacity, newer SSD generations en-
abled storing more bits in each flash cell, and at the same time reduced the size of each
cell. Such SSDs are called multi-bit cell SSDs. Recent work [173] shows that with each
additional bit stored in one SSD cell, the number of erase cycles that the SSD can endure
reduces by 3 times with each new SSD generation. Figure 3.1 illustrates the problem

Endurance Reduction with increased SSD Density
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Figure 3.1: SSD Endurance with increased density. As the density of SSD in-
creases, the number of times the device can be erased reduces by a factor of 3X.
PLC drives are in experimental stage [150] and their P/E cycle limit is based on
projected values.

based on recent projections. Flash based on Multi-level Cells (MLC) and Triple Level
Cells (TLC), which are common nowadays, can tolerate a significantly smaller number of
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P/E cycles. Recently QLC drives have started being deployed in datacenters. Even more
worrisome is a look into the future with PLC drives, which might see P/E cycle limits
drop to tens or a few hundred. To make high-density SSD drives usable beyond archival
applications, it is paramount to reduce the number of times the storage media needs to
be erased. In this thesis, first we introduce the idea f voltage-based WOM-v codes [77]
to improve the endurance of multi-bit cell SSDs by enabling overwrites between erases.
WOM-v codes present a new way of modeling flash-cells with multiple voltage levels that
allows WOM-v codes to scale better for denser flash compared to traditional binary WOM
codes. Moreover, WOM-v codes involve just a single table look-up for read and write op-
erations resulting in much smaller performance overheads compared to other codes that
allow additional overwrites before erase and are more space optimal, but involve multi-
ple iterations before encoding and decoding is completed and are therefore performance
inefficient. Further, WOM-v codes provide a family of codes that can be adapted to the
amount of space overheads the underlying storage media can tolerate. In this thesis, we
first present some simple back-of-the-envelope calculations based on a simplistic model
of an individual cell and show that up to 500% additional writes might be achievable
on QLC drives using WOM-v codes. While these back-of-the envelope calculations show
great promise for improving SSD endurance, it is not clear how much of these improve-
ments can be achieved in practice. First, in the real world, SSDs have several restrictions
while overwriting data. SSD contains multiple erase-blocks containing multiple pages.
Writes to erase-blocks are done at page granularity, where pages can be written to in se-
quential order from the first to the last page. Only a limited number of erase-blocks can
be programmed at a time. Once the pages are programmed their voltage level can only
be increased further, and hence, in general it is not possible to overwrite new data on
them before they are first erased. In order to erase pages in an erase-block while avoiding
data loss, the SSD must first relocate all valid pages from target erase-block to another
erase-block. Once the valid pages are relocated, the entire erase-block can be erased and
is available to be reprogrammed. This "copy before overwrite" step, also called garbage
collection, considerably increases the overall writes done to the device, which counters the
gains we get from WOM-v codes. The simple estimates provided in our theoretical model
ignore the garbage collection and its effect on endurance. Moreover, modern SSDs employ
parallelism for higher performance. Multiple erase-blocks are arranged in groups called
Erase Units (EUs). Only one EU is active at a time. Incoming data is first buffered and sub-
sequently sharded across all erase-blocks in the active EU. Any performance based metric
computation may not capture such nuances involved in writing data to a shared buffer
that requires the use of locks to prevent race conditions, nor the gains due to striping the
data across different parallel units. The work in [59] does not provide any performance
evaluation. Finally, real world workloads vary in their storage access patterns. The access
pattern determines the amount of garbage collection in the device. A thorough analysis of
WOM-v codes over multiple real world workloads is required to assess the practical gains
of WOM-v codes. The contribution of our work is to demonstrate that WOM-v codes have



CHAPTER 3. IMPROVING RELIABILITY OF HIGH DENSITY SSDS USING WOM-V CODES 42

real gains in practice. Toward this end, we present the first work to our knowledge that
provides a detailed design, implementation and evaluation of Non-Binary WOM codes
on next generation dense (QLC) SSD drives to improve SSD lifetimes. Our implemen-
tation includes two novel optimizations targeted at high write amplification workloads -
GC-OPT and NR-Mode - which significantly reduce erase operations while retaining high
performance. Our simulator is open-sourced and can be used as a test-bed to evaluate
future WOM code designs on next generation SSDs. We then use the simulator for a
detailed evaluation of WOM-v codes using micro-benchmarks and traces and show that
even when taking all real world factors into account WOM-v codes still offer significant
gains in endurance: we find that WOM-v codes improve the lifetime of QLC flash by 4.4x-
11.1x. Moreover, these gains do not come with any significant impact on performance.
Counter intuitively, we also show that higher-order WOM-v codes do not provide Erase
Cycle reductions if the workload generates high write amplification. Finally, we extend
an existing analytical framework to WOM-v codes to derive theoretical bounds on the
number of erase operations. We find that when comparing against the WOM-v coding
implementation with the optimal scheme of garbage collection, all the existing analytical
models, including the one introduced in this work, will only provide upper-bounds on the
number of required erase operations, and in many cases these bounds are not tight. Lastly,
we show how WOM-v codes can be easily extended to higher density, future generation
of SSDs such as PLC SSDs and more sophisticated coding schemes.

3.2 Limitations of traditional WOM codes

data | Genl | Gen2 data | Genl | Gen2

00 000 111 00 0000 | 0111

01 100 011 01 0100 | 0011

10 010 101 10 0010 | 0101

11 001 110 11 0001 | 0110
Table 3.1: WOM(2,3) Table 3.2: WOM(2,4)

Historically, Write Once Memory (WOM) Codes were motivated by media, such as
punch cards and optical disk, where data is written at the granularity of bits, and once
written a bit can only be changed in one direction, e.g. from 0 to 1. Seminal work by
Rivest and Shamir [153] presents a way to accommodate multiple writes on such media
by encoding x bits of (data bit sequences) into a code-word of y bits such that a certain
number of overwrites in place are possible. This is referred to as a WOM(x,y) code.

We call each time data is transferred to the media for writing as one Write Cycle (WC).
For example, writing the 4 data bit sequences 01, 01, 10, 10 requires only two writes to the
medium (100 and 101), but count as 4 Write Cycles.

The assumption of being able to change a bit in only one direction (from 0 to 1) matches

the characteristics of a (single-level) flash cell and inspired prior work [191, 186, 184, 110]
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to use WOM codes to increase the lifetime of flash. However, these prior applications of
WOM codes have several limitations:

3.2.1 Modelling cells as group of bits

WOM codes, as described before in the context of flash, work at bit-level and assume
bits can only be changed from 0 to 1. We call such codes bit based codes. Prior work has
explored non-binary WOM codes [58] but not in the context of QLC flash. The bit-based
model is not a good fit for modern flash, which stores multiple bits in a cell. For example,
a QLC cell distinguishes 16 different voltage levels, where each voltage level represents
a 4 bit binary code. Any transition between different states of a cell is governed by the
current voltage level: reducing the voltage level is not possible without first erasing, but
increasing is possible. It is not dependent on the individual bit values of the 4 bit value
stored in a cell (represented by the current voltage level).

3.2.2 Scalability

Non-Binary WOM codes have been well studied and optimized for various metrics [58,

, 53, 56, 24, 35, 95, 70, , ] but we limit extending to a code-word scheme with
4 bits per code-word and 4 code-words per generation each representing a unique data
bit sequence to model a QLC cell. The bit based model creates unnecessary constraints
that limit the usability for QLC flash. In order to show these restrictions, we introduce
a naive extension of WOM(2, 3) to a WOM(2, 4) code which encodes any 2 bits of data
into 4 coded bits to be written in a cell for a QLC drive where all the bit-level constraints
are still satisfied. To this end we try and extend WOM(2, 3) to WOM(2, 4) only to find
that we are unable to arrange codewords in a way such that bit based constraint can be
satisfied. Although WOM(2,4) allows us to write 2 generations before erasure, only 8 out
of 16 possible four-bit code-words that could be written in a QLC drive’s cell are used in
this scheme as we try to maintain the bit-level constraint. This limits the total number of
potential generations to 2 instead of 4 generations. The artificial reduction in code-word
usability due to bit constraints will only worsen with denser media.

3.3 Solution

SSD cells that store multiple bits have different characteristics than how WOM codes in
the past have modeled them. In [110] Margaglia et al. examined possible reprogram-
ming operations between different intermediate states in MLC SSDs. Their observation
confirms that some transitions are possible which are not compatible with the bit-level
constraints. Moreover, there are cases where the bit-level constraints assume the transi-
tion is possible but in practice that transition is not possible due to hardware constraints.
In order to design WOM codes that are capable of utilizing the full potential of QLC
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drives, we consider a different model for WOM code constraints. Although we evaluate
our approach on the most recent and dense drive commercially available, our approach is
generic and can be extended to any N-Level Cell drive, and also matches better with the
actual underlying constraints of the flash cell hardware to the best of our knowledge.

3.3.1 Voltage Based QLC WOM Code

WOM-v(3,4) WOM-v(2,4) WOM-v(1,4)

DATA CODE DATA CODE DATA CODE

111 . 1 /i 1 GEN 15
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Figure 3.2: Voltage based codes for encoding 3 2 and 1 data bit(s) into 4 coded
bits respectively. Each oval represents a generation. Each generation contains a
set of code-words mapped to a set of all possible data bit sequence for the code.

In this section we change the model by imposing the invariant constraints for WOM
coding in terms of voltage levels stored in flash cells rather than encoded bits. In this
model the only invariant constraint that should be satisfied in WOM code reprogram op-
erations is that the voltage level in each flash cell can only be increased or kept unchanged
before an erasure. We refer to WOM codes designed based on this constraint model as
voltage based WOM codes, and denote them by WOM-v(k, n) when the coding scheme maps
any k data bits to one of 2" voltage levels stored in the flash cell.

In a QLC drive, each voltage level could be considered as a sequence of 4 coded bits.
In Figure 3.2, we present 3 instances of a family of WOM-v codes, WOM-v(3,4), WOM-v(2,
4) and WOM-v(1,4). In summary, a WOM-v(k, n) code is a unique mapping between any
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sequence of k data bits and a set of voltage levels (or equivalently their coded bit sequence
representations), referred to as code-words. A set of consecutive code-words that cover all
possible data bit sequence make one generation. Each coding scheme can have GEN_MAX
number of generations, which are 2, 5 and 15 in WOM-v(3, 4),WOM-v(2, 4) and WOM-v(1,
4) respectively. All coding schemes have a maximum voltage V_MAX (shown in red)
after which the cell needs to be erased. Consider WOM-v(2, 4) code (Figure 3.2 center)
where 2 data bits are encoded into 4 code bits. Therefore, we have four possible data bit
sequences, indicated by 00, 01, 10 and 11. Each generation has 4 code-words mapped to a
unique data bit sequence within a generation. With voltage based coding, the following three
optimizations help us accommodate 5 generations for WOM-v(2,4) efficiently:

Code-word Sharing

One feature used in the design of this WOM-v code family is that each pair of con-
secutive generations are sharing one common code-word. A voltage based model has a
linear structure where we are able to overlap code-words between successive generations.
This compresses all generations leaving space for additional generations. For example, in
WOM-v(2, 4) code, without sharing code-words we would only be able to accommodate 4
generations consisting of voltage levels 0-3, 4-7, 8-11 and 12-15 respectively (not shown).
With shared code-words between generations, we now can have 5 generations from 0-3, 3-6,
6-9, 9-12, 12-15, (Fig 3.2) with shared code-words 3,6,9 and 12 between consecutive gener-
ations (shown in ). The data bit sequence corresponding to each shared code-word
is the same in both generations. For example, code-word 0011 maps to data bit sequence
11 in both Gen 1 and Gen 2. Note that having larger GEN MAX translates into more log-
ical data write cycles before erasure. The gain of code-word sharing are much higher in
WOM-v(1, 4), where GEN _MAX increases from 8 disjoint generations, to 15 generations
with overlapping states, Fig 3.2).

Same Generation Transition

Another feature we suggest in the design of this WOM-v code family is to perform re-
program operations by transition to a higher voltage level within the same generation
whenever possible. In other words, in each write cycle, we suggest to simply increase the
voltage level in each cell to the lowest voltage level corresponding to the data bit sequence
we need to write in that cell which is not below the current voltage level in that cell. For
example, consider WOM-v(2,4), if data bit sequences 01, 01, 10 and 00 are written in 4
successive write cycles, we would encode and change the voltage level to 0001, 0001, 0010
and 0100 for the write cycles one through four respectively. The second write does not
change the first code-word as the corresponding data bit sequences are the same. While
writing the third code-word on 0001, instead of transitioning to 0110 in the next higher

generation, we increase the voltage level from 0001 to 0010. Finally, the fourth write cy-
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cle involves writing data bits 00 so we overwrite 0010 to 0100. Note that without self
generation transition, the code-word would have the following order 0001, 0001, 0110 and
1000.

As demonstrated in this example, with the same generation transitions we could po-
tentially achieve a significant saving in voltage level increase during write cycles, and
therefore, it enables us to perform more write cycles before we need an erasure. However,
this comes with a drawback, which is addressed in the next subsection. The drawback
here is that the voltage level stored in different cells in a page would end up being in
different generations after a few write cycles. That is due to the fact that the pattern of
voltage level increment in each cell depends on the pattern of data bits written in suc-
cessive write cycles. This is a problem as some cells may no longer be programmable as
they have reached the highest voltage level, while others remain underutilized since they
still have a few additional write cycles they can accomodate before an erase operation is
required. It is important to note that this does not affect correctness of reading the stored
data, since the decoding mapping from voltage levels to data bits continues to remain

unique.

Reusing underutilized Cells

In this section we present another optimization that further increases the number of writes
before an erase becomes unavoidable. Our idea is based on two key observations: a) A
page spans many flash cells and as soon as only one of the cells in a page reaches a state
where it needs to be erased the entire page becomes unusable for rewriting. b) Flash
drives incorporate ECC for each page and this ECC is designed conservatively for the
high bit error rates that are expected at the end of a drive’s life, i.e. for much of the drive’s
life (when bit error rates are still low) the ECC could handle significantly larger error rates
than what it actually experiences.

Our idea is to allow further rewrites of pages where only some limited number of cells
have reached the V-MAX by marking those cells as invalid and let ECC recover the value
in those cells. Considering random data bits, it is easy to see the variance in stored voltage
levels across different cells in a page increases with the number of generations designed
in the WOM-v code. While each WOM-v code certainly guarantee at least GEN_MAX
number of possible write cycles in each cell, one could see that for a WOM-v code with
larger GEN_ MAX, there is a good chance to have majority of the cells still being capable of
accommodating more reprograms after write cycle GEN _MAX. In order to enable writing
beyond the write cycle GEN MAX, we suggest to identify the cells not writable anymore
by increasing the voltage level in them to V-MAX which would be interpreted as invalid
for write cycles beyond GEN__MAX. As long as the percentage of such cells remains low
in each page, a slightly stronger error correcting code (ECC) could handle these cells as
noise, and enable reading stored data from the page.

Current literature on QLC flash drive reliability [173] provides limited insight to the ex-
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isting ECC within a QLC drive. Given the increasing trend in error rates with denser
media, we hypothesize QLC drive to have provisions for strong ECC mechanisms to cor-
rect uncorrectable bit errors. We suggest to use an enhanced ECC mechanism, rather than
the already existing ECC embedded in the flash drives to correct raw bit errors in the
SSDs. Since invalid cells in our proposed scheme would be identified as cells reaching
V-MAX for write cycles beyond GEN_MAX, correcting this type of noise is easier than
other types such as rotten bits caused by retention or program interference errors. This is
because unlike traditional errors or corruptions that require reading parity or checksums
for identifying the location of corrupted or errored cell, our approach simply checks for
the value in a cell reaching the V-MAX voltage level.

Note that the maximum voltage level is marked as invalidated or EINVAL after the num-
ber of write cycles become more than GEN MAX. This gives us a guaranteeREN_MAX
number of write cycles even without using ECC. Since all pages in a block undergo the
same number of write cycles before erase, keeping count of write cycles has minimal
storage overhead. Using pre-existing flash ECC to correctly reconstruct cells in V-MAX
after write cycles reach GEN _MAX helps reprogram under-utilized cells which are still at
lower Generations. By correcting cells that cannot be reprogrammed further, we increase
the number of write cycles. For example, in WOM-v(1,4), increasing the number of writes
helps increase logical space from 15X to 20X with a 4X physical space overhead. This
raises the total logical writable bytes from 375% to 500% of the original physical storage
capacity of the drive.

Each of the three optimizations - code-word sharing, same generation transition and
reusing underutilized cells, may be done for TLC drives as well, but the resultant gains
will not be significant. However, as the disks become denser (eg. PLC) which is an
upcoming trend for SSDs, our optimizations will reap great benefits while using WOM
codes.

3.4 Theoretical Evaluation

Our WOM coding scheme is based on simple table lookups and does not involve large
firmware changes or complicated computation. In this section, we provide an analysis of

the tradeoffs involved in implementing our scheme for QLC drives.

3.4.1 P/E Cycle versus Physical Space Tradeoff

Each WOM coding scheme offers a trade-off between number of write cycles possible
before erase and the physical space overhead. For instance, in WOM(2,3) (Table 3.1), if a
user has 1 unit of physical storage, we may write at least 2X logical data before erase is
required. However, for each 2-bit data sequence, a 3-bit code-word is written, increasing
storage overhead by 50%. While this might seem like a large space overhead, let’s compare
it with a solution that does not use codes, and therefore needs to perform an erase after
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Figure 3.3: Each point represents physical space required for 1 unit of user data,
and corresponding logical writes possible before erase.

every write. The only way to double the number of writes that is feasible for such a
device is to double the physical capacity and spread all writes and erases over twice as
many cells. This would be an additional 100% physical storage overhead.

Figure 3.3 shows the increased logical data before an erase versus the physical space

overhead. With no coding NO WOM(+), the total amount of logical space written equals
the total amount of physical space available. For more logical writes with a constant
number of P/E cycles, the physical space required needs to be increased proportionately.
For a 2X increase in logical writes using WOM(2,3)(X), we only need 1.5X physical space.
Similarly, using WOM(2,4)(x), one can write 3X more logical data, with a space overhead
of 2X.
For WOM-v codes, although we need 1.33X, 2X and 4X physical space, we are able to write
2X, 5X and 15X amount of logical data for WOM-v(3,4), WOM-v(2,4) and WOM-v(1,4)
respectively, before any cell reaches V-MAX. This is a huge gain over existing WOM(2,4)
coding scheme that gives us a 50% additional logical space per physical unit. Using WOM-
v(1,4) scheme, we get 375% additional logical space per physical unit. The lines joining
WOM-v points show that underlying firmware may choose to take a middle-ground and
use a combination of multiple codes based on available physical storage.

For example, if a firmware encodes half of the user data using WOM-v(2,4) and the
other half using WOM-v(1,4), the overall physical space overhead per 1 unit of user facing
physical storage equals 0.5 X 2+ 0.5 x 4 = 3 units. The corresponding logical data that
can be written before we need an erase operation would be 0.5 x 5+ 0.5 x 15 = 10 units
increasing overall logical space usage of physical media before erase by 333%.
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Figure 3.4: Number of cells that reach EINVAL versus Logical Data Writable
before erase. Each point shows the conditional probability of a cell being in V-MAX
and the Write cycle (WC). Each additional WC increases Logical data writable
before erase by 1. The probability of the cell in EINVAL is 5 and 16 for WOM:-
v(2,4) and WOM-v(1,4), not shown in figure due to log scale on the X-Axis. The
probability is conditional based on a cell having a lower voltage than EINVAL.

3.4.2 Reprogramming beyond GEN MAX

Once a cell in a page reaches V-MAX it can no longer be reprogrammed. The number of
cells that have reached V-MAX can be easily computed in practice by reading cell values.
In order to determine the probability of a cell reaching V-MAX, we use a Markov model
considering each data bit sequence that is written to be an Independent and Identically
Distributed (IID) random variable. At each voltage level, a transition to the same code-word
or one of the other valid code-words takes place with equal probability. Therefore, in the
worst case a cell will become unwritable only if each write cycle (WC) writes different data
GEN_MAX times. Recall that after WC equals GEN _MAX, we treat V-MAX as EINVAL and
treat all cells having EINVAL value unwritable. A coding scheme with larger GEN _MAX
has less unwritable cells when WC equals GEN_ MAX.

Figure 3.4 shows the amount of logical data that can be written for a given fraction of
cells in EINVAL state after each WC for two coding schemes. We observe that for the same
percentage of cells (0.02) in EINVAL, we are able to write more logical data beyond each
code’s respective GEN_ MAX with WOM-v(1,4) as compared to WOM-v(2,4). We propose
that if the fraction of cells reaching EINVAL beyond GEN MAX is low (Eg. 0.02) and
correctable using ECC, we can enhance the number of logical bytes written from 5X to 7X
and from 15X to 20X in WOM-v(1,4) and WOM-v(2,4) respectively. To analyze the total
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Figure 3.5: Binomial distribution of the number of cells reaching EINVAL in a
4096 cell page for each write cycle for WOM-v(2,4) and WOM-v(1,4). The X axis
denotes the number of cells (k) in a flash page. The Y axis denotes the probability
of k cells having EINVAL value. 1/p denotes 1 additional ECC correction bit that
needs to be maintained for every p data bits to continue reprogramming underuti-
lized cells WC times.

number of cells in a flash page that reaches EINVAL after GEN_MAX write cycles, we
create a binomial distribution for each WC as shown in Figure 3.5. We consider the flash
page size to be 4096. The X axis denotes the number of cells (k) in a flash page (between
0 and 4096). The Y axis denotes the probability of k cells having EINVAL value. For each
WC, we provide the minimum correctable error rate (superscript on each curve) that needs
to be maintained in flash ECC to correct cells in EINVAL. As the number of WC increase,
the total number of cells in EINVAL in a page increase, which requires a stronger ECC.

We leave determining the exact value of ECC to the system designer based on the un-
derlying media being used, as the uncorrectable bit error rate varies widely across flash
media [173]. Rather, we provide an estimate of the ECC required to recover data in cells
that have reached EINVAL after specific number of write cycles. For example, an ECC
with error correction capability of 1/35 would help us do WC 7 and WC 20 increasing the
logical bytes writable before erase from earlier 250% to 350% for WOM-v(2,4) and from
earlier 375% to 500% for WOM-v(1,4) respectively.
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3.5 Limitations of a Theoretical Model

Although the theoretical gains show significant improvement, it is not clear how the theo-
retical gains can be translated in practice. In the real-world, SSDs have several restrictions
while overwriting data.

First, SSD contains multiple erase blocks containing multiple pages. Writes to erase
blocks is done at page granularity, where pages can be written to in sequential order from
the first to the last page. Only a limited number of erase blocks can be programmed at
a time. Unless all the pages within the target erase block are invalidated, the SSD must
first relocate all valid pages from target erase block to another erase block. Once the
valid pages are relocated, the entire erase block is available to be reprogrammed. This
"copy before overwrite" step, also called garbage collection, considerably increases the
overall writes done to the device, which counters the gains we get from WOM-v codes.
The evaluation in Section 3.4 falls short as it completely ignores the garbage collection
workflow in SSDs.

Second, modern SSDs employ parallelism for higher performance. Multiple erase
blocks are arranged in groups called Erase Units. Only one Erase Unit is active at a
time. Incoming data is first buffered and subsequently sharded across all erase blocks
in the active erase unit. Any performance based metric computation may not capture
such nuances involved in writing data to a shared buffer that requires preventing race
conditions using locks, nor the gains due to striping the data across different parallel
units. The evaluation in Section 3.4 fails to take performance evaluation into account,
and hence needs a real-world flash emulator to evaluate any impact of WOM code on
application performance.

Finally, real-world workloads have varying patterns of accessing the SSD device. The
block access pattern determines the amount of garbage collection in the device. In prac-
tice, real-world workloads from different production datacenters have varying access pat-
terns. A thorough analysis of WOM-v codes over multiple real-world workloads is re-
quired to assess the practical gains of WOM-v codes introduced by Section 3.4.

The contribution of the remaining sections is to demonstrate that the codes have real
gains in practice. In Section 3.6 we present the first work to our knowledge that provides
a detailed design, implementation and evaluation of applying Non-Binary WOM codes
on next generation of dense SSD (QLC) drives to improve SSD lifetime. Second, we show
that there is a difference in theory and practical reduction in SSD Erase Cycles obtained
using WOM-v codes. Moreover, counter intuitively, higher order WOM-v codes do not
provide Erase Cycle reduction if the workload generates high write amplification. Third,
our simulator can be used as a test-bed to evaluate future WOM code designs on next
generation SSDs. Finally, we show how WOM-v codes improve the lifetime of QLC flash
by 4.4x — 11.1x with negligible performance overheads.
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3.6 System Implementation

The theoretical model of WOM-v code provides us with promising results of reducing
Erase Cycles and improving SSD lifetime.

With a systems implementation of the WOM-v code, we are able to measure the practi-
cal reduction in erase cycles in SSDs. We are also able to measure the impact of input data
contents, workload patterns and performance overheads of WOM-v codes that cannot be
accurately modeled in theory. This is because SSDs are programmed at the granularity
of pages and not cells. Further, SSDs are erased at the granularity of erase units before
additional data can be written on them. Ideally, we would want to implement WOM-v
code on a real world hardware by manipulating the device Flash Translation Layer (FTL).
However, we have the following challenges: 1) SSD FTL is a proprietary closed-source
software that is not available for change. 2) An evaluation done on one hardware device
configuration may not be conclusive and applicable to future SSD generations.

To address these issues, we implement WOM-v code in the Linux LightNVM Open-
Channel SSD Subsystem module [19] which allows making changes in the device FTL. We
add 445 LOC in LightNVM module and 220 LOC in FEMU. In order to emulate a QLC
device, we extend FEMU, a widely used Flash Emulator [101] for MLC devices to emulate
a QLC device. Our extension for QLC support is already merged to mainline FEMU
repository [74]. Our WOM-v implementation requires no changes in the application or
file system running on top of the device. Although our coding scheme is built within
the lightNVM module, in reality, some of the key functionality might be implemented
using special purpose hardware. We leave more efficient hardware designs and high
performance hardware implementations of encode and decode operations as part of future
work.

3.6.1 LightNVM Architecture

LightNVM is a Linux module that exposes the underlying architecture of a real or an
emulated NVMe SSD to the host. This helps us to make modifications in the way we
write to and read from the device. LightNVM also enables us to control and manipulate
the garbage collection scheme and control when an erase operation should be performed
on the underlying device. The internal architecture of the device is as shown in Figure 3.6.
The two main data structures of a LightNVM module are 1) the shared ring buffer and 2)
the Parallel Units.

Ring Buffer

The ring buffer is a circular buffer where data is placed before being written to the un-
derlying device. The device may be accessed either by the application or through the file
system as shown in Figure 3.6. Once the ring buffer is full or the user requests a sync
operation, the data copied to the ring buffer is striped across different Parallel Units in
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Figure 3.6: LightNVM Architecture with our contributions in green. The Light-
NVM and FEMU modules together emulate a host-managed-SSD device. Our
WOM-v encoder logic is inside the Lightnom module. We change the garbage col-
lection workflow to perform erase operations based on WOM-v configuration type.
We add QLC-flash support to FEMUL

a round robin order. The ring buffer is a shared resource between two threads, the user-
write thread that copies the incoming application/file-system data to the ring-buffer and
the gc thread that copies valid pages from the underlying device to the ring-buffer during

garbage collection.

Parallel Units

Figure 3.6 shows a device with 4 Parallel Units. A Parallel Unit (PU) is an independent
unit of storage on the device. Each Parallel Unit is divided into multiple erase blocks or
chunks. Each chunk contains a linear array of pages that can be sequentially programmed
from the first page to the last page of the chunk. A group of same-sized chunks, one
chunk from each Parallel Unit, forms an erase unit. Pages within a chunk are sequentially
programmed. Pages across chunks within an erase unit are programmed in parallel. As a
result, all chunks in an erase unit get filled at the same time. Furthermore, all chunks in
an erase unit can only been erased together and hence are garbage collected at the same
time in the default setup. At any time, a single erase unit is opened for application writes.
The erase unit is closed once all pages in the erase-unit have been programmed.

We can issue 3 types of operations to each parallel unit - 1) page read 2) page write
and 3) chunk erase which is issued in parallel to all chunks within an erase unit. Reads on
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SSD are 10 times faster than writes, and erase operations are 10 times slower than writes.

All operations are performed sequentially within a Parallel Unit. Two operations on
different Parallel Units can be performed in parallel. The number of parallel units on an
emulated lightNVM module is configurable. We use the default 4 Parallel Units for all

our experiments.

Write and Read Operation

All page writes are staged on the ring buffer. If the data available in the ring buffer is
small and a sync command is issued by the user, the data to be written is appropriately
padded for alignment and striped across Parallel Units. A single erase unit is always kept
open for writes. The opened erase unit is called an active erase unit. Equal number of
pages are simultaneously written to all chunks of an active erase unit, until the last page
of all chunks have been programmed. Once the active erase unit has been filled, the erase
unit is closed and a new erase unit is made active and opened for future writes.

All read operations are sent to the device as a block I/O (bio) request. The lightNVM
module first translates the logical block address (LBA) of the requested page from the bio
structure to the device Physical Page Address (PPA) using the Logical-to-Physical (L2P)
Map. The page contents are then copied from the device PPA to the bio request and
returned back to the user.

Garbage Collection

A logical page overwrite results in invalidation of the physical page containing the older
version of the logical page. A page may also get invalidated when the overlying file
system issues a TRIM command. All invalidated pages need to be reclaimed from the
SSD to make space for additional writes. To free SSD pages occupied by such invalidated
pages, a closed erase unit is opened in the gc-mode by the gc-thread for garbage collection.
In the garbage collection phase, all valid pages from a gc-erase-unit are copied to the ring
buffer. The entire erase unit is then reset to 0, closed and marked erased. This erase unit
is returned back to the free pool of erase-units available for the user-write thread to be
opened for future writes.

LightNVM follows a greedy approach to select an erase unit to be garbage collected.
An erase unit with the maximum number of invalidated pages is chosen first. This results
in the minimum number of valid pages being copied to the ring buffer, and hence causes
the least amount of write amplification for the device. LightNVM reserves an over provi-
sioned space of 11% in order to not run out of space while performing garbage collection.

3.6.2 WOM-v Implementation

To incorporate WOM-v codes in the lightNVM code, first, all writes to the device need to
be encoded. Second, all reads issued to the device need to decode previously written data.
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Third, the default garbage collection logic needs to be modified. Instead of erasing all the
erase units during garbage collection, an erase should now be selectively done based on
the state of the pages within an erase unit.

Moreover, for our experiments, the underlying device emulator needs to support next
generation SSD devices with QLC or denser flash medium.

Finally, we implement two optimizations, which although do not change the design
of WOM codes, help to improve the performance and reduce the overheads of WOM
coding. We first present the baseline implementation without these improvements in the
next subsection and then present these optimizations in subsection 3.6.4

3.6.3 Baseline Implementation

We add the following components to the lightNVM module (highlighted in green in Fig-
ure 3.6): 1) encode and decode logic 2) WOM-v aware garbage collection logic and 3)
QLC support for FEMU. Our framework is extensible to emulate future SSDs and future
coding schemes.

Write Operation

An application or a file system can submit a write request to lightNVM. All writes are
encoded before being written to the drive. By default, a WOM coding scheme first reads
the previously written data on the media. This data is encoded and overwritten on the
physical page, maintaining the voltage based constraint of the underlying media. Since
this default methodology causes increased read amplification, we present a simple mech-
anism to avoid such reads altogether for WOM-v codes using No-Reads configuration as
discussed in 3.6.4.

During a write operation, the ring buffer creates a mapping between the logical block
address (LBA) of pages staged in the ring buffer to the destination physical page address
(PPA) of the pages on the device before writing the pages to the device. We intercept
all writes at this stage and apply the following transformation: First, we read preexisting
encoded data in the PPA of all pages being written. Next we encode incoming pages
using the preexisting data. The encoding scheme is straightforward and involves a simple
lookup in the static WOM-v(k,N) encode table shown in Figure 3.2. Finally, we write the
new encoded pages to the device PPA on the drive.

For a WOM-v(1,4) coding scheme, each 4KB incoming write is encoded and stored in 4
x 4KB physical of a QLC page on the device. Similarly, for a WOM-v(2,4) coding scheme,
each 4KB incoming write is encoded and stored in 2 x 4KB physical pages on the device.
To reduce the performance overheads of additional page writes, we increase logical page
size at which application page is sent to the device after an encode operation to 16KB and
8KB for WOM-v(1,4) and WOM-v(2,4) configuration respectively. We maintain logical

page locality among all encoded pages. i.e. all pages belonging to the original logical
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page are encoded into consecutive logical LBAs. We describe the importance of logical
page locality during reads in the next sub-section.

Read Operation

In the read workflow, the original read block I/O (bio) request from the application is
first translated into consecutive encoded LBA address bio requests. The consecutive pages
read correspond to a single page due to logical page locality. Next, all encoded pages
that were read are simply decoded in the read return path. The decoded data is copied to
the originally submitted bio request structure and can be read by the application with no
modifications. The decoding scheme is straightforward and involves a simple lookup in
the static WOM-v(k,N) encode table shown in Figure 3.2.

Garbage Collection

With a WOM-v(k,N) coding scheme, we want to reduce the number of times each erase
unit is erased. The default garbage collection scheme in the lightNVM module erases
an erase unit during each garbage collection cycle. Hence a new strategy is required to
decide whether an erase unit needs to be erased during garbage collection.

GC-Logic

When an erase unit is opened for garbage collection by the gc-thread, all valid pages are
first read from the gc-erase-unit and written back to the ring buffer. Once valid pages have
been moved out of the gc-erase-unit, WOM-v(k,N) garbage collection erases that erase
unit only if any page in the erase-unit has cells set to maximum voltage level which needs
to be corrected using page-ECC as discussed in Section 3.2.

Using Page ECC to extend WOM-v(k,N) gains

The existing page ECC in the Out of Band (OOB) region [83] of each page is capable of
correcting a limited number of erroneous bits in each page. We use a fraction of this
existing page error correction capability, referred to hereafter as ECC_threshold, to recover
the bits we can not store in a limited number of cells in a erase unit as they reach their
maximum voltage level. As a result we determine whether an erase-unit should be erased
or not during garbage collection based on the number of cells reaching the maximum
voltage level in each page in that erase-unit. In the WOM-v(k,N) implementation, the
ge-thread first checks if any page in the erase unit has more than ECC_threshold cells in the
highest generation (GEN_MAX) for that WOM coding scheme. If the number of cells in
GEN_MAX in each page of the erase unit is less than the ECC_correction threshold, we do
not erase the erase unit, but set all cells in GEN_MAX to have a V_MAX voltage to mark
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them as cells to be corrected using ECC_threshold in a subsequent write operation. When
this erase unit is reopened by a user-thread all pages in the erase unit are overwritten.

On the other hand, if the number of cells in GEN_MAX in any page of the erase-unit
are more than the ECC correction threshold, we erase the erase-unit and reset all pages in
the erase-unit to 0.

ECC Correction without Error detection

The correction of cells at V_MAX in a page during WOM-v(k,N) is easier than conven-
tional error correction of cells that have incurred random bit errors. This is because we
already know the position of the cell that needs to be corrected by scanning for cells that
have V_MAX value. In other words, to correct the missing values from these cells the ECC
needs to perform erasure correction rather than error detection and correction used to fix
raw bit errors in flash media. Since correcting x erased bits requires half the redundancy
compared to detecting and correcting x erroneous bits [122], the ECC needs less redun-
dancy to correct unprogrammable cells in V_MAX and it is less likely for the ECC to fail
the job.

ECC_Threshold to correct unprogramable Cells

We set the ECC_threshold to 3% i.e. we erase an erase-unit that has any page with more
than 3% cells in GEN_MAX. This threshold is chosen based on theoretical evaluation in 3.4
where 7 and 20 generations could be written with 1% ECC_threshold for WOM-v(2,4) and
WOM-v(1,4) configurations respectively. Recent TLC flash devices have reported 7% ECC
in each page [135]. We predict higher ECC being reserved for QLC and future generation
drives.

It is also important to note that using ECC is not a necessity for using WOM-v(k,N)
codes. As the flash device gets older and more ECC is needed for correcting Raw Bit
Error Rates (RBER) in flash medium, the device may switch to a Non-ECC supported
WOM-v(k,N) configuration with slightly reduced gains proposed in 3.4.

3.64 WOM-v Optimizations

We identify two optimizations to the baseline implementation of WOM-v(k,N) codes.
First, we present GC_OPT Mode, a novel methodology for garbage collection in WOM-
v(k,N) configuration that improves SSD endurance considerably by delaying valid page
rewrites during garbage collection. Second, we present Nk Mode WOM coding scheme, a
technique to perform encode operations without reading the previous state of the flash

drive that eliminates read amplification during writes.
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GC_OPT Mode

The garbage collection thread relocates all valid pages in a previously active erase-unit
to the current active erase-unit. This is followed by erasing the previous erase-unit in
the NO_WOM mode. With WOM-v(k,N) codes using the conventional garbage collection
scheme, relocation may or may not be followed by erase, based on the state of the cells
in the page. We argue that using WOM-v(k,N) codes it is possible to delay relocating
valid pages to another erase-unit. This delays relocating valid pages until all pages in
the flash block contain either valid data or are no longer programmable. Instead, we
skip writing to pages that have valid data or cannot be programmed since their cells
are in GEN_MAX. Since pages can be overwritten without erase with WOM codes, one can
continue reprogramming invalidated pages of an erase-unit as long as the cells in those
pages are yet in one of the generations bellow GEN_MAX, and hence are programmable
with WOM codes. This helps first to eliminate extra writes during garbage collection, and
second to fully utilize the reprogramming capacity of all pages in the erase-unit before
erasing it. However, as the number of programmable pages in the erase-unit decrease (by
accumulating more valid or unprogrammable pages over multiple cycles) the performance
overhead of recycling such erase-units without erasing them increase and hence we can
consider a minimum threshold for the number of programmable pages in the erase-unit
for reusing it without erasure. As we will demonstrate in Section 3.7.6, the gains achieved
using this technique is promising.

NR Mode

As described in Section 3.6.3, the baseline implementation of WOM-v(k,N) codes by de-
fault read the previous content of a page to encode and create next cell values for re-
programming the page. This read-before write, which adds performance overhead, is
necessary in WOM codes. However, in WOM-v(k,N) codes, this is only necessary for per-
forming the same generation transition optimization, discussed in Section 3.2, and can be
skipped if we always move to the next generation in each write cycle. This is because the
mapping of the voltage levels to information content in each generation is unique and in-
dependent of the codeword of the previous write cycle. We refer to such implementation
as NR (No-Read) mode.

In NR mode, ideally we can keep track of the generation of the last write cycle for
each page in the active erase-unit as the metadata, and simply encode and write the new
content for all cells in each page based on the user data using the appropriate generation.
This enforces all cells in the page to reach the GEN_MAX together. The meta data for all
pages of the active erase-unit can be kept in the memory and once we close the active
erase-unit this metadata can be written in the over provisioned space. As we open a
new active erase-unit, the metadata describing current generation of all pages in that
erase-unit will be loaded in the memory. Note that this still allows each page in the erase-
unit to be reprogrammed independent of the other pages in that erase-unit, and will not
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impose any further restrictions on the programability of pages in the active erase-unit.
However, it adds some extra storage and performance overhead footprint to keep track
of the generations of all pages in the drive adding to already high space requirements of
WOM-v(k,N) codes.

In our current implementation of NR mode, we optimize keeping pages in a single
generation by reducing the metadata tracking to a single generation number for the entire
erase-unit. This needs negligible space and minimal metadata tracking for active erase-
unit. One side-effect of this optimization is that it enforces all pages in each erase-unit
to use the same generation for each subsequent write cycle. Therefore, we might end
up having pages in generations below the current generation of the erase-unit if they
were not programmed in one or more previous write cycles since they contained valid
page in that write cycle. In the subsequent write cycle, we program such pages to the
generation dictated by the generation number of the erase-unit possibly skipping one or
more intermediate generations.

We observe that this optimization significantly improves the performance overheads of
write operation of WOM-v(k,N) codes. Note that this performance gain is achieved at the
cost of reducing the total number of possible write cycles before erasure as we will not be
able to perform same generation transition. We discuss the tradeoffs between improved
performance gains and reduced endurance gains using NR mode optimization in detail
in Section 3.7.4.

Adding QLC Support to FEMU

We use FEMU [101] to emulate the underlying SSD media. FEMU emulates the SSD
in main-memory and adds predictable I/O latency to each I/O request to mimic a real
Open Channel SSD device. In order to read or write a page, a specific amount of reference
voltage needs to be used to access the page. For high-density flash such as QLC drives,
the number of reference voltage applied is higher than lower density drives. [90].

The main challenge in using FEMU for new generation SSD device emulation is that
the existing FEMU emulator only supports an MLC SSD with 2 page levels. A page can
either be an Upper or a Lower page with write latency of 850us and 2300us and the
corresponding read latency of 48us and 64yus respectively. FEMU also adds a constant
NAND read, write and erase latency of 40us, 200us and 2ms to each read, write and erase
I/0O request respectively.

We modify the default MLC configuration of FEMUs page layout in each chunk. In-
stead of having alternating upper and lower pages with varying latency in each chunk, we
extend FEMU for QLC emulation: Each chunk in a QLC device has alternating Lower(L),
Center-Lower(CL), Centre-Upper(CU), Upper(U) pages. A write latency of 850us, 2300ys,
3750ps and 5200us, and read latency of 48us, 64us, 80us and 96us is applied to L,CL,CU
and U pages respectively based on the number of reference voltages [90] required to read
a specific page type.
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Testbed for Future SSDs and Coding Schemes

Our WOM-v simulator is generic and can be used as a testbed for denser SSD or higher
order coding schemes. In order to add a new WOM-v(k,N) coding scheme, first, the user
has to provide a simple lookup table mapping each data word to a code word similar
to WOM-v tables shown in Figure 3.2. Second, the user optionally sets an ECC_threshold
value. Finally, The user specifies the latency of additional page levels for next generation
SSDs in FEMU.

Our emulator can also be used standalone without any coding scheme. We open-
source our generic N-LC Simulator for more advanced coding and next generation SSD

research [74].

3.7 Evaluation

In order to correctly estimate the gains of WOM-v(k,N) codes on QLC drives, it is im-
portant to evaluate the endurance gains and performance tradeoffs associated with using
WOM-v(k,N) codes. In particular, WOM-v(k,N) code reduces the number of erase cycles
(EC) the drive endures over its lifetime and therefore leads to improved flash endurance.
However, WOM-v(k,N) also introduces space amplification during writes. Further, both
read and write workflows in WOM-v(k,N) codes introduce read amplification for the de-
vice.

The goal of this section is to use our implementation to evaluate the EC reduction and
the impact on performance for both micro-benchmarks and real world workload traces.

Since WOM-v(k,N) requires more space than NO_WOM configuration, there are two
ways to compare them. The first option is to keep the size of the user facing logical address
space constant, and increase the physical space allocated to WOM-v(k,N) configuration
by a factor of N/k. For a fair comparison of EC reduction per hardware chip, we have to
divide the resultant number of ECs encountered by NO_WOM code by N/k to account
for additional space provided to the WOM-v(k,N) scheme.

A second more practical approach to evaluate SSD hardware is to keep the physical
capacity of the hardware constant, and reduce the logical block address by a factor of
N/k for WOM-v(k,N) coding scheme. For example, we use the same 4GB physical space
in NO_WOM and WOM-v(k,N) configurations. For NO_WOM, the entire 4GB logical
address space is exposed to the application, while for all modes of WOM-v(2,4) codes
(i.e, WOM-v(2,4), WOM-v(2,4)-GC-OPT and WOM-v(2,4)-NR) the range of logical address
space on the same 4GB drive is reduced to a 2GB logical space, and similarly for all modes
of WOM-v(1,4) codes, the same drive is exposed as a 1GB logical space. We assume the
workload running on such a drive to have a logical space of 1GB.

Under the same workload this setup clearly leads to have more empty space for
NO_WOM configuration which acts as extra over provisioned space to reduce garbage

collection overheads. However, we show that for the same physical device - WOM-v(k,N)
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is able to successfully reduce the number of ECs in all our experiments with minor per-
formance overheads.

In the rest of this section, we compare the default SSD configuration (NO_WOM) with
baseline implementation of WOM-v(k,N) codes, garbage collection optimized (WOM-
v(k,N)-GC_OPT) and performance optimized no-reads mode (WOM-v(k,N)-NR) imple-
mentations.

3.7.1 Micro Benchmarks

We use micro-benchmarks to study the impact of specific access patterns and data-block
contents, on WOM-v(k,N) codes. To evaluate this impact, we use micro-benchmarks. Each
micro-benchmark writes 25GB data to 1GB physical emulated drive containing 4 Parallel
Units and 160 erase units.

Effect of change in data buffer contents

The performance of baseline WOM-v(k,N) codes depend on the data contents of the block
that is overwritten to the existing data. If blocks typically get overwritten with similar con-
tent, same generation transitions are more likely to take place as compared to overwrites
with drastically different data.

In this micro-benchmark, we fill the drive sequentially so that no garbage collection is
invoked. Once the drive is full, we flip a fraction of all bits in the data buffer, and fill the
entire drive again with this partially modified page. We continue this operation multiple
times modifying a fixed amount of data buffer contents and measure the number of erase
units erased as the rate of data buffer change increases.

Figure 3.7a shows the results of varying data buffer contents during writes. We note
that for all types of data buffer contents, WOM-v codes reduce the number of erase units
erased in the default NO_WOM configuration. However, the rate at which a cell reaches
the maximum voltage level will be slower when there is smaller rate of data change
between subsequent writes. For workloads that have a higher amount of data change, the
maximum voltage level will be reached faster, and so the EC gains will be much lower.
Unlike WOM-v codes, the NO_WOM configuration Erase Cycles remain constantly at the
higher end irrespective of the data buffer contents.

Effect of access Pattern

In order to measure the impact of access patterns, we create custom micro-benchmarks
that invalidate previously written pages in a specific order which causes varying amount
of device write amplification: Hot-S keeps updating the same data sequentially, Hot-R
updates same data in a random order, Cold only updates a fraction of pages, Low-GC and
High-GC generate medium and high amount of Garbage collection respectively.
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Figure 3.7b shows the number of erase units erased and the corresponding to different
workload patterns. Across all benchmarks, we observe that WOM-v(1,2) codes signifi-
cantly reduce erase units. However, with higher number of overwrites due to GC, we see
diminishing gains for WOM-v(1,4) code. Finally, GC_OPT mode is able to alleviate the
problems incurred and maintain low write amplification overhead.

Hot-S keeps all pages "hot" i.e. uniformly accessed over the course of the benchmark.
During garbage collection no pages from the previously written erase unit are garbage
collected and hence we do not have any write amplification. We observe that Hot-R
also does not create any garbage collection. Hence the pattern of write between two
workloads does not impact the gains by WOM-v codes if the garbage collection thread



CHAPTER 3. IMPROVING RELIABILITY OF HIGH DENSITY SSDS USING WOM-V CODES 63

writes minimal or no additional pages to the drive.

For Cold benchmark, we observe a slight increase in the total number of erase units
erased for the WOM-v(2,4) configuration and an order of magnitude increase in erase unit
erases for the WOM-v(1,4) configuration as compared to Hot-S and Hot-R configurations.
This is due to localized writes on only a subset of the device. We also observe that WOM-
v(1,4)-GC-OPT and WOM-v(2,4)-GC-OPT continue to maintain lower write amplification
for this benchmark as no valid page from hot erase units are relocated and there is almost
always a candidate erase unit with at-least a single programmable page.

Low-GC creates a moderate amount of write amplification in NO_WOM configuration.
WOM-v(2,4) configuration continues to outperform NO_WOM. But WOM-v(1,4) configu-
ration starts performing poorly as compared to NO_WOM configuration. This is because
additional writes generated space amplification in WOM-v(1,4) configuration.Even with
Low-GC, since there are continuous page invalidations, both WOM-v(2,4)-GC-OPT and
WOM-v(1,4)-GC-OPT continue to reprogram an erase unit without relocating any pages.
This keeps the relative write amplification in check.

High-GC benchmarks causes severe write amplification due to high influx of valid
pages recycled during garbage collection. This causes WOM-v(1,4) to perform two orders
of magnitude worse than NO_WOM. However, Even in High-GC mode, WOM-v(1,4)
GC_OPT continues to find erase units that have intermediate pages available for repro-
gramming, and hence the write amplification remains consistent over the course of the
workload run.

Conclusion

We conclude that across all data write patterns, WOM-v codes are highly effective in
reducing the number of erase cycles. For workloads where similar or incremental data is
overwritten on the device, huge gains are possible.

WOM-v(2,4) codes are highly robust to different kinds of workload patterns. For work-
loads that exhibit increased garbage collection, WOM-v(k,N)-GC-OPT codes continue to
maintain near constant erase cycles even for artificial, extremely-high garbage collection
workload.

3.7.2 Real World Workload Traces

Trace Selection

Table 3.3 shows a summary of 844 real world traces from 5 different sources. We shortlist
and present 10 write-based traces and 6-read-based traces representing each source. The
write-based workloads have a higher number of writes than reads and help us to mea-
sure the endurance improvement (Section 3.7.3) and write performance tradeoffs (Sec-
tion 3.7.4). The read-based workloads help us better understand the impact of WOM-v
codes on read performance (Section 3.7.4).
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Source # Traces | Medium | Year
Alibaba [102] 814 SSD 2020
RocksDB/YCSB Trace [171] | 1 SSD 2020
Microsoft Cambridge [123] | 11 HDD 2008
Microsoft Production [91] 9 HDD 2008
FIU[93] 7 HDD 2010

Table 3.3: Historical HDD and recent SSD-based block traces

We selected traces that have at-least 1 million and at most 50 million page writes.
We also make sure to select traces that cover a varying number of unique block accesses
and varying number of updates per unique block. Most of the traces we chose are from
production systems with the exception of the RocksDB and YCSB traces [188]. The reason
we included those two benchmark-generated traces is that they were actually collected on
SSD-based systems, while the publicly available block traces from production systems all
come from HDD based systems (with the exception of the Alibaba trace, which is from a
system comprising both HDDs and SSDs, but the trace does not allow us to distinguish

requests to SSDs from requests to HDDs).

Trace Reduction

The real-world traces are captured on different types of disks having different storage
capacities. FEMU emulates the underlying SSD storage in memory, so the disk size for
our simulation is much smaller than the original HDD or SSD on which the trace was
collected. To standardize the real-world workload traces for our simulation, we need to
pre-process the real-world traces such that the logical block address (LBA) space of the
trace can fit into our fixed-sized 16 GB FEMU-based LightNVM emulator. While reducing
the traces, we attempt to preserve the following key characteristics:

1. The distribution of page update frequencies in the reduced trace remains the same.

2. The relative order of page accesses in the reduced trace remains the same as in the

original trace.

3. The number of pages requested in each block I/O captured by the original trace
remains the same in the reduced trace.

One key observation we make is that all logical pages written to an SSD are internally
buffered in the SSD’s ring buffer and subsequently mapped to physical pages across dif-
ferent parallel units. The actual numbering of logical pages will not affect how they are
treated by the device. For example, if we renamed logical page 1 to page 1,000 and the
original page 1,000 to page 1 the resulting trace would merit the same drive behavior.
(This is different from a hard drive which will, for example, try collocate pages that are
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close in LBA space to areas that are physically close on the disk.) We use this property to
select a subset of logical block addresses (LBAs) from the original trace maintaining the
relative order of page accesses and map it to a reduced trace that fits inside our underlying
SSD emulator configuration.

We propose two types of reduction techniques based on the way in which hot and cold
pages are distributed across the entire trace, segment-based reduction and subset-based

selection:

Segment Based Reduction: A key property we need to maintain in the reduction process is
the distribution of the update frequencies of pages (hot pages versus cold pages), as it will
significantly impact SSD operations, in particular garbage collection and therefore write
amplification. We note that if the distribution of the page update frequency is similar for
different segments of a trace then we can reduce the trace by choosing just one segment
of the trace (as this will be representative of the larger trace).

We analyze the traces and observe that for many traces the page update frequency
distribution is stable across the trace. This includes for example the Microsoft and FIU
traces. We therefore propose to reduce these traces by choosing a segment of the original
trace, where we choose the length of the segment such that the number of unique logical
pages accessed in the segment is equal to the total number of logical pages that can be
stored in the emulated device. Figure 3.7 illustrates this process, where the greyscale of
a page indicates its hotness. As we show later in the section, the reduced trace preserves
the page update frequency distribution of the original trace.

Reduced Trace Original Trace

Figure 3.7: Segment-based reduction: This method is suitable where the update
frequency distribution is stable across different areas of a trace and it simply selects
a contiguous subset of the original trace. (In the illustration, the darker a page the
hotter it is.) The reduced trace is representative of the temperature distribution of
the original trace.

Subset-based Selection: Some real-world traces do not have an update frequency distribu-
tion that is stable across the trace. For these traces, the trace’s page access frequency
distribution cannot be properly captured if we limit ourselves to a continuous segment of
the trace.

To reduce such traces while ensuring the same update frequency distribution as the
original trace we specifically pick a subset of the LBAs accessed in the trace, such that the
update frequency distribution of this subset of LBAs is the same as the update frequency
distribution of the entire LBA space. We then include in the reduced trace only requests
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Figure 3.8: Alibaba-4 trace update frequency distribution for the original
and the reduced trace. Visually, both traces appear similar.

for LBAs that are part of this subset. We refer to this as subset-based selection and implement
it as follows:

First, we generate a mapping between all update frequencies U and the unique page
numbers that are present in the real-world trace. We create a list of these pages and sort
them by their update frequency.

Second, we calculate reduction factor, which is the ratio of the number of unique logical
pages in the original trace to the number of logical pages that can be accommodated in
the emulated disk. For example, a reduction factor of ten would mean the original disk
has a logical block address range ten times that of the emulated disk.

Third, we filter the blocks from the original update frequency mapping we constructed
in the first step and select every other reduction factor page from the sorted list we created
in the first stage. These list of filtered logical block addresses from the original trace form
our candidate logical block address for the reduced trace. Finally, we scan through the
original trace and only translate a page to the reduced trace if it lies in the candidate list
of pages generated in step three.

Reduced Trace Validation To ensure that our assumption above is correct and to further
verify that our range based selection and segmented selection captures a fair sample from
the original trace, we create a distribution of the Update Frequency with the Number of
Blocks for both the original and reduced traces.

We define p; as the percentage of the pages in the trace with the update frequency i.
We define e; to be the error between p; in the original trace and p; in the reduced subtrace.

~ Number of pages with Update Frequency i
N Number of pages in the entire trace

pi

@=m—é

As an example, Figure 3.8 shows the reduction of Alibaba’s Device 4 trace. From the

reduced trace, we find that the variance is r> = 0.006. We observe that despite having
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only one tenth of the original disk’s storage space, the reduced trace still captures the
trace collected on the original drive very well. We accept all traces that can be reduced
using either range based selection and segment selection technique with the observed
variance of 2 >= 0.05..

Page Invalidations through the TRIM Command

In addition to the differences in device capacity discussed above, another issue is that
there are no publicly available block traces where TRIM information is available. We
therefore only consider a block to be invalidated if it is overwritten. As a result our
estimate of gains using WOM-v codes are rather conservative. When considering the
addition of pages invalidated with the TRIM command, there will be more opportunity
for reprogramming physical pages that contain TRIM’ed logical pages in WOM-v codes.
Moreover, we will have lower write amplification induced by garbage collection that will
favour WOM-v codes.

Populating Block Data Contents

Finally, block-traces do not have any information about the buffer contents that are to be
written to the specified LBAs for a write request. We fill each block with random data.
This does not impact NO_WOM configuration, but impacts the WOM-v configurations
and higher gains could be possible if the data was more uniform causing less state change.

FEMU+LightNVM Drive Setup for Trace-driven Experiments.

For each workload, we compute the number of unique blocks accessed. We assume the
drive is half full, which is a characteristic of real-world drives reported in the field [6].
Hence, for each workload, we create drives that are twice the size of the total number
of unique blocks accessed. We use the same sized physical drive for NO_WOM and all
variants WOM-v(k,N) configurations. The logical address space for WOM-v(2,4), WOM-
v(2,4)-GC-OPT and WOM-v(2,4)-NR is half the logical address space of NO_WOM. The
logical address space for WOM-v(1,4), WOM-v(1,4)-GC-OPT and WOm-v(1,4)-NR is one-
fourth the logical address space of NO_WOM.

3.7.3 Reduction in Erase Cycles

Figure 3.9 compares the number of erase units erased in default NO_WOM configuration
with WOM-v(2,4), WOM-v(1,4), WOM-v(2,4)-GC_OPT and WOM-v(1,4)-GC_OPT config-
uration. In all cases, WOM-v(2,4) code reduces the number of erase units erased on the
underlying device by 29-32%. In most cases, WOM-v(1,4) also reduces the erase units
erased on the underlying device with two exceptions - for Microsoft-Production trace,
we observe that WOM-v(1,4) code erases more erase units than NO_WOM configuration.
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Figure 3.9: Reduction in Erases using WOM codes.

This is due to higher write amplification contributed by two factors. First, using higher
order WOM-v(1,4) codes with same physical drive leads to logical space reduction by 4x.
Second, there is 4 times additional data being encoded and written to the device.

For WOM-v(2,4)-GC_OPT and WOM-v(1,4)-GC_OPT, we observe WOM-v codes are
able to reduce the number of erase cycles for all workloads, including the MP-Workloads.
The gains are promising - the erase cycles are reduced by 77-83% and to 82-91% of
NO_WOM configuration for WOM-v(2,4)-GC-OPT and WOM-v(1,4)-GC-OPT respectively.
This is because unlike WOM-v(2,4) and WOM-v(1,4) codes, which relocate valid pages on
every garbage collection cycle, GC_OPT mode continues reusing a partially programmable
erase block for writes until all pages in the block are entirely unusable or contain 0 invalid
pages to overwrite.

We observe that for both MP workloads, the amount of garbage collected pages are sig-
nificantly higher as compared to other workloads, the limitation can be successfully allevi-
ated using WOM-v(1,4)-GC-OPT mode by incurring almost 0 garbage collection penalty.

We also provide the theoretical estimate (WOM-v(k,N)-Theory) of WOM codes dis-
cussed in Section 3.7.7. We note that the theoretical assumption of uniform invalidations
may give significantly different results as compared to the ones achieved on a full system
emulated WOM-v(k,N) drive.

In order to understand the effectiveness of the GC_OPT configuration, we introduce
a tunable threshold - minimum programmable page count to our workload setup. When a
erase unit is analysed during the garbage collection phase, we calculate the number of
programmable pages in the erase unit. If the number of programmable pages in the erase

unit is lower than the minimum programmable page count, we relocate all valid pages from
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Figure 3.10: Reduction in Erase Cycles with change in minimum programmable
page count.

the erase unit and then reuse the erase unit. On the other hand, if the programmable pages
is higher than the minimum programmable page count, we continue to program all pages in
the erase unit that are invalidated and still have cells below the maximum generation. For
GC_OPT, the minimum programmable page count is 0, i.e. we continue reusing a erase unit
until all pages in the erase unit are exhausted. For the default WOM-v mode, the minimum
programmable page count is 100% and defaults to relocating all pages before reprogramming
the block.

Figure 3.10 shows the resultant erase units erased for the different minimum pro-
grammable page count values. We observe that as we reduce the minimum programmable
page count parameter, the number of erase units erased significantly reduce as an erase
block keeps getting reused until all pages in the block are either valid or no longer pro-
grammable. There is significantly reduced amount of rewrites of valid pages during
garbage collection which improves overall endurance of the drive.

In conclusion, we demonstrate that higher order WOM-v codes such as WOM-v(1,4)
codes are not impossible to use in high write amplification scenarios. Their endurance
gains can still be leveraged by using GC_OPT mode.

3.7.4 Performance Optimizations

WOM-v(k,N) coding scheme has two performance overheads. First, each page write adds
additional (N/k) data to the device causing significant write amplification. To solve this
problem, we propose increasing the logical page size to 2x and 4x the size of original
logical page size for WOM-v(2,4) and WOM-v(1,4) configurations respectively. We assume
the time to program 4K, 8K and 16K pages will be the same.

Second, each page write causes read amplification because previously encoded data

needs to be read to know previous state before new encoded data can be created. To solve
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Figure 3.11: WOM-v(k,N) Baseline Endurance and Performance

this problem, we ensure all cells in the entire erase unit are always in the same generation,
and remove same generation transition optimization. WOM-v(k,N) also has advantages,
it reduce the number of erase operations issued to the device. That counters the first two
performance overheads and a combination of these factors result in overall performance

gains.
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Figure 3.12: WOM-v(k,N) GC_OPT Endurance and Performance.

Write Performance

Figure 3.11b and 3.12b show the cumulative time to run write intensive workloads for
WOM-v(k,N) baseline and WOM-v(k,N) GC_OPT modes. For WOM-v(2,4) and WOM-
v(2,4)-GC-OPT configuration, the performance overheads are only 0-2% of the NO_WOM
configuration, with EC gains between 67-69% over NO_WOM configuration as shown in
Figures 3.11a and 3.12a.

WOM-v(1,4) baseline coding scheme takes significantly high amount of time to run
as compared to default mode for high GC workloads as shown in Figure 3.11b. In such
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scenarios, using only NR mode is not sufficient. Instead, a combination of GC_OPT and
NR modes help reduce the performance to 0-2% of NO_WOM configuration while keep-
ing the endurance gains from 42%-80% of original configuration as shown in Figure 3.12b
and 3.12a.

Read Performance

Since all workloads analyzed until now were write heavy and used to study write en-
durance or performance, we curated read heavy workloads that have reasonable amount
of intermixed reads and writes to perform an analysis of the impact of WOM codes on
read performance. Specifically, we are interested to see whether the tail latency of reads
is impacted, as tail latency is a particular concern in practice. In this section, we present
results for the baseline implementation of WOM-v(k,N) coding schemes, without the op-
timizations described in 3.6.4. The results are therefore a worst case upper bound on
latency, as the WOM-v(k,N) optimization codes would only further reduce any impact on
latency. As we will see there is no significant impact on latency for WOM-v(k,N) base-
line coding schemes, and we therefore expect no impact on WOM-v(k,N)-GC-OPT and
WOM-v(k,N)-NR codes either.

Figure 3.13a, 3.13b and 3.13c show our performance results for traces from 3 different
repositories. For all three cases, we observe that the 95’th percentile tail latency is 0.6-7%
for NO_WOM and WOM-v(k,N) baseline encoding schemes, and that there is no large
tail latency introduced due to the use of WOM-v(k,N) code.

3.7.5 Comparison with MLC Drives

Given that increases in drive endurance from WOM codes come with space overheads,
an interesting question is how the WOM-v endurance/space tradeoff compares to simply
using MLC technology. MLC cells have higher PE cycle limits than QLC drives, but are
less space efficient. In particular, if we reduce a QLC drive to an MLC drive with the
same number of physical cells, we lose 50% of logical capacity (2 bits per cell instead of
4), which is identical to the logical capacity loss when applying WOM-v(2,4) codes to a
QLC drive. In exchange for the 50% capacity loss, the MLC drive's endurance will increase
because the PE cycle limit of a cell increases from 3K for a QLC drive to 10K for an MLC
drive [1, , , ], and the WOM-v QLC drive's endurance will increase compared
to QLC due to overwrites between erases.

The goal of this section is to compare the endurance of an MLC drive to that of a
WOM-v(2,4) QLC drive with the same logical capacity and the same number of physical
cells. Endurance is the amount of user data that can be written before the PE cycle limit
is reached. We can use our results from Section 3.7.3 to estimate endurance for a WOM-
v(2,4) QLC drive for a given workload, based on the number of erases observed for the

experiment with the corresponding trace and the amount of user data written in the
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Figure 3.13: Figure 3.13a, 3.13b and 3.13c show read tail latency of MSR-
Cambridge Webl, MSR-Production Display Ads Payload and Alibaba-Server 3
workload with read:write ratios of 11:9, 4:3 and 5:6 respectively.

trace. We also ran experiments for all workloads on an MLC drive with the same physical
capacity and recorded those numbers.

Figure 3.14 compares the ratio of the endurance of an WOM-QLC drive and the en-
durance of an MLC drive for different workloads based on the methodology described
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Figure 3.14: The ratio of write endurance of WOM-v based QLC drives in
GC_OPT and NR-GC_OPT mode and the write endurance of an MLC drive with
the same logical capacity and the same number of physical cells. For all workloads,
WOM-v(2,4) enabled QLC drives provide better endurance than MLC drives.

above. We observe that for the same write pattern, the endurance of the WOM-QLC
drive exceeds the endurance of the MLC drive in all scenarios (ratio larger than 1). This
is the case even for the workloads with higher garbage collection where improvements
from WOM codes were lower than for other workloads. On average the improvement in
endurance is a factor of 3.5x for GC_OPT mode and 2.4x for GC_OPT-NR Mode, with
negligible performance overheads as compared to a NO-WOM QLC drive using the NR
Optimization. In summary, we conclude that WOM-v codes can significantly improve
drive endurance compared to standard MLC as well as QLC drives.

3.7.6 Theoretical Analysis

The goal of this section is to explore analytical approaches to obtain estimates of the
endurance gains under WOM-v. The most realistic model with greedy GC and skewed
popularity distribution is not easily analytically tractable. Instead we analyze two sim-
pler models. One with greedy GC and uniform page popularity distribution based on
prior theoretical results. One with LRW GC and skewed popularity distribution based on
a new theoretical framework we present. We find that both overestimate number of re-
quire erases, but that the model based on greedy GC and uniform popularity distribution
provides tighter bounds.

The theoretical framework we explore in this section evaluates the expected gain of a
WOM coding scheme in terms of reducing the number of required erase operations for
writing a given amount of data in an SSD, compared to the case where no WOM coding
is applied, by considering the write amplification resulted by coding overhead and the
garbage collection operation into the picture. However it makes a simplifying assumption
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that all segments of the stored data have the same rate of expiration. Later, we evaluate
the theoretical gain of the presented WOM-v scheme based on this theoretical framework
to see how well it can predict the gain of this coding scheme for new SSD generations.
Finally, we extend a different version of this theoretical framework by considering a differ-
ent garbage collection scheme, and also present a more elaborate theoretical framework
for evaluating the expected gain of WOM codes even when different segments of logi-
cal data have different expiration rates, which more accurately resembles the real world
applications.

All of the theoretical models considered in this section are based on the optimal scheme
of garbage collection, namely GC-Opt, introduced in the previous section, in which the
valid pages remaining in the erase blocks which are used for writing more data to them
without erasing (i.e., reprogramming with WOM codes) will remain in place. In the final
subsections we present a comparison between our analytical predictions of the reduction
in the number erase operations with the results of simulating real traces using the imple-
mentation of WOM-v codes in a flash simulator in Linux LightNVM Open-Channel SSD
Subsystem module that we developed and was first presented in [76]. This comparison
better demonstrates the power and limitations of the analytical frameworks. Before we
begin the presentation of theoretical framework, we need to first introduce the notations
through a general description of the WOM coding schemes.

3.7.7 Erasure Factor

As discussed above, the main goal of using WOM codes is to reduce the number of erase
cycles required for writing same amount of information to the drive. On the other hand,
they introduce a certain amount of storage overhead and therefore, increase the total
amount of writes. In order to measure the overall impact of WOM codes on the drives
endurance, Yaakobi et al [187] introduce the erasure factor metric as the ratio between the
number of block erasures and the number of logical block writes. Building on top of the
analysis of write amplification for the greedy garbage collection provided in [41] Yaakobi
et al [187] then derive the closed-form formula for erasure factor for a WOM coding
scheme with t generations and rate R as follows,

Ea) = L 3.1)

E(1+ 4w (=B )

where « represents the ratio between the total logical and physical space in the drive. In

other words, for a drive with x% over provisioning, « = 1/(1 4+ x). Finally, W(-) is the
Lambert W function. Note that this formula is derived based on several over-simplified
assumptions for the greedy garbage collection scheme, which makes the analysis tractable.
For instance, page invalidation is uniformly random in the sense that all valid pages in
the drive have the same probability of getting invalidated at any time. Also, the drive is
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considered to be in a steady state, which means the workload does not change over time.

Although such simplifying assumptions are crucial to make the analysis tractable, the
real-world traces rarely satisfy them. Moreover, the erasure factor only evaluates the
impact of WOM codes on the endurance, but does not capture any aspect of performance.
Such analysis through theoretical models easily becomes intractable considering the large
number of parameters involved. Hence it is necessary to have a different method to

evaluate the implications of incorporating WOM codes in SSD drives.

3.7.8 Generalizing the WOM-v Coding Scheme

While our presentation of WOM-v coding has so far focused on QLC SSD drives, we now
show that it is easy to extend the WOM-v code design to any other flash cell configuration
with N distinguishable voltage levels.

Let n = log,(N), then each of the N distinguishable voltage levels for any cell can
be labeled as an n-bit codeword for the general WOM-v(k, 1) coding scheme, whit some
k < n. Such coding scheme then maps each sequence of k data bits into an n-bit codeword
that can be stored in a single cell as its corresponding voltage level. The rate of the coding
scheme, denoted by R for a WOM-v code can be computed as,

R=F
n

Each generation in the WOM-v(k, 1) coding scheme consists of a set of 2% consecutive
voltage levels, It is then clear that if we allocate disjoint sets of voltage levels for every
generation, the total number of generations, denoted by ¢ for a WOM-v(k, n) code can
be computed as ¢ = 2" . However, the codeword sharing technique introduced in Sec-
tion 3.3.1, allows the last voltage level of every generation, excepting the last generation,
to be shared with the next generation. Hence, the number of generations with codeword

sharing can be expressed as:
1
7T

3.7.9 Flash Friendliness of WOM-v(k,N) codes

Besides reducing the number of required erase operations, WOM-v codes also have the
added benefit that their writes are more flash friendly as they only involve voltage level
increases within a short range of voltage levels. For instance, in a standard QLC drive with
16 distinct voltage levels, the voltage increment for a non-coded configuration could be
anywhere between V0 to V15. However using a WOM-v scheme, the increase in voltage
will be bound by the voltage range spanned by one generation, since in each write we will
move up by at most one generation (e.g., the next 4 voltage levels in WOM-v(2, 4) coding
scheme). In general, for a WOM-v(k, n) coding scheme, the next write will only increase
the voltage level from VO to the next 2€ — 1 levels as compared to non-coded configuration
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where the voltage may increase anywhere between 0 to 2" levels. The implications of this
lower rate of increment in voltage level during a write operation for WOM-v(k, n) code
is that less amount of charge will be injected to each cell as compared to non-coded
configuration. This mode of programming a cell in WOM-v encoding scheme is more
flash friendly as it induces less program disturb errors in both programmed cell and
neighbouring cells as compared to non-coded configuration. Further, gradual voltage
increment may also simplify SSD circuitry as the number of possible transitions on each
state is significantly reduced in WOM-v configuration as compared to the NO-WOM
configuration.

In this work, we focus our attention on reducing the number of erase operations in
exchange for more number of writes to improve SSD endurance. We acknowledge that
there are other factors, including write operations, and temperature that would impact the
endurance of SSD drives. However, such factors have much less impact on the endurance
of SSD drives as compared to the erase operation [42].

3.7.10 Uniform Page Invalidation with LRW Garbage Collection

LRW garbage collection is the simplest and easiest scheme of garbage collection for imple-
mentation in SSDs. In this scheme, erase-blocks are chosen for garbage collection based
on the same order in which they are written to, so there is no need for any background
processing of the number of valid pages and optimizing the choice of erase-blocks selec-
tion. When no WOM coding is applied, this scheme simply treats the erase-blocks as a
single first-in-first-out queue. In a WOM coding scheme with t write cycles, however, the
blocks could be written to t times before they need to be erased. Hence, we would end up
having t consecutive queues of erase blocks, such that the fresh erased blocks are written
to at the beginning of the first queue and rewritten to without erasing at the beginning of
each of the other t — 1 queues, and finally getting garbage collected and erased at the end
of the last one.

Consider an SSD with a physical storage capacity of T erase blocks. Assume the
SSD can store U user erase blocks of data. In other words, the over provisioning is
(T —U)/U x 100%. Assume each erase block consists of N}, pages. Figure 3.15 depicts
the steady state of LRW garbage collection in it where a WOM coding scheme with f
write cycles is applied. The rectangles represent the erase-blocks and the number inside
each rectangle represents the expected number of valid pages. Assuming the uniform
invalidation of pages, and noting that all erase-blocks at the beginning of each queue are
fully written to (i.e., have N, valid pages), it is easy to see that all queues have the same
expected length. We are now interested to calculate the expected write amplification, i.e.,
the ratio between the rate of physical and user data written to the drive. According to the
diagram of Fig. 3.15, it is clear that write amplification is denoted by A, the rate of writing
physical erase-blocks, normalized by the the rate of user data written to the drive.

Let the expected number of active sequences of 1/R codes pages in the erase-block at
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Figure 3.15: The LRW garbage collection scheme with a t-write-cycle WOM
coding scheme. User data is written to the first block of each row which
are called active blocks.

the end of the queue associated to each write cycle be denoted by as Xy. Given that for
every single user data block written to the drive we have A physical block writes, and
assuming the steady state of the system, we have:

Xo
1=A(1- R—Np) (3.2)
Moreover, we have T/t erase-blocks in each queue, and they move by a normalized
rate A blocks towards the end of the queues. Therefore, for each sequence of 1/R codes
pages, the expected number of 1/R-pages invalidation operations happening between
it is first written to the drive at the beginning of one of the queues until its associated
erase-block reaches the end of the queue is

TN,R
A

Hence we have,

( TNpR
A

1 =
Xo = RN, (1 = UNPR> ~ RNpe(#), (3.3)

where the approximation holds when UN), is a very large number.



CHAPTER 3. IMPROVING RELIABILITY OF HIGH DENSITY SSDS USING WOM-V CODES 79

From (3.2), and (3.3), we have,

1
A= —,
1— e(?)
which we can rearrange as
e % _—

Now, multiplying both sides by (4§ — &) e™*, we have

(% - tx) eld—2) — _pe, (3.4)

Solving (3.4) for A, we then have,

o

A= W (e d) (35)

Note that A is merely the rate at which the physical erase-blocks are moving in the
diagram of the steady state in Fig. 3.15, assuming the user data is written at rate ¢ in
parallel write cycle queues, and does not necessarily match the write amplification in this
scheme. In fact, the actual write amplification, which is defined as the ratio between the
physical and user writes, would depend on how we treat the valid pages in the erase-
blocks leaving from the end of queues 1 to ¢ — 1. If the valid pages in the erase-blocks at
the end of queue i, for i < t, remain in place and new pages would be written on top of
the invalid pages, then write amplification would be calculated as,

Write Amplification = ! ~ iR . (3.6)

RHRae t+ RAe(F)

Now, finally to calculate the erase factor we just note that the rate of physical erase-
blocks exiting all t queues in the diagram depicted in Fig. 3.15 is the same, and they all
have the same expected number of valid pages that should be carried over to the first
erase-block of the next queue. Hence, for one set of t erase blocks exiting from the end
of all t queues, only one of them gets erased, and the expected total amount of new user
data that could be written to them when they go to the beginning of the next queue is,
t(1 — Xo/Np)/R blocks. Therefore,

Erase Factor = R~ (3.7)
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Figure 3.16: The hot/cold model of data invalidation.
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3.7.11 Hot and Cold Data Model

In this subsection, following the works of [156] and [41], we will consider a simple non-
uniform model for page invalidation probability in an attempt to have a more realistic
approximation of the real-world workloads. To this end we use the Rosenblum’s hot/-
cold model [156], to separate the pages into two categories, namely "cold" and "hot", as
demonstrated in Fig. 3.16. In each invalidation operation we assume the invalidated page
is a hot page with probability r > 0.5, and it is a cold page with probability 1 — r. Hence
the normalized rate of invalidation and arrival of the new pages for hot and cold data is
r and 1 — r respectively. Moreover, we denote the expected fraction of space occupied by
hot pages by f.

Similar to the discussion in the previous subsection, when a WOM coding scheme with
t write cycles is applied along with the LRW garbage collection, the steady state process
of the drive can be described by the diagram depicted in Fig. 3.17.

From Fig. 3.17, one can see that for the rate of moving valid hot pages from a queue
to the next, denoted by H, we have.

alUNp

ar

r 4 —&
H=(H+r) (1_1,1pr> ~(H+r)e 4. (3.8)

Similarly, for the rate of moving valid cold pages to the next queue, denoted by C, we
have

aUNp

c:(c+uw)QLm;;:ﬂ)A z(c+ufnn"%§x (3.9)

Finally for the rate A of moving erase-blocks to the right in each queue we have,

A=H+CH+1,

where, replacing H and C from (3.8), and (3.9), respectively results in
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Figure 3.17: The steady state of the LRW garbage collection with hot and
cold data invalidation model. User data is written to the first block of each
row called the active block.
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(3.10)

Now note that for every t blocks of user data written at the beginning of the t parallel
queues in Fig.3.17, we have A erase-blocks leaving from the end of each queue. However,
only the A blocks leaving the queue associated with write cycle ¢ will be erased, and hence

we have,

A
Erase Factor = T

where A can be calculated numerically from (3.10) for any particular value of 7, f, «,
and the WOM coding rate R.

3.7.12 Evaluating the Analytical Models

In this subsection we compare the theoretical results introduced in the previous sub-
sections with the trace simulations in order to demonstrate how valid the simplifying
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Figure 3.18: Difference in number of Erase Units (EUs) erased of a Greedy
Uniform distribution and a Hot-Cold separated LRW analytical modeling
with Simulated trace results. We note that in most cases, the Hot-Cold
Separated Erase Units form an upper bound on the Erase Units obtained
using a real world trace.

assumptions made for analysis have been, and how accurate the analytical results can
predict the required number of erase operations for the real-world traces.

For the hot and cold data model, as introduced in the previous subsection, we ap-
proximate the real-world workload by considering two parameters in the model, namely
r, the rate of update for hot data, and f the fraction of storage space occupied by hot
data. Although, the actual update frequency of data in a real-world workload is much
more complex, this provides a simple and tractable abstract model to incorporate the
differences in temperature spectrum of different segments of stored data in various work-
loads into the analysis, and hence enables the model to differentiate between different
workloads based on their temperature profile. To this end, for each trace we considered
the hottest pages contributing to 90% of the updates as the hot pages and evaluated the
fraction of storage space occupied by them as the f parameter for that trace. The corre-
sponding value of f is then plugged in along with r = 0.9 into equation (3.10), to derive
the corresponding value of the parameter A, and from there the erase factor is calculated
for each trace. The erase factor multiplied by the total number of written blocks would
provide the predicted number of EUs erased based on this model.

Figure 3.18 shows a comparison of the required number of erase operations in the real
world traces when using WOM-v codes with GC-Opt, and what could be predicted using
each of the theoretical models, namely the Greedy Uniform Model, assuming greedy GC
and uniform page invalidation distribution based on prior theoretical results [187], and
the LRW Hot-Cold Model with LRW GC and skewed popularity distribution introduced
in the previous subsection. We find that both overestimate number of require erases,
but that the model based on greedy GC and uniform popularity distribution provides
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tighter bounds. However, in many cases neither of the theoretical models bounds are
tight. The reason is most likely that the analysis relies on several simplifying assumptions
in order to be tractable, including for example an assumption that page invalidations
happen uniformly at random, or we use LRW GC rather than greedy. This emphasises

the need of a realistic simulation framework for better evaluation of WOM coding gains.

3.8 Related Work

WOM Coding schemes[153, 52] were initially explored for tape-drives and compact-disks.
Recently, WOM codes have been introduced for MLC and TLC flash [184, , 1.
The implementation and limitations of such approaches considering hardware constraints
have been evaluated [191, , ].

Yadgar et. al [191], propose ReusableSSD, where invalid pages inside an SSD are
reused and overwritten with encoded data. During the first iteration of write to the drive,
the data is written as-is. In the second write, invalidated pages are reprogrammed and the
disks overprovisioning space is used to handle increased storage overhead. The analyisis
limits itself to two writes. More than two overwrites are not possible.

Margaglia et. al [111] implement WOM code on hardware MLC flash. The key con-
tribution of this work is that the practical gains of WOM coding scheme for MLC flash
is lower than the theoretical gains expected. Other factors such as workload distribution,
underlying media reliability and Overprovisioning space determine the eventual reliabil-
ity increase in WOM codes. This work does not cover higher degree of WOM coding
schemes suitable for TLC and QLC flash devices.

Further, biasing code-words towards one type of data format as opposed to another to
keep voltage levels to a minimum have been studied [186, 200]. Recent work also suggests
how encoding data such that eventual code is kept at a lower or middle voltage level helps
reduce program interference errors [200, , ].

3.9 Summary and Implications

Below we summarize our findings and their implications.

1. WOM-v codes reduce the amount of erase cycles by 4.4-11.1x for high-density QLC
SSDs. This directly improves the lifetime of flash media and reduces the overhead
of purchasing, replacing and restoring data from an older drive.

2. Even for workloads that exhibit high-write amplification, WOM-v codes present a
novel opportunity to delay garbage collection in GC_OPT mode until the entire erase
unit is no longer programmable. Such optimization is possible only in WOM-v codes
where data can be overwritten without erasing previous data on a SSD.

3. Even for performance-critical workflows deployed on high-density SSDs, drive en-

durance can be enhanced to a significant degree using WOM-v codes without com-
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promising on performance using the no-reads optimization.

4. The space amplification of WOM-v codes can be a cause of concern for SSDs that ex-
hibit high space utilization. For such drives, we recommend routinely transitioning
between WOM-v codes with different code rates based on the space requirement of
the drive. We leave evaluation of such dynamically transitioning coding schemes
based on space-utilization as part of future work.

5. Although this paper demonstrates the effective use of WOM-v codes and discusses
the implementation, evaluation, and optimization of WOM-v codes in the context of
QLC SSDs, WOM-v codes can be easily extended to higher density, futuristic SSDs
such as PLC SSDs.

3.10 Use cases and Impact

WOM-v coding scheme presents promising results for use cases where there is a large
amount of repeated overwrites for the same type of data. As SSDs do not have in-place
writes, a mechanism could be developed within the flash translation layer to overwrite
the erase units with data that is similar to previously written data. One way to achieve
this would be to use scrambler [108] that already controls and complements bits being
written to the underlying flash drive to reduce overall write entropy.

Another common use case could be taking data snapshots and version less backups
where older data needs to be discarded to make way for new data. In such scenarios,
WOM-v codes could simply overwrite previously existing data without having to relocate
to another location on the drive.

This work has been published at three different venues [76, 77, 75] and has received
strong acceptance, including a best paper award [76] and an invitation in the special edi-
tion of ACM TOS [75]. We have also received interest from industry including researchers
at Samsung about our technique and it’s feasibility on their recent Solid State Memory
design.

3.11 Future Work

A new family of WOM codes [76, 77, 75] for high density flash drives leads to some open
questions for future research:

1. Using Over-provisioned Space v/s ECC Once flash cells start reaching EINVAL state,
one way to not rely on ECC would be to write data of any unprogrammable cell to
the over-provisioned space in the SSD. This brings additional management overhead
but does not depend on internal ECC. This also improves the read performance as
we no longer use ECC to correct the cells in EINVAL.

2. Existing QLC RBER During our preliminary discussions with some industry part-

ners, we observed that there is a large variation in accepted values of RBER (Raw
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Bit-Error Rate) between different SSD vendors and across different SSD types. More
discussion should be done to determine what is the industry accepted range of
RBER rates for QLC flash and what error rates should academics assume for future
reliability based research on dense flash storage media.

3. Voltage Transition Limitations Some voltage levels may be reserved. Our WOM
code model can discard such reserved voltage levels while dividing different voltage
levels into generations. Hence, our model would continue to work irrespective of
forbidden voltage levels in hardware.

4. Differential error rates at different voltage levels All voltage thresholds are not
equally error prone, and some states may have a higher error rate than others [179,

]. One approach to implement WOM-v scheme would be give a larger volt-
age range between error prone voltage states. In voltage based model this can be
achieved by merging multiple voltage states at a higher voltage level together and
assigning a single code word to that voltage range.

5. Re-programming Feasibility Previous reliability studies attribute erase operation as
a primary cause for flash wear. WOM codes involve reprogramming the same cell
multiple times. It would be interesting to explore the impact of re-programming on
flash wear and if we should take the wear into account while quantifying increased
QLC flash lifetime, as discussed for MLC flash in [189, 192].

6. Hardware Tool Kits for QLC experiments There exist limited support for QLC
flash in open sourced tool kits and simulators [152, ] to do benchmarks and
experiments. Although our work provides a software testbed for code evaluation
it would be good to obtain a hardware where new class of WOM codes can be
programmed more efficiently.

7. Impact on simplifying SSD circuit design Our WOM coding scheme restricts the
number of transitions possible from one code word to another by 1/number of
generations. For example, with NO WOM, a voltage may transition to one of the 16
transition levels. However, with WOM-v(2,4), we may only transition to the next 4
voltage levels. A future line of research could be towards simplifying SSD circuitry.



Chapter 4

A Framework to evaluate
Near-Storage-Computation

Applications

4.1 Introduction

The end of Moore’s law coupled with the massive growth in data storage requirements
has lead to increased interest in disaggregated storage in both single node and distributed
storage environments. Disaggregated storage involves keeping the storage nodes at a sep-
arate location than the compute nodes so that they can scale independently of each other.
In a non-disaggregated storage system, data is accessed and processed locally. However,
in a disaggregated storage system, data storage is done at a remote location and trans-
ferred from a remote storage to the local compute node for processing. The continuous
back-and-forth of data between compute node and storage node contributes to network
bottleneck in two ways. First, there is a limited interconnect bandwidth between the com-
pute node and the storage node. Second, repetitive data transfer between the compute
node and the storage node leads to an increased latency in serving the application 1/0
requests. One solution to reduce the data transfer for computation is to offload the data
computation to the storage node. This is possible by adding an embedded processor
within the storage device.

Recent advances in the SSD hardware help us realise such specialized devices. Tradi-
tionally, SSDs were built using HDD interconnects such as SATA, SAS and Fiberchannel.
Such interconnects help SSDs to be backward compatible with HDDs. However, SSDs
gained both speed and parallelism over time. Hence, PCl-e interconnect with low latency
and high bandwidth was introduced to access data on the SSDs. The NVMe protocol [131]
built on top of the PCl-e interconnect helps us perform data transfer at lower latency and
utilize the large PCl-e bandwidth.

The advantage of using NVMe protocol is not restricted to optimal data transfer. It

86
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also enables sending control information to the disk. This capability of NVMe protocol
helps the host to use the rich NVM-e command set to send computational instructions to
the device. Such instructions can be used by the device to perform specific computation
on the data within the device before storing it in the media or returning back to the host.
Such modern NVMe-enabled SSDs are a natural fit to be used as Near Storage Compute
(NSC) devices.

Computational storage devices give us the following advantages:

1. Reduced Bandwidth usage: Since computation is done near the data stored within
the device, only final, processed data is transferred from the device to the host.

2. Reduced Latency: Placing an on-disk processor near the data source helps coalesce
multiple instructions within the disk and send final output to the user thereby re-
ducing the overall latency involved in serving the request.

3. Reduced Host Computation: The host CPU gains free cycles by offloading a part of
data computation to the device. This additional host computational power can be
utilized to serve other foreground requests.

Multiple storage software vendors, such as Samsung [160], NGD Systems [128], Scale-
Flux [163, ] and EidetiCom [129] have built custom Computational Storage Devices.
Although such storage devices are in high demand and are increasingly being deployed
in production, there are severe constraints that limit the use of such devices for evaluating
application computation offload and computational storage research:

1. High Cost Samsung’s SmartSSD or other specialized hardware are difficult to ac-
quire and are currently not under mass production. Any application computation
offload on such devices for evaluation in academia/research is costly and limited.

2. Device Programability The hardware device is usually an FPGA hardware or other
sophisticated on-disk accelerator that requires domain expertise in low level Verilog
and VHDL programming language. This increases overall time to write, offload and
port application computation code to the device.

3. Usefulness for the Application Application computation offload need not always
provide application speedup. The transfer time or the time to resolve the data-
dependency between computations may exceed the computation gains achieved,
which may lead to an overall reduced performance.

To address these limitations, we build NESCAFE, a Near Storage Computational
Framework to evaluate the gains of offloading storage based computation to a near-
storage computational device. A storage-based application is instrumented to direct the
underlying device to perform computation on the data being accessed. The user specifies
the semantics of computation that takes place inside the device before the data is stored
or retrieved. The application 1/O requests are intercepted in the read/write path and
computation is performed on the data read or written by the application on the device.
The application may also invoke a certain computation workflow and leave the computa-
tion to take place inside the device. Finally, the original application performance can be
compared with the instrumented application performance to measure the gains (if any)
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that can be achieved on a particular configuration of host and on-disk CPU configuration
and device interconnect.

Nescafe requires $0 additional hardware cost - no specialized FPGA or hardware ac-
celerator is required to evaluate computational offload gains. Nescafe is written in C. A
new computation type on the data can be implemented in C without the use of a low-level
language. Nescafe also provides application performance gains with high fidelity, taking
storage system parameters such as caching and device read ahead into account. Nescafe
is built on QEMU and can be compiled against different hardware architectures.

Nescafe speeds up developer effort in offloading and benchmarking x86 based system
and application code before deploying the code on real hardware. Nescafe also helps
us evaluate whether computational offload is a good fit for an application as many ap-
plications may not have compute-intensive tasks that gain performance by computation
offload to the on-disk processor.

4.2 Background

4.2.1 Computational Storage Devices

With the end of Moore’s law, there is increased interest in pushing computation to domain-
specific compute-fabrics. There is increased interest in hybrid-CPU/GPU computing [119],
Programmable NICs [96], AI/ML inference chips [85] and computational storage de-
vices [163, , , , ]. A computational storage device (CSD) is capable of re-
ceiving data as well as computational instructions that should be performed on the data.
A CSD contains one or multiple CPU’s and optionally a FPGA IC board. A particular
computation type can typically be specified in the FPGA. Either all data or user specified
data read or written to the device can be operated on by the computation logic. Hosts can
interact with underlying CSDs using NVMe protocol.

4.2.2 NVMe Protocol

The NVMe (Non-Volatile Memory express) Protocol is the industry standard for Non-
volatile memory (flash and persistent memory) fabrics. NVMe can run on a PCle inter-
connect. It provides two types of commands the NVMe Admin Command and the NVMe I/0
Command. All interaction between the host and the guest take place using two circular
queue pairs - the Submission Queue (SQ) and the Completion Queue (CQ) created by the
host during NVMe device registration. The number of queue pairs match the number of
cores in the device. This helps the queues to function in a lockless manner. A request is
first queued by the host on the SQ. This request contains the Start Logical Block Address
SLBA the Physical Region Page PRP List and a few other instructions. The host then
writes the Doorbell register to inform the device of an incoming NVMe request. This up-
dates the tail pointer of SQ. The device then picks up the NVMe request, processes it and
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returns the end result of the request in the CQ. The device then sends an interrupt request
to the host. The host then services the interrupt by fetching the NVMe I/O completion
request and writing again to the Doorbell register. This updates the head of CQ register
and the I/O request is cleared from the CQ.

4.3 Prior Work

Riedel et al. [2] proposed one of the first designs of using a processor as a computation unit
within the computational storage device. This work proposes a stream based 1/O interface
for processing data within a disk. Computation takes place while reading and writing
data to the disk. The application code run inside the disk is called a disklet. The rest of
the application is called a host-resident component. A disklet is sandboxed component that
only works on pre-specified memory and file storage system. This limits the possibility
of a malicious program running inside a disk. The key drawback of disklets is that it
cannot perform block I/O. Most storage applications assume a block I/O interface for
storage applications. Further, disklets cannot initiate or continue a computation on their
own limiting the capability of the computational storage device to initiate I/O requests to
the underlying media.

Insider [158] provides a FPGA based reconfigurable drive controller as the in-storage
computation unit. On the software side, Insider provides a virtual file system interface.
This reduces the host side application modifications. It also helps in providing security
and isolation to the on-disk application code. However, Insider requires compiling FPGA
HLS code into RTL code. Furthermore, complicated programs such as KV-Stores cannot
be naturally offloaded to Insider. The main reason for this is the separation of data and
control plane. The on disk controller code which is the data plane has no metadata
information to initiate sub-computations on its own. The on-disk controller relies entirely
on the host to initiate computation. This may not be sufficient for complex, reenterant
computations found in modern applications.

Multiple specialized application computation offloading techniques have been pro-
posed. CognitiveSSD [104] provides a power and compute efficient deep learning and
graph search (DLGx) computational SSD storage. The key idea here is to program graph
search and deep learning within the SSD for indexing massive unstructured data. This
helps in using the internal SSD storage bandwidth instead of CPU-Disk interconnect for
the data transfer. Since CognitiveSSD is a specialized hardware to perform graph search
and deep learning, it cannot be customized to evaluate other host applications. Simi-
larly, ScaleFlux [203] uses FPGA computational unit for PostGreSQL with inbuilt com-
pression that leads to reduced storage footprint, it is able to achieve the same IOPs as
non-compressed PostGreSQL buffer. Further, PolarDB [33] provides an interface for of-
floading analytical workloads in a Relational Database Management System. These are
customized hardware solutions for single applications instead of a generic application
computation offload framework.

Computational offload has also been explored in a distributed environments. For in-
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stance, Active Disks [152] proposed moving computation to networked attached storage
disks. More recently, Caribou [72] explored near data processing in database engines. It
provides a key value interface over TCP/IP interconnect for accessing data in SSDs at line
speed. They also provide optimizations for efficient lookups using custom bitmaps, query
over both structured and unstructured data, and provide fault tolerance through replica-
tion. The Caribou framework is good for streamed computation, for instance stream
selection or decompression. However, Caribou falls short for real world applications that
require metadata to be stored within the disk. Also, the performance gains achieved over
TCP/IP cannot be achievable over the PCl-e interconnect that is an order of magnitude
faster, specifically for embedded applications such as KV stores (RocksDB) or embedded
databases such as SQLite.

LeaplO [100] presents a technique to offload computation to ARM SoC co-processors
instead of x86 processors. The emphasis is on reducing the x86 CPU cycles in performing
storage tasks. They also demonstrate reduced power consumption for storage stacks in
the cloud. Adaptive Placement for In-memory Storage Functions [4] provides flexibilty
of computation function offload. It emphasises on moving storage functions adaptively
between server and client to save microsecond level latency for in-memory media.

Modeling Analytics for Computational Storage [151] demonstrates the gains achiev-
able through computation offload. They show performance improvement in OLAP TPC-
DS queries on SparkSQL and Presto. The key contribution is a predictability model for
improved latency and bandwidth for disk bound queries. However, this work does not
implement and evaluate systems implementation of the computational framework. Hence
the theoretical modeling can be considered as a guideline to determine upper bound of
gains from computation offload. But a more generic, implementation specific modeling is
required for real world application offload assessment.

Willow [166] proposes changing block based interface to SSD storage to enable in
storage computation. Each SSD’s computation core is treated as a specialized storage
processing unit (SPU). Each application runs on a host RPC endpoint (HRE) that send in-
structions to the underlying SPU. This requires restructuring the standard block interface
and the applications that use the block interface.

A virtual object abstraction is proposed in [3] that respects the block interface. Each
virtual object stores minimal metadata required to process storage requests. This work is
close to our work but involves using a file system interface between application and the
underlying computational device. Further, other works such as SSDSim 2.0 [63], Open-
Express [134] and FEMU [101] provide SSD emulators. They need to be modified to in-
corporate a on-disk processing unit to evaluate application performance gains with data
computation at source.

Nescafe can be run entirely in software, supports multiple interconnect latencies and
can easily be modified to add new computations.
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Computation Full S/'W Multlple Cust(?mlged
Storage Emulation interconnect | Application

Support Offload
Active Disks [2] v v X
Insider [158] X v v
Cognitive SSD [104] | X X X
ScaleFlux [203] X X X
PolarDB [33] X v X
Caribou [72] X v X
LeaplO [100] X v v
Willow [166] X X v
NeSCAFe v v v

Table 4.1: Nescafe compared to other computational storage frameworks. Nescafe
provides a software only, multi-interface, multi-application framework to evaluate
near storage computation offload.

4.4 Analytical Model

We present an analytical framework to evaluate storage workloads run on our near-

storage compute framework. The goal of our framework is to enable tradeoff comparisons

between running a storage workload on the host and running on a NSC architecture. We

evaluate three metrics: request latency, host CPU utilization, and device bandwidth con-

sumption. Table 4.2 summarizes the terms we will use in our model. We note that these

terms are coarse-grained, intended to capture intuition. In Section 4.6, we show how our

simulator can give more precise estimations of performance.

4.4.1 Single Request Model

Variable | Description

latsetup setup latency: time taken by the host to setup and send a request to the
device

lateqis | media latency: time taken to fetch a data block from the media into the
device’s memory

xfer(-) | transfer latency: time to transfer a data block across the host-device inter-
connect

execy(-) | execution latency: time to perform computation on the given data block.
x € {host,device}.

Doyig original (raw) data read from the device

D, psuit resulting data object after computing on D¢

Table 4.2: Variables used in our analytical model.
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We are interested in workflows that first read raw data from the storage device, perform
computation on the raw data, and derive result data.

In traditional architectures, computation is executed on the host. The host sends a
read request and performs computation after the raw data is available in host memory.
On the other hand, in NSC architectures, the computation is shipped to the device. This
enables the device to both retrieve the raw data and perform computation. In this case,
only the result data is sent back to the host.

Request Latency. Our model breaks request latency into four main contributors: (1)
submitting a request to the device, (2) fetching the data within the device, (3) transferring
the data back to the host, and (4) executing computation on the host. These individual
latencies are summarized with corresponding variables in Table 4.2. The total latency for
the workflow in a traditional architecture is:

latyess = latsetup + latyeqia + xfer(]Dorig) + exechost(]Darig)

A request latency in an NSC architecture also has four main contributors: (1) sub-
mitting a request to the device, (2) fetching the data within the device, (3) executing the
compute operator in the NSC compute substrate, and (4) transferring only the result data
back to the host. The total latency in a NSC architecture is:

latnsc = latsetup + lat yeqia + execdevice(IDorig) + xfer(Dyesuit)

Then the difference in request latency between the two approaches is:

lathost - latNSC = (xfer(]Dorig) - xfer(]Dresult))

4.1)
+ (exechost(]Dorig) - execdevice(]Dorig))

The difference in bandwidth consumption is simply the difference in data size trans-
ferred:
bwyest — bwnsc = H]DorigH - H]DresultH (4.2)

Finally, the host CPU utilization saved is captured by exechost(]Do,ig). While this term
is a latency rather than utilization measurement, it approximates the logical time that is
freed up on the host CPU when offloading.

Equation 4.1 shows that latency savings in an NSC framework comes from two high-
order terms: the reduction in transfer latency due to data size reduction, and a reduction
in the amount of time it takes to execute the desired computation. These two terms trans-
late to (1) compute functions that greatly reduce the size of data transferred (bandwidth
reduction) (2) compute functions that can be easily accelerated on a computational device
processor. Equation 4.2 confirms the intuition derived from the transfer latency term in
Equation 4.1: compute workloads where || Dyyig|| — [[Dyesut || is large, i.e. high bandwidth
reduction, are excellent candidates for offloading.
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4.4.2 Generalizing to Data Flows

We extend the single request model to multi-access model which is representative of real
world workloads. This extends the model to workflows where the compute is a data
flow graph. This generalizes the number of computations performed during an operation
offload. Let i denote the number of sequential computations in the data flow graph. Then:

latpos = Z (latsetup,i + latyegia,i + xfer(]Dorig,i) + Exechost(]Dorig,i)>

1

latnsc = latsetup

+ Z (latmedia,i =+ execgepice (]Dorig,i)>
i

+ xfer(]Dresult)
Note that when i = 1, the latencies degenerate to the equations in Section 4.4.1. Then
the difference in request latency is:
latyos — latysc = Z latsetup,i
i—1

+ Z (exechost(Dorig) - execdevice(]Dorig)) (4.3)
i

1

+ (Z xfer(]Dorig,i)> - xfer(]Dresult)

Bandwidth consumption is determined by the total amount of data transferred:

bwpost = Z H]Don'g,i}

1

bwnsc = ”]DresultH

Bandwidth gains are given by:

= bwyesp — bwnsc = (2 | Dorig,i ) — IDyesut| (4.4)
i

The host CPU utilization saved is Zexechost(]Do,ig,i).

Equation 4.3 suggests that Compuéation that are good offloading candidates should
run faster on the NSC processor, i.e. execevice(Dorig) > execyost(IDoyig) Or greatly reduce
the bandwidth transferred between the host and device. The bandwidth condition is also
highlighted in Equation 4.4.

Equation 4.3 also introduces i, a third condition that affects whether a compute work-
flow should be offloaded. Equation 4.3 suggests that the larger i is, the better a workflow
is for offloading. While this is generally true as long as each additional operator i is a
compute operator, this argument does not extend to general computation.
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4.4.3 Case Studies

We apply our generalized analytical framework on simple computational tasks. We show

how our analytical framework is a useful tool for estimating computational gains.

Latency reduction

A pointer chase operation is a data-dependent operation that involves multiple round trips
between host and the disk. A series of blocks are accessed, where the address of the
next block is embedded in the previously accessed block. In a traditional disk, each block
is requested by the host, the next block address is dereferenced, and a subsequent read
request is sent back to the device. In a NSC implementation, the pointer chase takes place
within the computational device. The operation completes when end of this on-disk link-
list is reached. The workload is a good example of demonstrating latency gains through
computation offload. We show how speedup provided in Equation 4.3 can be customized
to give us an estimate of latency reduction. If both the execy,s; and execgeyic. are the same,

the speed gains become a function of the round trip time as shown in Equation 4.5.

latyosy — latnse = Y Latsepp,i
i1

(4.5)
+ <Z xfer(IDorig,i)> - xfer(lDresult)

1

Bandwidth reduction

Predicate filtering is an operation commonly selected for offloading. For the filtering op-
eration, execyost(Dorig) ~ eXeCepice(Dorig), but | Doyig|| > [IDyesurt||. For example, good

filtering operations can have selectivity between 0.02 and 0.04 [66], where selectivity de-
”]Dr['sultH
|

notes the fraction of data that is returned from the filter operation, i.e. . Assuming

a selectivity of 0.03, then H = 0.03 = || Dyesuel| = 0.03 - | Dorig |-
orig

Plugging these variables into Equation 4.1 yields:
latyos — latnsc = xfer(Dosig) — xfer(0.3 - Dyyig)
Assuming xfer is effectively linear for large enough data sizes, we get:
latyess — latnsc = xfer(0.97 - Dyyig )

For large data sizes, the transfer time can be substantial. For example, for a 160GB SQL
table transmitted over a PCle Gen 3.0 link that has a transfer rate of 1GB/s, the latency
saved by offloading can be around 155 seconds, which is substantial [66]. Workloads that
enable bandwidth reduction are often cited as offloading candidates, which confirms our

analytical model.
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Compute Acceleration

For operations that can run faster on an FPGA or ASIC, xfer(IDyig) ~ xfer(IDyesuit)
but exechost(lDoﬂ-g) > execdgmce(]Dmg) For example [168] showed that regular expression
matching, when carefully optimized on an FPGA implementation, can take as low as 1-

10% of the latency when compared to a host-side CPU. In order words, % =

execdevice(]Darig)'
Plugging these variables into Equation 4.1 yields:

latyess — latnsc =~ 0.9 - exechost(IDorig)

444 Need for a Computational Simulator

Our analytical measurement framework gives us theoretical latency, bandwidth and com-
putation gains achievable for simple computational tasks. However, we see that even
for simple intuitive micro-benchmarks, an analytical model may not give exact speedup
gains. This is because multiple device and system level nuances are not captured by the
model. For instance, the device and computation inter-process communication latency
is not taken into account. Further, the equation fails to capture system patterns such as
device read ahead and host side caching. For capturing such features, a software system
that emulates actual hardware and physically runs an offloaded computation is required.

Moreover, for more complicated tasks, all inputs to the equation may not be available.
For instance, to observe speedup gains in benchmarks such as zlib compression, the number
of compressed block sizes may not be known in advance. For offloading journal checksums,
the overall gains may depend on multi-threaded nature of journaling. Also, the transac-
tion size may not be known in advance. Hence predicting the number of checksums that
need to be computed may not be feasible. A key-value store may offload LSM-Tree com-
paction to the device. Since compaction is workload dependent, it would be difficult to
assess how many compaction operations are issued. Furthermore, applications like Spark
have an in-memory computation model. Most computations are deferred until the results
of the computation are requested by the application. Modelling such applications may be
difficult with an analytical framework.

Finally, the variance will only increase when we analyze benchmarks where gains
come from multiple sources - latency, bandwidth and host CPU usage. In the next section,
we describe the design of our software based Near-Storage Compute simulator that gives
more accurate speedup measurements than the analytical framework taking all system
nuances into account during a computation offload to the device.
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Application ‘

NVMe Controller

Figure 4.1: Nescafe Architecture: A NSC (Near Storage Compute) engine com-
municates with NV Me device polling thread through IPC. 3a and 3b are performed
for write based computations. 5a and 5b are performed for read based computa-
tions.

4.5 Architecture

In this section, we describe the Nescafe architecture. We build Nescafe on top of FEMU [101],
a NVMe device emulator. Nescafe does not require additional FPGA hardware or knowl-
edge of hardware level programming. It can be natively run within a QEMU Virtual
Machine environment.

More recent fast storage devices such as SSDs and persistent Memory devices such
as Intel 3D-Xpoint [195] use NVMe protocol [99, 131]. NVMe protocol exposes a queue
pair model for I/O processing. Each queue pair consists of a Submission Queue (SQ)
and a Completion Queue (CQ). The host creates these queues in the host-device shared
memory. The NVMe Admin command is used to create these queues during a host-device
handshake. The number of queue pairs correspond to the number of cores in the host.
This enables lockless access to each queue pair by each core in the host. Once the queues
are created, NVMe I/0 commands can be issued to the underlying device.

A typical NVMe I/0 command workflow is as shown in Figure 4.1. Each NVMe I/0O
command is a 64 byte read or a write operation that is accompained by other metadata
such as start LBA (SLBA), PRP (Physical Page Region) List, and NLBA (Number of logical
block Addresses). A NVMe command is queued in the submission request queue .
The host then updates a doorbell register to update the tail pointer of the circular queue.
This triggers the guest to fetch the NVMe instruction from the SQ and process it in the
device [W¥3). Once the request is processed, the device constructs a end of completion

request. This completion message is queued in the CQ . Next, the device sends an
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interrupt to the host notifying the host about a completion request. Finally, the host reads
the completion request and updates the CQ head to clear the I/0O.

FEMU [101] is a Flash Emulator that uses RAM as a backend device substrate. This
helps the emulator to customize and place configurable I/O access latency to emulate a
real NVMe device. In FEMU, the NVMe interrupt mechanism on completion is replaced
by a NVMe polling thread. FEMU also removes doorbell that provides significant per-
formance gains.

We build Nescafe on top of FEMU using the following approach: First, we fork a near
storage computation (NSC) process from the NVMe poller thread. This computational
process runs on a dedicated core other than the NVMe poller thread and the host vC-
PUs. the device process and computational process interact using FIFO pipes. Second,
we build an interface for the application to inform the NSC process about the type of
computation required for each I/O send to the namespace using NVMe directives. Third,
we build a number of fixed function interfaces in the NSC process for storage specific
computational tasks.

4.5.1 Near Storage Compute (NSC) Engine

Figure 4.1 shows the overall workflow of an offloaded storage computation. Before be-
ginning any 1/O operation, the application sends an NVMe directive to the device. The
directive informs the NSC (Near Storage Compute) unit about the requested computa-
tion on subsequent data I/O requests. The additional dataflow in the device added to
support NSC is highlighted in . The application sends request that is queued in
the SQ and is picked by the guest to be processed further . If the Application
requested for a write based computation on the data, the data is sent to the Near Storage
computational process . The data is either altered or computed upon before being
sent back to the NVMe thread €]} Note that steps , and €3 may be per-
formed iteratively before proceeding to the next steps. For a read based workload,
and Q€I are bypassed, data is read from the underlying device, and sent to the NSC
process to perform appropriate computation . The NSC process may or may
not return the data after performing a specific computation. It may also issue multiple
I/0s before storing the request completion result in the CQ . The application
then reads the I/O completion status from the CQ and optionally computed data corre-
sponding to a read I/O. Once the application has completed I/O computation, it sends
an NVMe directive to reset and disable specific computation on all subsequent 1/Os.

Next, we describe Nescafe’s user-facing interfaces, types of applications that can of-
fload their computation, and how Nescafe can be extended to support new applications.
The host-application needs to be altered to add NVMe directives. The computation logic
needs to be added to the NSC engine. The Guest OS remains unchanged.
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4.5.2 Interface

Host-Device Interface

The host informs about the type of computation to the device through NVMe directives.
A NVMe directive is a mechanism to enable host and NVM subsystem or controller infor-
mation exchange [131]. Each NVMe device is divided into namespaces. A NVMe direc-
tive can be used to create one or more streams for each namespace. When an application
opens an file descriptor within a device, the device internally associates the file descriptor
with one of the allocated streams within the namespace. A directive can then be im-
posed on the open file descriptor. This enables a specific type of computation on any data
written on the file descriptor.

At the device level, each NVMe command is directed to a particular NVMe Names-
pace. A NVMe Namespace has a NVMeDirId structure that stores directive context. When
the application in the host enables or disables a directive, the corresponding flag in this
structure is set. The device checks this directive during nvme_rw processing, and sets all
subsequent I/Os through a specific computation pipeline until the directive is disabled
by the application.

We use FEMU's polling mechanism for sending and receiving data to and from the
underlying device. A configurable delay is added in the I/O return path in the CQ to
emulate device interconnect latency. For our purposes, we use PCle latency of 900ns [127].
As PCle interconnect is one of the fastest interconnects, more gains can be achieved by
computational storage on high latency, networked, disaggregated storage with slower

interconnects.

Device-NSC Interface

The NSC Process is forked from NVMe device polling process and runs on another vCPU.
The NVMe device process and NSC Process communicate over FIFO pipes. Each com-
putation operation inside NSC is assigned an opcode. Additional computation operations
can be specified by adding new opcode and specifying the corresponding computation
logic in a function.

First, the device process relays the computation type requested by host NVMe direc-
tive to the NSC process through the FIFO pipe. Next, for a write operation, the device
process sends all blocks over FIFO pipe to NSC. The NSC performs computation on the
block and optionally sends output back to the device for writing output data to disk. For
a read operation, the device first reads the block from the device. It then sends the block
to the NSC process that optionally returns output data to the device process. The device
process then copies any computed output data to shared memory and updates the CQ.

Since we cannot increase the physical CPU utilization of a processor, we emulate a
relatively powerful NSC processor by reducing host CPU processor. We use cpulimit
to reduce processor utilization of host CPU process. The cpulimit tool sends SIGSTOP
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and SIGCONT signals to a process running on a target CPU. The amortized processor
speed is calibrated to the user specified value. This makes CPU utilization of host v/s
nsc processor configurable. We run each benchmark multiple times and see negligible

difference in our results on using same CPU utilization threshold.

Device-Media Interface

The Device communicates with the in memory-emulated media. We reuse FEMU FIL’s
device media latency model. Fixed latency is added for read, write and erase operation
for the emulated SSD. FEMU emulates a MLC device by default, and additionally sup-
ports TLC and QLC flash. This latency is configurable and can be increased to emulate
remote network attached storage.

4.5.3 Computation Types

The computation operations offloaded to the NSC engine have varied requirements. Some
computations require a simple helper function to be offloaded and run on the device.
Others may require complicated I/O path. We classify computation into three categories
- block, stream and app-metadata computation. Using these APIs, we are able to support a
large variety of computation offloads.

Block Based Computation

A block based computation involves performing computation on a single block before
reading or writing to the device. Each input block I/0O strictly generates a single output
computed block. The original data block and the output data block is of the same size.
The pointer-chase operation, checksum computation, count operation are examples of

such computation.

Stream Based Computation

A stream based computation involves performing computation on a sequence of blocks.
This may or may not compute and create an output block after each input block is pro-
cessed. The computed output may be of a different size than the input data. The NSC
may require multiple blocks from the NVMe device process to complete computation.
Typically, an end cleanup function is required once a disable directive or EOF is received.
This cleanup function clears any temporary in-memory buffers. Examples of stream based

computation applications include compression and encoding.
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App-Metadata Computation

Some advanced applications such as key-value stores and big data applications require
additional metadata information for computation. For example, a key-value store may
require on-disk LSM-Tree layout to perform compaction. Similarly, spark may require
SQL query metadata and table schema to perform project, scan or filter operations. We
categorize such applications as app-metadata computations. In these applications, addi-
tional metadata needs to be transferred to the device to perform computation. We modify
the application running inside the host and move the computation to our fixed-function
NSC interface. We relay relevant app-metadata to NSC which is used as in input to the
fixed computation function inside the NSC. The output (if any) is returned to the host

application.

Adding Customized Computation Type

Nescafe can be extended incorporate additional computation offloads as follows:

1. A NVMe directive opcode is assigned for the application and the NVMe Namespace.

2. Two functions enable_computation() and disable_computation() are added to

the application before and after it sends data to the computational device.

3. A fixed computation function is added corresponding to the opcode in the NSC.

4. The logic for computation is moved from the application to the NSC fixed-function.
A number of storage applications fall into one of the three categories block, stream or app
based computation ( 4.5.3). In the next section, we demonstrate how applications belong-
ing to the three categories can be offloaded. The same code can be naturally extended to

support similar computation types.

4.6 Evaluation

We evaluate Nescafe on a 14-core machine with 32 GB memory. We create a 10GB block
device on the host RAM and emulate it as a NVMe SSD. To emulate PCle latency, we
add 2pus latency between the host and the device [127]. This is a tunable parameter. For
emulating SSD device latency, we add 1ms and 10ms latency in the read and write device

access respectively.

4.6.1 Micro-Benchmarks

In order to evaluate the latency, bandwidth and computation gains that we can achieve
using computational storage discussed in Section 4.4, we design 3 micro-benchmarks that
are widely used in many storage systems. First, we design a pointer-chase benchmark
that has latency gains when offloaded to the underlying computational device. Second,
we design a regular-expression filtering benchmark that only returns blocks that contain
a particular expression on the disk to the host. This benchmark is designed to show



CHAPTER 4. A FRAMEWORK TO EVALUATE NEAR-STORAGE-COMPUTATION APPLICATIONS 101

45

T T T
Simulator
40 Model

35

30 F
25 -
20 | -
10 +
o i
O__

1 2 3 4

Linked List Length

Figure 4.2: Speedup with increase in linked list length during a pointer chase
operation. Speedup is defined as the difference in execution time in Host and
Near Storage Compute configuration as described in the Analytical Model in Sec-
tion 4.4.
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latency gains when only part of the data is returned to the host. Third, we design a
counting benchmark that sums the number of 1’s in a device. This benchmark shows the
latency gains one can achieve when a computational intensive task such as encryption or
checksumming is done on the device. We show using the analytical framework discussed
in Section 4.4 that these simple benchmarks when run on Nescafe indeed give speedups

close to those predicted by our analytical model.

Pointer Chase

We run a pointer chase benchmark with 100K lists of length varying from 1 to 8. The
relative speedup achieved on the simulator is shown in Figure 4.2. We compare this
speedup with the analytical model expressed in Equation 4.5. For short linked-list length,
we observe that the time to setup a request and send the request to the underlying device
is much higher. Hence the simulator performs much lower than the analytical model
estimate for short linked-list sizes. For longer linked-lists, we observe that the time to
fetch a block from the underlying device exceeds the setup time. Also, a number of
blocks get cached in the page cache. If repeated set of blocks or blocks fetched due to
device read ahead are accessed, the application request does not go to the disk and is
serviced directly by cache, thereby saving the PCl-e interconnect round trip. Hence the
amount of speedup achieved in practice on the simulator for pointer-chase is higher than
that predicted by the analytical model.
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Regular Expression Filtering
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Figure 4.3: Speedup achieved in regex match by transferring only blocks that
match the regular expression pattern. The NESCAFE Simulator under-performs
as additional step is required to communicate the next offset from which a scan
should begin in the NSC configuration.

A regular expression benchmark takes a sequence of bits as an input and checks if
the blocks on the device contain that regular expression. In the host configuration, all
blocks are read from the device and read and processed inside the host. The regex term
is matched with contents of each block. On a successful match, the regex counter is
incremented.

In a NSC configuration, a read request is sent to the device for a block. If the block
contains the requested regular expression, that block is returned. However if the term is
not present in the block, the subsequent sequence of blocks is scanned for the regex term
until a match is found.

Figure 4.3 shows the speedup achieved in NSC configuration with respect to the host
configuration on the simulator and the model. The simulator shows lower speedup as
compared to the model. This is because in the NSC configuration there is additional time
spent on communicating the next offset from which scan should restart after a block has
been found and returned to the host. This step is not required in the Host configuration
since the block device is scanned linearly one block after the other without resetting the
disk-pointer to a new location in the device. The speedup received by the model is derived
from Equation 4.4.3 and is a function of the total time taken in filtering the regex in the
host configuration. We conclude that for regex filtering operation, the mathematical model
is the higher bound of speedup that can be achieved using a real NSC engine.
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Byte Counting
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Figure 4.4: Speedup with Relatively Powerful computational device for count op-
eration. Speedup increases for both the simulator and the analytic model as the
on-disk CPU speed relative to host CPU is increased. The System CPU utiliza-
tion for NSC configuration is calculated as the sum of on-host CPU and on-disk
CPU usage and may be up to 200% of a single CPU core usage. We gain higher
performance with additional on-disk CPU core.

Figure 4.4 shows a micro-benchmark that fetches blocks from the underlying device
and computes the number of 1’s in the device. For each configuration on the X-axis, we
vary the ratio of host CPU and on-disk CPU frequency. Since we cannot increase the
CPU frequency on a host more than its maximum allowed physical value, we reduce the
host-CPU by limiting the maximum allowed CPU usage using cpulimit [39]. We record
both the speedup achieved on our simulator, and the speedup predicted by our analytical
model based on equation 4.4.3. We also show the cumulative CPU utilization in host
configuration where only host CPU is used, and NSC configuration where both host CPU
and on-disk CPU is active. Since the System CPU utilization for the NSC configuration is
calculated as the sum of on-host CPU and on-disk CPU usage and may be up to 200% of
a single CPU core usage.

As the relative CPU speed of on-disk CPU with respect to host-CPU increases, we
achieve higher speedup in both simulator and the analytical model. The simulator speedup
is lower than the analytical model for higher host-CPU to on-disk CPU configuration as
the host-CPU is also involved in sending and receiving the block requested from the un-
derlying device, which is not accounted for in the analytical model.

The CPU utilization for host configuration remains close to maximum host CPU fre-
quency allowed in a configuration. For the NSC configuration, the host CPU utilization
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is relatively lower for configurations where CPU does not get saturated (1:1 configuration
with 100% host CPU). In a more CPU constrained environment (1:4 configuration with
host-CPU set to 25% and on-disk CPU set to 100%), we observe that host CPU continues
to remain saturated, and the on-disk CPU remains 100% utilized as well.

4.6.2 Real World Workloads

In Section 4.6.1, we described simple micro-benchmarks to show that our simulator pro-
vides speedups predicted by our analytical model presented in Section 4.4. These micro-
benchmarks derive speedups based on only one of the 3 factors - latency reduction, band-
width reduction and compute acceleration. However, as we analyze more complicated
applications where the speedup achieved is a function of multiple factors, including sys-
tems parameters such as device read-ahead and caching, the analytical model is unable
to give realistic estimates of the real world speedups that can be achieved on a Com-
putational Storage Disk. Instead, prototyping the application offload on NESCAFE that
retains real systems parameters gives us more accurate speedup estimates for application
computation offload on a real computational storage disk.

In this section, we offload three real-world applications that are computationally in-
tensive in NESCAFE. We show how it is simple to deploy such applications on NESCAFE.
We show how NESCAFE can be used to evaluate the amount of on-disk CPU power re-
quired for a given host-CPU, and the achievable speedup in a Near Storage Compute
(NSC) configuration. We also show that not all applications gain performance when their
computation is offloaded to the underlying device. Sometimes, host-CPU or transfer time
may be a bottleneck for application computation offload. Further, the application compu-
tation itself may not be compute intensive enough to gain from an offloade to the on-disk
CPU.

We select one benchmark each from the three computation types described in 4.5.3:
1. zlib compression - A stream based compression library that consumes high host-
CPU. 2. ext4 journal checksum, a block based computation intensive application. and
3. sLSM tree compaction, an application based computation where file system metadata
is transferred to the near-storage CPU and the entire compaction takes place within the
drive.

zlib - Compression

Compression is a computation intensive task that has been widely used to reduce amount
of data on disk-storage or on data-streams [139]. We port zlib - a popular compression
library to Nescafe. zlib compression library works on streamed data i.e. data compression
takes place as additional bytes are available. zlib does not have a block based interface.
Internally, zlib uses a variant of LZ77 [43] compression algorithm. Compression is done
using the deflate() function that takes an input and output stream. Data compression
is done in an in-memory buffer. The data sent to deflate () may or may not result in an
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Figure 4.5: Speedup achieved for 2 GB file compression offload in NSC configura-
tion. We set the on-disk CPU limit to 100% CPU usage and vary the host-CPU.
Speedup is achieved with more powerful host-CPU. The Average System CPU
Utilization takes both on-disk CPU and host CPU into account and may be up to
200%.

output being flushed to the disk. Output is only flushed when the in-memory buffer is
full or deflate () encounters an EOF in the input stream.

We split the NSC compression operation into two functions, compression_init () and
compression_cleanup(). The compression_init() function initializes two file descrip-
tors. The first file descriptor corresponds to the incoming stream of blocks from the
NVMe device process and is directed to the input stream of deflate(). The second file
descriptor corresponds to the incoming stream of compressed blocks from the deflate ()
function. The second file descriptor is directed back to the NVMe device process. Once
compression is completed, the application in the host disables stream compression. This
triggers a NVMe Admin command to reset stream directive in the device. Next, a call to the
compression_cleanup() method is made which then sends an EOF to the zlib library. This
automatically closes the output file descriptor setup in compression_init() and writes
any remaining in-memory buffer blocks to the device.

Figure 4.5 shows the speedup that we achieve by offloading zlib file compression to the
on-disk CPU. A 2GB file is read from a secondary storage media and compressed within
the host before being written to the disk. It is then compared with the NSC configuration
where the host sends raw data and compression is performed by the NSC process running
on the on-disk CPU. For each run, we limit the host-CPU utilisation to a specific value
indicated on the X-Axis. We do not limit the on-disk CPU usage in NSC configuration
and we observe it always utilizes 100% on-disk CPU. We notice that the speedup is an
order of magnitude higher with no host CPU limitation (100% on X Axis). This is because
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Figure 4.6: Speedup achieved on 2GB file compression with fixed host CPU usage
at 50% and varying on-disk CPU. We observe increased speedup with increased on
disk-CPU usage. The Average System CPU Ultilization takes both on-disk CPU
and host CPU into account and may be up to 200% for NSC configuration.

in the host configuration, the file read, zlib compression and disk write to the device takes
place on the same host-CPU. However in the NSC configuration, the host only reads and
sends the data to the device that takes up to 20% host CPU, and the on-disk CPU keeps
compressing and writing any data that it receives from the host utilizing 100% CPU.

In host configuration, the CPU utilization remains at its peak with increased host-CPU
usage. Hence the host CPU increases from 20% to 100% as we vary the CPU limit on the
host. In NSC configuration, the average system CPU utilization (host-CPU and on-disk
CPU) remains constant, with host-CPU utilization not increasing more than 20% when
compression is offloaded to the device.

In Figure 4.6, we study the impact of increasing on-disk CPU utilization after limiting
the the host CPU to 50% of the maximum CPU usage. We vary the on-disk CPU usage
on the X-Axis. We observe that even with increased on-disk CPU, there is an increased
speedup in the overall compression process.

In the host configuration, the host-CPU utilization is at its peak capacity ( 50%). For the
NSC configuration, the host-CPU utilization remains close to 20% however the on-disk
CPU utilization remains at the highest CPU utlization available. Hence the total system
CPU utilization ranges from 45%- 120% for the NSC configuration.

We conclude that for zlib compression, an order of magnitude speedup can be achieved
by offloading compression to the on-disk processor. Compression speedup is achieved
primarily because we decouple data read, data transfer and data compression in NSC
configuration. A combination of high powered on-disk CPU and host-CPU power is

required to achieve optimal speedup results.
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ext4 Journal Checksum

ext4 [
that continues to keep the file system consistent is called a transaction. ext4 uses the journal

] is a journal based file system. An atomic record of file-system metadata changes

to store all intermediate transitions that take place on the file system. A file system may
crash due to power-loss or errors in the underlying media. In such cases, a journal can be
used to provide crash consistency in the file system [141].

The journaling mechanism works as follows: First, the file-system metadata is written
from the in-memory buffer cache to the journal. Second, the file-system metadata is
written from the in-memory buffer cache to the main file system. If the file system crashes,
the in memory metadata is lost. However, any previously written valid journal entries are
persisted on the journal block device. Before remounting the file system on a reboot, all
valid contents of the journal are read back and replayed on the main file system. This
ensures metadata integrity in retained on the event of a file system crash.

extd data structure

Description

crc32c components

journal_superblock_s

superblock checksum
with s_checksum set to 0.

superblock

journal_block_tag3_s

one tag for each meata-
data block is stored in the
journal descriptor block.

journal UUID, sequence
number and metadata
block

jbd2_journal revoke_header
jbd2_journal_revoke_tail

list of metadata blocks

journal UUID, revocation

journaled earlier but no | block
longer replayed.

commit_header checksum of the commit | journal UUID, commit
block block

Table 4.3: ext4 journal fields that require crc32 checksum computation

jbd2 can be maintained on an external block device which drastically improves the file
system performance [94, , 44, 69]. jbd2 maintains transactions in the form of a circular
log. Each transaction contains multiple blocks. A typical transaction contains a journal
descriptor block, many data or revocation blocks, and a journal commit block. In order
to provide more resliency to the file system against device corruptions, the journal stores
checksums in both the journal descriptor block and the journal commit block. Table 4.3
shows the relevant fields on which each checksum is computed. We offload the check-
sum computation performed on the different journal data-structures to the on-disk CPU
in Nescafe. We evaluate performance gains using filebenich varmail workload [174] that
generates a large amount of file system metadata.

We evaluate jbd2 checksum offload in two setups. First, we evaluate how increasing
on-disk processor power can improve checksum computation. Figure 4.7 shows number
of varmail 10 per second (in thousands) with varying on-disk CPU utilization. We note
that increased NSC processor speed increases varmail performance. The average system

CPU utilization does not increase more than 60%.
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Figure 4.7: The host-CPU is limited to 50% and the on-disk CPU is varied.
varmail 1/O per seconds increase with increased on-disk CPU limit. Increasing
on-disk CPU power increases varmail I/O performance.
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Figure 4.8: The number of varmail I/O transactions processed with increasing
Host CPU usage keeping the on-disk CPU usage constant. The total number of
transactions increase with increased host-CPU power, however the relative increase
in transactions i.e. speedup does not increase with more powerful host-CPUL

Second, we evaluate Host v/s NSC performance. In Figure 4.8, we notice that there
are no speedup gains in host v/s NSC computation. The amount of CPU host uses is
25%. As the CPU limit of host increases, we observe increased I/Os in both host and
NSC configuration. But the relative speedup between host and NSC configuration does
not change. This shows that although a powerful host CPU increases the number of 1/Os,
a relative speedup increase may not be possible in NSC configuration. This shows that
journal checksum computation is not a processor intensive computation and is not an

ideal candidate for computation offload to a Computational Storage Device.
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LSM Tree Compaction

Log-Structured Merge (LSM) Tree [132] is a data structure commonly used in key-value
stores. A LSM Tree has two main components: 1) an in-memory buffer to increase random
key inserts and delete throughput, and 2) on-disk log files that store key value pair tuples
sorted by keys.

LSM tree is multi-layered, with each layer storing key-value pairs written down from
the higher layers. All key-value pair inserts are first stored in the in memory component
of the LSM tree called the LO Layer. A deleted key is also stored as a key-value pair where
the key’s value is set to a reserved number called a tombstone [16, 1. All key-value
pairs are sorted by keys. Whenever a threshold on the total number of keys in LO Layer
is reached, its contents are written to a new file on disk. Each file created on the disk is
called a run. After a certain number of runs are created on the L1 layer, all key-value pairs
in each run in L1 layer are sorted and merged to form a single run in the subsequent L2
layer. Any previously deleted key recorded as a tombstone value is removed during the
merge operation. As a result of multiple runs in top layer merging into single run in the
subsequent layer, the run file size increases in each subsequent layer.

The mechanism of sorting and merging multiple runs in the upper layer into a single
run in the lower layer is called compaction. Compaction is a computation intensive activity
where sorted key-value pairs in multiple runs in the previous layer are merged into a
sorted single run in the next layer. The sorting is done using a priority queue. If the value
of the input key-value pair from previous run is a tombstone value, we ignore the key. If
the key has a valid value, we store the key-value pair in the output run in the subsequent
level. Any active I/O on the key-value store is paused when compaction is taking place
to ensure consistency. This often leads to performance variability in KV-stores [197].

We evaluate offloading compaction operation of a skip-list based LSM Tree (sLSM
Tree) [170] on Nescafe. sSLSM tree uses a skipList based in-memory data structure to store
key-value pairs. Once the skipList is full, it is written to L1 on-disk level in the form of
a single run file. If a number of run files on L1 level exceed maximum number of levels
allowed (default 4), all runs in L1 are compacted and output as a single new run file on
L2. This compaction continues until a) reach the last allowed level in the LSM tree, or b)
the number of runs in the level are less than the maximum allowed runs.

We offload the heapmerge computation function [170] in NSC configuration to the
underlying on-disk CPU. The Heapmerge function requires the input run files from the
input layer and pre-allocated output run file in the output layer. In the host configuration,
the merge operation is called whenever the last run in the input layer has reached its
maximum capacity. Once the last run is full, all runs in the input layear are merged and
written into a single run on the underlying disk. All runs in sLSM tree are pre-allocated
and mmaped in memory for faster access. Further, no additional file-system metadata is
required to identify individual blocks of the input file and scan through the key-value
records.
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Figure 4.9: skipList Log structured Merge Tree workflow. In-memory component
is a linked list with bloom filters (purple) for fast access. Each flush from in-
memory skipList creates a new run file in Level0 (L0). When LO has 4 runs,
they are compacted (merged) to a single run in the next level L1. This continues
to subsequent levels until the last level or a level with runs less than maximum
allowed runs is reached.

However, in a NSC configuration, the underlying disk does not have any knowledge
of the input run file structure. The logical continuous nature of input files in the host
cannot be assumed inside the disk due to fragmentation and unique file system allocation
policies. In order to identify and scan through each input file, the file system metadata
needs to be transferred to the underlying device to perform heap-merge operation.

The following operations are performed to inform the underlying disk about merge
operation during compaction: 1) All mmaped runs are flushed to disk and page cache
is cleared. We clear the page cache to disk so that the application reloads the on-disk
modified run files after compaction into memory again. If the page cache is not cleared,
stale key-value pairs are read by the application. 2) The LBAs of all input run files and
the preallocated output run file is identified using the hdparm tool and is sent to the
computational disk. 3) all input run key-value pairs are sorted and written to the output
run. 4) we remap the input and output runs in the application to get the updated merged
runs.

Unlike sending data blocks or data streams through file-descriptor in zlib compression
or jbd2 checksum, we use the file descriptor to send file system metadata to the underlying
device. First, we open a file descriptor and set its computation type to LSM_MERGE. This
makes the NSC process aware that the subsequent blocks will contain identifying file
system metadata to perform LSM tree compaction. Second, we write a sequence of input
file block ranges that we derived from the hdparm tool to this file descriptor. We then
send the pre-allocated output file block range. Finally, the host waits until compaction
is completed and the last offset of the output run is returned to the host. The resultant
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Figure 4.10: LSM Tree compaction overall time for insert-delete-lookup workflow.
We vary the host-CPU in both Host and NSC mode and do not bottleneck the
on-disk CPU in NSC configuration. The merge operation performs better in NSC
configuration than host Configuration in a CPU constrained environment.

last offset of the output run file after compaction may be smaller than the earlier pre-
allocated output run size as deleted keys are eliminated from the resultant output run
during compaction. The returned output file run offset from the disk is used to reset the
output run file by the host if required.

We note that sSLSM tree’s compaction does not have a significant amount of CPU us-
age. This is different from prior work [197] where FPGA’s are used for compaction. The
speedup on FPGA’s is achieved as a combination of pipelining of various workflows such
as decoding a prefix-encoded key, performing compaction and then encoding the resul-
tant keys. For sLSM tree, we find that the compaction operation is not extremely compute
intensive - it consumes 30% of host CPU. We vary the amount of host-CPU utilization
and see the impact on insert-delete and a subsequent lookup.

Figure 4.10 shows the amount of time taken in the host-CPU and the NSC configura-
tion for the insert-delete-lookup benchmark in the sLSM Tree. The benchmark inserts 1
million integer key-value pairs into the LSM tree and subsequently updates and deletes
a fraction of the original set of inserted keys. Each L1 run contains 512 Key-Value pairs.
Each layer contains 4 runs. As we step down from a higher to a lower layer, the run size
quadruples to accommodate compacted runs from the previous layer.

We compare the total time to perform compaction in host configuration and NSC
configuration. We observe that as we reduce the limit of the host-CPU, the Host con-
figuration performance degrades significantly. For a similar host-CPU usage, offloading
the compaction task to the on-Disk CPU in NSC configuration continues to keep the total
operation time lower. Hence we get good speedup even with lower host-CPU usage for
LSM tree compaction.
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4.7 Power Aware Computational Storage Disks

Deployment of Computational Storage Disks on a large scale in data-centers brings ad-
ditional challenges. One of the challenges is the amount of additional power consumed
due to the presence of an additional on-disk CPU. A number of efforts in large scale
data-centers have been made to measure and reduce the power consumption of host
servers [148, 146, 51, 13] and auxiliary computation devices in the data -center [85, 130].

The Case for Energy-Proportional Computing [13] discusses high energy costs in terms
of total cost of ownership (TCO) and CO2 emissions. The paper shows that most work-
loads in their data-center (Google) use between 10-50% of the maximum CPU utilization.
Further, active servers consume 50% of CPU power, even when there is 0% CPU utiliza-
tion. CPU is the biggest power consuming component of a server. CPU’s inside the
Google servers studied in [13] consumed 45% of the total CPU power. Efforts such as
clock gating and dynamic frequency scaling can drastically help improve the total power
utilization of the data-center.

In [148] a new blade architecture is discussed where the power is managed and en-
forced at the level of the enclosure (or the chassis). Such an architecture recognizes trends
across multiple systems and implements power effectiveness at a larger scale. In [146], au-
thors propose coordinated power delivery, heat management and electricity consumption
to reduce the amount of overall power consumed by the data-center. In Power Provi-
sioning for a Warehouse-sized Computer [51] the power consumed by over 15 thousand
servers is analyzed. The servers host 3 types of workloads - Websearch, Webmail and
Map-reduce. The paper concludes that in field, 7-16% lower power than theoretically esti-
mated power consumption is utilized in the real world and this power can be used to run
more workloads on each server.

Although these studies focus on host-side active servers that have to remain powered-
on all the time, on-disk cores that perform computation on the event of receiving an I/O
request need not be active all the time. In-fact, in periods of long inactivity, the disks can
be powered-down. This power-awareness can be built inside the Computational Storage
SSD. On the event of idle cycles or no-active workload being written to the drive, the
disk cores can be turned-off entirely or run in low-power mode using a CPU governor to
reduce power usage.

In order to evaluate the usefulness of this approach, we analyse the disk I/O request ar-
rival times of two storage data center workloads - Microsoft and Alibaba. In Figure 4.11a,
we notice two trends in I/O requests. For the Microsoft build server, around 85% of the
requests arrive within a second of the previous request. However, the remaining 1/0
(1 15%) takes 30-35 seconds to arrive before the previous request. For the display ads data
server we see that the disk may not receive an I/O request for 30000 seconds (8 hours).
Figure 4.11b shows the arrival time of requests for four storage disks running in the Al-
ibaba Cloud. We note that 5% of the disk requests arrive after 100 or more seconds of disk
inactivity. For disks serving intermittent burst traffic followed by long time intervals of
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Figure 4.11: I/O request arrival distribution for 4.11a Microsoft and 4.11b Al-
ibaba Data Centers. Most requests arrive within a second of the previously sent
I/O request.

inactivity, we can regulate or completely turn of the on-disk CPU core after a few seconds
of inactivity and save power.

Although the disks power-down for 5-10% of 1/O requests, the total time duration for
which the CPU is turned off will be much higher. For instance, if 95% of 1 million requests
take less than 1 second to arrive, and 5% of the requests take 10 or more seconds, the total
time to serve the requests is more than 1.45 million seconds. If the disk stays idle and
powered off or in a low power consumption after a second of inactivity, the disk will save
power for atleast 0.5 million seconds or 33% of the total time. Hence with a power-aware
Computational Storage Disk, the total power consumption can be significantly reduced,
especially for data-centers where there are burst requests with intermittent long duration
of inactivity.
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4.7.1 Related Work

Our work is closest in spirit to XRP [205, 204] that uses BPF to push light-weight storage
functions into the Linux NVMe driver. XRP has shown great gains on a custom Key-
Value store and WiredTiger database. However, replacing the entire kernel storage stack
is neither desirable nor feasible due to limitations with BPF [38].

A number of other approaches have been suggested for accelerating computation by
using auxiliary hardware. ASIC processors provide great opportunities with order of
magnitude improvements for image and video compression [147, 8]. Unfortunately, ASIC
processors are non-programmable and can only be designed for specific applications.
For example [147] is designed specifically for neural network based image compression
whereas [8] focusses on optimizing Fractal image compression.

StreamBox [116] and StreamBox-HBM [115] propose a model of performing transfor-
mation of streamed data that may arrive out of order. They exploit parallelism and mem-
ory hierarchy of out of memory hardware. The near compute storage is used at a lower
level of storage hierarchy and can work complementary to in-memory computation ap-
proaches. The advantage of performing computation at storage is less data is forwarded
to in-memory structures for processing thereby saving High bandwidth memory (HBM)
for other critical data such as metadata.

Accelerating computation over auxiliary processors such as Graphic Processor Units (
GPUs) [140, 80, 1, ASICs [147, 8], FPGAs [14] and TPUs [87, 86] have also been widely
explored. Our current approach does not aim to replace such hardware based approaches
but complement them. For example, computation that needs to be done on TPUs can
first be performed on a near storage compute framework before it is offloaded to a Tensor
Processor Unit.

Approximate Storage [159, 149, 82, 106, ] proposes relaxing correctness in storing
media friendly data on the underlying media and computing the correctness on demand.
For e.g., most data structures employ correction strategy already to recover from bit level
media errors. This helps writing media friendly data to the underlying storage, especially
Solid-state memories that have differential voltage levels for different types of data being
written. We see near storage computation as an opportunity to accelerate approximate
storage. We could compute exact data from approximate storage by using mechanisms
such as Error Correction Codes (ECC) within the media prior to returning the exact data
to the host. Such computation performed within the storage reduces the computation

required on the host computation unit or CPU.

4.8 Conclusion and Future Work

We propose a software-only framework to evaluate application computation offload to a
near storage computational device. We present both an analytical mathematical model

and a full system implementation that describes how applications can leverage computa-
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tion offload to achieve higher performance. We show with both micro-benchmarks and
real world applications that it is easy to realise and evaluate application offload using
Nescafe. We also show that not all applications benefit from offload or a more power-
ful on-disk CPU. In particular, we demonstrate that a) zlib compression can get order
of magnitude speedup using a Near Storage Computation disk. This speedup is largely
due to raw data read and transfer being decoupled from writing data to the disk rather
than a powerful on-disk processor. b) jbd2 checksum computation and metadata intensive
operations such as varmail are entirely dependent on the host-CPU and give negligible
speedups when offloaded to a Near Storage Computation engine. Finally, ¢) LSM tree
compaction is not a compute intensive task and gives high speedup only in CPU con-
strained environments.

To summarize, Nescafe helps us to understand the amount of speedup that can be
achieved, the on-disk CPU power required to obtain speedup and whether an application
can benefit from the use of a Computational Storage Device. Nescafe framework opens
a range of possibilities to conduct software-only computational offload investigation and
research:

1. Revisiting IPC interface: Our current Nescafe model assumes that hardware accel-
erators in SSDs have a disaggregated memory model - there is no shared memory
between the device process and the near storage computation process. We rely on
named pipes to perform inter-process communication. Inter-process communication
over named pipes are less efficient than shared memory communication. We would
like to explore this research direction for Nescafe.

2. Multithreaded Application Offload: Our current Model has a uni-threaded compu-
tation process that can only process one I/O block at a time. Extending this model to
real-world applications such as RocksDB that do multi-threaded compaction would
help expand the range of applications that Nescafe can support.

3. High Level Language Application Support: A number of in-memory, big-data pro-
cessing applications such as spark are written in scala or other high-level JVM based
runtime environment. Porting such applications to a C based testbed is challenging,
because of limitations in transferring Java programs to C or using JNI [61] interface.



Chapter 5

Summary and Future Work

This thesis presents the reliability and performance challenges and solutions to evolving
Solid State Drive media. As SSD media gets denser due to huge space and low operating
cost requirements, the errors in such media will only increase over time. Furthermore,
the reliability of SSDs are largely dependent on the number of erase operations the drive
encounters. The reduction in the P/E cycle limit as SSDs get denser is a cause of concern.
Hence design, implementation and evaluation of novel coding schemes that reduce erase
operations by overwriting on previous data is the need of the hour.

From a performance perspective, devices such as NIC cards and SSDs are being
equipped with specialized on-chip or on-disk CPUs. We have presented a software only
mechanism to evaluate the speedup gains one can obtain from such computational stor-
age disks. We have also developed a framework that makes it easy to offload real world
block, stream and entire application workflows to the underlying Computational Storage
Device.

This thesis forms a basis for the following future research directions:

Storage Reliability Evaluation Frameworks

In this thesis, we present a file-system focussed error injection framework specifically
in the context of SSDs. An in-depth study of other types of emerging media, such as
ZNS SSDs [18], Persistent Media [194] and Glass [9] can open a range of possibilities in
enhancing our error injection framework. The file systems we analyzed can be readily
checked for errors on other media specific errors once the error injection mechanisms are
enhanced. On the software front, we can analyze a range of other block based software
such as bare-metal hypervisors [12] and bare-metal key-value stores [5] that run without
the presence of an intermediate file system layer while interacting with the SSD.
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Improving SSD Hardware Reliability

The Voltage based Write-Once-Memory codes presented in this work treats underlying
SSD cells as monotonically increasing voltage based media. Although the code is high-
performance with encode and decode mechanisms requiring only a single table lookup,
the code is not space optimal - i.e. there is significant space overheads in using WOM-
v codes. It would be interesting to revisit other, low-performance codes that require
multiple retires but are space optimal in the context of SSDs being treated as voltage
based media instead of groups of cells. The WOM-v coder framework presented in this
thesis can be readily extended to do such experiments on other coding schemes without
any modifications to the remaining LightNVM and FEMU workflow. Further, in this thesis
we limit our gains to QLC drives, but our framework can be easily extended to PLC or
higher density drives where WOM-v code gains would be much higher.

Performance aware Computational Storage Offload

The Near Storage Computational Framework (Nescafe) presented in this thesis evaluates
application computation offload to a PCI-e connected on-disk CPU for a single node stor-
age medium. We can extend Nescafe to operate on distributed file systems and volume
managers, object stores and key-value stores to asses gains in large-scale, distributed com-
putation offload. The PCl-e latency can be increased to reflect TCP/IP or RDMA latency.
Our evaluation considers the storage substrate to be a MLC SSD. Extending the gains
of computational storage to a QLC SSD or Persistent media could be easily done my
changing the latency configuration of the underlying media. Further, the current imple-
mentation of Nescafe considers only one on-disk CPU core. Multiple cores within the
same disk could be added to run multi-threaded computation offloads that are prevalent
in advanced storage systems such as RocksDB. Hence the Nescafe framework can be ex-
tended in multiple research directions based on the real-world environment that we want

to test the application computation offload gains.
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