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éUNIVERSITY OF TORONTO @UNIVERSITY OF TORONTO recap fl‘ om last time

* managing risk in the context of software projects:
assessment + control

lecture 7: * risk exposure:
. ’ . — RE = probability x consequences (loss)
requirements analys:s

* risk reduction leverage:
— RRL = (RE 4fore — RE.ge,) + COst of mitigating action
— for ROI calculations and comparison

csc302h .
* risk assessment
winter 2014 TR
— quantitative (if you can)
— qualitative (risk exposure matrix)
Computer Science . o University of Toronto Department of Computer Science
UNIVERSITY OF TORONTO recap from last time (2) ™
+ discussed some of the most common software Requirements Analysis

engineering risks & countermeasures

* case studies (& lessons)

* don’t have iv&v report to the development
manager (conflict of interest, that’s what the
“i” is for)

- I ,1 I BUDGETED!
THE PROJECT REQUIRE NOW THEY'RE CHANGING... NATURALLY,
. . ING...| | WONT BE FOR SOME
— failed mars missions PENTS A;IF\(IENFSRMING 3 wx&wsemcémf r\?o‘ ; saménc, o B
; ; WATT... CHANGING. .. OF THESE BEAT IT
— therac-25 (from risks digest forum) ) : CHANGING. .. DONE.. % LHIQ&GHTS OUT OF YOU.
. . . C

— annoying oil tank with a phone! . 1 i euemezan;a.

.

]

-

S.Adams

* principles of risk management
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Quality = Fithess for purpose Designing for people

What is the real goal of software design?
Creating new programs, components, algorithms, user interfaces,...?
Making human activities more effective, efficient, safe, enjoyable,...?

Software technology is everywhere
Affects nearly all aspects of our lives
But our experience of software technology is often frustrating/disappointing

How rational is the design process?

Hard systems view:
Software problems can be decomposed systematically
The requirements can be represented formally in a specification
This specification can be validated to ensure it is correct

Software is designed for a purpose

If it doesn’ t work well then either:
...the designer didn’ t have an adequate understanding of the purpose
...or we are using the software for a purpose different from the intended one

Requirements analysis is about identifying this purpose . L P
A 3 A correct program is one that satisfies such a specification
Inadequate understanding of the purpose leads to poor quality software .
Soft systems view:
- - P Software development is embedded in a complex organizational context
The purpose Is found In human acthltles There are multiple stakeholders with different values and goals
E.g. Purpose of a banking system comes from the business activities of banks Software design is part of an ongoing learning process by the organization
and the needs of their customers Requirements can never be adequately captured in a specification

The purpose is often complex: Participation of users and others throughout development is essential

Many different kinds of people and activities Reconciliation:
Conflicting interests among them Hard systems view okay if there is local consensus on the nature of the problem
2 ) ] ©2012 Steve E: . This is available free for non-commercial use with attribution under a creative commons license. 3
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" Separate the problem from the solution But desigh changes the world...
A separate problem _ Problem _
description is useful: Situation
It can be discussed with Pf‘Oblem
stakeholders s 1_ 1.,
It can be used to evaluate design o - M ITuarion
choices g Probl <! || | | change p
It is a good source of test cases (] roblem < 0 )
g ) T o Statement s Is! | | S~ \ System
Note: Most obvious problem ol @ ® o o
might not the right one to solve o g Q 'T;
o © £ |>
- S
Still need to check: E g g abstract
Solution correctly solves the ol © i model of world
stated problem (verification) o Implementation implementation
Problem statement corresponds Statement statement
to the needs of the stakeholders v ¥
(validation)
problem
statement
— System
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Requirements as Theories

Note similarity with
Process of scientific
Investigation:
Requirements models are
theories about the world;
Designs are tests of those

Prior Knowledge
(e.g. customer feedback)

Initial hypothesis

theories
Observe
(what is wrong with
the current system?)
Look for anomalies - what can’t
the current theory explain?
Model

Intervene

(Feplace| the old aystem) (describe/explain the

observed problems)

Design experiments to
test the new theory

Create/refine

Carry out the
a better theory

experiments

Design
(invent a better system)
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A problem to describe...

E.g. “land a spacecraft on Mars”

&
&

gravity

Multi-threading

mission goals altitude

Exception handling

landing sites processor load

Memory management

cost project

! touch sensors
savings team

thruster Command sequences

performance

safety margins

(Soft) timers
sensor

failures

shared
phenomena

things the software
cannot observe directly

things private
to the software
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A problem to describe...

gravity
mission goals

Multi-threading

altitude

Exception handling

landing sites processor load

Memory management

cost project touch sensors

savings team

thruster Command sequences

performance

(Soft) timers

Poll multiple sensors continually and
compare results to test sensor function.

Sensors. .. ‘ Start using touchdown sensors at 12m
Ignore noise on sensors when above the surface

legs unfold... (Assumes legs have finished unfolding by
then...)

Don't overload the processors...
Don’t use data from failed
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¥ Thinking about Software Requirements
<o DOMain Machine D°’ﬂai,,

C - computers

P - programs

Domain Properties (assumptions):
things in the application domain that are true, whether or not we ever build the proposed
system

(System) Requirements:
things in the application domain that we wish to be made true, by delivering the proposed

system
May involve phenomena to which the machine has no access

A (Software) Specification:
a description of the behaviours that the program must have, in order to meet the

requirements
Can only be written in terms of shared phenomena!

© ] ©2012 steve E: . This ion is available free for non-commercial use with attribution under a creative commons license.
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Fithess for purpose?

Two correctness (verification) criteria:
The Program running on a particular Computer satisfies the Specification

The Specification, in the context of the given domain properties, satisfies the
requirements

Two appropriateness (validation) criteria:
We discovered all the important requirements
We properly understood the relevant domain properties

Example:

Requirement R:

“Reverse thrust shall only be enabled when the aircraft is moving on the runway”
Domain Properties D: =P

Wheel pulses on if and only if wheels turning

Wheels turning if and only if moving on runway
Specification S:

“Reverse thrust enabled if and only if wheel pulses on”

Verification: S, D = R

10
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v Another Example

Requirement R:
“The database shall only be accessible by authorized personnel”

Domain Properties D:

Authorized personnel have passwords
Passwords are never shared with non-authorized personnel

Specification S:
“Access to the database shall only be granted after the user types an authorized

password”

S,D=R

But what if the domain assumptions are wrong?

[eeB © 2012 Steve Easterbrook. This presentation is available free for non-commercial use with attribution under a creative commons license.
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% But we can also move the boundaries...

Oq,,%

Scheduling algorithm

E.g. Elevator control system:

ng
evator call buttons
Floor request buttons

button lights
Current floor indicators
Motor on/off

people wanting to go to
a particular floor

Control program

Elevator motors
Door open/close

Safety rules

-We can shift things around:

LE.g. Add some sensors to detect when people are waiting

% This changes the nature of the problem to be solved

m © 2012 Steve Easterbrook. This presentation is available free for non-commercial use with attribution under a creative commons license.
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A 4 Observations

Analysis is not necessarily a sequential process:

Don’ t have to write the problem statement before the solution statement
(Re-)writing a problem statement can be useful at any stage of development

RE activities continue throughout the development process

The problem statement will be imperfect

RE models are approximations of the world
will contain inaccuracies and inconsistencies
will omit some information.
assess the risk that these will cause serious problems!

Perfecting a specification may not be cost-effective
Requirements analysis has a cost

For different projects, the cost-benefit balance will be different
Depends on the consequences of getting it wrong!

Problem statement should never be treated as fixed
Change is inevitable, and therefore must be planned for
There should be a way of incorporating changes periodically

m © 2012 Steve Easterbrook. This presentation is available free for non-commercial use with attribution under a creative commons license.
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& Stakeholders

Stakeholder analysis:
Identify all the people who must be consulted during information acquisition

Example stakeholders

Users

concerned with the features and functionality of the new system
Customers

Wants to get best value for money invested!
Business analysts / marketing team

want to make sure “we are doing better than the competition”
Training and user support staff

want to make sure the new system is usable and manageable
Technical authors

will prepare user manuals and other documentation for the new system
Systems analysts

want to “get the requirements right”
Designers

want to build a perfect system, or reuse existing code
The project manager

wants to complete the project on time, within budget, with all objectives met.

FreeDn] © 2012 Steve Easterbrook. This presentation is available free for non-commercial se with attribution under a creative commons license.
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Identifying Stakeholders’ Goals

Source: Adapted from Anton, 1996.

Approach
Focus on why a system is required
Express the ‘why’ as a set of stakeholder goals
Use goal refinement to arrive at specific requirements

Goal analysis
document, organize and classify goals

Goal evolution
refine, elaborate, and operationalize goals

Goal hierarchies show refinements and alternatives

Advantages
Reasonably intuitive
Explicit declaration of goals provides sound basis for conflict resolution

Disadvantages
Captures a static picture - what if goals change over time?
Can regress forever up (or down) the goal hierarchy

m © 2012 Steve Easterbrook. This presentation is available free for non-commercial use with attribution under a creative commons license.
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Goal Modeling

(Hard) Goals: Agents:
Describe functions that must be carried Owners of goals
out. E.g. Choice of when to ascribe goals to
Satisfaction goals agents:

Information goals Identify agents first, and then their goals

Identify goals first, and then allocate them

SOftgoa|S: to agents during operationalization
Cannot really be fully satisfied. E.g. . .
Accuracy Modelling Tips:
Performance Multiple sources yield better goals
Security Associate stakeholders with each goal
reveals viewpoints and conflict
Use scenarios to explore how goals can
Types of goal: be ot ploreowg

Achieve/Cease goals

Reach some desired state eventually
Maintain/Avoid goals

Keep some property invariant
Optimize

A criterion for evaluating design choices

Explicit consideration of obstacles helps
to elicit exceptions

ion is available free for non-commercial use with attribution under a creative commons license.
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Example Goal Elaboration

Or-decompositio Crucial ﬁlannin
/dec&

Decision be made

Decision be made face-to-face

by email discussion

Meeting be
scheduled

Agenda be
defined

Minutes be
circulated

Meetin
be hel

Date and

locati Attendees Changes
Meetom b ocation set know details be handled
eeting be
requested
room
availability Meeting r'g:‘,::g:s
determined announced accepted
Attendee AV & other attendees’ facilities
list needs preferences booked Acm':f:‘:%e Participants
obtained defined known notified
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Goal Analysis

Goal Elaboration: earn an 9;133:"
“Why” questions explore higher goals (context) income
“How” questions explore lower goals (operations) /
“How else” questions explore alternatives
++ s':'udg
Relationships between goals: o
One goal helps achieve another (+) et full /1
One goal hurts achievement of another (-) fglme Job

One goal makes another (++)
Achievement of goal A guarantees achievement of goal B

One goal breaks another (--)
Achievement of goal A prevents achievement of goal B
Precedence ordering — if goals must be achieved in a particular order

Obstacle Analysis:
Can this goal be obstructed, if so how?
What are the consequences of obstructing it?

attend
lectures
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Softgoals

Some goals can never be fully satisfied

Treat these as softgoals

E.g. “system be easy to use”; “access be secure”

Also known as ‘non-functional requirements’ ; ‘quality requirements’
Will look for things that contribute to satisficing the softgoals
E.g. for a train system:

serve more ninze improve
passengers costs safety
<l maintain
0:"% qev "“""“,;ize minimize  safe distance  clearer
operarion  development signalling
. more costs costs
increase  frequent
train speed  tpgins \
reduce
staffing

,mrg_'] © 2012 Steve Easterbrook. This presentation is available free for non-commercial use with attribution under a creative commons license.
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Softgoals as selection criteria

minimize improve
costs safety
e minimize minimize
maintain serve more operation  development /.4 .
pg:;‘efr:’grgr passengers costs costs safe
distance

more
frequen
trains

increase
train speed

tracks

clearer
signalling

automate automaté g byy new
braking collision hire more polling stock
avoidance operators
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next week:
from requirements to design




