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What is form validation? 

¨  validation: ensuring that form's values are correct 
¨  some types of validation: 

¤ preventing blank values (email address) 
¤ ensuring the type of values 

n  integer, real number, currency, phone number, Social Security 
number, postal 

¤ address, email address, date, credit card number, ... 
¤ ensuring the format and range of values (ZIP code must 

be a 5-digit integer) 
¤ ensuring that values fit together (user types email twice, 

and the two must match) CSC309 
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A real Form that uses validation 
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Client vs. server-side validation 

¨  Validation can be performed: 
¤ client-side (before the form is submitted) 

n can lead to a better user experience, but not secure (why 
not?) 

¤ server-side (in PHP code, after the form is 
submitted) 
n needed for truly secure validation, but slower 

¤ both 
¤ best mix of convenience and security, but requires 

most effort to program 
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Basic server-side validation code 

¨  validation code can take a lot of time / lines to 
write  
¤ How do you test for integers vs. real numbers vs. 

strings? 
¤ How do you test for a valid credit card number? 
¤ How do you test that a person's name has a middle 

initial? 
¤ How do you test whether a given string matches a 

particular complex format? 
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Client Side validation 

¨  Example 
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Server Side validation 

¨  Example 
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