- Form Validation

CSC309



What is form validation?
2 5

0 validation: ensuring that form's values are correct

0 some types of validation:
O preventing blank values (email address)

O ensuring the type of values

® integer, real number, currency, phone number, Social Security
number, postal

O address, email address, date, credit card number, ...
O ensuring the format and range of values (ZIP code must
be a 5-digit integer)
O ensuring that values fit together (user types email twice,
csca0o dnd the two must match)



A real Form that uses validation
B
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Becomea OWeightWatchers
Registered User!

Get access to WeightWatchers.com’s
buzzing Community:

Important message: Please review and correct the information below.

m

Create Your Registered User Account Login &

€ startabiog Fstname:  Xewa |

""""" . Lastname: | |X L
Please enter your last name. It's required information.

@ Save your favorite recnpes Your birthdate:  Month v Day v Year v X
----------------- Please select your month, day, and year of birth. It's
@ Post to our boards required information.
Yourgender: @ female © Male X
Please enter your gender. It's required information.
State:  (Select One) D
Please choose a state. It's required information.
Zip code | | X
Please enter a 5-digit ZIP code. It's required
information.
E-mail: X

Please enter your email address in the following format:
abc@example.com. It's required information.

Re-enter e-mail: | ]

x Find: prereq & Next € Previous & Highlight all [] Match case

x
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Client vs. server-side validation
S

0 Validation can be performed:

O client-side (before the form is submitted)
® can lead to a better user experience, but not secure (why
not¢)
O server-side (in PHP code, after the form is
submitted)

m needed for truly secure validation, but slower

o both

O best mix of convenience and security, but requires
most effort to program
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Basic server-side validation code

- 4
0 validation code can take a lot of time / lines to
write

O How do you test for integers vs. real numbers vs.
strings?
O How do you test for a valid credit card number?

O How do you test that a person's name has a middle
initial?

O How do you test whether a given string matches a
particular complex format?
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Client Side validation
B

0 Example
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Server Side validation
2

0 Example
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