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About Chapter 11

Before reading Chapter 11, you should have read Chapters 9 and 10.
You will also needto be familiar with the Gaussiandistribution .

One-dimensional Gaussian distribution . If a random variable y is Gaus-
sian and has mean � and variance � 2, which we write:

y � Normal(�; � 2); or P(y) = Normal(y; �; � 2); (11.1)

then the distribution of y is:

P(yj�; � 2) =
1

p
2� � 2

exp
�
� (y � � )2=2� 2�

: (11.2)

[I usethe symbol P for both probabilit y densitiesand probabilities.]

The inverse-variance � � 1/ � 2 is sometimescalled the precision of the
Gaussiandistribution.

Multi-dimensional Gaussian distribution . If y = (y1; y2; : : : ; yN ) has a
multiv ariate Gaussiandistribution, then

P(y jx; A ) =
1

Z (A )
exp

�
�

1
2

(y � x)TA (y � x)
�

; (11.3)

where x is the mean of the distribution, A is the inverse of the
variance{covariance matrix, and the normalizing constant is Z (A ) =
(det(A =2� )) � 1=2.

This distribution has the property that the variance � ii of yi , and the
covariance � ij of yi and yj are given by

� ij � E [(yi � �yi )(yj � �yj )] = A � 1
ij ; (11.4)

where A � 1 is the inverseof the matrix A .

The marginal distribution P(yi ) of one component yi is Gaussian;
the joint marginal distribution of any subset of the components is
multiv ariate-Gaussian;and the conditional density of any subset, given
the valuesof another subset, for example,P(yi jyj ), is also Gaussian.
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11

Error-Correcting Codes& Real Channels

The noisy-channel coding theorem that we have proved shows that there exist
reliable error-correcting codesfor any noisy channel. In this chapter weaddress
two questions.

First, many practical channelshave real, rather than discrete, inputs and
outputs. What can Shannon tell us about these continuous channels? And
how shoulddigital signalsbemappedinto analoguewaveforms,and vice versa?

Second, how are practical error-correcting codes made, and what is
achieved in practice, relative to the possibilities proved by Shannon?

�

11.1 The Gaussianchannel

The most popular model of a real-input, real-output channel is the Gaussian
channel.

The Gaussian channel has a real input x and a real output y. The condi-
tional distribution of y given x is a Gaussiandistribution:

P(yjx) =
1

p
2� � 2

exp
�
� (y � x)2=2� 2�

: (11.5)

This channel has a continuous input and output but is discrete in time.
We will show below that certain continuous-time channelsare equivalent
to the discrete-time Gaussianchannel.

This channel is sometimes called the additiv e white Gaussian noise
(AWGN) channel.

As with discrete channels,we will discusswhat rate of error-free information
communication can be achieved over this channel.

Motivation in terms of a continuous-time channel

Consider a physical (electrical, say) channel with inputs and outputs that are
continuous in time. We put in x(t), and out comesy(t) = x(t) + n(t).

Our transmission has a power cost. The averagepower of a transmission
of length T may be constrained thus:

Z T

0
dt [x(t)]2=T � P: (11.6)

The received signal is assumedto di�er from x(t) by additiv e noisen(t) (for
example Johnson noise), which we will model as white Gaussiannoise. The
magnitude of this noise is quanti�ed by the noisespectral density N 0.
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How could such a channel be usedto communicate information? Consider
� 1(t)

� 2(t)

� 3(t)

x(t)

Figure11.1. Three basis functions,
and a weighted combination of
them, x(t) =

P N
n =1 xn � n (t); with

x1 = 0:4, x2 = � 0:2, and x3 = 0:1.

transmitting a set of N real numbers f xngN
n=1 in a signal of duration T made

up of a weighted combination of orthonormal basis functions � n (t),

x(t) =
NX

n=1

xn � n (t); (11.7)

where
RT

0 dt � n (t)� m (t) = � nm . The receiver can then compute the scalars:

yn �
Z T

0
dt � n (t)y(t) = xn +

Z T

0
dt � n (t)n(t) (11.8)

� xn + nn (11.9)

for n = 1: : : N . If there were no noise, then yn would equal xn . The white
Gaussian noise n(t) adds scalar noise nn to the estimate yn . This noise is
Gaussian:

nn � Normal(0; N0=2); (11.10)

whereN0 is the spectral density introducedabove. Thus a continuouschannel
used in this way is equivalent to the Gaussian channel de�ned above. The
power constraint

RT
0 dt [x(t)]2 � PT de�nes a constraint on the signal ampli-

tudes xn ,
X

n

x2
n � PT ) x2

n �
PT
N

: (11.11)

Before returning to the Gaussianchannel, we de�ne the bandwidth (mea-
sured in Hertz) of the continuous channel to be:

W =
N max

2T
; (11.12)

where N max is the maximum number of orthonormal functions that can be
produced in an interval of length T. This de�nition can be motivated by
imagining creating a band-limited signal of duration T from orthonormal co-
sine and sine curves of maximum frequency W . The number of orthonormal
functions is N max = 2W T. This de�nition relates to the Nyquist sampling
theorem: if the highest frequency present in a signal is W , then the signal
can be fully determined from its values at a seriesof discrete sample points
separatedby the Nyquist interval � t = 1/2W seconds.

So the useof a real continuous channel with bandwidth W , noisespectral
density N0 and power P is equivalent to N=T = 2W usesper secondof a
Gaussianchannel with noise level � 2 = N0=2 and subject to the signal power
constraint x2

n � P/2W .

De�nition of Eb=N0

Imagine that the Gaussian channel yn = xn + nn is used with an encoding
systemto transmit binary sourcebits at a rate of R bits per channel use. How
can we compare two encoding systemsthat have di�eren t rates of communi-
cation R and that usedi�eren t powers x2

n? Transmitting at a large rate R is
good; using small power is good too.

It is conventional to measurethe rate-compensatedsignal to noiseratio by
the ratio of the power per sourcebit Eb = x2

n=R to the noisespectral density
N0: Eb=N0 is dimensionless,but it is

usually reported in the units of
decibels; the value given is
10log10 Eb=N0.

Eb=N0 =
x2

n

2� 2R
: (11.13)

Eb=N0 is oneof the measuresusedto comparecoding schemesfor Gaussian
channels.
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�

11.2 Inferring the input to a real channel

`The best detection of pulses'

In 1944 Shannon wrote a memorandum (Shannon, 1993) on the problem of
best di�eren tiating between two types of pulsesof known shape, represented
by vectors x0 and x1, given that one of them has been transmitted over a
noisy channel. This is a pattern recognition problem. It is assumedthat the

x0

x1

y

Figure11.2. Two pulsesx0 and
x1, represented as 31-dimensional
vectors, and a noisy version of one
of them, y.

noise is Gaussianwith probabilit y density

P(n) =
�
det

�
A
2�

�� 1=2

exp
�

�
1
2

nTAn
�

; (11.14)

where A is the inverseof the variance{covariance matrix of the noise,a sym-
metric and positive-de�nite matrix. (If A is a multiple of the identit y matrix,
I =� 2, then the noise is `white'. For more general A , the noise is `coloured'.)
The probabilit y of the received vector y given that the source signal was s
(either zero or one) is then

P(y js) =
�
det

�
A
2�

�� 1=2

exp
�

�
1
2

(y � xs)TA (y � xs)
�

: (11.15)

The optimal detector is basedon the posterior probabilit y ratio:

P(s = 1jy)
P(s = 0jy)

=
P(y js = 1)
P(y js = 0)

P(s = 1)
P(s = 0)

(11.16)

= exp
�

�
1
2

(y � x1)TA (y � x1) +
1
2

(y � x0)TA (y � x0) + ln
P(s = 1)
P(s = 0)

�

= exp(yTA (x1 � x0) + � ) ; (11.17)

where � is a constant independent of the received vector y ,

� = �
1
2

xT
1Ax 1 +

1
2

xT
0Ax 0 + ln

P(s = 1)
P(s = 0)

: (11.18)

If the detector is forced to make a decision (i.e., guesseither s = 1 or s =
0) then the decision that minimizes the probabilit y of error is to guessthe
most probable hypothesis. We can write the optimal decision in terms of a
discriminant function:

a(y) � yTA (x1 � x0) + � (11.19)

with the decisions

w

Figure11.3. The weight vector
w / x1 � x0 that is usedto
discriminate betweenx0 and x1.

a(y) > 0 ! guesss = 1
a(y) < 0 ! guesss = 0
a(y) = 0 ! guesseither.

(11.20)

Notice that a(y) is a linear function of the received vector,

a(y) = wTy + � ; (11.21)

where w � A (x1 � x0).

�

11.3 Capacity of Gaussian channel

Until now we have only measuredthe joint, marginal, and conditional entropy
of discretevariables. In order to de�ne the information conveyed by continuous
variables, there are two issueswe must address{ the in�nite length of the real
line, and the in�nite precision of real numbers.
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In�nite inputs

How much information can we convey in one use of a Gaussianchannel? If
we are allowed to put any real number x into the Gaussianchannel, we could
communicate an enormous string of N digits d1d2d3 : : : dN by setting x =
d1d2d3 : : : dN 000: : : 000. The amount of error-free information conveyed in
just a single transmission could be made arbitrarily large by increasing N ,
and the communication could be made arbitrarily reliable by increasing the
number of zeroesat the end of x. There is usually somepower cost associated
with large inputs, however, not to mention practical limits in the dynamic
range acceptable to a receiver. It is therefore conventional to introduce a
cost function v(x) for every input x, and constrain codes to have an average
cost �v less than or equal to some maximum value. A generalizedchannel
coding theorem, including a cost function for the inputs, can be proved { see
McEliece (1977). The result is a channel capacity C(�v) that is a function of
the permitted cost. For the Gaussianchannel we will assumea cost

v(x) = x2 (11.22)

such that the `averagepower' x2 of the input is constrained. We motivated this
cost function above in the caseof real electrical channelsin which the physical
power consumption is indeed quadratic in x. The constraint x 2 = �v makes
it impossibleto communicate in�nite information in one useof the Gaussian
channel.

In�nite precision

(a)

(b)

-�g

...

Figure11.4. (a) A probabilit y
density P(x). Question: can we
de�ne the `entropy' of this
density? (b) We could evaluate
the entropies of a sequenceof
probabilit y distributions with
decreasinggrain-sizeg, but these
entropies tend toZ

P(x) log
1

P(x)g
dx, which is not

independent of g: the entropy
goesup by one bit for every
halving of g.Z

P(x) log
1

P(x)
dx is an illegal

integral.

It is tempting to de�ne joint, marginal, and conditional entropies for real
variables simply by replacing summations by integrals, but this is not a well
de�ned operation. As we discretize an interval into smaller and smaller divi-
sions,the entropy of the discretedistribution diverges(as the logarithm of the
granularit y) (�gure 11.4). Also, it is not permissible to take the logarithm of
a dimensional quantit y such as a probabilit y density P(x) (whosedimensions
are [x]� 1).

There is one information measure,however, that has a well-behaved limit,
namely the mutual information { and this is the onethat really matters, since
it measureshow much information onevariable conveysabout another. In the
discrete case,

I (X ; Y ) =
X

x;y

P(x; y) log
P(x; y)

P(x)P(y)
: (11.23)

Now becausethe argument of the log is a ratio of two probabilities over the
samespace,it is OK to have P(x; y), P(x) and P(y) be probabilit y densities
and replacethe sum by an integral:

I (X ; Y ) =
Z

dx dy P(x; y) log
P(x; y)

P(x)P(y)
(11.24)

=
Z

dx dy P(x)P(yjx) log
P(yjx)
P(y)

: (11.25)

We cannow askthesequestionsfor the Gaussianchannel: (a) what probabilit y
distribution P(x) maximizesthe mutual information (subject to the constraint
x2 = v)? and (b) does the maximal mutual information still measure the
maximum error free communication rate of this real channel, as it did for the
discrete channel?
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Exercise11.1.[3, p.189] Prove that the probabilit y distribution P(x) that max-
imizes the mutual information (subject to the constraint x 2 = v) is a
Gaussiandistribution of mean zero and variance v.

. Exercise11.2.[2, p.189] Show that the mutual information I (X ; Y ), in the case
of this optimized distribution, is

C =
1
2

log
�

1 +
v
� 2

�
: (11.26)

This is an important result. We seethat the capacity of the Gaussianchannel
is a function of the signal to noiseratio v=� 2.

Inferencesgiven a Gaussianinput distribution

If P(x) = Normal(x; 0; v) and P(yjx) = Normal(y; x; � 2) then the marginal
distribution of y is P(y) = Normal(y; 0; v + � 2) and the posterior distribution
of the input, given that the output is y, is:

P(xjy) / P(yjx)P(x) (11.27)

/ exp(� (y � x)2=2� 2) exp(� x2=2v) (11.28)

= Normal

 

x;
v

v + � 2 y ;
�

1
v

+
1
� 2

� � 1
!

: (11.29)

[The step from (11.28) to (11.29) is made by completing the square in the
exponent.] This formula deserves careful study. The mean of the posterior
distribution, v

v+ � 2 y, can be viewed as a weighted combination of the value
that best �ts the output, x = y, and the value that best �ts the prior, x = 0:

v
v + � 2 y =

1=� 2

1=v + 1=� 2 y +
1=v

1=v + 1=� 2 0: (11.30)

The weights 1=� 2 and 1=v are the precisions of the two Gaussiansthat we
multiplied together in equation (11.28): the prior and the likelihood.

The precision of the posterior distribution is the sum of these two pre-
cisions. This is a general property: whenever two independent sourcescon-
tribute information, via Gaussiandistributions, about an unknown variable,
the precisionsadd. [This is the dual to the better known relationship `when
independent variables are added, their variancesadd'.]

Noisy-channelcoding theorem for the Gaussianchannel

We have evaluated a maximal mutual information. Does it correspond to a
maximum possible rate of error-free information transmission? One way of
proving that this is so is to de�ne a sequenceof discrete channels,all derived
from the Gaussianchannel, with increasing numbers of inputs and outputs,
and prove that the maximum mutual information of thesechannelstendsto the
assertedC. The noisy-channel coding theorem for discrete channels applies
to each of these derived channels, thus we obtain a coding theorem for the
continuous channel. Alternativ ely, we can make an intuitiv e argument for the
coding theorem speci�c for the Gaussianchannel.
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Geometrical view of the noisy-channelcoding theorem: sphere packing

Considera sequencex = (x1; : : : ; xN ) of inputs, and the corresponding output
y , as de�ning two points in an N dimensional space. For large N , the noise
power is very likely to beclose(fractionally) to N � 2. The output y is therefore
very likely to be closeto the surfaceof a sphereof radius

p
N � 2 centred on x.

Similarly, if the original signal x is generatedat random subject to an average
power constraint x2 = v, then x is likely to lie close to a sphere, centred
on the origin, of radius

p
N v; and becausethe total average power of y is

v + � 2, the received signal y is likely to lie on the surfaceof a sphereof radiusp
N (v + � 2), centred on the origin.
The volume of an N -dimensional sphereof radius r is

V (r; N ) = � N =2

�( N=2+1)
r N : (11.31)

Now consider making a communication system based on non-confusable
inputs x, that is, inputs whosespheresdo not overlap signi�cantly. The max-
imum number S of non-confusableinputs is given by dividing the volume of
the sphereof probable ys by the volume of the spherefor y given x:

S �

 p
N (v + � 2)
p

N � 2

! N

(11.32)

Thus the capacity is bounded by:

C =
1
N

logM �
1
2

log
�

1 +
v
� 2

�
: (11.33)

A more detailed argument like the one used in the previous chapter can es-
tablish equality.

Back to the continuous channel

Recall that the use of a real continuous channel with bandwidth W , noise
spectral density N0 and power P is equivalent to N=T = 2W usesper secondof
a Gaussianchannel with � 2 = N0=2 and subject to the constraint x2

n � P=2W .
Substituting the result for the capacity of the Gaussianchannel, we �nd the
capacity of the continuous channel to be:

C = W log
�

1 +
P

N0W

�
bits per second. (11.34)

This formula givesinsight into the tradeo�s of practical communication. Imag-
ine that wehavea �xed power constraint. What is the bestbandwidth to make
useof that power? Introducing W0 = P=N0, i.e., the bandwidth for which the
signal to noise ratio is 1, �gure 11.5 shows C=W0 = W=W0 log(1 + W0=W)
as a function of W=W0. The capacity increasesto an asymptote of W0 loge.
It is dramatically better (in terms of capacity for �xed power) to transmit at
a low signal to noise ratio over a large bandwidth, than with high signal to
noise in a narrow bandwidth; this is one motivation for wideband communi-
cation methods such as the `direct sequencespread-spectrum' approach used
in 3G mobile phones. Of course,you are not alone, and your electromagnetic
neighbours may not be pleasedif you usea large bandwidth, so for social rea-
sons,engineersoften have to make do with higher-power, narrow-bandwidth
transmitters.

0
0.2
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0.6
0.8

1
1.2
1.4

0 1 2 3 4 5 6
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Figure11.5. Capacity versus
bandwidth for a real channel:
C=W0 = W=W0 log (1 + W0=W)
as a function of W=W0.
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�

11.4 What are the capabilities of practical error-correcting codes?

Nearly all codes are good, but nearly all codes require exponential look-up
tables for practical implementation of the encoder and decoder { exponential
in the block length N . And the coding theorem required N to be large.

By a practical error-correcting code, we mean one that can be encoded
and decoded in a reasonableamount of time, for example, a time that scales
as a polynomial function of the block length N { preferably linearly.

The Shannonlimit is not achieved in practice

The non-constructive proof of the noisy-channel coding theorem showed that
good block codesexist for any noisy channel, and indeed that nearly all block
codes are good. But writing down an explicit and practical encoder and de-
coder that are as good as promised by Shannonis still an unsolved problem.

Very good codes. Given a channel, a family of block codes that achieve
arbitrarily small probabilit y of error at any communication rate up to
the capacity of the channel are called `very good' codesfor that channel.

Go od codes are code families that achieve arbitrarily small probabilit y of
error at non-zerocommunication rates up to somemaximum rate that
may be lessthan the capacity of the given channel.

Bad codes are code families that cannot achieve arbitrarily small probabilit y
of error, or that can only achieve arbitrarily small probabilit y of error by
decreasingthe information rate to zero. Repetition codesarean example
of a bad code family. (Bad codesare not necessarilyuselessfor practical
purposes.)

Practical codes are code families that can be encoded and decoded in time
and spacepolynomial in the block length.

Most established codesare linear codes

Let us review the de�nition of a block code, and then add the de�nition of a
linear block code.

An (N ; K ) blo ck code for a channel Q is a list of S = 2K codewords
f x (1) ; x (2) ; : : : ; x (2K )g, each of length N : x (s) 2 A N

X . The signal to be
encoded, s, which comesfrom an alphabet of size2K , is encoded asx (s) .

A linear (N ; K ) blo ck code is a block code in which the codewords f x (s) g
make up a K -dimensional subspaceof A N

X . The encoding operation can
be represented by an N � K binary matrix G T such that if the signal to
be encoded, in binary notation, is s (a vector of length K bits), then the
encoded signal is t = GTs modulo 2.

The codewords f t g can be de�ned as the set of vectors satisfying Ht =
0 mod 2, where H is the parit y-check matrix of the code.

GT =

2

6
6
6
4

1 � � �
� 1 � �
� � 1 �
� � � 1
111 �
� 111
1 � 11

3

7
7
7
5

For example the (7; 4) Hamming code of section 1.2 takes K = 4 signal
bits, s, and transmits them followed by three parit y-check bits. The N = 7
transmitted symbols are given by GTsmod 2.

Coding theory was born with the work of Hamming, who invented a fam-
ily of practical error-correcting codes, each able to correct one error in a
block of length N , of which the repetition code R3 and the (7; 4) code are
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the simplest. Since then most establishedcodes have beengeneralizationsof
Hamming's codes: Bose{Chaudhury{Ho cquenhemcodes,Reed{M•uller codes,
Reed{Solomoncodes,and Goppa codes, to name a few.

Convolutional codes

Another family of linear codes are convolutional codes, which do not divide
the sourcestream into blocks, but instead read and transmit bits continuously.
The transmitted bits are a linear function of the past sourcebits. Usually the
rule for generating the transmitted bits involves feeding the present source
bit into a linear feedback shift register of length k, and transmitting one or
more linear functions of the state of the shift register at each iteration. The
resulting transmitted bit stream is the convolution of the sourcestream with
a linear �lter. The impulse responsefunction of this �lter may have �nite or
in�nite duration, depending on the choice of feedback shift register.

We will discussconvolutional codes in Chapter 48.

Are linear codes`good' ?

One might ask, is the reasonthat the Shannonlimit is not achieved in practice
becauselinear codesare inherently not asgood as random codes?The answer
is no, the noisy-channel coding theorem can still be proved for linear codes,
at least for somechannels(seeChapter 14), though the proofs, like Shannon's
proof for random codes,are non-constructive.

Linear codes are easy to implement at the encoding end. Is decoding a
linear code also easy? Not necessarily. The general decoding problem (�nd
the maximum likelihood s in the equation G Ts+ n = r ) is in fact NP-complete
(Berlekamp et al., 1978). [NP-complete problemsare computational problems
that are all equally di�cult and which are widely believed to require expo-
nential computer time to solve in general.] So attention focuseson families of
codes for which there is a fast decoding algorithm.

Concatenation

One trick for building codeswith practical decoders is the idea of concatena-
tion.

An encoder{channel{decoder systemC! Q ! D canbeviewedasde�ning C0 ! C ! Q ! D
| {z }

! D0

Q0
a super-channel Q0 with a smaller probabilit y of error, and with complex
correlations amongits errors. We can createan encoder C0 and decoder D0 for
this super-channel Q0. The code consisting of the outer code C0 followed by
the inner code C is known as a concatenatedcode.

Someconcatenatedcodes make use of the idea of interleaving. We read
the data in blocks, the sizeof each block being larger than the block lengths
of the constituent codesC and C0. After encoding the data of one block using
code C0, the bits are reordered within the block in such a way that nearby
bits are separated from each other once the block is fed to the secondcode
C. A simple example of an interleaver is a rectangular code or product code
in which the data are arranged in a K 2 � K 1 block, and encoded horizontally
using an (N1; K 1) linear code, then vertically using a (N2; K 2) linear code.

. Exercise11.3.[3 ] Show that either of the two codescan be viewed as the inner
code or the outer code.

As an example, �gure 11.6 shows a product code in which we encode
�rst with the repetition code R3 (also known as the Hamming code H (3; 1))
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Figure11.6. A product code. (a)
A string 1011 encoded using a
concatenatedcode consisting of
two Hamming codes,H (3; 1) and
H (7; 4). (b) a noisepattern that

ips 5 bits. (c) The received
vector. (d) After decoding using
the horizontal (3; 1) decoder, and
(e) after subsequently using the
vertical (7; 4) decoder. The
decoded vector matchesthe
original.
(d0, e0) After decoding in the other
order, three errors still remain.

horizontally then with H (7; 4) vertically. The block length of the concatenated
code is 27. The number of sourcebits per codeword is four, shown by the small
rectangle.

We candecode conveniently (though not optimally) by using the individual
decoders for each of the subcodes in somesequence.It makes most senseto
�rst decode the code which has the lowest rate and hencethe greatest error-
correcting abilit y.

Figure 11.6(c{e) shows what happens if we receive the codeword of �g-
ure 11.6awith someerrors (�v e bits 
ipp ed, as shown) and apply the decoder
for H (3; 1) �rst, and then the decoder for H (7; 4). The �rst decoder corrects
three of the errors, but erroneouslymodi�es the third bit in the secondrow
where there are two bit errors. The (7; 4) decoder can then correct all three
of theseerrors.

Figure 11.6(d0{ e0) shows what happensif we decode the two codes in the
other order. In columnsoneand two there are two errors, sothe (7; 4) decoder
introducestwo extra errors. It corrects the one error in column 3. The (3; 1)
decoder then cleansup four of the errors, but erroneously infers the second
bit.

Interleaving

The motivation for interleaving is that by spreadingout bits that are nearby
in onecode, we make it possibleto ignore the complex correlations amongthe
errors that are produced by the inner code. Maybe the inner code will mess
up an entire codeword; but that codeword is spreadout onebit at a time over
several codewords of the outer code. So we can treat the errors introduced by
the inner code as if they are independent.

Other channelmodels

In addition to the binary symmetric channel and the Gaussianchannel, coding
theorists keepmore complex channels in mind also.

Burst-error channels are important models in practice. Reed{Solomon
codes use Galois �elds (see Appendix C.1) with large numbers of elements
(e.g. 216) as their input alphabets, and thereby automatically achieve a degree
of burst-error tolerance in that even if 17 successive bits are corrupted, only 2
successive symbols in the Galois �eld representation are corrupted. Concate-
nation and interleaving can give further protection against burst errors. The
concatenatedReed{Solomoncodes used on digital compact discs are able to
correct bursts of errors of length 4000bits.
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. Exercise11.4.[2, p.189] The technique of interleaving, which allows bursts of
errors to be treated as independent, is widely used,but is theoretically
a poor way to protect data against burst errors, in terms of the amount
of redundancy required. Explain why interleaving is a poor method,
using the following burst-error channel as an example. Time is divided
into chunks of length N = 100 clock cycles; during each chunk, there
is a burst with probabilit y b = 0:2; during a burst, the channel is a bi-
nary symmetric channel with f = 0:5. If there is no burst, the channel
is an error-free binary channel. Compute the capacity of this channel
and compareit with the maximum communication rate that could con-
ceivably be achieved if one used interleaving and treated the errors as
independent.

Fading channels are real channels like Gaussianchannels except that the
received power is assumedto vary with time. A moving mobile phone is an
important example. The incoming radio signal is re
ected o� nearby objects
so that there are interferencepatterns and the intensity of the signal received
by the phone varies with its location. The received power can easily vary by
10 decibels (a factor of ten) as the phone'santenna movesthrough a distance
similar to the wavelength of the radio signal (a few centimetres).

�

11.5 The state of the art

What are the best known codes for communicating over Gaussianchannels?
All the practical codesare linear codes,and are either basedon convolutional
codesor block codes.

Convolutional codes,and codesbased on them

Textb ook convolutional codes. The `de facto standard' error-correcting
code for satellite communications is a convolutional code with constraint
length 7. Convolutional codesare discussedin Chapter 48.

Concatenated convolutional codes. The above convolutional code can be
usedasthe inner codeof a concatenatedcodewhoseouter codeis a Reed{
Solomoncode with eight-bit symbols. This code was usedin deepspace
communication systems such as the Voyager spacecraft. For further
reading about Reed{Solomoncodes,seeLin and Costello (1983).

The code for Galileo . A code using the same format but using a longer
constraint length { 15 { for its convolutional code and a larger Reed{
Solomon code was developed by the Jet Propulsion Laboratory (Swan-
son,1988). The details of this code areunpublishedoutsideJPL, and the
decoding is only possibleusing a room full of special-purposehardware.
In 1992,this was the best known code of rate 1/4.

Turb o codes. In 1993, Berrou, Glavieux and Thitima jshima reported work
on turb o codes. The encoder of a turb o code is basedon the encoders
of two convolutional codes. The sourcebits are fed into each encoder,
the order of the sourcebits being permuted in a random way, and the
resulting parit y bits from each constituent code are transmitted.

The decoding algorithm involves iterativ ely decoding each constituent
code using its standard decoding algorithm, then using the output of

C1

C2�


��
�

-

-

--

-

Figure11.7. The encoder of a
turb o code. Each box C1, C2,
contains a convolutional code.
The sourcebits are reordered
using a permutation � before they
are fed to C2. The transmitted
codeword is obtained by
concatenating or interleaving the
outputs of the two convolutional
codes. The random permutation
is chosenwhen the code is
designed,and �xed thereafter.

the decoder as the input to the other decoder. This decoding algorithm
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is an instance of a message-passingalgorithm called the sum{product
algorithm.

Turbo codesare discussedin Chapter 48, and messagepassingin Chap-
ters 16, 17, 25, and 26.

Block codes

Gallager's low-densit y parit y-check codes. The best block codesknown

H =

Figure11.8. A low-density
parit y-check matrix and the
corresponding graph of a rate-1/4
low-density parit y-check code
with blocklength N = 16, and
M = 12 constraints. Each white
circle represents a transmitted bit.
Each bit participates in j = 3
constraints, represented by
squares.Each constraint forces
the sum of the k = 4 bits to which
it is connectedto be even. This
code is a (16; 4) code.
Outstanding performanceis
obtained when the block length is
increasedto N ' 10000.

for Gaussian channels were invented by Gallager in 1962 but were
promptly forgotten by most of the coding theory communit y. They were
rediscoveredin 1995and shown to haveoutstanding theoretical and prac-
tical properties. Like turb o codes,they are decoded by message-passing
algorithms.

We will discussthesebeautifully simple codes in Chapter 47.

The performancesof the above codesare comparedfor Gaussianchannels
in �gure 47.17,p.570.

�

11.6 Summary

Random codes are good, but they require exponential resourcesto encode
and decode them.

Non-random codes tend for the most part not to be as good as random
codes. For a non-random code, encoding may be easy, but even for
simply-de�ned linear codes,the decoding problem remainsvery di�cult.

The best practical codes (a) employ very large block sizes;(b) are based
on semi-random code constructions; and (c) make use of probabilit y-
baseddecoding algorithms.

�

11.7 Nonlinear codes

Most practically used codes are linear, but not all. Digital soundtracks are
encoded onto cinema �lm as a binary pattern. The likely errors a�ecting the
�lm involve dirt and scratches, which produce large numbers of 1s and 0s
respectively. We want none of the codewords to look like all-1s or all-0s, so
that it will be easyto detect errors causedby dirt and scratches. One of the
codesusedin digital cinemasoundsystemsis a nonlinear (8; 6) code consisting
of 64 of the

� 8
4

�
binary patterns of weight 4.

�

11.8 Errors other than noise

Another sourceof uncertainty for the receiver is uncertainty about the tim-
ing of the transmitted signal x(t). In ordinary coding theory and infor-
mation theory, the transmitter's time t and the receiver's time u are as-
sumed to be perfectly synchronized. But if the receiver receives a signal
y(u), where the receiver's time, u, is an imperfectly known function u(t)
of the transmitter's time t, then the capacity of this channel for commu-
nication is reduced. The theory of such channels is incomplete, compared
with the synchronized channelswe have discussedthus far. Not even the ca-
pacity of channels with synchronization errors is known (Levenshtein, 1966;
Ferreira et al., 1997); codes for reliable communication over channels with
synchronization errors remain an active research area (Davey and MacKay,
2001).
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Further reading

For a review of the history of spread-spectrum methods, seeScholtz (1982).

�

11.9 Exercises

The Gaussianchannel

. Exercise11.5.[2, p.190] Consider a Gaussianchannel with a real input x, and
signal to noiseratio v=� 2.

(a) What is its capacity C?

(b) If the input is constrained to be binary, x 2 f�
p

vg, what is the
capacity C0 of this constrained channel?

(c) If in addition the output of the channel is thresholded using the
mapping

y ! y0 =
�

1 y > 0
0 y � 0;

(11.35)

what is the capacity C00of the resulting channel?

(d) Plot the three capacitiesabove as a function of v=� 2 from 0.1 to 2.
[You'll needto do a numerical integral to evaluate C0.]

. Exercise11.6.[3 ] For large integersK and N , what fraction of all binary error-
correcting codesof length N and rate R = K =N are linear codes? [The
answer will depend on whether you chooseto de�ne the code to be an
ordered list of 2K codewords, that is, a mapping from s 2 f 1; 2; : : : ; 2K g
to x (s) , or to de�ne the code to be an unordered list, so that two codes
consistingof the samecodewords are identical. Usethe latter de�nition:
a code is a set of codewords; how the encoder operatesis not part of the
de�nition of the code.]

Erasure channels

. Exercise11.7.[4 ] Designa code for the binary erasurechannel, and a decoding
algorithm, and evaluate their probabilit y of error. [The designof good
codes for erasure channels is an active research area (Spielman, 1996;
Byers et al., 1998); seealso Chapter 50.]

. Exercise11.8.[5 ] Designa code for the q-ary erasurechannel, whoseinput x is
drawn from 0; 1; 2; 3; : : : ; (q � 1), and whoseoutput y is equal to x with
probabilit y (1 � f ) and equal to ? otherwise. [This erasurechannel is a
good model for packets transmitted over the internet, which are either
received reliably or are lost.]

Exercise11.9.[2, p.190] How do redundant arrays of independent disks (RAID)
work? These are information storage systems consisting of about ten [Somepeoplesay RAID stands for

`redundant array of inexpensive
disks', but I think that's silly {
RAID would still be a good idea
even if the disks were expensive!]

disk drives, of which any two or three can be disabled and the oth-
ers are able to still able to reconstruct any requested�le. What codes
are used, and how far are these systems from the Shannon limit for
the problem they are solving? How would you design a better RAID
system? Some information is provided in the solution section. See
http://www.acnc.com/raid2. html ; seealso Chapter 50.


