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Abstract

Formal Troposis a speci cationlanguage for early re-
guirementslt is basedon conceptdroman agent-oriented
early requirrmentmodelframevork (i*) and extendsthem
with a rich tempoal speci cation languege. In earlier
work, we demonstated through a small case study how
modelcheding could be usedto verify early requirements
written in Formal Tropos. In this paperwe addressissues
of methodolgy and scalabilityfor our earlier proposal.In
particular, we proposeguidelinesfor producinga Formal
Troposspeci cationfrom an i* diagram and for deciding
what model cheking techniqueto usewhena particular
formal property is to be validated. We also evaluatethe
scopeand scalability of our proposalusinga tool, the T-
Tool, that mapsFormal Troposspeci cationsto a language
that can be handledby NUSMV, a state-of-the-arimodel
cheder. Our experimentsare basedon a course manaje-
mentcasestudy

1. Intr oduction

Early requirementengineering18] is concernedwith
the analysisof the operationalervironmentwherea soft-
ware system will eventually function. For organiza-
tional software, this environment consistsof stalehold-
ers and their objectives, businessprocessesand inter
dependencies.Early requirementengineeringis usually
doneinformally (if atall), anderrorsor misunderstandings
at this stageare both frequentandcostly We areworking
on the developmentof a formal framework for modeling
and analyzingearly requirements.Our framavork adapts
resultsfrom theformal methodscommunityto offer means
for the precisemodelingand analysisof an organizational
ervironment.

Formal methodshave beensuccessfullyappliedto the
veri cation and certi cation of software systems.In ser-
eralindustrial elds, formal methodsarebecomingntegral
componentof standardg5]. Generally formal methods
have beenappliedto later phaseof the developmentpro-
cesse.g..,atthearchitecturabr detaileddesignphase This
is basicallydueto mismatchedbetweerthe constructsup-
portedby formal speci cationlanguagesndthe concepts
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usedin (early)requirements.

The framewnork we proposesupportghe automaticveri-
cation of earlyrequirementspeci ed in aformal model-
ing language.This framework is part of a wider on-going
project called Tropos whoseaim is to develop an agent-
orientedsoftware engineeringmethodology starting from
earlyrequirementsThe methodologyis to be supportedy
avariety of analysistoolsbasedon formal methodsIn this
paperwe focuson the applicationof modelcheckingtech-
niguesto earlyrequiremenspeci cations.

The Formal Tropos (hereafterFT) speci cation lan-
guage[10, 11] hasintegratedconceptdrom i* [18] with a
temporalspeci cationlanguageln [10, 11] theformal ver-
i cation of an FT speci cationwas performedusing stan-
dardmodelcheckingtechniques A simple casestudywas
usedto illustratethe bene ts of the formal analysisduring
early requirementanalysis,e.g., by revealingincomplete-
nessor inconsistencieshat were not trivial to discover in
aninformal setting.

In this paperwe tacklethe problemof applyingthetech-
nigquesof [10, 11] to a casestudy of more substantiakize
thanthe exampleusedin [10, 11], anddiscussextensions,
re nementsand improvementswe have developedto this
purpose.We alsointroducea prototypetool, calledthe T-
Tool, whichis basedn the state-of-the-arsymbolicmodel
checler NUSMYV [8]. The T-Tool automaticallytranslates
an FT speci cation into an IntermediateLanguage(IL)
speci cation that could potentially link FT with different
veri cation engines. The IL representatioris then auto-
matically translatednto NUSMV, which performsdiffer-
entkinds of formal analysis suchasconsisteng checking,
animationof thespeci cation,andpropertyveri cation.

In addition,we de ne somegeneraheuristictechniques
for rewriting ani* diagraminto a correspondindg-T speci-
cation. We alsooffer guidelineson how to usethe T-Tool
effectively for formal analysis,e.g., by suggestingwhat
modelcheckingtechniqueto usewhena particularformal
propertyis to be validated.Finally, we reportthe resultsof
a seriesof experimentsthatwe have conductedn orderto
evaluatethe scopeandscalabilityof theapproach.

The paperis structuredasfollows. Section2 shavs how
to build anFT speci cationfrom ani* model.In Section3



Figure 1. Annotated i* model of the cour se exam management case study

we presentthe T-Tool, focusingon its functionalities,ar
chitectureandusageguidelines.Section4 presentshe ex-
perimentswve carriedout. Section5 discusseselatedwork,
draws conclusionsandoutlinesfuture work.

2. From i* to Formal Tropos—A casestudy

In this sectionwe usea courseexam managementase
studyto describehow an FT speci cationcanbe obtained
from ani* model.

2.1 Strategic modeling with i*

Thei* framewnork [18] supportggoal-andagent-oriented
modelingof early requirement®f complex systems.lt of-
fers threemain categyoriesof concepts:actors,intentional
elementsandintentionallinks. An actor is anactive entity
thatcarriesoutactionsto achieeits goals.Figurel depicts
thei* modelof acourseexammanagementasestudywith
its two mainactors— aStudentandaTeacher. Fromthei*
diagram we canseethateachactorhasherown high-level
goals/taskeindalternative waysto re ne andoperationalize
them.Moreover, thegoalhierarchieof theactorsareinter
connectedhroughdependeng/delegationrelationshipsjn
termsof whichindividualactorsform socialandoperational
networks.

Intentionalelementsn i* includegoals softgoalstasks
and resouces and can either be internal to an actor, or
de ne dependeng relationshipsbetweenactors. A goal
(roundedrectangle)is a conditionor stateof affairsin the
world thatthe staleholderswould like to achieve. For ex-
ample, a students objective to passa courseis modeled
as goal Pass[Course] A softgoal (irregular curvilinear

shapejs typically a non-functionahttribute, with no clear
cutcriteriaasto whenit is achieved. For instancethefact
that a studentmay want that the marking of her exam is
fair is modeledas softgoal FairMarking[Exam] . A task
(hexagon)speci es a particularcourseof actionthat pro-
ducesa desiredeffect. In our example,all intentionalele-
mentsof Teacheraremodeledastasks. A resouce (rect-
angle)is a physicalor informationentity. Thus, Instruc-
tions[Exam], Answer[Exam], andMark[Exam] aremod-
eledasresources.In Figure 1 a boundarydelimits the in-
tentionalelementsnternalto anactor Intentionalelements
outsidetheboundariexorrespondo goals,softgoalstasks
and resourcesvhoseresponsibilityis delegatedfrom one
actorto another

Intentional links include means-endsdecomposition
contribution and dependencylinks. Each elementcon-
nectedto a goalby a means-endénk (——) is an alterna-
tiveway to achieve thegoal. For instancejn orderto passa
course(Pass[Course], a studentcanpassall the examsof
the course(Pass[Exam), or cando a researctprojectfor
the course(DoReseachProject[Course]). Decomposition
links (—+) de ne are nementfor atask. For instancejf
thestudentwantsto passanexam(Pass[Exam), sheneeds
to attendthe exams(Take[Exam]), andgeta passingnark
(GetPassingMark[Exam]). A contribution link (——) de-
scribegheimpactthatanelementhason another This can
be negative or positive (FairMarking[Exam] ), andits ex-
tent can be partial or sufcient. Dependencyinks (—-)
describeinteragentdependencies.For example, the stu-
dentdependson her teacherfor Instructions[Exam] and
Mark[Exam] , while theteacheidepend®n the studentor
Answer[Exam] andHonesty.

In Figure 1 we have annotatedhe i* model with ad-



ditional constraintson the valid dynamicsof the domain.
Prior-to links (—-) can be usedto representthe tem-
poral order of tasks. For example, a studentcan only
write a reportafter studyingfor the course,and canonly
get a passingmark after she actually takes the exam.
The numberslabeling the links de ne cardinality con-
straints. For instance,for eachPass[Course]goal there
must be at least one Pass[Exam] subgoal,while to sat-
isfy the students expectationon the fairnessof marking
(FairMarking[Exam] ) theremaybezeroor morepetitions
(PostExambDiscussion[Exam,Mark). Links withouthum-
bersuggesbne-to-oneonnections.

2.2 Formal Troposspeci cations

An FT speci cation extendsan i* modelwith annota-
tionsin anexpressve temporalspeci cationlanguagethat
permitsto restrictthe valid behaviors of the model. With
anFT speci cation,onecanaskquestionsuchas: Canwe
constructvalid operationalscenarioshasedon the model?
Isit possibleto ful Il the primarygoalsof actorsin thecur-
rent model? Do the decompositiodinks and the prior-to
constraintsnducea meaningfutemporalorderfor goalful-
lIment? Do thedependenciesepresent valid synegy or
synchronizatiorbetweeractors?

An FT speci cationconsistsf a sequencef classdec-
larationssuchas entities,actors,intentionalelementsand
dependencie€achdeclaratiorassociatea setof attributes
to the classandcharacterizets instancesMoreover, class
declarationscontain temporal constraintsexpressedin a
typed rst-order linear time temporallogic (LTL). These
constraintsdescribethe valid lifetime evolutions of the
classinstancesand de ne synchronizatiorbetweendiffer-
entclassesnstancesA full de nition of theFormalTropos
languagecanbefoundin [10, 11].

Figure 2 is an excerpt of the FT speci cation of the
courseexam example. The initial FT speci cation skele-
ton canbe obtainedfrom the i* modelby mappingactors
andintentionalelementsnto correspondindrT classesnd
by addingnon-intentionaentitiesof thedomainif ary (e.g.,
CourseandExam).

Most of the attributesin FT are referencesto other
classes. For example, goal PassExamrefersto the spe-
ci ¢ examto be passedattribute exam), andto the Pass-
Coursegoalthatmotivatesthestudento passhe exam(at-
tribute passcourse. Similarly, dependeng Mark refers
to the exam that hasto be marked (attribute exam) andto
GetPassingMark goal of the studenthatmotivatesthe ex-
pectationof having a mark (attribute gpm). Therearealso
attributesof elementantype, which de ne relevant states
of a class. For instance,Booleanattribute passedof de-
pendeng Mark determinesvhethera markis passingor
not. In mostcasesttributesthat referto otherclassesre
constant, i.e., their valuesdo not changeover time, while
thevaluesof userde ned attributessuchaspassedusually
changeduringthelifetime of classinstances.

Entity Course
Entity Exam
Attribute constant course: Course
Actor Student
Actor Teacher
Goal PassCourse
Actor Student
Mode achieve
Attribute constant course: Course
Goal PassExam
Actor Student
Mode achieve
Attribute constant exam: Exam
constant passcourse: PassCourse
Goal GetPassingMark
Actor Student
Mode achieve
Attribute constant exam: Exam
constant passexam: PassExam
Softgoal Integrity
Actor Student
Mode maintain
Task GiveExam
Actor Teacher
Mode achieve
Attribute constant exam: Exam
Resource Dependency Mark
Depender Student
Dependee Teacher
Mode achieve
Attribute constant exam: Exam
constant gpm : GetPassingMark
passed boolean

Figure 2. Excerpt of FT class declaration

SinceactorStudentis the ownerof goalPassExamand
of softgoallntegrity , the FT speci cation hasStudent as
the Actor attribute of the two goals. Similarly, Depender
andDependee attributesof dependenciegpresenthetwo
partiesnvolvedin adelegationrelationship Intentionalele-
mentsalsohave aMode attribute,whichde nesthemodal-
ity of theful lment of the goal. For instancethe modeof
goal PassExamis achieve, which meansthat the student
wantsto reacha statewherethe examhasbeenpassedand
thereforethe goalis ful lled. Softgoalintegrity , instead,
hasa maintain mode,sincethe conditionof no cheatings
to becontinuouslymaintained.

Figure 3 containssomeexamplesof constraintson the
lifetime of classinstanceslnvariant constraintgle ne con-
ditions that shouldbe true throughouthe lifetime of class
instances.Typically, invariantsde ne relationson the pos-
sible valuesof attributes,or cardinality constraintson the
instanceof a given class. For instancethe rst invariant
of Figure 3 bindsa Mark objectwith its associatedset-
PassingMark object,while the secondnvariantimposesa
cardinalityconstrainfor Mark objects.

Two critical momentsin the lifecycle of intentionalel-
ementsand dependenciearethe instantsof their creation
and ful llment. The creationof a goal is interpretedas
the momentin which the owneror dependeexpectsor de-
siresto achieve the goal, while its ful lment is the mo-



Resource Dependency Mark
Depender Student
Dependee Teacher
Mode achieve
Attribute constant exam: Exam
constant gpm : GetPassingMark
passed boolean
Invariant
gpm.exam=exam gpm.actor = depender

Invariant

m: Mark (m self)
Creation condition

Ful lled (gpm)
Ful llment condition
im : InitialMarking (im.exam= exam

im.actor = dependee Fullled (im))

Ful liment trigger
G (Changed (passed
r : ReEvaluation ((r.mark = self)
JustFul lled (self)))

(m.gpm = gpm))

Figure 3. Example of FT constraints

mentin which the goal conditionis actually achiezed. In
FT, creationandful liment constraintscanbe usedto de-
ne conditionsfor thesetwo momentsin the life of inten-
tional elements. Creation constraintsshouldbe satis ed
wheneer a new objectis created,while Ful lment con-
straintsshould hold whenerer a goal or softgoalis satis-
ed, ataskis performedaresourcds madeavailable,or a
dependumis delivered. Typically, primary intentionalele-
ments,(e.g.,Integrity , PassCoursg have ful iment con-
straints but no creationconstraintswe arenotinterestedn
modelingthe reasongvhy a studentwantsto passa course
andto maintainher integrity. Subordinaténtentionalele-
ments(e.g., PassExam GetPassingMark) typically have
constraintghat relatetheir creationwith the stateof their
parentintentionalelements.For instance Figure 3 showns
that a creationcondition for an instanceof dependeng
Mark is that the parentgoal GetPassingMark is not yet
ful lled: if the studenthasreceved a passingmark, there
is no needto askfor anothermark. Creationand ful lI-
mentconstraintsarefurtherdistinguishedassufcient con-
ditions (keyword trigger), necessarngconditions(keyword
condition), and necessanand sufcient conditions(key-
word de nition ) (see[10, 11] for details). We note that
the creationcondition of dependeng Mark togetherwith
theful liment conditionof taskGetPassingMark elaborate
the delggation relationshipbetweenStudent and Teacher
in the corresponding* diagram.Goaldecompositionela-
tionshipscanbespeci edin asimilar fashion.

In anFT speci cationwe alsoneedto specifyproperties
desiredto hold in the domain. Thesepropertiesare then
veri ed againsthe modelwe built. Figure4 presentsuch
propertiesfor the courseexam casestudy We distinguish
betweenassertion properties(A1-4) that shouldhold for
all valid evolutionsof the FT speci cation,andpossibility
propertiegP1-4)thatshouldhold for at leastone. Proper
tiesAl, A2, A3, andP3are“anchored’to someimportant

eventin thelifetime of a classinstance For example,asser
tion A2 requireshatwhenereraninstanceof PassExamis
createdno otherinstanceof PassExamexists correspond-
ing to the sameexam andthe samestudent.PropertiesA4,
P1, P2, and P4 are“global”, i.e., they expressconditions
on the entiremodel,andarenot attachedo ary particular
event.

2.2.1 Fromi* to FT: Translation guidelines

It is usuallyhardto developa satishctoryformal speci ca-
tion of asystemgvenwhenonestartsfrom agoodinformal
speci cation. In our experience the dif culties of writing
anFT speci cationcanbe substantiallyreducedf oneex-
tractsas muchinformation as possiblefrom the i* model
to producea “reasonableinitial FT model.In fact,mostof
theconstraint®f anFT speci cationalreadyappeaimplic-
itly in thei* model.For instancein dependengMark (see
Figure 3), the two invariantconditions,the creationcondi-
tion andthe ful lment conditionsexpressconstraintshat
arerelatedto goal delegationandto cardinalityconstraints
in thei* model. Theseconstraintanall be derived from
thei* modelautomaticallyby applyingspeci c translation
rules. The additionalnon-standardonstraintshat should
be manuallyaddecto the FT speci cationarenecessaryo
capturethe natureof the applicative domain. For instance,
thelastconstrainin dependengMark expresseshatasuf-
cient conditionfor theful lIment of thedependengis that
when&eramarkchangestatusgheremustbea correspond-
ing reevaluationjustful lled.

Thefollowing aresomeof therulesthatwe have de ned
for generating=T speci cationbasecon i* model:

Thedefault creationconditionof a sub-goals thatthe
parentgoal exists, but hasnot beenful lled yet. The
default creationconditionfor a dependengis thatthe
dependegoalexistsbut hasnotbeenful lled yet.

Theful Iment conditionof aparentgoal(ortask)usu-
ally dependsntheful Iment of thesub-goalgtasks).
If the sub-goalsare connectedo the parentgoal with

means-end$inks, thenthe ful liment of at leastone
of the subgoalds necessaryor the ful liment of the
parentgoal (OR decomposition)If they areconnected
with decompositiotinks thentheful llment of all the
subgoalds necessaryAND decomposition).

Parent goals and sub-goalstypically sharethe same
entity and owner.  So, an invariant condition should
be addedto the sub-goalin orderto force the binding
betweerthe attributesof the two goals. For instance,
PassExamandTakeExamreferto the sameExam.

Whenthereis a prior-to constraintbetweentwo sub-
goalswith a commonparent,an extra creationcon-
dition needsto be addedto the goal that comeslater.
Suchconstraintstatethatanecessargonditionfor the
creationof the later goal is thatthe previous goal has
alreadybeenful lled.



Goal PassExam

p : PassExam(p.actor = actor
Resource dependency Mark

a: Answer (a.dependee = depender
Resource dependency Mark

h : Honesty(Ful lled (h)
(k.exam= h.give_.examexam Ful lled (k)
(s.course= k.examcourse Fullled (study)))))

pc: PassCoursgFul lled (pc))

pc : PassCoursgFul lled (pc)
Goal PassExam
f : FairnessBeDecidedf.passexam=self Fullled (f)

a: Answer (G

Creation assertion condition /* Al: A studentcanonly passanexamonce */
p.exam=exam p.passcourse= passcourse

Ful liment assertion condition /* A2: For eath markthere wasan answercorrespondingo it. */
a.depender = dependee

Ful llment assertion condition /* A3: A markcanonly bechangdif theris a petition. */
passed Fpassed F ped: PostExamDiscussior{pedmark = self)
Global Assertion /* A4: If the studentwantsto maintainherintegrity, shecannotpassan examwithoutstudying */
k : KnowCorr ectAnswer ((k.actor = h.dependee)
s: Study ((s.actor = k.actor)

Global Possibility /* P1: It is possiblefor a studento passa course */

Global Possibility /* P2: It is possiblethat a studenfpasseda coursewithoutpassingthe exam. */
pe: PassExam((pe.passcourse=p)

Ful liment possibility condition /* P3: It is possiblethat a studentpassedan exam,but still thinksthatthemarkingis notfair. */
f.satis ed)

Global Possibility /* P4: It is possiblethat a teader expectsan examanswerfroma studentwhois never committedo the exam.*/
p : PassExam(p.exam=a.exam p.actor = a.dependee))

p = self)

aexam=exam Fullled (a))

Fullled (pe))

Figure 4. Example of Formal Tropos proper ties

Theserules are not meantto be de niti ve and exhaustve,
but their intelligent applicationleadsto a quick generation
of areasonablénitial FT model,thatcanthenbe corrected
and improved using the techniquesdescribedin the next
sections.We arecurrentlydevelopinga tool to supportthe
designein theautomaticextractionof aninitial FT speci -
cationstartingfrom ani* diagram.

3. The T-Tool

TheT-Toolis basedn nite-statemodelchecking9]. It
takesasinputanFT speci cationalongwith parameterthat
specifywhich partsof the speci cationto considerand,for
the selectectlassesanupperboundto the numberof class
instanceshatcanbeinstantiatedTheT-Tool buildsa nite
modelthatrepresentsll possiblebehaiors of the domain
that satisfythe constraintsof the speci cation,andchecks
the modelto ensurethatit exhibits desiredbehaiors. The
tool providesdifferentveri cation functionalities jncluding
interactive animationof the speci cation, automatedcon-
sisteny checks,andvalidationof the speci cationagainst
possibility andassertiorproperties.The veri cation phase
usuallycomesout with feedbackon errorsin the FT speci-

cation andwith hintsonhow to x them.Theveri cation
phaseiterateson each x ed versionof the model, possi-
bly with differentupperboundsof the numberof classin-
stancesuntil areasonableon denceon the quality of the
speci cationhasbeenachieved.

3.1 T-Tool functionalities

3.1.1 Animation

An adwantageof formal speci cationsis the possibility to
animatethem. Throughanimation the usercanobtainim-

mediatefeedbackon the effectsof constraints.An anima-
tion sessiorconsistsof aninteractive generatiorof a valid
scenariofor the speci cation. Stepwise,the T-Tool pro-
posego theusemext possiblevalid evolutionsof theanima-
tion and,oncetheuserhasselectedne,the systemevolves
thestateof theanimation.Animationallowsfor abetterun-
derstandingf the speci eddomain,aswell asfor theearly
identi cation of trivial bugsandmissingrequirementshat
areoftentakenfor granted andarethereforedif cult to de-
tectin aninformal setting. Animation alsofacilitatescom-
municationwith staleholdersby generatingconcretesce-
nariosfor discussingspeci ¢ behaiors.

3.1.2 Consistencychecks

Consisteng checksare standardchecksto guaranteehat
the FT speci cationis not self-contradictory Inconsistent
speci cationsoccurquite oftendueto comple interactions
amongconstraintsin the speci cation, and they are very
dif cult to detectwithout the supportof automatecanaly-
sistools. The consisteng checksare performedautomati-
cally by the T-Tool and areindependenbf the application
domain. The simplestconsisteng checkveri es whether
thereis ary valid scenaricthat respectsll the constraints
of the FT speci cation. Anotherconsisteng checkveri es
whetherthereexists a valid scenariovhereall the classin-
stancewill be eventuallycreated.This checkaimsat ver-
ifying whetherthe currentupperboundsof the numberof
classinstancesrereasonableandwhetherthey violateary
cardinality constraintin the speci cation. The T-Tool also
checkswhetherthereexists a valid scenariowhereall the
instance®f aparticulargoalor dependengwill beeventu-
ally createdandful lled, i.e.,theful lment conditionsfor
that goal or dependeng are “compatible” with othercon-
straintsin thespeci cation.



3.1.3 Possibility checks

Possibilitychecksverify whetherwe areover-constraining
the speci cation, that is, whetherwe have ruled out sce-
nariosexpectedby the staleholders. When a possibility
propertyof the FT speci cationis checled,the T-Tool ver
i es thattherearevalid tracesof the speci cationthat sat-
isfy the conditionexpressedn the possibility Theexpected
outcomeof a possibility checkis anexampletracethatwit-
nesseshe factthatthe possibilityis valid. If no suchtrace
is found, an error messagés reported. In a sense possi-
bility checksare similar to consisteng checks,sincethey
both verify thatthe FT speci cationallows for certainde-
sired scenarios. Their differenceis that consisteng is a
genericformal propertyindependenbf the applicationdo-
main,while possibility propertiesaredomain-speci c.

3.1.4 Assertionchecks

The goal of assertion propertiesis dual to that of possi-
bilities. The aim is to verify whetherthe requirementsre
underspeci edandallowing for invalid scenariosAlso the
behaior of the T-Tool in thecaseof assertiorcheckss dual
to the behavior for possibility checks,namely thetool ex-
ploresall the valid tracesand checkswhetherthey satisfy
theassertiorproperty If thisis notthe caseanerrormes-

sageis reportedand a counterexampletraceis generated.

Suchcounterexamplesfacilitatethe detectionof problems
in the FT speci cation that causedhe assertionviolation.
For instance,in the courseexam casestudy an assertion
thatwe wish to hold is “a studentcannever passa course
without taking all the examsof the courseandwithout do-
ing aresearclproject”. If this (quite reasonablegssertion
is false,the T-Tool will producea tracethat shovs under
whatcircumstancethe studentcanpassthe coursewithout
passingexamsand doing a researchproject. Discussions
with thestaleholdemaythenclarify whetherthetracepro-
ducedcorrespondso avalid scenariqandhencetheasser
tion hasto bechangedpr whetherthe FT speci cationhas
to bestrengtheneth orderto prohibitthecounterexample.

3.2 T-Tool architecture

The T-Tool performsthe veri cation of an FT speci -
cationin two steps(seeFigure5). In the rst step,the
FT speci cationis translatednto anintermediatd.anguage
(IL) speci cation.In thesecondstep,thelL speci cationis
givenin input to the veri cation engine,which is built on
top of the NUSMV modelchecler[8].

3.2.1FromFT tolIL

IL canbeseerasasimpli ed versionof FT, wherethesyn-
tacticsugarof theFT speci cationis removed. Thefocusof
IL is onthedynamicaspect®f theapplicationdomain.An
IL speci cation consistsof four parts: classdeclarations,

: |
- F LET L
FT T : 2 u
2 ] 3 s
| BRRY M
|

FT Scenario IL Scenario |  Verification Engine

Figure 5. The T-Tool frame work

temporalspeci cations, possibilities,and assertions. The
classdeclamationsin IL correspondo theentity, actor goal,

and dependeng declarationsof an FT speci cation. The
distinctionamongthesedifferenttypesof classess ignored
andall the specialattributesaretransformednto standard
attributes. Tempoal speci cationsin IL restrictthe valid

temporalbehaiors of the objectsin the speci cation. As in

FT, assertiongresp. possibilitiey in IL describeexpected
propertieghatshouldbeexhibitedby all (resp.by someof)

the valid scenariof the speci cation. Unlike FT, tempo-
ral speci cations,assertiong@ndpossibilitiesareall global

in IL, thatis, they arenot anchoredo the relevant“strate-
gic” componentsiymore?

The FT2IL architecturablock takescareof thetransla-
tion of an FT speci cationto the correspondindL. More-
over, it translate®ackin FT thecounterexamplesscenarios
producedby the veri cation engine. Thus,the internalsof
theveri cation enginearehiddento theuser

In this architecturelL playsanimportantrolein provid-
ing the T-Tool with an openarchitectureanda e xible ap-
proachfor linking requirementspeci cationlanguagesind
thelanguagesisedby a variety of formal veri cation tools.
Ononehandi,it allows for theadoptionof existing veri ca-
tion techniquedor differentspeci cationlanguagesat the
costof writing new translatorgo IL. On the otherhand,it
allowsthetool to belinkedwith otheranalyzersby writing
translatordrom IL to the native languageof theseanalyz-
ers.

3.2.2 The model checkingveri cation engine

The actual veri cation is performed by NuSMV [8].
NUSMYV is astate-of-theart modelchecler basedn sym-
bolic model checkingtechniques. Symbolic techniques
have beendevelopedto reducethe effects of the state-
explosion problem, thus enablingthe veri cation of large
designg9, 16]. NUSMV adoptssymbolicmodelchecking
algorithmsbasedon Binary DecisionDiagrams(BDD) [6]
and on propositionalsatis ability (SAT) [4]. BDD-based
model checking performs an exhaustve traversal of the
modelby consideringall possiblebehaviors in a compact
way. Suchexhaustie explorationallows BDD-basednodel
checkingalgorithmsto concludenvhetheragivenpropertyis
satis ed (or falsi ed) by themodel. On the otherhand,this

1For lack of spacewereferto [10, 11] for amoreelaboratelescription
of IL andits semantics.



exhaustve explorationmakes BDD-basedmodel checking
very expensve for large models. SAT-basedmodelcheck-
ing algorithmdook for atraceof agivenlengththatsatis es
(or falsi es) a property SAT-basedalgorithmsareusually
moreef cient thanBDD-basedalgorithmsfor tracesof rea-
sonabldength,but, if notraceis foundfor a givenlength,
thenit may still be the casethat the propertyis satis ed
by alongertrace.Thatis, SAT-basednodelcheckingveri-
es thesatis ability of apropertyonly upto agivenlength,
andis hencecalled BoundedModel Checking(BMC) [4].

As we will discussn Section3.3, the T-Tool exploits both
BDD-basedand SAT-basednodelchecking.

Several extensionshave beenappliedto the NUSMV
model checler to allow for the veri cation of IL speci -
cations. An IL2SMV module hasbeenadded. It takes
anlL speci cationandbuilds a nite statemachinein the
NuSMYV format. GiventhelL speci cationandthe upper
boundsof the numberof classinstances|L2SMV synthe-
sizesa modelfor the speci cation. The statesof the model
respecthe classpartof thellL speci cation,while its tran-
sitionsarethosethatrespecthetemporalspeci cationcon-
straints. Sincethe NUSMV formalism doesnot allow for
the creationof new objectsat run-time, to deal with in-
stancecreation,a special ag is addedto eachclassduring
the translation. Quanti ersin IL are interpretedover the
numberof classinstanceghatexist in the currentstate. To
constructthe model, IL2SMV adoptsthe synthesisalgo-
rithm for LTL speci cationprovidedby NUSMV.

To handlethe different facetsof an FT speci cation,
NUSMYV hasalsobeenextendedwith new functionalities:
for instancethe BMC enginehasbeenextendedwith past
operatorg?], andanew more e xible interactive simulator
hasbeenadded.

3.3 Heuristics for model construction and property
veri cation

The T-Tool needsto build a nite statemodelfrom an
in nite statespeci cation. An upperboundof the number
of classinstanceshasto be speci ed in the FT speci ca-
tion. The choiceof the upperboundplays a critical role
in the veri cation step. Therecan be bugs that only ap-
pearwhena certainnumberof classinstancesareallowed,
aswell asvalid scenarioghat requirea given numberof
classinstances. Therefore,the checksperformedby the
T-Tool only guarantedghe correctnes®f the speci cation
with the considerechumberof classinstancesIn practice,
it is corvenientto generateand checkvariousmodelswith
differentnumberof classinstancesso that a larger set of
possiblecaseds coveredin the veri cation. As we setthe
upperboundof classinstancesthreebasicapproachesre
used.First,auniformupperboundcanbesetfor all classes,
e.g.,a l-instanceor a 2-instancecase. Secondaccording
to the cardinality constraintgn the i* model, differentup-
per boundscanbe setfor differentgroupsof classese.g.,
thereis 1 teachews. 2 students] coursevs. 2 exams,etc.

Third, a subsetof the classesan be selectedfor instanti-
ation, basedon the propertyto be veri ed. No instanceis

allowedfor the classeghatarenot selected.This approach
is referredto asthereducectase.

For complex FT speci cations,veri cation of properties
againsta given model cantake a very long time and can
requireconsiderableeffort. For this situation,we provide
someguidelinesfor aneffective applicationof theveri ca-
tion methodssupportedy the T-Tool.

For possibility (and consisteng) checks, SAT-based
boundedmodelcheckingtechniquesrepreferableasthey
are very effective in nding scenariosof boundedlength
thatsatisfya givenproperty Sincemostscenariogreactu-
ally short,if no scenarias foundwithin reasonabléength
(typically 5 to 10 steps),thenit is likely the casethat the
possibility cannotbe satis ed. In this case,directinspec-
tions of the speci cation and interactive simulationshave
shawn to be effective meandor nding the problemin the
FT speci cation.

For assertiorchecks SAT-basedboundednodelcheck-
ing techniquesanonly beusedto give preliminaryresults.
In fact, thesetechniquesareableto nd counterexamples
if the given assertionis false, but are able to prove the
truth of the assertioronly up to a givenlengthof the pos-
sible counterexamples.To guaranteg¢hatan FT speci ca-
tion satis esa given assertionBDD-basedtechniquesare
a must, sincethey allow for an exhaustie analysisof the
model. A strateyy that canhelp whencheckingassertions
usingBDD-basedechniquess to consideronly a subsebf
theconstraintsn the FT speci cation. Therationalebehind
this is that whenever we checkan assertion on a spec-
i cation composedf a nite set of constraints with

, we arelooking for solutionsto the following prob-
lem: . If we canderive a positive answer
usingasubset of constraintsthejob is done.Indeed,
the more constraintave add, the morerestrictedis the be-
havior of the system. Sincewe areinterestedn verifying
thatall possiblescenariogompatiblewith the speci cation
satisfy , if we provethat holdsin anunderconstrained
system, musthold in the more constrainedsystem. If
we fail in checkingthe propertywe needto considera nen
setof constraints , suchthat , anditerate.
The counterexampleproducedfor subset canguidethe
selectionof new constraintgo be addedto |, sinceit ex-
hibits a possiblebehaior that violatesrelevant constraints
not yet considered. This iterative processwill eventually
terminatesincethe setof constraints is nite. While in
theorythe initial setof constraintscanbe chosenarbitrar
ily (e.g.,it canbethe emptyset),in practicestartingwith
agoodguesdor is veryimportantto reducethe number
of iterations. In mostpracticalcasesthe userhasin mind
thereasorwhy a givenassertiomeedso hold andhow to
exploit suchknowledgeto choosea suitableset . We re-
mark that the “abstraction”techniquesdescribedhereare
commonpracticein the modelcheckingcommunity[3].



Possibility Chedks
1instance 1..2instances 2 instances
BMC BDD BMC BDD BMC BDD
P1 Valid[3] Valid[3] Valid[3] Undecided Valid[3] Undecided
9.4sed 29Mb | 1786sed 64Mb 55.7sed 77Mb T.O. 860sed 295Mb M.O.
P2 Valid[3] Valid[3] Valid[3] Undecided Valid[3] Undecided
9.3sed 29Mb | 1719sed 63Mb | 55.6sed 77Mb T.O. 842sed 295Mb M.O.
P3 Valid[4] Valid[5] Valid[4] Undecided Valid[4] Undecided
14.2sed 38Mb | 1979sed 64Mb 94.9sed 96Mb T.O. 1629sed 375Mb M.O.
P4 | Undecided[10] Invalid Undecided[10] | Undecided Undecided[4] Undecided
105sed 84Mb | 1626sed 64Mb | 2143sed 237Mb T.O. T.0 M.O.
Table 1. Results for possibility checks
AssertionCheds
1instance 1..2instances
BMC BDD BDD-reduced BMC BDD BDD-reduced
Al NoBug[10] Valid Valid NoBug[10] Undecided Valid
100sed 83Mb | 1298sed 64Mb | 0.3sed 2Mb | 1086sed 237Mb T.O. 30.8sed 4.2Mb
A2 NoBug[10] Valid Valid Invalid[3] Undecided Invalid[7]
111sed 84Mb | 1295sed 64Mb | 44sed 17Mb 57.6sed 77Mb T.O. 757sed 100Mb
A3 NoBug[10] Valid Valid NoBug[10] Undecided Undecided
107sed 83Mb | 2110sed 64Mb | 2.5sed 4Mb | 2837sed 234Mb T.O. T.O.
Ad NoBug[10] Valid Valid NoBug[9] Undecided Undecided
114sed 83Mb | 1297sed 63Mb 0.1sed 2Mb T.O. T.O. T.O.

Table 2. Results for assertion checks

4. Experimental results

Following the guidelinesdescribedn the previous sec-
tions,we have conductedseveraliterationsof experiments.
During eachiteration, an FT speci cation was validated
by humaninspection animation consisteng checkingand
possibility/assertioveri cation. Whenerer a bug wasde-
tected, the FT speci cation (and, in some cases,the i*
model) was revised, and a new iteration was performed.
This iterative re nement of the speci cation has ended
whenall checksonthe FT speci cationweresuccessful.

4.1 Setupof the experiments

In orderto illustrate the performanceof the tool, and
the veri cation process,we presentthe experimentsre-
sults of an intermediateversion of the FT speci cation
that still containssomebugs. Moreover, we report the
resultsonly for some of the assertionsand possibilities
that are presentin the model, namelyfor assertionsAl-
4 andfor possibilitiesP1-4in Figure4. More resultscan
be found at the URL http://sra.itc.it/tools/
t-tool /experiments/cm

To stresghescalabilityof theproposedreri cation tech-
nigues,we have performedthe testsconsideringmodels
of differentsize. More precisely we have consideredlif-
ferent upperboundsto the numberof instancesor each
class.We reportherethe caseof 1 and2 instancedor each
class,andoneintermediatel..2 casewherewe allow 2 in-
stancedor someclasseqin particular the studentand its
goalsandtasks),but only 1 instancefor otherclassegthe
teacherand its tasks,and the course). Moreover, we ex-
perimentedwith the differentmodel checkingtechniques,

namelySAT-basedoundednodelchecking(“BMC” in the
tables),BDD-basedmodel checking(“BDD”), and,in the
caseof assertionsBDD-basedmodelcheckingon reduced
models,asdescribedn Section3.3 (“BDD-reduced”). The
casestudy is composef 33 classesand 229 constraints
The modelwith 1 instanceper classrequires477 Boolean
statevariableswhile the 2 instancerequires1077Boolean
statevariables. Thus, the statespacegrows from to

stateswhile moving from the 1 instanceto the 2 in-
stanceperclass.

4.2 Results

Theresultsof theexperimentsarriedoutarereportedn
Table1 andTable2. The experimentswere executedon a
PC Pentiumlll, 700 MHz, 6GB of RAM, running Linux.
All the veri cation testshave beenexecutedwith a time
limit of 3600secondq1 hour) andmemorylimit of 1GB.
For eachproblemwe reportthe CPU time in secondsand
theamountof memoryin MB. With “T.O. we marktheex-
perimentghatdid not completewithin thetime limit, while
with “M.O.” we markthoseexperimentghatexceedmem-
ory limits. The maximumlength consideredor bounded
modelcheckingexperimentds 102 The experimentsshov
that:

1. PossibilitiesP1-3 are valid, and withessscenarioof
length3, 3 and4 respectiely are producedby the T-
Tool.

2. PossibilityP4is invalid. No witnessscenarids found
up to length 10 for the 1 and 1..2 instancesandup to

2Theexperimentscon rm thatthisis areasonabl&ound:all generated
witnessscenariogndcounterexamplesareof length5 or shorter



length 4 for 2 instances. An analysisof the speci -

cation shavs that possibility P4 (“A teacherexpects
an exam answerfrom a studentthat doesnot intend
to passthe exam”) cannotoccur, becauseve have as-
sumedthat the teacherknows which studentsvantto

passthe exam (e.g., by requiring them to register).
This possibility hasbeenremovedin the nal version
of theFT speci cation.

3. AssertionsAl, A3, and A4 arecorrect. No counter
examplescenariogarefoundin the performedchecks.

4. AssertionA2 is false. No counterexampleis found
in 1 instancecase,but a counterexampleof length 3
is found in the 1..2 instancescase. This is dueto a
missingcreationconditionfor dependeng Mark that
allowstheteacheto assigmrmarksto studentghathave
not provided exam answers.This bug hasbeen x ed
in the nal versionof the FT speci cation. We re-
markthatin thecaseof 1 instanceno counterexample
is found since,accordingto the FT speci cation, the
teachewonly startsmarkingif atleastonestudentakes
theexam.

4.3. Discussion

4.3.1 Effectiveness

For our casestudy the proposedapproachwas effective
in producingan FT speci cation of good quality. It also
led to animprovedunderstandin@f the domainby reveal-
ing severaltricky aspect®of the casestudy Thevalidation
techniquegprovided by the T-Tool have beenusefulin de-
tectingbugs, while animationwas usefulduring early val-
idation stepsby identifying trivial bugs. For instancedue
to a missingcreationconditionfor the studentgoal Take-
Exam, a studentwasallowedto try to take anexamevenif
no teachemwasgiving it. Likewise,the consisteng checks
have beenableto detecta trivial errorin the creationcon-
dition of students goal Study, which doesnot allow two
studentdo studythe samecourse.The validationof asser
tions and possibilitieshasrevealedsubtlebugs dueto the
interactionof differentgoals,dependencieandconstraints.
For instancedueto anerrorin theful liment conditionof
ReceiveAnswers a studentcould preventthe teacheifrom
fullling thetask GiveExam by declaringher intentionto
take theexamandby nevertakingit. In anothercasea stu-
dentcould not decideon the fairnessof marking (softgoal
FairMarking ) even after shereceved a Mark , sinceshe
was expectinga marking schemefrom the wrong teacher
This wasdueto a missingcreationconditionin the depen-
dengy FairMarkingScheme. In both casesthe T-Tool's
ability to generatecounterexampleshelpedin pinpointing
theproblems.

The experimentsshov that the usageof the abstraction
techniqueslescribedn Section3.3for checkingassertions
onareducednodelis very promising.For mostproperties,
theuseof thesetechniquedasresultedn speed-upsf one

to two ordersof magnitudewith respecto the caseof the
whole model. This allows usto checkthe correctnes®f
assertiondor the 1..2 instancesase but is not enoughfor
the2-instancesase.

A limiting factorof the currentframework consistsn the
factthatcorrectnes®sf the speci cationcanbe assertedip
to the consideredupperboundsof the numberof classin-
stancesWe are currentlyinvestigatingheuristicsandtech-
niguesfor choosingupperboundsthat guaranteehe cor-
rectnessof the FT speci cationsregardlessof the upper
bounds.

4.3.2 Performance

Performanceaesultson the T-Tool are encouragingeven
thoughfurtherwork is neededn orderto allow for a black
box usageof thesetechniques.The factthatthe T-Tool al-
lows for the usageof differentveri cation techniqueds a
very importantfactor for its effectiveness. In particular
BDD-basedand BMC-basedmodelcheckingcomplement
eachother BMC-basedveri cation is efcient in check-
ing possibility properties.On average a valid scenariofor
a possibility property can be producedin a few seconds.
BMC-basedveri cation is alsogoodfor a preliminaryver-

i cation of assertiorproperties.On the otherhand,BDD-
basedmodel checkingdoesnot work in practicefor large
modelswith big statespaces.The heuristicsproposedor
reducingthe model point out a promisingdirectionfor the
veri cation of assertiorpropertiesgvenif they donot (yet)
completelysolve the performanceroblem. The animation
of thespeci cationwasuseful,but it shouldbeimprovedby
reducingthe setuptime andby improving its usability, e.g.,
allowing theautomatedjeneratiorof ascenariagivenaset
of targetstates.

5. Relatedwork and conclusions

In earlierwork [10, 11] we have proposed frameawork
for the speci cationandveri cation of earlyrequirements.
This paperpresentghe T-Tool, a prototypetool that sup-
portsthe procesof veri cation, anddemonstratethrough
experimentghatthe framewvork canscaleup andsene asa
usefulbasisfor the veri cation of earlyrequirementsThe
T-Tool permitsthe generatiorof nite modelsfrom anFT
speci cationandsupportamodelcheckingon suchmodels.
The T-Tool is basedon NUSMV, an openarchitecturefor
model checking. In our experience the possibility of ex-
tendingNuSMV with new functionalities(e.g.,anew input
languagepastoperatorsenhancedimulator)hasbeencru-
cial for its effective applicationto the analysisof FT speci-
cation.

Formal analysisis often usedto verify correctnesf
speci cations,but, it is usuallyappliedin laterphasesFor
instancein [1, 12] formalveri cation techniquesvereused
for the analysisof speci cationsexpressedn the SCRfor-
malism, and in [7] NUSMYV is usedfor the veri cation



of RSML speci cations. The works that are most rele-
vantto oursare Alcoa/Alloy [14, 13], KAOS[15], andthe
work on “Topoi Diagrams”[17]. Alcoa[14] is a tool for
analyzingobject modelsthat describethe architecturalor
structuralpropertiesof a systemdesign. It hasbeenused
to verify variousarchitecturalframeworks, protocols,and
schemes.The input language- Alloy [13] — is a notation
basedon Z, but hasbeentailoredto t objectmodelsandis
amenabléo automatianalysis.Similarly totheT-Tool, Al-
coausesSAT-basedboundedmnodelcheckingfor assertion
analysis(underspecify checking)and possibility analysis
(over-specifychecking). The maindifferencedetweenAl-
coaandthe T-Tool is their focuson differentapplications
(object vs requirementsmodels). Moreover, the T-Tool
supportsa broadersetof veri cation techniquesincluding
BDD-basednodelcheckingandheuristicsfor reducingthe
modelsizefor proving assertiorproperties. KAOS[15] is
a framework thatsupportgearly) requirements&nalysis.It
shareswith FT the goal-orienteda vor. Also the designof
the temporallogic componenin FT hasbeeninspiredby
KAOS. The main differencebetweenthe two frameworks
is in the analysistechniquesused. The T-Tool supports
model checking veri cation techniques,while KAOS is
basedn theoremproving techniquesTopoi diagrams[17]
represenstatementsf gradualin uence betweervariables
(e.g.,themore X, themoreY) andcanbe usedin system
requirementgo describehow designersbelieve in uence
shouldpropagatehrougha system.Topoi diagramsarere-
latedto i* diagramswhereintentionallinks describen u-
encesbetweenthe intentionalelementsof a domain. On
top of thetopoi diagramstemporallogic formulasdescrib-
ing a property of the model can be checled. The focus
of this approachs limited to formulasof a speci ¢ form
thatcheckwhethera giveninputresultsin anexpectedout-
put. Moreover, the framework in [17] is basedon explicit
statemodel checkingtechniqueq9], ratherthanon sym-
bolic techniques.

Thereare several directionsfor further research.First,
we are investigatingthe use of techniqueghat guarantee
thatan FT speci cationis correctregardlessof the upper
boundsof the numberof classinstancesWe arealsowork-
ing to there nementandthe automatiorof the veri cation
approachproposedn this paper by de ning heuristicsto
chooseandre ne the setof constraintsconsideredwhile
proving a property andby alternatingautomaticallyphases
in which the tool triesto prove the validity of a modeland
phasesvherethe tool triesto nd bugs. Optimizationsof
the model generatorand advancedabstractiontechniques
that exploit, for instance possiblesymmetriesn the spec-
i cation arealsounderinvestigation.Finally, we areplan-
ningto developagraphicalfront endto the T-Tool, thatwill
allow the userto write the FT speci cationsasannotations
of ani* model,andto seethe scenariogroducedby the
T-Tool asanimationof thei* diagrams.
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