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1 Motivation relationship between two parties, and a relationship key. F

| di . drive th hof h example, LinkedIn could issue an attestation to Bob certi-
Perspna media continues to drive the growth of home fying that Alice added Bob to her LinkedIn social network.

computing and consumerele(_:tronlcs. Equipped with Various gop could prove his relationship with Alice to anyone who

appliances, home users continue o create enormous quantiz s | inkedin. Attestations can be exchanged securay ov

ties of photos, home videos, song collections, or blog pages insecure chanﬁels such as email. HTTP or chat

This new landscape has led to new challenges facing home Social Access Control Lists(AC’Ls): A social ACL con-

users = .managing their pgrso_nalldata, §earching it o find Ob'tains an owner’s public key, the public keys of all people who

Jec_trshof mter:eﬁt, and s:]larlng It ;’.V'ﬂ: fzrmy and friends. f can access the object (similar to traditional ACLSs), and-a so
ese challenges have motivaled the emergence of New;,, relationship. To access an object, people must either

class of web sites and applications such as MySpace, Fl'Ckrc'Eave their public key listed in the social ACL, or they must

YEUTu&e'. and Goolgle ci[aletndal_r to Eem user?hman_age anGresent an attestation issued to them by the owner ceuifyin
share their personal content online. However, there is a mis %he relationship listed in the ACL.

match between people’s needs for sharing personal conten
a_nd what_today_’s online applicat@c_)ns offer. Most sharin_g 3 Applications
sites restrict their users to a specific type of content. @/hil
sharing personal content warrants the need for restriging In all the three applications below, our scheme uses the
cess, most sites (e.g., Flickr, YouTube) offer only two very Same set of attestations to control access.
simple access control policies. People can either enumerat ~ Google Calendar: The sharing policies used by most of
all the site-specific userids who should have access or theytoday’s online calendars are very restrictive. For example
can make the content publicly available to anyone. In addi- the Google calendar allows sharing all information or just
tion, users must now create and maintain several copies offree/busy information with others. Instead, in our scheme,
their social network: one for each online site. They must People can use social attestations to enforce fine-grainied a
ask their friends and families to register userids on eaigh si cess control to different views of their calendars. They can
serving their personal content. publish different views of their daily schedules depending
Our work presents a social networking-based access con-the social relationship.
trol scheme suitable for online sharing of personal media. ~ Social BitTorrent: Despite the immense growth of user-
Our goals are: generated content, most online sharing systems are tgui
. for the needs of personal content. People still resort talema
1. To present the design of the access control scheme thagng hosting websites to share personal photo albums. In-
is centered around social relationships. stead, a peer-to-peer file-sharing system, such as Biffiprre
augmented with our access control scheme could serve as an

2. To illustrate how using social relationships to express . : . ) )
access control policies is a new and powerful paradigm ideal delivery vehicle for personal multimedia content. We

for controlling the sharing of personal data online by implemented aprototype of our access contr(_)lscheme i_n Bit-
: : o Torrent. We are planning to demo our new BitTorrent client.
presenting three diverse applications. ; ; i . e
Social Firewalls: In many scenarios, filtering based on
. . | IP addresses, port numbers, or protocol types is not suffi-
2 A EOCI al Networking-B Access Control cient for controlling access to resources behind a firewall.
Scheme For example, organizations want to allow their employees
In our scheme, users need to manage a single social net!0 remotely access internal machines from any location, no
machines. This eliminates the need to manage many, sitefirewalls could implement access policies based on social re
specific social networks online. A personal identity is apai ations. To bypass a firewall, a remote user must present a
of a public key and a private key. People communicate their SOcial attestation certifying the relevant social relasioip.
public keys securely with their social networks through-out References
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