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As mobile devices becomeincreasinglypenasive and commonlyequippedwith short-range
radio capabilities we obsene thatit might be possibleto build a network basedonly on pair-
wise contactof users.By usingusermobility asa network transportmechanismgdevicescan
intelligently routelateng-insensitve packetsusingpower-ef cient short-rangeadio. Sucha
network could provide communicationcapability whereno network infrastructureexists, or
extendthe reachof establishednfrastructure.To collectusermobility data,we rantwo user
studiesby giving instrumented®DA devicesto groupsof studentdo carryfor severalweeks.
We evaluateour work by providing empirical datathat suggestghatit is possibleto make
intelligent routing decisionsbasedon only pair-wise contact,without previous knowledgeof

themobility modelor locationinformation.
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Chapter 1

Intr oduction

Mobile deviceshave enjoyed tremendougrowth in recentyears,andthis trend of growth is
projectedto continue. A signi cant motivation for the adoptionof thesemobile devicesis
easyaccesgo wirelessnetwork services Most mobile devicestodayeithercomewith built-in

wirelessaccessechnologie®r have expansionoptionsfor addingthis capability

Wirelessaccesgechnologiesn mostmobile devicescanbe dividedinto threecatejories:
long rangeinfrastructure shortrangeinfrastructure andad hoc. Commontechnologiesised
for thesetypesof networksarecellular, WiFi, andBluetooth,respectrely. We consideradhoc
networks whereparticipantsaremobile to be Mobile Ad Hoc Networks (MANETS). A more

detaileddiscussiorof variousradiotechnologiess coveredin Section2.1.

Mobile devicesdo not rely solely on long rangeinfrastructurenetworks, suchascellular,
becausshortrangeinfrastructurenetworkscanprovide advantagesn termsof speedgost,and
power ef ciency. Despiteimprovementdn batterytechnology pressureo includemore pro-
cessingoower andfunctionalityinto slimmerform factorscontinuego placepower constraints
on mobile devices. A constantalancemustbe keptbetweernproviding functionality anden-
suringacceptableperationalife. In particular radio transmissions a signi cant consumer
of power on mobile devices[53], andthe designandmanagementf radio operationremains

an active areaof research.Thoughshortrangeradio canprovide savings in power (shorter
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radiorangeresultsin lesspower use),long rangenetworks canprovide servicewhenoutside
of hotspotcoveragearea. Thusit canbe bene cial to have multiple layersof connectity, to
take advantageof eachrespectre mediums strengths.

In this thesis,we postulatethat it might be possibleto usemobile ad hoc networking to
provide extendednetwork availability outsideof infrastructurecoverage Furthermoreve pos-
tulate thatthereis sufcient regularity in peoples'contactpatternsto aid in routing through
sucha MANET.

Many previousworks have suggestedhat peopleusuallydo not move randomly [31,47],
andasa resulthave regular patternsof meetingpeople. We hypothesizehis may even hold
truebetweemairsof strangersFor example,it maybeobviousthatJohnmeetslaneor astaf
meetingevery Monday morning. However, it may alsobe the casethat Johnand Dave, who
aretotal strangergo eachother happerto take the samebusto work every morning. Though
individualsmightnotbeawareof it, theirdaily routinesmaycreatecorrelatecconnectionsvith
otherindividuals. If this is the casethenit may be possibleto usepeopleaspaclet carriers,
transportinghemfrom onehopto anotheyuntil a suitableinfrastructuresystemcanbe used.

Previous researclefforts have looked at trackingmobility to provide locationdriven ser
vices[56] aswell assupportingdatacollectionand disseminatiomapplications. Techniques
rangefrom usinganimalssuchaswhalesandzebraso trackingpeoples'locationvia trian-
gulationfrom base-station§s]. However, locationtrackingis a complex and dif cult task.
Thoughtherehave beenmary efforts on locationtracking[12,26,32,51] in general we ob-
sene thattherehave beenfew studiesto collecttracedataof usercontactpatterns.Contact

patterngmay be easierto detectandmight provide sufcient informationfor packet routing.

1.1 Motivation and Hypothesis

We aremotivatedto explore whethersocialcontactpatterndetweerpeoplecanbe combined

with multi-modalradio technologiego provide improved networking services. Speci cally,
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we explorethe possibility of usingdelaytolerantMANETS [35] to supplementinfrastructure
systems.Improvementscanincludeincreasedetwork serviceavailability, by supplementing
availableinfrastructurepr providing lower costor lower power communicatiormediums.

We hypothesizehat pairwisecontactpatternsbetweenindividuals can provide sufcient
informationfor makingroutingdecisionsacrossa delaytolerantMANET.

Finally, we aremotivatedto performour experimentsisingavailableconsumeelectronics.
The experiencewill provide insightsinto the readines®f currentdevicesfor participatingin

cooperatre networking ervironments gspeciallywith respecto power management.

1.2 Approachand Challenges

Our approachis mainly composedf two separatgphases.In the rst phasewe instrument
datacollectiondevicesandobtainpairwisecontacttraces.In the secondohasewe usethese
datatracesasinput in severalanalysisandnetwork simulationprogramsto help characterize
thedata.

For the datacollection phase,we instrumenttwenty popularly available personaldigital
assistan{PDA) devices, equippedwith Bluetoothradios. Paver managemenis the greatest
challengefor impoverishedmobile devices. Most available consumerdevices are unableto
operatecontinuouslyfor a whole day, andregular radio usagesigni cantly increasegpower
demands.Our approachis to startwith a device with good batterylongevity, and carefully
manageadiouse.Overly-aggressieradiousecanresultin prematurdatterydrain,andrender
the device unableto collect moredatauntil rechaged. Corversely overly-lax radio usecan
resultin mary misseddatacollectionopportunities.

Customsoftwarewaswritten for the mobile deviceswhich periodicallyoperated¢heradio
to searchfor othernearbydevices. We useda synchronizedadio protocolwhich allowedthe
sleeptimesto be maximizedandtransmissiorandlistentimesto be keptvery short. In order

to minimize radio usageduring the shortradio actiity period,devicesonly brie y broadcast
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their ID number Deviceswithin radio rangeof the broadcastecordthe ID numberin a data
trace. This providespairwisecontactinformation,but no detailsregardingconnectiorquality,
connectiorduration,or potentialbandwidth.

We distributedtheseinstrumentedievicesto individualsto carry for several weekstime.
Thedatatracewasthencollectedandcharacterizedor possiblepatternsirends,andpotential
networking opportunities.

Theanalysigohasevasdoneof ine usingthedatatracecollectedfrom the previousphase.
Simulationsoftwarewasusedto determinghekindsof patternsandtheoreticakapacitieof a
potentialnetwork built onthe datatrace.In particular we examinedthreeareastherole each
device playedin the network, in particularits importancein bridging betweenotherdevices,
the lateny characteristicof paclets routedover a simulatednetwork, and variousrouting
methods. We exploredthreedifferentrouting stratgies: epidemicrouting, aggregatefuture
knowledgerouting,andgossiproutelearning.

Thesethreerouting stratgjiesare chosento characterizehe effectsof replication,future
knowledge,andonline learning. Epidemicpropagatioralways guaranteeseast-lateng from
sourceto destination,but requiresunlimited replication. Aggregatefuture knowledgerout-
ing allowedusto explorereplicationrestriction,but routing basedon somefuture knowledge.
Finally, we exploreda gossipingprotocolthat allowed the useof restrictedreplicationwhile
requiringno future knowledge. Unfortunately our collecteddatatracedoesnot containsuf -
cientinformationfor testingexisting routingprotocols.Thereforeve chosethesehreegeneral

routing strategiesto characterizérendsandupperbounds.

1.3 Contribution

We hypothesizethat usershave regular schedulesdestinationlocations,and social circles,
whichresultin regularandpredictablecontactpatterns.Thesepatternscanbe usedto provide

asupplementahd hocnetworking layerfor delaytolerantpaclets.
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This work provides empirical trace dataof contactpatternsfrom individuals. We then
characteriz¢his dataandthe potentialnetworking opportunitiedy usingsimulatorsof various
routing methodsand oracle knowledgelevels. This work also provides an accountof our
insightsandexperiencesvith developingandinstrumentinglevicesfor the datacollectionand
deplgying themin two userstudies.

Our resultsshav that despitethe sparsecommunityof volunteersthereis promisingevi-
dencethatcontactpatternsareregularenoughto provide signi cant networking opportunities.
We alsoshow that currentconsumerdevicesarelacking in power managementechnologies
andAPIst. It is currentlynot feasibleto provide extensive wirelessnetworking on available
mobile devicesandexpectbatterylife to lastafull day

Therestof thisthesigs organizedasfollows. Firstwe provide somebackgrounanvarious
network systemsyouting stratgiesin ad hoc networks, and movementsimulationandtrace
collectioneffortsin Chapter2. Thenin Chaptel3 we provide detailson ourexperimentaketup,
thedevice instrumentationanduserstudies.Chapterd examinesthe datatracecollectedfrom
the experiments,and shaws characteristicef varioussimulatednetworks using the different
routing strateyies. Finally, we closewith a discussionin Chapter5 andconclusionsandfuture

work in Chapter6.

LApplicationProgrammingnterface



Chapter 2

Background

In this sectionwe startby presentingjn generalthe threetypesof radio networks we con-
sider andthevariousadwvantagesinddisadwantage®f eachsystem.Following thatwe present
somerelatedwork on the threebroadcateyoriesof routing stratgiesthatwe considerfor our

analysis.Finally we provide somerelatedworksin mobility simulationandtracegathering.

2.1 Radiosand Networks

Therearetypically threetypesof radionetworksthatareusedwith mobiledevices.Longrange
infrastructureshort-rangenfrastructureandadhoc. Abstractlywe considewirelessnetworks
to beacollectionof antennasgapableof two-way communicationEachindependenantenna
canbe considerech node Concretely nodescanbe radio towers,satellites laptops,cellular
phonesgtc. Dependingon the situationbeingexamined,nodescanbe geographicallyplaced

atspeci c locations randomlyplaced,or evenmobile.

2.1.1 Long Rangelnfrastructur e

Long rangeinfrastructuresystems suchas cellular networks, provide fairly comprehensie

network coverageandservice.Within urbanandsuburbanareascellularnetworksareexpected
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to havereliableandfairly consistentoverage With therising popularityof cellulartelephones,
it is notuncommorto nd reliablecoveragein somerural areasaswell.

However, cellular radiosare hinderedby two main limitations. First cellular networks
dependncomple infrastructure For serviceproviders,placingandmaintainingtransmission
towersis acomplex andexpensve operation55]. Despitethe bestefforts of serviceproviders,
“dead spots”, wherethe signal cannotreach,exist. Second,cellular networks work across
regulatedfrequencies.Accessto cellular networks typically requiresubscriptionsand data
transmissionarechaged.

Recentproductshave becomeavailableto provide indoorrepeaterandrelaysfor cellular
networks[33,61,66]. Thesedevicescanhelp bridgeservicegapsin mary locations,but still
rely on infrastructureand subscriptiondo serviceproviders. To the bestof our knowledge,
thereis no systemavailableto provide private“mini-cellular’ networks,analogougo a private
LAN. Dueto frequeng regulations,it is unlikely suchproductswould becomeavailableto

consumers.

2.1.2 Short Rangelnfrastructur e

Short rangeinfrastructuresystems,such as 802.11 (WiFi) [68], have enjoyed tremendous
growth in recentyears[64]. They operateat unrggulatedfrequenciesand are relatively in-
expensve to obtainandinstall. Locationsservicedby a base-statiomreusuallyreferredto as
“hotspots”. Securityandaccessssuesaside,it is easyfor endusersto install base-stationt
provide servicewhereneeded.

Despitethis ease hostspotavailability still relieson the installationof base-stationsBe-
causeshortrangeradiosnaturallyhave smallercoverageareasthe chancef not beingin a
hotspotare greater Even within buildings with fairly comprehensie WiFi coverage,signal
strengthandnetwork qualitiescangreatlydiffer betweenvariouslocations[14]. Furthermore,
becaus¢hesesystemsiseunregulatedfrequenciesthereis signi cant interferenceérom other

devicessuchas competingwirelesssystemscordlessphones,and microvaves. Thereexist
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someinitiativesto provide comprehensie hotspotcoveragewithin urbancenterq18,57,65].
However, atthetime of this writing, thoseinitiativesarenotyet fully implemented.

A major concernwith shortrangeinfrastructureradiosis power consumption[11, 16].
Thoughbase-stationare“pluggedin” andhave few powerconcernsglientradiosmustbecon-
senative with radio power consumption.The greaterthe coveragedistance the more power
is consumedn radiotransmissionsFurthermoreasthe numberof devicesin anareagrows,

additionalmediumcontentiorandcommunicatioroverheadwill increasegpower demands.

2.1.3 Ad Hoc

Unlike the otherinfrastructuresystemsad hoc networks [2, 23,54] have no a priori hierar
chy (thoughsomeprotocolsallow ad hoc formationof hierarchy[9, 28]). Thereareno base-
stations— every memberof the network can be both a client and a router Assumingthere
are nearbyclients, network availability canbe achiezed by connectingthroughvariousother
clients;without needfor infrastructurenearthatlocation.

Sincethereareno x ed base-stationgroviding network availability and routing canbe
a dif cult challenge.The network mustconstantlycopewith peerfailures,disconnectsand
partitions. Furthermorejn additionto transmittingpacletsbelongingto the client, eachnode
mustalsotransmitpacletsof otherclientsroutedthroughthem. This additionalnetwork traf ¢
canbeasigni cant sourceof additionalpower consumption.Providing a mechanisnfor fair

exchangeof resourcess anareaof muchactive research4,5,19,22,25,52,63].

2.2 Routing

2.2.1 Epidemic Propagation

Previous works have looked into epidemicalgorithmsfor datapropagation[7] using node

mobility. Epidemicpropagationapproximatelymodelsthe spreadingoehaior of infectious
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diseases.The basicpremiseis that a virus canreplicatean unlimited numberof timesand
infectanunlimitednumberof hosts.All hostscanmove and,with acertainlevel of probability,
make contactwith otherhosts.Infectedhostswill infecthealthyhosts.Onceahostis infected,

it cannotbere-infectedandneverridsitself of thevirus.

Insteadof grimly modelinginfection, epidemicalgorithmsmodela methodfor dispersing
datathrougha network, whetherto reachall nodesor a speci ¢ one. Nodesalwaysreplicate
new datato othernodesthey comeinto contactwith, and nodesnever acceptmorethanone
copy of the samepieceof data. Epidemicalgorithmshave the desirablefeatureof always
guaranteeingo nd theleastlateny pathfrom any sourceto ary destination.Unfortunately

it alsorequiresanassumptiorof unboundedtoragespaceandtime.

Many works have usedepidemicalgorithmsto study the effects of mobility in ad hoc
networks. Grossglauseand Tse[27] mathematicallyshov that with randomnodemobility,
unlimited storage,and unboundedime, mobility reducesmediumcontentionand improves
successfumessagalelivery to the destination. Davis et al. [20] proposesusing wearable
computersfor carrying and forwarding data betweeninfrastructurepoints, to bridge highly

partitionedgroupsof users.

Epidemicalgorithmshave also beenusedfor collecting sensordata. Examplesof such
mobile ad-hocnetworks include ZebraNef39,46] and SWIM [59] which have beencreated
andphysicallydeployedin realenvironmentsusingzebrasandwhalesfor nodesyespectiely.
Zhaoetal. [67] usemobility for datadeliveryin MANETS, similar to DataMULES[58]. The
objectve of the DataMULE systems sensodatacollection,andreliesonatwo tier hierarchy:
sensordistributedrandomly andcollectiondevicesplacedon mobile objects(city vehicles)
which have a known mobility patterns(buses)or known possiblemobility routes(carson
roads).Zhaoetal. alsobuilds anadhocsensodatacollectionsystemwherethe deplojedde-
vicesareof two separate€lassesimmobileandcheapsensorsandmoresophisticatedensors
which have somelimited mobility. The sensor®f limited mobility canadjusttheir positionin

orderto maximizetheir ability to bridgepartitionsof sensorsandto forwarddata.
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Thoughthe motivation for our work is to potentially provide networking, our study of
pairwisecontactdoesnot precludethe possibility of building a datacollectionsystem.What
distinguishesur work is thatwe have no pre-determineanobility modelandhave no control

over nodemobility.

2.2.2 Delay Tolerant Networks

Jainet al. [35] provides a summaryof delay tolerantnetworks (DTN), and the variousef-
fectsof oraclepower andnodecapacityin copingwith DTNs. Their work providesa general
characterizatioof the differentclassesandsummarizeseveraldirectionsfor futureresearch.
In generalthey nd thatleastknowledgealgorithmstendto performworsethanalgorithms
with moreknowledge. However, limited additionalknowledgecanstill provide a large boost
in performance.In this work we examineusing aggreatefuture knowledgeoraclesfor our

rst-handoff preferenceouting.

Otherworks have examinedthe possibleusesof DTNs asmiddlevare,suchasin [13,62].
The PostMANET systemusesthe postalsystemfor providing internetcontentdelivery by
takingadwantageof large capacitymassstoragalevices. Thesystemanticipatesandpre-caches
contentrelatedto the currentrequestdeingserviced,allowing PostMANETto hide someof

thehigh lateny aspect®f the network.

Chenetal.[17] hypothesizethatmobileusersanbeclusterednto groups.Certainmobile
userscan belongto more thanone cluster and thus can be usedas agentsfor crosscluster
transportWithin clustersstandardadhocprotocolscanbeused.Nodessharedataonrecently
metnodeswhichis usedfor calculatinga“trajectory” for bridgingclustersuntil thedestination

isreached.
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2.2.3 GossipProtocols

Many works have exploredthe useof gossipprotocolsfor mary distributedapplications for
complity analysis,coverage,resourcelocation, replicationcoordination,aggreation, and
synchronizatiorj29,36,41].

Goel [24] exploresmethodsfor maintainingview consisteng in a distributed and repli-
cated lesystem. Gossipingprotocolsareusedfor reconciliationvectormaintenanceBecause
not all replicasundego directcommunicationgossipinginformationis usedfor maintaining
acknavledgmentevenacrosgnultiple degreesof separation.

Li etal.[44] exploreamethodfor constraininggossipmessaget® regions,to furtherreduce
the overheachecessaryo achieve routing. Their work relieson nodeshaving somepositional
informationaboutdestinatiomodesandforming anelliptical region of gossipconstraintFur-
thermoreheirsimulationgargetMANETs onatwo dimensionaplanewith randomplacement
andmobility. It is not clearhow Regional Gossipwould farein aDTN, potentiallywith peri-
odically predictablepatterns.

Thefocusof thiswork is not the evaluationof advancedrouting andinformationdissemi-

nationprotocols,sowe will only explorethe useof simpleglobal ooding gossipalgorithms.

2.3 Mobility: Simulation, Modeling, and Tracing

2.3.1 Simulation and Modeling

Moststudiesof MANETS, whetherfor dataretrieval, distribution, or networking, usesimulated
movementandtheoreticalmobility models[30, 34,43,45]. Thoughsomeof thesestudiesgo
to greatlengthsto modelthe physicalandgeographicamovementof nodes,andto an extent
a taskand objectve baseddestinationselection,they do not capturethe sociologicalaspect
of userbehaior. Campetal. [15] shaws that differentmobility modelscanhave signi cant
impactson routingperformanceandthata modelmostcloselymatchingtheintendedscenario

shouldbeused.
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Otherstudieshave lookedatmodelingsociologicabehaior, bothfor simulationsandchar
acterizingtraces. Herrmann[31] usessocial constraintmodelingto characterizesimulation
behaior, ratherthangeographicatonstraintsThe methodconsistsof determiningcliquesfor
nodeghatmale contact.It is thenassumedhatthesenodeaneetfor speci c reasonsandthus
ananchorpointis createdo represenaspeci ¢ meetingtask. Nodesarethenconstraineguch
thatthey mustbe ableto visit theseanchorswithout time overlap(i.e. nhodescannotbe at two
placesatonce).

Insteadof simulatingusermobility, we collectempiricaldataof usercontactpatternsThus
ournetwork analysisandsimulationtoolsuseempiricaltracesratherthanarti cially generated
ones. For future work, we hopethat our empiricaldatacanhelp explore andverify mobility

simulationmodels.

2.3.2 TraceCollection

A morerealistic approachis to obtaintracesfrom a real environmentand usethesetraces
asa modelfor simulation. Jetchga et al. [37] useda eet of city busesas mobile nodesto
obtainmobility tracedata. They thensimulatedpotentiallateny androuting characteristics,
assumingvariousradio coveragemodels,usingthe collecteddata. Our work is uniquein that
we neednotmake assumptiongaboutradiocoverageor mobility models.Ourradiocoverages
inherentlycapturedn theradiotechnologywe usein our experimentsUnfortunately because
ourdataonly capturepairwisecontactwith nolocationinformation,it is notpossibleto extend
andapply our datato variousotherradio coveragemodels. Furthermorejnsteadof knowing
pre-determinegaths(lik e thatof city buses)we collectpairwisecontacttracesof realpeople,
for whomwe have no predeterminednobility model.

Kotz et al. [42] provide anextensve studyof large wirelessnetwork ernvironments. Their
work providessupplementatesearclton wirelessactivity andmetricsthatour studydoesnot
addressHowever, their work focuseson tracesof WiFi clientsinteractingwith basestations.

Our work expandson their efforts by focusingon detectinguser mobility and peerto-peer
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contactpatterns.Insteadof studyinginfrastructurewe aim to studyuserinteractionpatterns,

to potentiallyform a supplementahetworking platformbasedon usermobility andcontact.



Chapter 3

Experiment

We investigatewhetherreal user mobility and opportunisticpairwise interactionsbetween
userscanbe exploitedto provide datacommunication.The secondarybjective of the experi-
mentis to determinehe“readiness’of currentconsumeproductgor continuougarticipation

in wirelessnetworks.

We alsoinvestigatehecharacteristicef forming peerto-peeraswell aspeerto-infrastructure
networks. Thuswe deploy two typesof instrumentedievices: mobile andstationary Mobile
deviceswill be carriedby users,andstationarydeviceswill be hiddenin certainhigh trafc
locations.It shouldbe notedthatthis distinctiononly refersto the mobility of the devices. All

devicesareidenticalin capability capacity andfunctionality.

Deploying datacollectiondevicesto realusersrequirescarefuldesignconsiderationsThe
following sectiondescribeshe designrequirement®f the experimentin termsof datacollec-
tion anduserimpact. We thendescribeheimplementatiorconcernsanddecisionswith respect
to thedesignrequirementsfollowedby thedeploymentof the experimentin two separateiser

studies.

14
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3.1 DesignRequirements

The primary objective of the experimentsis to collect tracedataof pairwise contact. The
experimentdoesnot strive to transferreal data,detectconnectiorguality, measurdandwidth,

or trackuset location.

To addresghe issueof real usermobility, we needto provide userswith aninstrumented
device to carry The instrumentatiormustsatisfy threerequirementsthereshouldbe some
motivationfor theuserto carrythe device asoftenaspossible the datacollectionshouldwork

independenodf theusers actiities, andthe device shouldlastat leastan eight-hourwork-day

We provided userswith a featurefuldevice, to encouragdrequentcarryingof the device.
The instrumentatiorsoftware runs invisibly in the backgroundwith minimal impacton the
usability Thoughwe couldhave usedspecializedlevicesdesignedor this experimentwe felt
thatusingcommoditydeviceshelpshighlight our motivation of networking consumemobile

devicesin interestingways.

Our aim s to detectopportunisticpair-wise contact,even whenusersmight not be aware
of it. Contactcouldtake placewhile at a meeting,waiting at an elevator, or evenwalking by
anotherparticipant.Usersmaynot be awareof who may or maynot bea participantandthey
may not be using their devices during that momentof contact. Neverthelessijt is desirable
to recordsuchcontactsinceit presentsa communicatioropportunity It is highly likely that
thesedeviceswill be carriedin pocketsor bagsmostof thetime. Thereforewe optedto use
radio, which is omni-directionalanddoesnot requireline-of-sight. Infraredwould be a more
power ef cient option,but its line-of-sightrequirementndsusceptibilityto interferencérom

daylightor orescentlighting make it unviablefor this experiment.

Paver managemernis animportantissuewith mobile devices. Inadequatgpover manage-
mentcanrenderthe device unusableand preventit from gatheringdata. Sincemary mobile

devicesrely on disk-lessstorage an extendedpower outagecanresultin lost userandexper

We referto participantsof the userstudiesas2users®.
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imentdata. Most userslikely will rechage their device at the endof the day, andmary will
not have opportunityto rechage themmid-day Requiringusersto rechage the device mid-
daywould be disruptie to their daily routineandincreaseshe lik elinessof the device being
forgottenor left behind. To cover a working day, we estimatedthat the devices shouldlast
atleasteight hours,including standardusageaswell asbackgroundadio operationanddata
gathering.

It shouldbe notedthat securityandprivacy arenotissuesasfar asthe experimentis con-
cerned. Devicesdo not track or shareuserinformation,andthe mappingof devicesto users
is keptcon dential. The datausedfor analysisis anorymizedbeforeuse. At this time, we
alsodo not considerthe securityandprivacy concernof actuallyimplementinga functioning
network usingthis method. This work is primarily concernedvith determiningwhethersuch

anetwork is feasible.

3.2 Implementation

We choseto usePDA (personalligital assistantjlevices,in particularPalm TungstenTl hand-
helds(hereinreferredto asPalm devices)runningthe Palm OperatingSystem(PalmOS).Be-
causesufcient batterylife is a major concern,the PocletPC platform, which usually lasts
approximatelytenhoursundernominalusagewasnotaviableoption. Similarly, dueto power
concernsye choseto useBluetoothradioinsteadof WiFi (WiFi canconsumebetweenl0 to
50timesmorepowerthanBluetoothin low-usagemodes [21]), thoughWiFi is currentlymore
commonlyavailable. The TungstenT deviceshave abuilt-in Bluetoothradio,whichis slightly
morepower ef cient thanusinganadd-oncard. They alsocanbe updatedvith any numberof
availablethird-partyapplicationswhich helpedincreasats appealo theusers.To gatherdata,
we developeda customPalm application[49, 50] to run in the backgroundand periodically

usetheradioto searchor otherusers Becausd’almOSis a single-threadedvent-drivenplat-

2low usagede®nedas,on average 90%of time in sleepmodeand10%in RX and TX.
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(a) Walk-By lllustration (b) RadioProtocol

Figure3.1: Walk-by andRadioProtocolDiagrams

form, we usea self-settingalarmtimer to grabbackgroundorocessingime. Whenthe timer
is triggered,we asynchronouslyperatethe radio to listen for nearbydevicesandannounce
our presenceThe applicationthensetsanothertimer andsleeps.For mostapplicationsthis
techniqueproducedho obserablehindranceo theuserexperience.

The frequeng at which the devices announceand listen on their radios affects battery
longevity. However, becauseve aim to captureserendipitougontactlongersleeptimesmay
resultin the device missingbrief contacts We madea best-efort attemptto have the protocol
capturewhatwe call the“walk-by”, illustratedin Figure3.1(a).Assuminga 10-meterantenna
range,and an averagewalking speedof 2 m/s, thereis a 10-secondvindow of opportunity
to detecta userwalking directly pastanotherstationaryuser We recognizethatthis scenario
doesnot fully capturethe mary waysin which individualsmove and make contact,andmay
miss mary momentsof pairwise contact. However, this simply meansour datatraceswill
be consenrative. A tighter detectionmethodwould capturemoredataandwill likely provide
betterresults.

After severalimplementationterations,we developeda minimal protocol,asillustratedin

Figure 3.1(b), to stretchthe batterylife to the targetrange. At the startof eachuserstudy
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all Palm devicesare NTP (Network Time Protocol)time synchronizedso that radio usage
canbe minimizedandthe oddsof successfutommunicatiorincreased38]. The Bluetooth
radio on the Palm devicesare half-duple, which requireda schemefor allowing eachdevice
to announceheir presenceaswell aslisten for othernearbydevices. In otherwords, while
transmitting,the radio cannot‘hear” otherdevices. At an establishedime epoch,all devices
power their radio simultaneously Eachdevice will thenlisten on their radiosfor a random
1 to 3 seconds. Immediatelyafter the randomlisten interval, the device will broadcasits
presencdor 3 secondsfollowed by anotherandoml to 3 secondsf listening. The device
will thenplaceits Bluetoothradioin alow power non-listeningsleepstate,andwait until the
next epochto repeathe cycle. Becausdransmittingis thedominantconsumenf radio power,
we chosea broadcastnterval which waslong enoughto cover a reasonabl@angein the 16-
secondperiod, while shortenoughto be power conscious.The listenintervals are choseno

matchthe broadcasinterval.

The randomizedisten intervals provide a crudemediumaccessnechanismwhile mini-
mizingtheamountof time thatthe Bluetoothradiomustbepowered.Duringtherandomlisten,
thereis sufcient overlapsuchthat nodeshave an opportunityto broadcastheir presences
well asdetectthebroadcastsf otherdevices. It is possiblethata pair of devicesmightchoose
thesamerandomintenals(i.e. listenatthesametime, andbroadcasatthe sametime, with no

overlap),andthusnot nd eachother However, we expectthisto beuncommon.

We experimentallyfound that undernormaluseractvity, a 16-secongeriodfor this pro-
tocol achiezesapproximately8 to 10 hoursof batterylife. Thoughthis periodmeanswe fall
shortof catchingthe“walk-by” window, increasinghefrequeng resultedn unacceptablsac-
ri ce in batterylife. Corversely decreasinghe frequeng would likely resultin anincrease
in missedserendipitousontact.Becauseve believedthe achieved batterylife would be suf-

cient,we did notchancereducingthe protocol's periodlength.

Technicalissueson platformlimitationsandpower conseration,which led to usingsucha

consenrative andcarefullymanagecdommunicatiorprotocol,arediscussedn Section5.2.1.
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3.3 User Study

We conductedwo separateiserstudiedor ourexperiment.Eachstudyinvolvedapproximately
20 studentsn total from two separatelassesn differentdepartmentsComputerSciencgCS)
andElectricalandComputerEngineering ECE).

We acknavledgetheinherentimitationsin the sizeandselectionof our userpool. Twenty
participantsis not a large number consideringhow the studentscan be anywhereon or off
campusAt theveryleast they areexpectedo meetonceperweekduringclasstimes,predis-
posingthemto ana priori pattern. Despitetheselimitations, theseinitial userstudieshelped
examinesomeinterestingguestiongegardingthe feasibility of usingusermobility for paclet
transport.Do theusersneetmoreoftenthanjustduringclasstime?Is therea biasin whichan
intermediatenod€e® is mostsuccessfuat delivering pacletsto a particulardestinations there
robustnessn the network or is paclet transportrelianton a few nodes?Canthis tracedatabe
usedto begin formulatingbetterrouting decisionghatresultin moreef cient network usage
with minimal lateny impactscomparedo epidemic?

Our rst userstudyinvolvedonly graduatestudentgduring the autumnof 2003andlasted
for two-and-a-halfweeks. Nine studentswverein a CS graduatecourse,eight studentswvere
in a graduateECE course andonestudentwasunrelatedo eitherof thosetwo courses.The
seconauserstudyinvolved only undegraduatestudentsduring the springof 2004 andlasted
for eightweeks.Tenstudentsverein anundegraduateCS classandtenin anundegraduate
ECEclass.

In addition,we deployedthreestationarydevicest which werehiddenthroughouthe com-
puter sciencebuilding. Thesedevices are not basestationsand play no specialrole in the
experimentor network. Onecanthink of themasuserswith verylittle mobility. Thestationary
deviceswereincludedin the studyto help examinethe following questions.If we assumed

the stationarydeviceswerebasestationsor stationarypeople,how oftenwould userspassby

3For this studywe considerusersandPalm devicesto by synorymous andreferto themasnodes
4For bothuserstudies 04,05, and09 arestationaryPalm m125devices.
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one?Do they play acritical role in distributing paclketsthroughthe network? For the rst user
study the stationarydeviceswere hiddennearlocationsfrequentedy graduatestudents.For

theseconduserstudy thedeviceswerehiddennearundegraduatdabs.



Chapter 4

Results& Analysis

In this chaptemwe explore the characteristic®f the datatracegatheredrom the experiments.
Themotivationis to simulatea network built on top of thetracedata.In otherwords,theem-
pirical tracedatais themobility modelfor theMANET. We startby examiningtheconnectvity
andreachabilityof the network. Thenwe characterizalifferentrouting protocols,to examine

thetradeofs betweernreplicationandlateng, andfuture knowledgeversuson-linelearning.

For exploring networking characteristicsywe startwith epidemicpropagation.Epidemic
always nds the leastlateny pathsfrom sourceto the destination,but requiresunbounded
replication. We usethe epidemicresultsasthe “gold standardfor comparingotherrouting

methodswhich relaxepidemics replicationandstorageassumptions.

Fromtheepidemicresults we thenrelaxthereplicationassumptiorandlimit to noreplica-
tion. However, we wish to minimize the potentiallyincreasegenaltyin lateng or successful
deliveryrate. Static rst handof preferenceoutingusesaggreatefuture knowledge,utilizing

the biasinformationfrom the epidemicsimulation,in orderto establisha x edroutingtable.

While thestatic rst handof preferenceoutingallowedusto relaxthereplicationassump-
tion, it requiredfuture knowledge. Thuswe explore routing usinga gossipingprotocol. The
gossipingrouting protocolis an on-line algorithm, requiringno future knowledgeandmakes

no replicationassumptions.

21
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4.1 Connectivity and Reachability

In this section,we examinethe direct contactand reachabilityof the nodes. Reachability
refersto a nodes ability to senda paclet, via somepathof intermediarynodesto a selected
destinationnode. The pathtraversedby the paclket mustobey the chronologicalorderingof

nodecontactfoundin thetracedata.

4.1.1 Connectvity

Tables4.1and4.2 shavs thedirectcontact(adjaceng) for eachof the nodesin userstudiesl
and?2. For ary givennode thetablelists thesetof all nodedirectly contactedverthelifetime
of the datatrace. Notethatfor the rst userstudy nodes21 and22 werenot deployeddueto
malfunction.Thereforethey arenotincludedin the studyandomittedfrom the analysis.
Dueto thesmallsizeof ouruserpopulationjt is notunexpectedhatsomenodescomeinto
contactwith all othernodesatleastonceover thelifetime of thetrace.As the userpopulation
increasesfor exampleif expandedo all workersin anof ce building, the numberof adjacent
nodess expectedo decreaseelative to theoverall population.In the next sectionwe explore

how adjaceny relatesto reachability

4.1.2 Reachability

Tables4.3and4.4 shav the numberof othernodesreachabldrom ary givennodevia direct
contactor throughintermediatenodes.We calculatedhe reachabilityby exhaustve andcom-
pletesearchover the lifetime of the trace. The columnoriginal shows the reachabilitygiven
the original tracedata,with no Itering. In no class we remove all traceswhich take place
15-minutesbefore,during,and15-minutesafterclasstimesfor eachof thenodes.Thecolumn
no stationaryshaws the reachabilitywith all entriesinvolving the threestationarynodes re-

moved. The combinedeffect of removing classtimesandstationarynodess shavnin column

104,05, and09 arestationarynodes
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nodelabel | adjacento
01 0307111617
02 030405070911141516172023
03 01020506071114151617 20
04 02071114151617
05 020307111415172023
06 03070810111213141516171819
07 01020304050608091011121314151617182023
08 060709101213151819
09 020708111415172023
10 060708111213141819
11 01020304050607091012131415161718192023
12 0607081011131819
13 0607081011121819
14 0203040506070910111516172023
15 0203040506070809111416172023
16 0102030406071114151720
17 010203040506070911141516
18 0607081011121319
19 06081011121318
20 02030507091114151623
23 0205070911141520

Table4.1: UserStudyl, Adjaceny - Nodes04,05,and09 arestationarynodes

23
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nodelabel | adjacento

01 0610142022

02 030410141822

03 02041012131422

04 0203101213142022

05 12142022

06 01071112131619212223
07 06081516192122

08 0711151619212223

09 22

10 0102030412131420

11 06081516192223

12 0304050610141820

13 030406101422

14 01020304051012131820
15 0708111619212223

16 060708111519212223
17 20

18 021214

19 060708111516212223
20 01040510121417

21 0607081516192223

22 01020304050607080911131516192123
23 0608111516192122

Table4.2: UserStudy2, Adjaceng - Nodes04, 05, and09 arestationarynodes
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node original noclass| nostationary| noclassnostationary| only stationary

label | 21 nodedotal | 21 nodegtotal | 18 nodestotal 18 nodedotal | 21 nodedotal
01 20 19 17 16 0
02 20 19 17 16 12
03 20 19 17 16 1
04 20 19 0 0 12
05 20 19 0 0 12
06 20 19 17 16 0
07 19 17 16 14 11
08 20 19 17 16 13
09 20 19 0 0 13
10 20 19 17 16 0
11 20 19 17 16 12
12 20 19 17 16 0
13 20 19 17 16 0
14 20 19 17 16 13
15 20 19 17 16 13
16 20 19 17 16 12
17 20 19 17 16 12
18 20 19 17 16 0
19 20 0 17 0 0
20 19 17 16 14 10
23 19 17 16 14 12

Table4.3: UserStudy1, Reachability- numberof othernodesreachabléoy multi-hop paths.
Nodes04, 05,and09 arestationarynodes
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node orig noclass| nostationarys| noclassno stationary| only stationary
label | 23 nodegotal | 23 nodedotal | 20 nodestotal 20nodegotal | 23 nodedotal
01 21 21 18 18 0
02 19 19 17 16 7
03 19 19 17 17 4
04 19 19 0 0 9
05 20 20 0 0 9
06 21 21 18 18 0
07 21 21 18 17 0
08 21 20 18 16 0
09 20 20 0 0 9
10 19 19 17 17 8
11 21 21 18 17 0
12 21 19 18 17 7
13 21 19 18 16 8
14 19 19 17 17 8
15 21 20 18 16 0
16 21 21 18 17 0
17 20 20 18 18 0
18 17 16 7 6 0
19 21 21 18 17 0
20 20 20 18 18 9
21 21 21 18 17 0
22 21 21 18 17 9
23 21 21 18 17 0

Table4.4: UserStudy2, Reachability- numberof othernodesreachabléoy multi-hop paths.
Nodes04, 05,and09 arestationarynodes
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no class,no stationary Finally, only stationaryshows the reachabilityfor an infrastructure
setupwherenodesonly communicatedvith the stationarynodes.

Theno classandno stationarycolumnsshow thatthe connectvity is notreliantuponclass
time or thethreehiddennodes.We alsoexaminedthe effectsof independentlyemoving each
of thenodesjn turn, from thetraces andfoundthatthereis no signi cant dropin reachability

Theseresultssuggesthatnodeshave signi cant contactandreachabilitybetweeronean-
other andthatthe network doesnot necessarilydependon speci ¢ “hub” nodesfor connec-
tivity. Instead thereare multiple redundanpathsavailablefor reachingany particularnode.
Moreover, this suggestshereis ameasurablamountof interactionbetweerthedevices,which
may besufcient for networking.

Columnonly stationaryof Tables4.3 and 4.4, comparedo columnoriginal, shows the
potentialfor increasedeachabilityif pairwise communications utilized. This suggestshat
therecanbe potentialnetworking gainsif pairwise communications utilized to extendthe
reachof wirelesshot-spots.

Surprisingly the only stationarycolumnfor the seconduserstudy producedmuchlower
reachabilitynumberghanexpected.This might suggesthatnot asmary undegraduatesiti-
lizedthelabsasanticipatedpr thatthereis a signi cant impactfrom the power lossproblems

discussedh Section5.2.

4.2 Epidemic

In this sectionwe will explorethe characteristicef thetracedataassuminganepidemicprop-

agationmodel. We developeda software suiteto take our datatracesasinput, andsimulate
epidemicpropagatioracrosghetraces.Thusthe simulatoroutputprovidesuswith anabstract
view of a potentialnetwork andits topology Thesimulatorassumethatall nodeshavein nite

amountof memoryandhave in nite instantaneoubandwidthwhenradiocontactis made.
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In our MANET, nodescanexperiencevery long periodsof disconnecfrom othernodes;
with disconnectimesrangingup to sevendays. To capturethis characteristicywe mustselect
a paclet generatiormpolicy which highlights,ratherthanobscuresthis long disconnechature
of the network. An obvious (andsimple)policy mightbeto generatgacletsata x edrate.

Unfortunately a constantrate generatohastwo importantdravbacks. First, supposea
nodeexperiencesa long period of disconnectmuchlongerthanthe paclet generatiorrate.
During this interval, mary pacletswill be createdpbut queuedat the node. Supposehe next
contactthis nodemakesis with the intendeddestinationandall of the generategacletsget
delivered.Whenwe examinethelatengy characteristicef thesepaclets,we seealinearcurve
betweenpaclet creationtime andlateng to delivery. Of course,this is clearly not the case
— therewasonly onemomentof contact. Thusthe continuousgeneratiorof pacletshid the
lateng characteristicSecondsuppose nodemovesquickly througha groupof othernodes,
fasterthanthe paclet generatiorrate. During thisinterval, insufcient pacletsweregenerated
to capturethe changingnatureof the network atthatmoment.

Thereforewe mustselecta paclket generatiorpolicy thatcaptureghelong disconnectand
changingcharacteristicef thenetwork. We dothis by having thenodegeneratgaclketsbefore
andaftera changein contact. We de ne changen contactasfollows: asthe simulatorruns
overthetracedata,it keepstrack of who eachnodelastsav. Wheneer anodemeetsanother
nodethatis differentfrom the oneit lastsaw, it will generatenew paclets. Two pacletsare
generatedonejustbeforethe momentof contactandonejustafter By coveringmomentgust
beforeandjustaftercontactwe cancapture pon averagethelateng for pacletscreatedatary
arbitrarymoment. At the sametime, the contactdetectionwill ensurenodesgeneratgaclets

whentherearechangesn contactimplying potentiallyusefulmonbility.

4.2.1 Capacity

Our primary interestin this investigationis the feasibility of forming a MANET using user

mobility. In particularwe focusour efforts on exploring thecharacteristicef multi-hoproutes.
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We considereachtransfer from onenodeto anotherasa hop'. Thereforea multi-hop route
is ary routeinvolving threeor morenodes.However, it is quite possiblethata groupof nodes
might be closeenoughtogetherthat their radioshave sufcient coverageto form a connected
ad-hocnetwork. For example,a groupof threeusersworking at adjacentworkstationscould
form a connectedhetwork. In sucha scenariogvenif pacletsweredeliveredfrom oneuserto
anothevia a multi-hop path,it doesnot utilize usermobility andthusis not of interestto our

study

To remove theseinteractionsfrom the simulatoroutput, we ignoreary pacletsdelivered
(from any nodeto ary othernode)with anend-to-endateng of lessthantwo minutes. This
two minute cut-off is an educatedyuess- we assumehat pacletswhich take morethantwo

minutesto getdeliveredarelik ely in uencedby usermobility.

Becauseepidemicproducesunboundecamountsof replication,the destinatiornodemay
receve morethanonecopy of ary givenpacletoverthelifetime of thesimulation.We referto
the rst copy to arrive (i.e. theonewith leastlateng) asthe rst arrival. Subsequerduplicates
areignored. Figure4.1 showns the cumulative distribution for all rst arrivalsin the epidemic
simulationof userstudiesl and2. Thesquarebracletsin thelegendshowvsthetotal numberof
successfullydeliveredpaclets. The medianfor the rst userstudyis two days15 hours(3798

minutes),andthe medianfor the seconduserstudyis ve days20 hours(8401minutes).

Multi-hop routes(routeswhich have two or morehops)accountedor approximately84%
of rst-arrivalsfor the rst userstudy andapproximately77% for the seconduserstudy A
stacled bar graphshawing the pathlengthdistribution (measuredn numberof hops)of rst
arrival pacletsis shavn in Figure4.2. The large proportionof paclets deliveredwith least

lateng usingmulti-hop pathsprovidesmotivationfor investigatingmulti-hoprouting.

Lif nodesareverticesandpaclet transferdoetweemodesareedgeshop countis equivalentto edgecount.
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Figure4.1: CDF of all rst-arrivalsfor userstudiesl and2
(a) UserStudy1 + pathlengthdistribution (b) UserStudy? + pathlengthdistribution

Figure4.2: Pathlength(hopcount)distributionsfor userstudiesl and2
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4.3 Next Handoff

As aninitial steptoward nding patternghatwouldallow usto make betterroutingandreplica-
tion decisionsye examinethe proportionof rst arrival pacletsdeliveredfrom a givensource

to destinationpasednthe rst intermediarynodethe sourcenandedhe pacletto.

Note that a destinationnode may receve more than one copy of ary given paclet due
to replicationin the network. Here we only considerthe rst arrival of ary given paclet,
ignoringsubsequerduplicatesWe call the rst intermediarynodethe r st-hand-ofnode We
hypothesizéf alargeproportionof thesuccessfupacletdeliveriesaredoneby asmallnumber
of rst-hand-off nodesthenthe sourcenodemightbe ableto achiere high ratesof successful

delivery while minimizing the numberof replicasit sendgnto the network.

We pick six pairsof sendeirecevernodedrom userstudyl to examine.Fromtheepidemic
output,we selectechodepairswhich have a high level of communicatiorbetweereachother
Thoughthisis a fuzzy metricfor choosingpairs,we believe thesepairsreasonablye ect the

characteristicef otherwell-performingpairs.

Threeof the pairsmake directcontact but wereableto sendmary pacletsfastervia multi-
hop pathsinsteadof waiting for direct contact. Threeother pairsnever make direct contact,
andthushadto sendall of their pacletsvia multi-hoppaths.Thethreepairsof nodeghatmake
directcontactare12! 10, 15! 02 and18! 08 Thepairsthatdo not make directcontact
are08! 14,12! 14,and18! 15

Tables4.5 and 4.6 show the proportionof multi-hop rst arrivals from the given source
to destinationpasedon the rst-handoff nodeused. The tablesshow that, for thesenodes,a
large numberof successfuleast-lateng deliveriesto a speci ¢ destinationveredonevia one
or two rst-handoff nodes.Notethatthe percentagedo notre ect successfutleliveries—thg
re ect proportionof rst-arrivals. It is possiblethatall of those rst-handoff nodesareableto

successfullydeliverall paclets— justwith longerlatencies.
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first-handof node| % first-handof node| % first-handof node| %
18 50.7 14 62.9 12 384
08 23.5 11 14.3 10 33.6
11 11.9 07 10.8 11 10.9
13 8.5 06 6.0 06 10.7
06 5.1 23 3.9 13 6.2
19 0.2 others 2.2 19 0.2
(a)12to 10 (b) 15t0 02 (c)18to 08

Table4.5: User Study 1, Multi-hop paclet delivery proportionby rst-hand-off node (pairs

thatcanmeetdirectly. i.e. pairswith adjaceng)

thatnever meetdirectly. i.e. pairswithout adjaceng)

first-handof node| % first-handof node| % first-handof node| %
15 54.9 08 46.5 08 29.1
10 27.8 18 16.6 11 27.5
18 9.3 11 14.5 12 20.6
12 7.6 10 13.1 10 16.2
13 0.2 13 6.4 06 3.4
06 0.1 06 2.7 13 3.0
09 0.1 19 0.1 19 0.2
07 0.1 07 0.0 07 0.0
(2)08to 14 (b) 12t0 14 (c)18to 15

Table4.6: User Study 1, Multi-hop paclet delivery proportionby rst-hand-off node (pairs
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Fromtheseresults,we aremotivatedto explore the ef cacy of routing usingtheseprefer
encesdeterminedaheadof time. Thusinsteadof epidemic,wherepacletsreplicatewithout
bound, we can effectively restrict paclet replication, only allowing it to transferto the set

handof preference.

4.4 Static Preference

In the previous section,we exploredthe generalcharacteristicof the trace using epidemic
propagation.Using aggreatefuture knowledge provided by the epidemicsimulatoroutput,
we exploredusinga static rst-handoff preferenceouting protocol.

To simulatea static preferenceaouting protocol, the simulatormustuse unicastpaclets.
To addresghe issueof who createspaclets andto whom thosepaclets are addressedwe
randomlypair nodes.Pairingsareassignedsfollows: eachnodechoosesneothernodeto
sendpacletsto. This choiceremains x ed for the durationof the simulation. Furthermore,
a nodecannotbe a recever for morethanone othernode. Thus,eachnodesendsto exactly
oneothernode,andis arecever for exactly oneothernode. It is not necessarilyhe casethat
sender/receer pairingsbe symmetrical.

Nodesfollow thesamepaclet creationpolicy asdescribedn Sectiord.2. We referto these
unicastpacletsasping paclets. Whenarecever recevesa ping, it will createanothermaclet
to be returnedto the ping sender(this is independenbf a nodes regular paclet generating
behaior), whichwe call anack. Pingandackpacletsaretreatechomogeneouslyye only use
themto nd delivery successateandround-triptimes.

Notethatbecauseodepairingsarerandom plotsof theresultingcharacteristiceanvary.
Somepairingsarefortunateandproduceow latencieswhile otherpairingsmay be morepes-
simistic. Theresultsshavn in this sectionarefor a speci ¢ pairinginstancewhich providesa
relatvely commoncharacteristicneitheroptimistic nor pessimistic.Severalinitial simulation

runswereperformedwith variousdifferentpairings,andwe foundthatthe generacharacteris-
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ticsof thevariouspairingswerequitesimilar. Thoughthis samplings farfrom comprehense,
we believe it supportsthe belief thatthe pairingspresentedn this work captureghe general

characteristics.

With the rst-handoff tablesfrom the previoussectionwe implementanoderoutingpolicy
whichusesx edpreferencesWe usea minimal replicationpolicy, oppositeof epidemic,soat
ary pointin time thereis only oneinstanceof ary givenpacletin the system.In otherwords,
pacletsarenotreplicated Nodesroutepacletsby looking up astaticpreferenceable,indexed
onthepaclet's nal destination.Thusthisroutingstrateyy is similarto the ContactsSummary

Oraclein Jainetal. [35].

Figures4.3and4.4shaw the pacletlateny characteristicef the simulation. Theone-way
time only countsping paclets— countingack packetswould further biasprotocolssuccessful
atdeliveringping paclets. The epidemidine shavs the epidemicresultsfor the selectechode
pairings.The staticpreferencesimulatoris labeledas r st handof pref. Theotherlines, xed
gossip medianpeergossip andexp.avg peergossiparefor the gossipingprotocols,andwill
be presentedn the next section. Thetotal numberof pacletssuccessfullydeliveredis shovn
betweerthe squarebracletsin the legend. Becauseepidemicalwaysproducesoptimal least-
latengy andsuccessfulleliveryrate,all othermethodsareshovn relativeto epidemic.Table4.7
shavsthetotalnumberof pingandackpacletscreatedverthelife of thesimulation,including
paclets which were not successfullydelivered. Becauseoing paclets are createdbasedon
contactpatternandependenof routing protocol,all ping paclket creationcountsareidentical.

However, ack paclet creationdepend®n successfuping paclet delivery, andhencevaries.

We can seethat epidemicoutperformedhe static preferencemethod,which is not sur
prising consideringthe signi cant adwvantagein replicationepidemicenjoys. Becausestatic
preferencesvas less successfuht delivering paclets (speci cally ping paclets), it alsore-
sultedin fewer ack pacletsbeingcreated.This alsocontributesto the large disparitybetween
thetotal countof pacletsbetweerthetwo differentmethods However, consideringhatstatic

preferenceaouting delivered70% as mary ping pacletsas epidemic,with a medianlateng
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Figure4.3: CDF of one-way pacletlateny



CHAPTER 4. RESULTS & ANALYSIS 36

! " epidemic [14627) ——
first handoff pref [8577] ------
08 | ~ fixed gossip [7163] —— 4
median peer gossip [5772] - - -
exp.avg. peer gossip [6709] ------
L 096r
QO
O 04
0.2
O T 111 L ..:....I L PRy | L PR | L PR
1 10 100 1000 10000 100000
time - minutes (semi-log scale)
(a) round-triptime (ping+ack)- userstudy1
1 T AR T T T T L |
epidemic [6189] ——
first handoff pref [3344] ------
08 | ~ fixed gossip [3129] —— 4
median peer gossip [2660] - - -
exp.avg. peer gossip [2610] ------
L 096r
QO
O 04
0.2
O " | L PRy | L PRy | L PR | L PR
1 10 100 1000 10000 100000

time - minutes (semi-log scale)

(b) round-triptime (ping+ack)- userstudy?2

Figure4.4: CDF of round-trippaclet lateng
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userstudyl total ping pacletscreated| total ack pacletscreated
epidemic 24228 21429
®rsthandof pref 24228 15274
medianpeergossip 24228 9033
exp.a/g. peergossip 24228 9805
®xedgossip 24228 11467
userstudy?2 total ping pacletscreated| total ack pacletscreated
epidemic 12062 8116

®rst handof pref 12062 4856
medianpeergossip 12062 3597
exp.a/g. peergossip 12062 4512
®xedgossip 12062 5379

Table 4.7: Table of total ping and ack paclets created. Includesall paclets created,both

successfullyandunsuccessfullgelivered.

of four daysversusepidemics two days,usingonly 1=20" asmary paclets,we believe this

routingmethodfaredvery well.

4.5 Gossip

Unfortunatelystatichandof preferencesequiresaggreatefutureknowledge andcannotcope
with change.In this section,we will explorethe useof gossipingalgorithmsto learnnetwork
patternsandrouting pathsatruntime.Becausef thelong disconnectedatureof thenetworks,
existing network routing protocolsareinsufcient. Existingadhoc protocols,both pro-actve
(e.g. DSDV? [48]) andreactie (e.g. DSR [10]), routefor connectedsubgraphsandthus

fail againsta DTN [35]. Extensionganbe createdo improve thesealgorithmsfor DTNs, by

2Destination-SequencddistanceVector
3DynamicSourceRouting
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trackingtime varying connectiorpatternsandstability metrics. However, suchextensionsand
methoddor distributing suchinformationarestill relatvely unexplored.

We explore usinga gossipingalgorithmfor distributing network statebeliefs. The belief
information includesa cumulatve node connecwity graph,with time varying information
for eachedge. In gossipingalgorithms,nodesexchangemetadatanformationwhich allows
themto learnanddisseminaté&nowledgeregardingthe stateof the network. Thoughthereis
someoverheadn the gossipexchangethis knowledgeallows nodesto make moreinformed

decisiondor pacletroutingandrespondingo network change.

4.5.1 Setup

We wish to examinethe effectivenessof using a gossipingprotocol to establishsuggested
routing paths. The timeswhennodesmalke contactare constrainedy our datatrace. Nodes
ping andackin thesamemannerasdescribedn Section4.4.

In general,our gossipingprotocolworks asfollows. Whennodesmalke pairwisecontact,
they exchangegossipinginformation as part of the communicatiorhandsha&. This gossip
information containshints and beliefs regardingthe stateof the network. Nodesthenapply
thisinformationto forwardingpaclets.

In the following sectionswve de ne the termsanddata-structuredpliowed by a brief de-
scriptionof the algorithm. We thenshow the simulationresultsof the gossipingprotocol,in

termsof lateng ranking,gossipcontentsandgossipcorvergencerate.

45.2 De nitions and Data Structures

First we will describethe datastructureskept by nodesfor the purposeof performingthe
pairwisegossipingprotocol. We will alsode ne thetermsusedto describehealgorithm.
For ary given paclet, we will referto the originatingnodeasthe souice the designated

recever asdestination andall othernodesthathelpto transportthe paclet asintermediaries
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During contactbetweerary pairof nodeswe will referto thenodethatcurrentlyholdsagiven
pacletasthesenderandthenodethatmightpotentiallyreceveit asthereceiver Sendenodes
may alsoreferto therecever nodeasahandof.

Eachnodemaintainsa weightedgraphof whatthey believe to be the stateof the network.
We will referto this graphasthe Hint Graph The hint graphis anundirectedyraphwith ver
ticesrepresentingnodesandedgesepresentinglirectcontactsdbbetweemodes.Edgescontain
aversionnumberandlateny data. Upon pairwisecontact,nodesexchangehint graphinfor-
mationandupdatetheir beliefsaspart of the handshakingrocess.Nodesthenusetheir hint

graphto determinewhich, if any, pacletsto exchange.

4.5.3 Algorithm

We will now introducethe algorithmfor our gossipingprotocol. Sourceswill only sendindi-
vidual pacletsonce,andintermediarieswill only forward pacletsonce. Thusatary time in
the network, therewill be only oneinstanceof ary givenpaclet. For now, we assumehereis
no pacletloss.

When node pairs comeinto peercontact,they both executea handsha& protocol asil-
lustratedin Figure 4.5. Nodesmaintaina hint graph, where eachlink maintainswhatever
timestampor interval informationnecessaryo infer edgelateng. We explore two methods
for trackinglateny: medianlateny andweightedexponentialaveraging.For medianlateng,
afull histogramof all contactintervals mustbe maintainedsothata medianvaluecanbe se-
lected. For exponentialweightedaveraging,only the runningaveragevalueneedso be kept.
However, for both medianand exponentialaveragemethods peersneedonly gossipthe ex-
pectedateng value;thusfor medianlateng the entirehistogramdoesnot needto be copied.

Nodesareonly allowedto updateedgedor whichthey area vertex. Thusnodescanonly
recordwhat they directly obsene, and canonly gossipwhat they have beentold. In lines
5and6 in Figure4.5,nodesrecordtheir directobsenationandincrementhe versionnumber

ThefunctionaddContactTime() performswhaterer computatioris necessaryo maintain
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12:

13:

14:

: def HANDSHAKE(NODE self, NODE peer)
# updateour beliefof contactwith peer
self.hintgraph.addEdgelfiiexist(sdf, peer)
edge= self.hintgraph[self, par]
edge.addContacifie(naw())
edge.ersion++
# nowfor all otherhintinformation
for eachedgein peerhintgraphdo
self.hintgraph.addEdg®&lotExist(edge.v], edge.v2)
# acceptdataiff newer version
if self.hintgraph[edgel,edjev2].verson > edge.ersionthen
# copyversionnumberand expectedatency
self.hintgraph[edgel,edjev2].verson = edge.ersion

self.hintgraph[edgel,edjev2].latency = edge.latenc

Figure4.5: Handshak Algorithm

. def FORWARDING(self, peer)
for eachpacletin queuedo
path= findPath(self paclet.destination)
# path[0] will beself
preferences path[1]
if preference== peerthen # bingo! sendit away

xmitToNode(peemaclet)

Figure4.6: ForwardingAlgorithm

40
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lateng information. Thenin lines8 to 14, edgeinformationis copiedfrom the contactedhode,
but only if the versionnumberis greater Becauseedgevaluescanonly be updatedby direct
obsenation, we never have updatecon icts, and only needto gossipversionand expected
lateng values.

Oncehandshakinghascompletedthe two nodeswill examinetheir paclet queuedo de-
terminewhich, if ary, pacletsto forward to this peer Figure 4.6 illustratesthe forwarding
algorithm. For every paclet in the queue the findPath  algorithm (which is simply Dijk-
stra's shortespathalgorithm)determinesvhatit believesto bethe bestpathfor the pacletto
take. If the currentnodein contactis on the bestpath, thenthe paclet is forwarded. Thus,
nodesforward to the besthandof node,asdeterminedoy their hint graphsearchresult. The
hopeis that subsequenhandof nodeswill have consistenthinting information, so that the

pacletwill ef ciently make its way to thedestination.

4.5.4 Pairwise GossipResults

Here we presentthe resultsfor the gossipprotocol basedrouting. To maintainconsisteng
with previoussimulationswe randomlypair nodesassourceanddestinationsysingthesame
pairingsasbefore.

To exploretheeffectivenesf gossipbasedouting,we usethreedifferenthint graphmet-
rics: median exponentialweightedaverage, and xed. Medianlateng hint graphsmaintaina
full histogramof lateng intervalsandselectshe medianvalueasthe edgeweight. Exponen-
tially weightedaveragelateny needsonly to maintainthe currentlateny value,andadjusts
it with eachnew interval value. Finally, x ed appliesa precomputedint graphusingfuture
knowledge,similar to staticpreferenceoutingin the previous section.However, while static
preferenceoutingusesaggrgatefuture knowledgeon handof pacletdelivery bias, x edhint
graphsuseaggreatefuture knowledgeon pairwisecontactintervals.

Median and exponentiallyweightedaveragehint graphsare “online” algorithms. These

hint graphsstart with zero knowledge, and mustlearn the network stateas the simulation
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progressesWe expectthe medianlateng hint graphto be moresensitve to changewhile the
exponentialaveragdateng hint graphto bemorestableandadjustsgraduallyto longertrends.
Over the courseof the simulation,the hint graphsarefree to changeasthe algorithmdeems

necessary

Fixedhint graphsareprecomputedisingaggreatefuture knowledge assignedo all of the
nodesat the startof the simulation,andwill not change.The x edhint graphis computedas
follows: thedatatraceis scanned@ndmedianandmeanvaluesarekeptfor thecontactntervals
betweenall pairingsof nodes. At the end of the scan,for eachpair, the medianand mean
lateny valuesareaveragedogetherandusedasthe edges expectedateng valueconnecting
that pair of nodes. Using the x ed hint graphallows us to explore two distinct factorsfor
evaluatingthe effectivenes®of the medianandaveragehint graphs:whether'warm-up”timeis
alimiting factorin theonlinealgorithms andwhethemodeseachsufcient relatve consensus

regardingnetwork stateto routeeffectively.

Referringbackto gures 4.3and4.4,we canseethatall of the gossipingmethodsarerel-
atively comparableo eachother The exponentialaveragingandmedianselectiorhint graphs
converge closeto the precomputedhint-graph suggestinghatboth methodscanperformwell
with extratweaking.Furthermorethegossipingalgorithmsdeliver pacletswith lateng curves
comparabldo rst-handoff. This suggestshatgossipcanin factlearnandtake advantageof

goodpathsby relying on pastbehaior.

455 Increasedlrace Data

Dueto the shortlengthof thetracedata,the gossipprotocolsmight not have sufcient timeto
take advantageof thelateng informationthey have learned.Thereforewe expandour dataset
by repeatingit sixteentimes. Grantedthis introducesarti cial regularity into the resulting
trace,but we believe the regularity is a reasonablessumptiorbasedon the evaluationof the

original datatrace.
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Thetracedatais expandedoy concatenatingnultiple copiesof the original tracetogethey
with thedatesof eachsubsequerntopy adjusted We hypothesizéhatusershave regularcontact
patterndaseddnthetime anddayof theweek. Thereforewith every repeatf thedataset,we

shift thetimestampsuchthatthetime andday of theweekis presered.

We will now revisit the variouscharacteristicof the trace, underthe repeateddataset.
Becauseave do notintroducenew nodesor contactpatternsin the repeatcopies,connectvity
andreachabilitycharacterareunchangedFurthermoregpidemicpropagatiorcharacteristics
areunchangedecaus¢herepeatgposenoextraadvantageor change Sincestatic rst-handoff
preferencesre setby aggrgatefuture knowledge,we expectit to continuebeingrelatively
successful. Whatwe would like to seeis whetherthe gossipingalgorithmcanimprove with
time, andapproachhestaticpreferencgerformancevertime (especiallyaftersomewarm-up

period).

Figure 4.7 shavs the performanceof the differentrouting algorithmsagain,over the re-
peateddataset. Precomputedhint graphsare shavn by xed gossip medianlateny edge
weight hint graphsare shavn by medianpeergossip and exponentialweightedaveragela-

teng/ edgehint graphsareshavn by exp.avg peergossip

We canseethatall of the gossipingalgorithmsperformedwith similar succesandlateng
characteristicsThe gossipingalgorithmshave an expectedmedianlateng of approximately
oneweek, comparedo epidemics expectedmedianlateny of threedays. Consideringthe
signi cantly reduced1=20") replicationassumptiorcomparedo epidemic,andno needfor
future knowledge,we areencouragedhatthe online gossipingalgorithmscanbe practical. It
is dif cult to comparetherelative strengthsf the differentrouting protocolsbasedon small
differencesn total pacletdelivers.In Section5.2.1,we discusghelimitationsof ouridealized

simulationassumptions.
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Figure4.7: CDF of paclet one-way andround-triplateng usingrepeatedrace
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userstudyl total ping pacletscreated| total ack pacletscreated
epidemic 387648 384849
®rsthandof pref 387648 339964
medianpeergossip 387648 376412
exp.a/g. peergossip 387648 324199
®xedgossip 387648 235957

Table4.8: Table of total ping and ack paclets createdusing repeatediatatrace.Includesall

pacletscreatedpothsuccessfullyandunsuccessfullgelivered.

4.5.6 Resultsfor a Speci c Pair

Theresultsshavn thusfar have beencumulatve for all nodes.To getafeelfor thecharacteris-
tics of aspeci ¢ sourceto a speci ¢ destinationwe shav theroutingresultsfor sendingirom
nodel5to node02. Recallthatthis pair wasoneof the pairingsexaminedin the rst handof
analysisn Sectior4.3.

Figure 4.8 shaws the ping and ack characteristicfor paclets betweennodesl15 and02,
usingtherepeatedracedata.Notethatthetotalnumberof ping paclketsasseenn Figure4.8(a)
is often smallerthan the total numberof ping+ackpaclets shovn in Figure 4.8(b). This is
becauseasdescribedn Sectior4.2.1,we excludepacletswhich aredeliveredin lessthantwo
minutesfrom the graphs. It happenghat mary ping pacletsweredeliveredin lessthantwo
minutes but their correspondingping+acktime wasgreaterthantwo minutes.

Again we seethat aggrgatefuture knowledgehelped rst handof preferencesleliver a
large numberof paclets,but actuallyfaredpoorly in its lateng characteristicsThe gossiping
methodshave comparablesuccessn nal delivery of paclets, but often were ableto select
betterroutesto take advantageof local patterndor reducedateng.

Justfor illustration,we presentheminimumcostspanningiint graphfor nodesl5and 02
in Figure4.9. The actualhint graphscontainall known edgesconnectingthe variousknown
nodes.Whatis shawn is theresultof the minimum costpathsearchpriginatingat therespec-

tive ownernode.
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(a) one-waytime- 15! 02- userstudyl

(b) round-triptime- 15! 02 - userstudy1

Figure4.8: CDF of one-way andround-trippaclet lateng for pair 15 ! 02 usingrepeated

trace.
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(b) Node02

Figure4.9: Minimum SpanningHint Graphfor Nodesl5and02 - edgevaluesarelateng time

in minutes
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4.5.7 Hint Graph Convergence

Finally, we examinethelateng for themedianandexponentiaweightedaveraginghint graphs
to converge. Recallthathint graphsareundirectedyraphscontainingverticeswhich represent
nodesandedgeswhichrepresentlirectcontactdetweemodes.Eachedgecontainsaversion
numberandlateng, andnodesareonly allowedto updatethe edgevaluesfor whichthey area
vertex.

Becauséhe hint graphrepresents belief of the stateof the network, two hint graphswith
differentversionnumberson edgesmight still representhe samebeliefsof network connec-
tivity andlatengy estimatesWe considera changen the hint graphwhich altersthe belief of
the stateof the network to bea signi cant change.

Signi cant changeis determinedby the following procedure.When comparingary two
hint graphs,thereis a signi cant changeif: (1) thereis a new edgeor vertex that was not
previously known, and(2) if anedgehasa newer versionnumberAND a differentexpected
lateng value. Note that the secondconditionalthus allows newer versionnumbersto NOT
triggera signi cant changepecausehe never obsenationsdo not shift the currentlyexisting
belief aboutthe edgebehaior (i.e. the lateng is unchanged)Otherwise if only the version
numberis checled,thengossipbehaior would simply follow epidemicpropagation.

We now describéhow hint graphcorvergences determinedFor eachparticulamodein the
trace,we scanandexamineeachtracepoint whenthe nodeupdatests hint graphvia a direct
obsenation. We testthe obsenation and determinewhetherit causeda signi cant change
comparedo its previousbelief. If no signi cant changes detectedthe entryis skippedand
scanningcontinueslf thedirectobsenationresultsn asigni cant changethenthispositionin
thetraceis saved,andwe begin scanningorwardandcheckingthe hint graphsof othernodes.
Scanningcontinuesuntil all nodeshave learnedthe direct obseration. The time difference
from the save pointto whenthe lastnodelearnsof the updateis a single corvergencelateny
value. We thenreturnto the save point, andrepeatthe processuntil all hint graphupdatedor

thisnodehave beenexamined.The processs thenrepeatedor all othernodes.
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Figure 4.10shows the corvergencelateng for all nodes,underboth the original dataset
andfor the repeatediataset.The line mediangossipshavs the corvergenceratewhenusing
histogramandmedianinterval selectionfor edgelatenciesandexp average gossipshons the
convergenceratewhenusingexponentiallyweightedaveragingover contactintervalsfor edge
latencies. The CDF graphsare scaledto the total numberof hint-graphchangesdetected.
Becausenot all changescould corverge beforethe end of the trace, the plots do not reach
100%. For the rst userstudy the hint graphsreache®6% and98% cornvergencefor median
andexponentialaveragerespectrely.

Becausave hold the strict requirementhata changes not consideredcorvergeduntil all
nodeshave obsenedthe changejt is not surprisingthat the vastmajority of changesequire
just over a weeksworth of time. However, from a practicalstandpointjt is not necessaryor
a hint to reachall nodesbeforeit becomesuseful. For example,shouldthis form of gossiping
be deployedon a city-wide network, it is not necessaryor all devicesto reachconsensusAs
long asthe hints propagatdéo membersof their social clusterand intermediarieghat bridge
otherclusterseffective routingcanbe achieved.

We alsonotethattherearefewer hint graphchangesinderexponentialaveragingas op-
posedo medianinternval selection.Becauseontactintervalsaresovaried,for examplesome-
timesbetweeronedayandothertimesbetweeroneweek,medianvaluestendto “sway” more
prominently Exponentiakveragedendto be moreresilientto theseextremes.

Comparing gures 4.10(a)and4.10(b),we seethat exponentialaveragingis signi cantly
more stable,decidingto trigger only two additionaladjustment®ver the original datatrace
(220 versus222). However, the medianselectionis signi cantly more sensitve to change,
triggering over four times as mary changedetectionsas the original trace. However, con-
sideringthatthe traceis repeatedl6 times, we canseethat someknowledgeand stability is

retained.
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Discussion

In thischaptemwe discusoverallfactorsandconsiderations thetracedatathatwascollected.
We highlightthelimitationsof our availabledata,andourintuition for how we believe thedata
would scalewith alargersample Following thatwe discussour experiencesvith thetwo user
studiesfor collectingpairwisecontactdata. We presentactorswhich affectedour data,and
differencedetweerthe groupsof participantsacrosghetwo userstudies.Finally, we present
additionalpossibilitiesfor exploring gossipingprotocolswhich were not consideredor this

work.

5.1 Trace Data and Density

Dueto thesparsenatureof our network from thelimited numberof participantsandpotentially
largegroundareacovered,it canbe expectedhatmostnodeswill requirelong periodsof time
to communicateHowever, asnetwork densityincreaseswe expectthe numberof nodesable
to nd quick multi-hop pathsto destinatiomodeswill increaseandthe needfor high-lateng
pathswill decrease.

As discussedn Section4.1, the numberof direct contactsthata nodemakesis not nec-
essarilyanindicatorof its ability to reachothernodesor be anintermediarymessagearrier

If the numberof participantdn the network increasedye expectthe magnitudeof adjacenyg

51
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for nodesto decreaseelative to the total numberof nodes.However, the datatrendssuggest
thatnodeswill continueto maintainhigh reachability Furthermoreijt is not unreasonablé
assumehatin a real deployment,mostnodeswill only communicatevith a small subsetof
thetotal setof nodesin the system.Thuswhatis moreimportantis the densityof nodesand
contactsbetweerrelatedclustersof communicatingnodes,ratherthanoverall densityof the

system.

Becausehiswork is a studyof empiricaltracedata,we did notexplorearti cially increas-
ing the densityof the traceby addingmore nodesand contactpatterns. It is not clearhow
this canbe donewhile preservinghe integrity of the empiricaltrace. Findingtechniquegor
correlatingthe tracedatawith simulationsin orderto bootstrapmoredatais a topic of future

work.

Anotherpossibilityis to simply run moreuserstudieswith moreparticipantsover longer
periodsof time. It would alsobe bene cial to selecta morecontrolledervironment,suchasa
hospitalor eldercarefacility, insteadof randomparticipantsinstrumentingsuchanexperiment

is left for futurework.

Ouranalysisof thedatatracerelieson usingidealizedpacletsandin nite bandwidth.This
assumptionwasnecessarpecause¢hetracedatadoesnotcontainbandwidthinformation.As a
result,the characterizationyhich relieson paclet counting,canproduceexaggeratedesults.
For example,a single momentof contactcanresultin the delivery of thousandof paclets,

which might not be possibleunderlessidealassumptions.

This work hasestablishedhat thereis potentialfor using opportunisticpairwisecontact
for ad hoc routing. Futurework to further explore the networking possibilitiesof the trace
dataincludemakinglessidealassumptionsegardingpaclet size,link bandwidth,anddevice

capacity
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5.2 EXxperiences

In hindsight,we nd that our original estimateof an 8 to 10 hour work-day is insufcient
for our userbase.After the rst userstudywith graduatestudentswe believed our estimate
workedwell. However, theseconduserstudyprovedto requireevenmoreworking batterylife.
In post-experimeninterviens, we foundthatgraduatestudentkeptchagersattheirof ce, and
would regularly rechage the deviceswhile at their desk. Thusmostgraduatestudentgdid not
fully exercisethe eight-hourbatterylife.

Most undegraduatestudentannotrechage their devicesmid-day Indeed,from the on-
setof the seconduserstudy a signi cant numberof the userscouldnot nish their work-day
without drainingtheir devices. Thoughwe establishea strict regimenof collectingdataon a
weeklybasisfrom the studentsthey oftensufferedcatastrophiclatalossfrom batteryexhaus-
tion, losing severaldaysworth of data.

Furthermore we also found that graduatestudentswere far more conserative with the
Palm devices. Few usedmorethanthe basicfeaturesandmostonly carriedthe devicesdili-
gentlywithout muchusage After the rst experiment,mary participantamnentionedhatthey
understoodhe experimentalnatureof the softwareandobjectve, andtreatedthe device with
delicatecare.

In contrasttheundegraduatestudentaisedthedevicesquiteliberally. Within two weeksof
theseconduserstudy we foundthatmostof the participantshaddownloadedsigni cant num-
bersof third-party softwareto useon the Palm devices,including numerouggyames.Clearly
the usagepatternsof the undegraduatesveresigni cantly moredemandinghanwe hadan-

ticipated.

5.2.1 TechnicalLimitations

The mostfundamentabndimportantimplementatiordetail of the experimentis powver man-
agemenbn the PalmOSplatform. Thoughthereare numerousotherodditiesof the platform

thatwe work around powver managementrovesto bethemostcritical.
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Previous researcthasshowvn that power consumptioron mobile devicesis dominatedoy
theradioanddisplay[8]. Thefundamentaproblemwith the PalmOSAPI is thatit is designed
to beuseractvity driven,anddoesnot provide interfacesor managingspeci c resourcesised
in backgroundasks. Furthermorehe API only providesa limited setof commonoperations
availableto applicationsandresenesfull controlover resourcananagementn orderfor our
softwareto usethe Bluetoothradio, it mustwake andpower the whole Palm device, including

thedisplay

This posesa signi cant challengefor uswhenattemptingto periodicallyusethe Bluetooth
radio. Our software cannotinitialize andutilize the radio without rst askingthe PalmOSto
power the restof the device, including the display Thusevenwhenthe device is in a users
bag, periodicallyusingthe Bluetoothradio to searchfor otherdevicesalsomeanspayingfor
the activation of the displayfor the durationof the radio communication.Sincethe Tungsten
T devices provide back-lit displays,the power costis quite signi cant. We searchedor a
methodto disablethe back-lightingwhile performingthe periodicradiocommunication.Un-
fortunately the PalmOSAPI only provides a methodfor toggling the back-lighting, but no
methodfor queryingthe currentsetting. Again, the APl assumeshe userwill call thetoggle

throughthe applicationuntil the desiredsettingis reached.

The limitations of the PalmOSAPI highlight the needfor betterhinting mechanism®be-
tweentheunderlyinghardware,operatingsystemandapplicationsasfoundin Anandetal. [3].
InitiativessuchasACPI[1] have madesomeprogresgor notebookcomputersbut few of these
efforts have extendedinto othermobile devices. Evenwith currentefforts to bridgehardware
andsoftwaresupportfor power savings, a richersetof hintsareneededor ef cient operation
in a context awareernvironment. Devicesmight needto sniff or transmiton their radio device
for location speci ¢ servicesand do backgroundprocessingaven whenthe device is not in
active use.Currentpower managemergchemesssumelevicesarein an“on” andfunctional
state,or in a“sleep” andnon-functioningstate.Supportinghybrid operatingmodesfor varied

backgroundasks,andremainingfunctionalfor a sustainedvork-day is notyet possible.
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The Palm TungstenT deviceskeepa resere of power in the batteriesjn casethe power
levelsruntoolow. Shouldthis happenthedevicesrefuseto power on,andutilizestheremain-
ing power to maintainmemorystate.At the startof every communicatiorcycle, our software
checksthe batterystatusof the device, anddisabledurtherradiousageaf the powerlevel runs
too low. Thoughwe have the detectorsetto trigger well beforethe critical low-batterylevel,
we still experiencechumerougotal power failuresin the seconduserstudy In thesecasesye
suspecthattheresere amountwasinsufcient to lastthe mary hoursbetweerpower failure
andwhenthe studentsnally gethometo rechage.

Finally, dueto extremepower limitations, we usea clock-synchronizedadio protocolfor
datagathering. To ensurethat the clocks do not drift too far, we re-synchronizeeachPalm

device atleastonceperweekusingan NTP-synchronizetaptop.

5.3 Routing and Gossiping: Other Considerations

In this sectionwe discussvariousconsiderationgn selectingandimplementinggossipingal-
gorithms,andhow theseconsiderationselateto potentialfuture work. We startwith a brief
descriptionof otherfactorswhich canbe consideredor exploring future simulations. Next
we comparepaclet versuspeerbasedjossip,andthe relatve meritsof eachmethod. Finally
we discusgpossibleextensiongo the hint graphwhich might make it moreresponsie to time

factors,nodechurn,andgraphsearching.

Relaxing Simulator Assumptions

As mentionedn previoussectionstheanalysign thiswork providesanabstractharacteriza-
tion of the MANET, andmotivatesfuture work. To further explore morerealisticnetworking
scenariosjncrementalincreasesn replicationandretransmissiortan be implemented.The
gossipingprotocolsexploredin this thesisarerestrictedo no replication.Would anincremen-

tal increaseof allowing oneextrareplicasigni cantly increasgperformance?f lessidealized
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assumptionsremaderegardingbandwidth,memory andpaclet loss,replicationandretrans-

mits maybe necessaryo maintainreasonabl@erformance.

Packet GossipversusPeer Gossip

In this work, we presentedan algorithm which usedpeergossip. An orthogonalapproach
would be to usepaclet gossip.Insteadof exchanginggossipinformationuponpairwisecon-
tact, pacletscancarrygossipingnformationaspartof the metadatgpayload.
Becaus@eergossipis packetagnosticjt cannotoptimizeits decisionmakingfor hotpaths,
o w direction, or commonpairs. It is not unreasonabléo assumethat certain nodeswill
communicatewith only a speci ¢ subsetof othernodes. In otherwords, it is unlikely that
nodeswill decideto randomlycommunicatenith someothernode. This af nity of pairing
createsot pathsthatpaclet gossipingwould be ableto take advantageof.
Unfortunatelypacletgossipings in uencedby the patternsn which pacletsaregenerated
andto which senderandreceversthey connect.Thus,it canbe moredif cult to characterize
the algorithmwith respectto how paclet behaior is parameterized.Furthermore because
paclet gossipdependsiponpaclket o w, randomizatiormustbe introducedto add“jitter” to
the network. This occasionalnjection of entroy is necessaryor discoveringnew andbetter

routes.

Hint Graph Extensions

Theimplementatiorpresentedh thiswork maintainsnotemporalorderinginformationregard-
ing how nodesmeet. Thusfor example,nodesdo not know what day of the weekit is, and
do nottrackwhatday of theweekcertainintervalsappearon. The currentimplementations,

in effect, at the merg/ of circumstancesto whetherthe chronologicalorderin which nodes
make contactwill coincidewith the paththealgorithmchoosesAdding temporalinformation

to the hint graphwould give an extra dimensionof data,allowing hint graphsto weighttheir
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lateny expectationglependingnthetime. This canpossiblyimprove the hint graphs ability
to predictpotentialfuture contact,andprovide improvedreducedateng.

In this study all membersof the network are known a priori. However, in a deployed
systemnewn nodesmayjoin andold nodesmay leave forever atary moment. Thusa mecha-
nismfor penalizingandaginghint graphedgesandverticeswill benecessaryThesimplehint
graphspresentedn this work never ageinformation,andthushave alimited capacityfor deal-
ing with change Potentialextensionamightincludeagingedgesandvertices sothatthey can
be prunedif absentfrom the network for extendedperiodsof time. Furthermorepenalizing
factorsmightbe givento edgesf they do not meetexpectedateng intervals.

Finally, our work implementsa naive algorithmwhich performspath searchegor every
paclet upondemand.Sinceour work makesidealizedassumptionsegardingdevice capaci-
ties, this inef ciency doesnot impactour results. However, real deviceswill have signi cant
resourceconstraintsandthusmethoddor optimizingthe hint graphsearchingnustbe exam-
ined.

Assumingsufcient computingpower, onepossibilityis to have nodescomputepathhint-
ing informationduringlong idle disconnectimes. Thoughthe decisionamadeduringthis dis-
connectperiod might not have the latestgossipinginformation,we assumehe network state
to be “stable” enoughthat decisionsmadeduring this idle time will still be good. It is likely
thatmary pacletsin anodes queuewill be destinedor the samedestinatiomnode. Multiple
pathlookupsfor eachof thesepaclketswould be a wasteof resources Searchresultcaching
andhint graph ngerprinting canbe usedto determinewhennew searchesrenecessaryand

reducecomputationatlemand.



Chapter 6

Conclusionsand Contrib utions

We presentedan experimentalstudyto testthe feasibility of usingusermobility and oppor
tunistic pairwise contactto form an ad-hocnetwork. Using commoditymobile devices,we
instrumentedwo userstudiesfor experimentallycollectingtracedataof usercontact. Our
approachs uniquein thatwe do not have a predeterminednodelof usermobility, andstrive

to provide a networking modelbasedonly on pair-wise contact.

Theresultsof the experimentarepromising,shaving thatusermobility canpotentiallybe
usedo form anetwork. Usingthistracedata,we simulateanidealizednetwork usingepidemic
propagationandobsenethatnodesexhibit signsof regularityandaf nity of contact.Fromthis
resultwe implementsimulatorsto explore the useof aggregatefuture knowledgefor setting
static sourcerouting preferencesaswell asusinggossipto learn network stateandroute at
run-time. Evenwith a severelylimited replicationpolicy for the subsequentouting protocols,
they performedcomparatrely well andwith only limited sacri ce in latengy (medianof seven
days)whencomparedvith unlimitedepidemigpropagatiorimedianof threedays).Ourresults
arepromising,shaving thatthe gossipingprotocolswhich arepracticalprotocolswith relaxed

replicationandfeatureknowledgeassumptions;anrouteeffectively acrosghetracedata.

We alsodescribeour experienceslevelopingand deploying instrumentedievicesto real

users.Our experienceshav that power managemen still anareawith muchroomfor im-
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provement,especiallyfor backgroundambientoperation.Many power conserationresearch
projectsfocus on enegy managementor devicesin use. But power managementethods
anddevice peripheraldesignwill needto take into accounthow devicesmight be usedin two
differentmodes:active useandbackgroundperation.

As future work, we planto instrumentanotheruserstudy with improved device battery
longevity, andcollectlongertraces We believe amorefocusedusergroup,for examplenurses
in a hospitalor eldercarefacility. In addition,we planto correlatethe empiricaltracedatato
existing worksin characterizingandsimulatingusermobility, aswell asevaluatingprotocols
for ad hoc and delay tolerantnetworks. Integration of empirical tracedatawith simulators
might allow mobility simulationsto producemoredetailedandrealisticmobility traces,with

sufcient detailfor exploring networking issuessuchasbandwidth power, andcongestion.
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