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How do we develop technology strategies

within a strategic business network?
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Presentation Outline

* Motivation: Understanding Technology
Strategies in a Strategic Network
* Our Approach
> Social, Intentional Modeling
> The I* Framework
> 1* Evaluation Procedure

* Case Study: Trusted Computing
> The Business of Content and Technology
> Proponents of Trusted Computing
> Opponents of Trusted Computing
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1 T The I* Framework

Technology User — Provider: Simplified Example
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* |* uses intentional, autonomous actors

* Captures the dependencies between strategic
actors

* Focuses on answering questions such as
Z  “why?”, “who?”, “how?”, and “how else?”
g. Horkoff, Yu, Liu, 2006
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o The 1* Framework
Technology User — Provider: Simplified Example
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SRl i+ Evaluation Procedure
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Case Study:

Trusted Computing (TC)

* TC iIs Technology proposed by a set of technology
vendors, now represented by the Trusted
Computing Group (TCG).

° Case Study Steps:

“.=err » Model TC context: the business of content and
4 57 technology

> Model the affects of TC according to proponents

= » Model the affects of TC according to opponents

Horkoff, Yu, Liu, 2006
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Case Study Sources

* Proponents: technical reports and FAQs of the
TCG or TCG members.

* Opponents: an FAQ written by Anderson.
e All sources accessed in 2003 and 2004.

-
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@. Horkoff, Yu, Liu, 2006



The Business of Content and Technology
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oo hat can Evaluation reveal
about this Situation?

PLAYS e
- e E -'-. ‘.“".
Ty - 3 -
Average . S~ -~ Technalogy ~.
Consumer B . : User -~ N
. [Licensing ~
- Regulations] ~_
- Technology ", ”, echnology Be
Provider 7 . Obtained
b " o [#L\_blde by ] #ffﬁrd?ble]
* Ay ICEnSING . et EChinology
Licensel - o4 4 ’ Regulations] £ ¥ !
Copyright Profit from Y Break
et Licensedi * -
Copyrighted 4 s AR -...
Cantont . Technology LA A A Ohitain
¥
Produce Purchese Technology
Techhalogy ! Technology from Data
' - A L] A Pirate
I Copyrightecd =0
3 Cortert Be Gain Trust [of Trust I'
1 Produced Techrology [Technology Dieziral \
i Dezreee to Uszer] Pravider] [Technoloay] fad
Technology
! Help
L = [Technology

Privacy [User
Infarmation]

Privacy [Lse
Infartnstion]

Security
Licensed! [Techgelocy]
LEg Rl Copryrighited Security L
Contert ) e O [Techhalagy]
echnology by ,‘

Techrology
Lser]

Llcensed."
Copyrighted
Contert zer

Cihtain
Licenzed!
Copryrighted fi

_I._Alloﬁrv Lllse th

- echnology to ;
STToreEnE Pirated
[Licensedi Eg\mg%ecaoﬁe'ﬂfe Technoiogy
Copyrighted

Spread
Wiruses

License! Diats Pirate .4 \

5 Free Exchange =
\, I Use of Llcensed.l’

[ Copryrighted
* Pirated
Licenzecdi -
Copyrighted g8 \
Conternt -

LY o

) - - . -~

-

Horkoff, Yu, Liu, 2006 10




UNIVERSITY

of TORONTO

Proponents of TC
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How can TC Help
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Will TC Work?
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Will TC Work?
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ponents of TC
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What does TC do?
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How does TC Affect the
Strategic Network?
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N How does TC Affect the
Strategic Network?

' 4 Locking-In users with decreased Compatibility,

Protecting Licensed/Copyrighted Content by denying
1 Freedom of Use,

| and Retaining control of released technology,

(= Technology and Content Providers WI|| Proflt

&
Jéak Horkoff, Yu, Liu, 2006 18
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Conclusions

* |ntentional, social, conceptual modeling depicts
the links between business strategy and
technology implementations.

* This type of modeling allows impact analysis —
answering “What if?”, “Why?”, “How?”, provoking
an inquiry cycle.

* Modeling intentions allows the explicit depiction
of conflicts between viewpoints.

et

Horkoff, Yu, Liu, 2006 19
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Case Study Insights

* Modeling revealed results which were not otherwise
obvious.

> In the first version of the opponent model we asked:
“Why would the Technology Producer implement TC
when it makes technology less desirable for
consumers?”
» Further iterations showed that lock-in and DRM make it
worthwhile
* Gaps or flaws in arguments became more apparent
when modeled:

> Does making Technology more desirable really
reduce Piracy? (proponent model)
» If not, how will the Technology Producer benefit from TC?

e

Horkoff, Yu, Liu, 2006
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Related Work

* We treat Trust as a softgoal, a qualitative goal
without clear-cut criteria for success.

* This perception of trust in this work differs from
previous work that treats trust as a measurable

guantitative probability [Gambetta (ed.)]
[Falcone, Tan (eds.)]

* |In the Trust-Confidence-Distrust (TCD) Trust is

represented in I* models using quantitative utility
functions. [Gans et al.]

e

Horkoff, Yu, Liu, 2006 21



Limitations and Future Work

e | imitations:

> Multiple sources combined together into only two
viewpoints.

> Does not fully explore the complex relationships
between privacy, security and trust.

> High-level, conceptual models are never fully
complete or accurate.

» Some elements are derived by the subjective
Interpretation of the modeler.

* Future Work:
> Guidelines for methodology.
> Scalablility and “presentability” of i* models.

L
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i TC Opposition:
Example Detailed Model
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Thank you!

Questions?

Horkoff, Yu, Liu, 2006
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