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Abstract  

In designing software systems, security is typically only one design objective among 

many. It may compete with other objectives such as functionality, usability, performance. 

Too often, security mechanisms such as firewalls, access control, or encryption are 

adopted without explicit recognition of competing design objectives and their origins in 

stakeholder interests. Recently, there is increasing acknowledgement that security is 

ultimately about trade-offs. One can only aim for “good enough” security, given the 

competing demands from many parties. In this work, we examine how conceptual 

modeling provide explicit and systematic support for analyzing security trade-offs. After 

considering the desirable criteria for conceptual modeling methods, we examine several 

existing approaches for dealing with security trade-offs. Three of the existing approaches 

are compared based on the conceptual modeling techniques criteria. From analyzing the 

limitations of existing methods, we propose an extension to the i* framework for 

modeling and analyzing security trade-off, taking advantage of i*’s multi-agent and goal 

orientation. The method was applied to several example case studies which were used to 

exemplify existing approaches. The example cases have been originally studied in 

existing approaches for modeling and analyzing security trade-offs. In the current 

technical report, example cases are modeled and analyzed using the proposed method, 

and the resulting models are compared to the original models and results. Finally, an 

evaluation of the proposed approach based on the conceptual modeling techniques 

criteria is presented.  



A Goal Oriented Approach for Modeling and Analyzing Security Trade-Offs 

University of Toronto                                                                                              Dept. of Computer Science 

 

 

 3 

 

ABSTRACT.......................................................................................................................................... 2 

1 INTRODUCTION............................................................................................................................. 4 

2 CONCEPTUAL MODELING CRITERIA FOR SECURITY TRADE-OFFS ANALYSIS...... 5 

3 EXISTING APPROACHES TO SECURITY TRADE-OFF ANALYSIS ................................... 6 

3.1 ARCHITECTURE TRADEOFF ANALYSIS METHOD .......................................................................... 7 
3.2 SVDT APPROACH ........................................................................................................................ 7 
3.3 SECURE TROPOS/I*....................................................................................................................... 8 
3.4 LIMITATIONS OF EXISTING APPROACHES ..................................................................................... 9 

4 THE SECURITY TRADE-OFFS MODELING NOTATION.................................................... 11 

4.1 MALICIOUS ACTOR, GOALS AND TASKS .................................................................................... 12 
4.2 ASSETS, SERVICES AND VULNERABILITIES ................................................................................ 12 
4.3 SECURITY MECHANISMS ............................................................................................................ 13 
4.4 RELATION BETWEEN ATTACKS AND SECURITY MECHANISMS ................................................... 13 
4.5 EXPRESSING TRADE-OFFS BY THE PROPOSED CONCEPTUAL STRUCTURE................................... 14 

5 TRADE-OFF ANALYSIS AND DECISION MAKING.............................................................. 14 

6 CASE STUDIES.............................................................................................................................. 17 

6.1 GUARDIAN ANGEL PROJECT ...................................................................................................... 17 
Actors’ Goal Model .................................................................................................................... 17 
Malicious Goal Model................................................................................................................ 19 
Security Goals and Trade-off Analysis ....................................................................................... 21 

6.2 ESAP SYSTEM............................................................................................................................ 25 
Actors’ Goal Model .................................................................................................................... 25 
Malicious Goal Model................................................................................................................ 27 
Security Goals and Trade-off Analysis ....................................................................................... 29 

6.3 COURSE REGISTRATION SYSTEM ............................................................................................... 33 
Scenarios and Goal Model ......................................................................................................... 33 
Tactics, Security Goals and Trade-off Analysis ......................................................................... 35 

7 CONCLUSIONS AND FUTURE WORK .................................................................................... 37 

8 REFERENCES................................................................................................................................ 38 

  



A Goal Oriented Approach for Modeling and Analyzing Security Trade-Offs 

University of Toronto                                                                                              Dept. of Computer Science 

 

 

 4 

1 Introduction 

“Security is about trade-offs, not absolutes.”  

   Ravi Sandhu 

 In designing software systems, security is typically only one design objective among 

many. Security safeguards may conflict with usability, performance, and even 

functionalities. For Example, there is an agreement among researchers and practitioners 

that all efforts and security mechanisms that look secure on paper, may fail in real world 

because of human factors [29, 28]. If usability concerns are not met in the design of a 

secure system, users respond by circumventing security mechanisms [29, 30]. Therefore, 

achieving a balance between intrusiveness nature of security goals [25] and usability 

concerns is an important issue in success of secure software design. Security goals have 

their own contradictions because confidentiality, integrity, privacy, accountability, 

availability, and recovery from security attacks often conflict fundamentally. For 

example, accountability requires a strong audit trail and end-user authentication, which 

conflicts with privacy needs for user anonymity [25]. 

Ultimately, security is about balancing the trade-offs among competing goals of 

multiple actors. In current practice, security designers often adopt security mechanisms 

such as firewalls, access control, or encryption without explicit recognition of, and 

systematic treatment of competing design objectives originating from various 

stakeholders. In this context the following issues are of importance: What conceptual 

modeling techniques can be used to help designers analyze security trade-offs to achieve 

“good enough” security? What concepts should be modeled to enable the trade-off 

analysis among the large numbers of alternative security solutions?  

We first consider the criteria for a suitable conceptual modeling technique for 

dealing with security trade-offs. We examine several methods representive of existing 

approaches for dealing with security trade-offs. From analyzing the limitations of existing 

methods we propose a conceptual modeling technique for modeling and analyzing 

security trade-offs in a multi-actor setting. The proposed approach is an extension to the 

i* notation, taking advantage of its agent and goal orientation to deal with trade-offs 

among competing goals of multiple actors.  

The remaining parts of the report are structured as follows. In section 2, requirements 

for a conceptual modeling technique that enables security trade-off analysis are 

discussed. In section 3, a number of existing approaches to security trade-off analysis are 

reviewed and compared to the introduced criteria. In section 4, a meta-model of security 

concepts is introduced, and these concepts are related to i* modeling elements. In this 

part, required extensions and refinements to the i* notation are presented. In section 5, we 

describe the goal model evaluation and trade-off analysis technique. Section 6 

summarizes the results of some case studies. Finally, section 7 discusses results and 

limitations of the approach.   
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2 Conceptual Modeling Criteria for Security Trade-offs Analysis  

Trade-off analysis in software design refers to achieving the right balance among 

many competing goals. When some goals are not sufficiently satisfied, designers need to 

explore further alternatives that can better achieve those goals without detrimentally 

hurting others. Each potential solution can have positive effects on some goals but 

negative on some others. A careful and systematic process for security trade-off analysis 

can be very challenging, because a wide range of security mechanisms, solutions and 

frameworks need to be considered. In this part, we examine what does conceptual 

modeling can offer for analyzing security trade-offs? What are the criteria of a proper 

conceptual modeling technique for dealing with security trade-offs?  

A conceptual modeling technique that supports security trade-off analysis should 

model three kinds of concepts: i) Goals, ii) Actors and iii) Security specific concepts.  

i) Goals: Security trade-offs are about conflicts among design objectives that 

originate from stakeholder goals. While selecting a solution among security alternatives 

is difficult, the more fundamental problem is that designers need to decide about 

alternatives security mechanisms subject to multiple factors such as cost, time-to-market, 

non-functional requirements (NFRs), security policies, standards, and individual goals of 

various stakeholders. The stakeholders include system’s users and administrators, top 

managers, project managers, and customers. Therefore, the “goal” concept is a basic 

modeling construct required in the conceptual modeling technique for dealing with trade-

offs. The technique should be able to model the relations among goals such as 

competition and contribution. One required feature of the conceptual modeling technique 

is to provide means for structuring the contributions to goals and modeling the extents 

and measures of goals satisfaction, contribution and competition. The measures could be 

quantitative or qualitative. Quantitative measures can greatly simplify decision making, 

but the general problems with the quantitative measures are lack of agreed metrics for the 

measurement or unavailability of accurate measures. Thus, the modeling technique 

should be able to support analysis despite inaccurate or incomplete knowledge about 

goals. 

ii) Actors: Design objectives typically come from multiple sources. The ideal 

conceptual modeling technique should be able to model multiple actors that impose 

competing goals to the designer. It should provide means to trace back goals to the actors. 

Trade-offs could occur within a single actor or across many, and the modeling technique 

should be able to model both cases.   

iii) Security Specific Concepts: The conceptual modeling technique that enables 

security trade-off analysis should model security specific concepts such as threats, 

vulnerabilities, and safeguards. Threats can be viewed as malicious actors’ goals. The 

concept of competing goals does not include the proper semantic for modeling threats 

and attacks, because attacks are mostly illegal and violation of rules, while competition is 

typically legal. In addition, decision makers need a measurable expression of the security 

level of solutions [21]; therefore the modeling technique should provide means to model 

to what extent threats are successful, how attacks influence on goals, whether 

countermeasures control the threats, and whether the goals are at risk. 

 



A Goal Oriented Approach for Modeling and Analyzing Security Trade-Offs 

University of Toronto                                                                                              Dept. of Computer Science 

 

 

 6 

Trade-off analysis needs to be accompanied by a procedure for evaluating security 

alternatives. The proper trade-off analysis method should evaluate the impact of each 

alternative on goals and potential threats. It should answer to what extent the goals are 

satisfied or denied, threats are controlled, and vulnerabilities are patched. The procedure 

should be able to analyze the trade-offs in case of incomplete or inaccurate knowledge 

about goals’ contributions and measures of security aspects.   

The technique should satisfy general requirements for conceptual modeling as well. 

The purpose of conceptual modeling in software engineering is to make real world 

concepts and relations understandable [26]. Conceptual models reflect parts of reality that 

are important for performing tasks. They should facilitate communication among various 

stakeholders and prevent misinterpretations of requirements [27]. Therefore, in selecting 

or developing a conceptual modeling technique, scalability, expressiveness, complexity, 

and possibility for automation should be considered. 

3 Existing Approaches to Security Trade-off Analysis 

Many approaches have been proposed to model security aspects of the software 

systems. The notion of “abuse case” [14] and UMLsec modeling language [15] are 

examples of security specific conceptual modeling approaches for modeling security 

requirements and aspects of the system. [23] proposes a framework of core security 

requirements artefacts to describe the security requirements. The meta-model of the core 

artefacts includes concepts such as assets, threats, security goals, functional requirements, 

and security requirements. In [20], using the core security artefacts, the authors propose a 

framework for security requirements elicitation and analysis.   

In recent years, agent and goal oriented approaches in Requirements Engineering 

have emerged as new approaches to analysis and design of complex software systems. 

Examples of such approaches and frameworks are KAOS [1], the NFR framework [10], 

the i* framework [7], and Tropos [2]. In such approaches, systems are modeled as 

intentional agents collaborating or competing with each other to achieve their goals. 

Security issues arise when some actors, while striving to achieve their own goals, 

intentionally or unintentionally threaten other actors’ goals. Therefore, agent and goal 

oriented approaches provide a suitable basis for dealing with competing goals of multiple 

actors. Several approaches such as [3, 5, 6, 16, 17, 18] propose frameworks for modeling 

and analyzing security concepts and trade-offs by taking advantage of agent and goal 

oriented techniques. The majority of these approaches employ qualitative trade-off 

analysis, while [16] suggests a quantitative approach for analyzing security requirements. 

In [22], probabilistic inference on security influence diagrams is used to support trade-off 

analysis using Bayesian networks.  

In this section, we review three selected methods for modeling and analyzing 

security trade-offs as representative of existing approaches. We study how well these 

modeling notations and trade-off analysis methods are matched with the requirements 

discussed in the previous section. We study ATAM as a general purpose and widely used 

architectural trade-off analysis method which considers security. We study the 

approaches in [3, 5, 6, 16, 17, 18] that employ agent and goals oriented modeling for 

dealing with security trade-offs. Security Verification and security solution Design 
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Trade-off analysis (SVDT) method employs UMLsec as the modeling language and 

Bayesian Belief Nets (BBN) for quantitative analysis [21]. We study this method as 

representative of quantitative analysis methods.  

3.1 Architecture Tradeoff Analysis Method  

Bass et al. [11] introduces a framework to model quality attributes and architectural 

options using the notion of scenarios and tactics respectively. A quality attribute scenario 

is a quality-attribute-specific requirement, and consists of six parts: Source of stimulus, 

Stimulus, Environment, Artifact, Response, and Response measure. Achievement of 

quality scenarios relies on tactics. ATAM is an evaluation method to analyze whether an 

architecture decision satisfies particular quality goals. ATAM helps designers to 

prioritize scenarios and evaluate alternative tactics using a “Quality Attribute Utility 

Tree”. Scenarios that have at least one high priority of importance or difficulty are chosen 

for a detail analysis to examine if the selected tactics satisfy the scenario. 

The result of the analysis is an “Architectural Approach Analysis” table for each 

quality scenario. In this table, evaluators identify and record sensitivity, tradeoff, risks 

and non-risks points for alternative tactics. Sensitivity and tradeoff points are 

architectural decisions that have effect on one or more quality attributes, the former 

positively and the latter negatively. In ATAM, a risk is defined as an architectural 

decision that may lead to undesirable consequences, and non risk points are defined in the 

opposite way. The conceptual elements related to trade-offs in ATAM may be captured in 

a meta-model as in Figure 3.1.    

 

Figure 3.1 Meta-model of trade-off elements in ATAM. Quality Scenarios expresses the NFRs, and tactics 

are architectural solution.  

3.2 SVDT Approach  

Houmb et al. [21] propose the SVDT approach using UMLsec for modeling security 

solutions. UMLsec is used to specify security requirements, and UMLsec tools verify if 

the design solutions satisfy the security requirements. Design solutions that pass the 

verification are then evaluated using security solution design trade-off analysis. A 

complementary framework on AORDD provides a risk assessment process and cost-

benefic trade-off analysis. AORDD and SVDT use BBN to compute Return on Security 

Investment (RoSI).  

Fig. 2 illustrates the relationship between the main concepts involved in AORDD 

risk assessment, which specifies the structure of the inputs to the AORDD cost-benefit 

trade-off analysis. The result of risk assessment is a list of misuses which need security 
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treatments. This list, alternative security treatments, and fixed trade-off parameters such 

as budget, time-to-market, and policies are fed into the BBN to compute the RoSI.  

 

Figure 3.2. Main concepts and their relation in ARODD risk assessment [34] 

Figure 3.3 gives an overview of the trade-off analysis parameters in SVDT. The 

parameters on the left side of the figure are “input parameters, and are the information 

that is traded off”. The parameters on the right side are “trade-off parameters, meaning 

the information that is used to trade-off the input parameters.” For each misuse, designers 

suggest a number of alternative verified security solutions. Generally, trade-off 

parameters are fixed constraints which have no semantic relation to security solutions and 

misuses.  

 

Figure 3.3. Overview of trade-off analysis in SVDT [21] 

3.3 Secure Tropos/i*  

The proposed approaches in [3, 5, 6, 17, 18] take advantage of the i* and Tropos 

frameworks. In these approaches, systems are modeled as intentional agents collaborating 

or competing with each other to achieve their goals. Security issues arise when some 
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actors, while striving to achieve their own goals, intentionally or unintentionally threaten 

other actors’ goals; therefore, agent and goal oriented approaches provide a suitable basis 

for dealing with competing goals of multiple actors.  

The approach in [3] suggests using relationships among strategic actors for analyzing 

security requirements. In [3], potential attackers of the systems are distinguished from 

other actors of the system. [5] proposes a methodological framework for dealing with 

security requirements based on the i* notation. In [6], a framework known as Secure 

Tropos for modeling and analyzing security requirements based on the notions of trust, 

ownership, and permission delegation is developed. In [17, 18], the “threat” and “security 

constraint” modeling elements are added to the i* meta-model. “Threat” elements are 

employed in the “security diagram” to express potential violation against the security 

goals, and “security constraints” are used to impose security requirements on actors’ 

dependencies. The meta-model of related concepts to the Tropos goal model, which is the 

core of all these approaches, is depicted in Figure 3.4. 

 

Figure 3.4. Part of Tropos meta-model for goals and related concepts [31] 

3.4 Limitations of Existing Approaches 

In ATAM, trade-offs among quality scenarios and tactics in the “Architectural 

Approach Analysis” table are indirect and implicit, since trade-off and risk points, instead 

of referring to quality scenarios, refer to affected quality properties.  ATAM lacks 

considering the impact of each tactic on stimuli of security scenarios (attacks). The 

impact of tactics on quality attributes are not captured qualitatively or a quantitatively. 

Finally, the framework of scenarios, tactics and ATAM method does not provide means 

to model and analyze security concepts specifically. 

SVDT and AORDD rely on quantitative computation and probabilistic inference for 

trade-off analysis. This requires the software designers obtain the quantitative measures 

of the impact of misuses and solutions. The major limitation is the inaccuracy or 

unavailability of qualitative data on the impact of misuses and solutions especially in the 

early stages of the development lifecycle.  

Generally, the suggested BBN topologies in SVDT and AORDD do not consider a 

more general source of trade-off inputs such as NFRs and functionalities, and the trade-
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off inputs to the designed BBN are limited to factors such as budget, laws and regulation. 

Besides, the AORDD meta-model of risk assessment concepts (Fig. 2) does not consider 

the relation between “security risk treatment” and other entities such as “security 

requirement”, “threat”, and “vulnerability”. The AORDD meta-model could be 

strengthen by considering more general concepts such as goals, other quality 

requirements, and actors.  

In addition, the trade-off inputs and information are given to a BBN, and the final RoSI 

is computed automatically, which makes the analysis efficient. Since, the relationships 

between the various states of the variables are specified in terms of the node probability 

matrix in BBN, this automatic trade-off analysis process can be traced by the designer. 

However, it may be difficult for the designer to follow what aspects of the design caused 

the difference in the final results. SVDT and AORDD employ UML-based notations such 

as UMLSec for specifying security requirements and solutions. UMLsec is a rich notation 

for modeling security solutions, but it inherits weaknesses of UML in modeling 

intentional actors.  

Although agent and goal oriented approaches provide a proper conceptual basis for 

modeling and analyzing security trade-offs, a mechanism for such analysis has not been 

elaborated in these frameworks. The method in [5] lacks a direct and explicit way to 

model the competition among malicious and non-malicious actors’ goals, and trade-off 

modeling among goals is limited to the non-malicious actors. The proposed framework in 

[6] does not support modeling security concepts such as malicious behavior. In [17, 18], 

threats are modeled explicitly as a distinct construct in the “security diagram”, but they 

are not traced to the source of threats’ actors, and the relation between countermeasures 

and threats are not elaborated.   

Table 1 summarizes a comparison of the studied approaches based on the evaluation 

criteria.  

Table 1. A comparison of existing approaches based on the criteria of the conceptual modeling technique 

for security trade-off analysis  

Method Requirement ATAM SVDT/AORDD i*/Tropos 

Goals 
Expressed in terms 

of scenarios 

Limited to security 

requirements and fixed 

BBN parameters  

Explicit goals 

Relations of goals Not model explicitly 
Limited to UMLsec 

models 

Modeled using 

contribution links 

Extents of goal 

satisfaction 
Not expressed Quantitatively Qualitatively  

Goals contribution 

structure 

Utility tree doesn’t 

capture the 

contributions of 

scenarios 

Not modeled 

Modeled in terms of 

sub goals and 

contribution links 

Multiple actors 

Expressed implicitly 

by multiple stimuli 

sources 

Not modeled 

Modeled in terms of 

agents/actors/ roles/ 

positions 

Trade-off within a 

single actor or across 

actors 

Single actor Single actor 
Single and multiple 

actors 
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Security Specific 

Trade-off Concepts 
Not modeled 

Some concepts are 

modeled 

Some concepts are 

modeled 

Trade-off analysis 

method 
Qualitative analysis Quantitative analysis 

Qualitative and 

quantitative analysis 

 

4 The Security Trade-offs Modeling Notation  

We develop a meta-model of security concepts (Figure 4.1). The core of the meta-

model is the concepts of goals and actors guided by the criteria of the conceptual 

modeling technique that enables security trade-offs analysis. The core is developed by 

considering the limitations of existing approaches to security trade-off modeling , and 

reviewing well known security knowledge sources such as NIST’s guidelines and 

standards like [32], CERT [33], and widely used textbooks such as [4, 13]. 

The core of this schema is goals and actors who have or seek the goals. Security 

mechanisms and goal are derived from general mechanisms and goals. Security goals 

prevent or detect an attack, or recover the system from Attacks and threats. Target of 

security threats and attacks is assets, which actors are interested in them, or the actor 

owns them, or the actor has delegated the usage permission of the assets to the other 

actors [6]. The attacks usually occur through a weakness or a backdoor to the system 

which is known as vulnerability. Attacks might be unintentional, or result of accident or 

human error. Natural disasters are another type of threats against the systems.  

 

Figure 4.1. Meta-model of security concepts used in proposed modeling notation 

The i* notation has the main modeling constructs to model the concepts of the 

proposed meta-model. It provides a notation to model actors, their goals and intentional 

dependencies and competitions among the actors. Actors achieve goals on their own or 

depend on each other for goals to be achieved, tasks to be performed, and resources to be 

furnished. Quality goals, which don’t have a clear-cut satisfactory degree, are modeled as 

softgoals. The i* notation also provides means to model alternative ways to achieve a 
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goal by means-ends relation between goals and tasks [8]. However, the i* notation lacks 

explicit modeling constructs for concepts such as threats and vulnerabilities. In this 

section, we propose some extensions to the i* notation, which provide conceptual 

structure for modeling and analyzing security trade-offs.   

4.1 Malicious Actor, Goals and Tasks  

Actors depend on each other to achieve their goals. Meanwhile, malicious actors try 

to achieve their own goals. Representing a malicious actor with a different modeling 

construct in i* was first employed in [3] by highlighting them with a black shadow 

square. This notation was used to model malicious goals in [5]. We make use of this 

notation in which malicious goals, softgoals, tasks, and actors are highlighted by a black 

shadow square. By distinguishing malicious modeling elements from non-malicious ones, 

we emphasize studying the attackers’ goals and tasks. Although attacker’s behavior might 

be partially unknown and generic, an important aspect of trade-off analysis depends on 

studying attackers’ options and the risks they impose to the actors’ goals.  

A security threat is any malicious behavior that threatens other actors’ goals. For 

example in Figure 4.2, “Malicious Employee” is the malicious actor whose goal is to 

“commit a fraud” either through the “local network” or “over the Internet”.  

 

Figure 4.2. Example of a multi-actor system modeled using the proposed notation 

Threats might be unintentional or caused by natural disasters. In this report, we 

mainly focus on the security threats caused by an intentional actor. 

4.2 Assets, Services and Vulnerabilities 
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An asset is any thing that has a value for the organization [13]. Physical resources, 

information, and people can be counted as assets. In this way, asset’s concept is well 

matched with i* “resource” modeling element. Assets can be the services an organization 

offer or receive, and in this case, can be represented by tasks or goals that actors offer to 

the “depender” actors.  

A vulnerability is any weakness in, or back door to the system [13]. For example, it 

is said that buffer overflow or password cracking are the most common vulnerability 

points of many computer systems [4]. Generally, a vulnerability point corresponds to an 

asset or service, and attackers usually try to achieve malicious goals through a 

vulnerability to attain an asset. In the i* notation, tasks are usually decomposed to goals, 

softgoals, other tasks, and assets. In this way, harm of an attack can be indicated by the 

cost of the failed task that relies on the lost assets. In a similar approach in [20, 23], 

threats are described in form of assets, the action that exploits the assets, and the 

subsequent harm.  

There is no explicit modeling construct in i* to represent vulnerability points. We 

add the vulnerability modeling element to i*, accompanied with a graphical notation to 

connect a vulnerability point to the corresponding attacks and resources. For example, in 

Figure 4.2, to protect the confidentially employees are authenticated by the host. Hence, 

password is one of the employees’ assets they need to protect. On the other hand, 

“password losing” is one of the most important vulnerability points in computer systems. 

“Sniffing for password” is an attack against the goal of “protect password”. Through this 

attack and “password losing” vulnerability, the goal of “Fraud under someone’s else 

name” can be satisfied, and the attacker achieves a valuable asset: the “password”. 

4.3 Security Mechanisms  

In a number of security requirements modeling frameworks such as [17, 18], security 

mechanisms are distinguished from other tasks and goals. However, security goals and 

tasks are not different from other tasks and goals of the actors, and in the proposed 

approach in this report, they are not modeled in a different way from other goals. The 

only difference of security mechanisms is the type of relation they have with attacks 

which is discussed in the following sub-section.  

4.4 Relation between Attacks and Security Mechanisms  

In the i* notation, relation between softgoals and other elements is modeled by 

contribution links [7]. If an element hurts a softgoal, yet not enough to prevent it the 

contribution link type is “-“. If the element is sufficient to prevent a softgoal, the 

contribution link type is “- -". This qualitative approach is used to model the impact of 

attacks on softgoals and the impact of security mechanisms on malicious tasks and goals. 

In security engineering domain, various mechanisms have different effects on attacks. 

Contribution of mechanisms to attacks are categorized as 1) Prevent 2) Detect 3) Recover 

[13]. These categories are added to the contribution links. “Detect” and “recover” 

contribution links may partially mitigate the effect of attacks. Mechanisms which are 

related to the attacks with “detect” contribution links can’t control any attack. Similarly, 

“recover” contribution links can’t control an attack either, but indicates that the 

mechanism would recover the system after the attack’s failure. This link would be useful 
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to express availability and integrity goals that rely on recovering the system after the 

failure. For fully controlling the attacks, security mechanisms must be related to the 

attacks with a “prevent” contribution link.   

4.5 Expressing Trade-offs by the Proposed Conceptual Structure 

The proposed approach provides the means to model goals, and trace them back to 

the source actors. In this approach, trade-offs among goals are modeled by contribution 

links. Through contribution link types of -, --, + and ++ [10], the qualitative effect of 

alternative solutions are propagated to the other goals. The i* notation offers the 

conceptual structure to model trade-offs between refined sub-goals of high level goals as 

well. For example, in Figure 4.2, the employee can “Use root password on local 

machines” to completely prevent the attack of “Sniffing for password”. However, this 

security solution contributes negatively to the “Access to host remotely” goal, and it has 

negative influence on the “Usability” softgoal consequently. In this way, the trade-off 

among usability and security is modeled through relationships among their refined sub-

goals.  

5 Trade-off Analysis and Decision Making  

In the previous section, we proposed a conceptual modeling technique for modeling 

security trade-offs. In this part, we propose a trade-off analysis method for use with the 

trade-off model. Designers need to balance the trade-offs to mitigate the security risks 

and yet satisfy the goals of multiple actors. A goal is at risk when it may be denied 

(partially or fully) by the successful behavior of malicious actors. Partially or fully denial 

of goals are expressed through contribution links of type “-“ and “--“. Hence, for trade-off 

analysis designers need to examine available alternative security solutions, and verify the 

impacts of each one on attacks and goals to finally select the one which fits with goals of 

multiple actors. Goal model evaluation is the procedure to ensure that actors’ top level 

goals are satisfied by the choices they have made [12]. The security goal model 

evaluation, consisting of interactive qualitative reasoning, is based on the method 

proposed in [10] and refined in [12]. Figure 5.1 depicts the proposed security trade-off 

analysis procedure. 
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Figure 5.1.  Security trade-off analysis procedure 

In the first step, evaluator assumes that attackers are successful in performing tasks 

and satisfying their goals, since attackers are usually external actors that designer has no 

sure knowledge of their abilities and skills. Therefore, the leaf nodes in attackers’ goal 

model are labeled fully satisfied. This assumption does not imply that the risk of attacks 

is definite, as it is possible that evaluation of attackers’ goal model yields to denial of 

higher goals of attacker. The leaf labels are propagated to upper goals. Once the impact 

of malicious actors’ behavior is propagated to the entire goal model, the evaluator assigns 

labels to the tasks and goals that operationalize security mechanism (step 7). This label 

indicates the evaluator’s judgment about the success of the actor in performing a security 

task or achieving a security goal. This judgment could be based on knowledge of 

previous experiences, empirical studies, or subjective knowledge [21]. 

In step 9, the goal model indicates which goals are fully or partially satisfied or 

denied for the examined security solution. The procedure iterates until a security design 

solution is found that, based of the evaluator’s perception, satisfies an acceptable 

configuration of goals. However, the evaluator may prefer to examine further alternatives 

to select the security design solution that satisfies more goals. After evaluating an 

alternative, the status of some goals may be unknown, prompting the designer to 

elaborate on the models (step 10). In case of conflict of goals, other alternatives should be 

examined to resolve the conflicts (step 11).  

Propagation of the labels is based on the contribution types and rules summarized in 

Table 2. [12] provides details about aggregation rules for multiple contributions. The 

rules provided in Table 2 are merely valid for the “Prevent” contribution type, as we 
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discussed earlier that recovering from, or detecting an attack do not lead to controlling 

the attack.  

Table 2. Evaluation labels and propagation rules from [10, 12] 

Child Node Contribution Type (Prevent) 

Label Name Symbol ++ + - - - ? 

Satisfied       

Weakly Satisfied       

Conflict       

Unknown       

Weakly Denied       

Denied       

 



A Goal Oriented Approach for Modeling and Analyzing Security Trade-Offs 

University of Toronto                                                                                              Dept. of Computer Science 

 

 

 17 

6 Case Studies 

In developing the proposed notation, we modeled a number of NIST guidelines [19] 

and security engineering knowledge in [4], using the extended i* notation. In addition to 

example cases, we applied the notation to three example cases originally used to illustrate 

other approaches to security trade-offs. In the first example case, we modeled and 

analyzed the GA system, a patient and physician supporting system, which was modeled 

and analyzed in [5]. The second case study is eSAP system, an agent-based health and 

social care system, which was used as the case study system in [16, 17, 18]. In the third 

example case system, we modeled and analyzed a simple Course Registration system, 

using the proposed extensions to the i* and the framework proposed in [11]. 

6.1 Guardian Angel Project 

GA is a patient and physician supporting system using software agents. This 

information system is centered on the individual patient instead of the provider, in which 

a set of "guardian angel" (GA) software agents integrates all health-related concerns, 

including medically-relevant legal and financial information, about an individual. This 

personal system will help track, manage, and interpret the subject's health history, and 

offer advice to both patient (in the case study Debby plays patient role) and provider. 

Patients provide the medical information to a PDA which is connected to other system 

such as the GA-Home, GA-hospital and peer GA-PDA.  

Actors’ Goal Model 

The approach in [5] takes advantage of network of Strategic Dependency (SD) to 

analyze the opportunities and vulnerabilities. Figure 6.1.1 gives a part of the dependency 

relationships (SD model) in [5]. In this model, the goal refinement inside the GA actors’ 

boundaries such as GA-PDA actor is neglected, and the focus is on studying Debby’s 

goals which depends on GA-PDA agent. However, to analyze security trade-offs for 

alternative solutions, the designer needs to study the impact of each alternative security 

mechanism on goals of all actors; therefore, developing a refined goal model for each 

actor is essential. Figure 6.1.2 gives a detailed refinement of GA-PDA actor’s goals.  
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Figure 6.1.1.  A part of dependency relationships in the GA system, original model from [5]. The 

vulnerability analysis in [5] solely considers the dependencies’ vulnerabilities, and inside boundaries of the 

actors are not studied.  

 

Figure 6.1.2. Detailed refinement of GA-PDA actor’s goals. The model enables the designer to relate 

attackers and security goals to all refined GA-PDA goals and tasks. 
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Malicious Goal Model 

In [5], the basic premise for attacker analysis is that all the actors are assumed guilty 

until proven innocent. In this way, each actor of the goal model can be a potential 

attacker, and each one is studied in two roles: its regular role, and its potential malicious 

role. In vulnerability analysis, each dependency is analyzed as a potential threat against 

the system. One of the actors in the dependency relation is substituted by its 

corresponding attacker, and vulnerable dependencies are highlighted with a black shadow 

rectangle. Figure 6.1.3, depicts the dependency vulnerability analysis in [5].  

 

Figure 6.1.3.  A part of dependency vulnerability analysis of the GA system, original model from [5]. Each 

dependency is examined as a potential threat against the system. Each actor plays role of a potential 

attacker as well as its regular role.   

For each vulnerable dependency, alternative attacks are identified and modeled as 

tasks that contribute to the malicious goal. Figure 6.1.4 illustrates the original attack 

model of GA system in [5].  
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Figure 6.1.4.  Attack and threats identification, original model from [5]. Malicious tasks and affected goals 

are located inside the boundary of the malicious actor. Malicious goals and tasks are not distinguished from 

regular goals 

Analyzing the dependencies as the potential vulnerability points in [5] is useful, but 

it is not enough to uncover the potential threats imposed by external entities. The 

resulting models do not capture goals and intentions of the attacker. However, the 

designer needs to know how the attacker may use the vulnerabilities as a backdoor to the 

system, since deciding among different countermeasures depends on the attacker’s goals. 

For example, the designer needs to differentiate between goals of a professional hacker 

and intentions of a curious kid to select proper security mechanisms. The approach in [5] 

neglects analyzing the alternative attacks that each one requires specific security 

safeguard.  

A major problem with the modeling approach in Figure 6.1.4 is that both security 

safeguards and attacks are located inside the boundary of the attacker. Besides, the 

contributions of security mechanisms on goals of other actors are not modeled, and it is 

not specified which actor(s) performs the security tasks. 

Figure 6.1.5 presents the attack model using the proposed extensions to i*. In this 

view, potential attacks, malicious goals, and sub-goals are taken into account. The impact 

of each malicious goal and task is modeled on all goals of the attacker. The resulting goal 

model captures the effects of each alternative attack on attacker’s goals and softgoals.  
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Figure 6.1.5.  Malicious actor behavior, modeled using the proposed notation. Malicious actor goals are 

refined.  

Security Goals and Trade-off Analysis  

In [5], the designer selects countermeasures for each attack. Countermeasures are 

added to the attacks model, and are related to attacks by a “break” or “hurt” contribution 

link. Figure 6.1.6 gives the countermeasure analysis model of GA in [5]. The goal model 

evaluation in original GA system models is limited to the evaluating threats and their 

corresponding safeguards. The safeguards affect other goals such as performance and 

usability, but generally, the resulting models in [5] do not capture these trade-offs that 

security mechanisms impose to the other goals.  



A Goal Oriented Approach for Modeling and Analyzing Security Trade-Offs 

University of Toronto                                                                                              Dept. of Computer Science 

 

 

 22 

 

Figure 6.1.6.  Countermeasure analysis, original model from [5]. The hypothetical threats are presented as 

beliefs, since their existence is based on the designer’s assumption. Countermeasures contributions to the 

attacks are modeled, but it is not specified which actor performs the security mechanisms and what are the 

consequences.  

In the proposed extensions to i*, countermeasures are adopted by the actors which 

are at risk, or by the actors that are responsible to provide security for the actors at risk. 

The impact of each alternative on all malicious and non-malicious actors’ goals is 

modeled. In both approaches, alternative countermeasures are compared through goal 

model evaluation. 

Figure 6.1.7 depicts resulting security trade-off model using the proposed extensions. 

The same security mechanisms of the goal model of Figure 6.1.6 are used to structure the 

GA-PDA goals. In Figure 6.1.7, trade-off of alternative mechanisms and potential attacks 

are modeled explicitly. It provides the designer with one picture of potential malicious 

behavior, alternative mechanisms, their trade-offs and consequences. 
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 Figure 6.1.7.  Security trade-off model, using the proposed extensions. Contribution of malicious goals 

and security goals are specified.  

Figure 6.1.8 and Figure 6.1.9 give the security goal model evaluation results using 

the proposed extensions to the i* notation. The resulting goal model captures the effects 

of each alternative attack on malicious and non-malicious actors’ goals and softgoals. As 

a result, designer can evaluate risk of threats, and select a more appropriate solution for 

attackers’ behavior based on the consequence of malicious actors’ behavior.  

In Figure 6.1.8, the evaluation steps are highlighted by number tags. This models 

expresses that the designer decides to employ Authentication and Authorization with 

Password based Authentication. It yields to fully satisfy privacy and partially satisfy 

confidentiality, while it does not help the partially denial of performance and availability. 
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Figure 6.1.8.  Security trade-offs analysis, using the proposed evaluation, using the proposed evaluation. 

The evaluation method steps are specified.  

Figure 6.1.9 illustrates examining the other alternative solution which is Biometric 
Authentication. Although Biometrics is a more secure authentication mechanism, and it 

yields to fully satisfaction of confidentiality, performance is still partially denied, and in 

addition, low cost goal is partially denied. Hence, the designer requires examine more 

alternative security mechanisms to control jamming attack, which have negative impact on 

performance. 
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Figure 6.1.9.  Security trade-offs analysis, using the proposed evaluation method 

6.2 eSAP System 

The second example case is eSAP system which is used as the case study system in 

[16, 17, 18]. electronic Single Assessment Process (eSAP) system is an agent-based 

health and social care system for the effective care of older people. Taking into account a 

substantial part of the eSAP, the following stakeholders are defined for the case study: 

The Older Person actor is the old person (patient) that wishes to receive appropriate health 

and social care. The Professional actor represents health and/or social care professionals 

involved in the care of the Older Person. The DoH actor represents the English Department 

of Health, which is responsible for the effective care of the Older Person. The Benefits 
Agency actor is an agency that helps the Older Person. Financially, and the R&D Agency 
actor represents a research and development agency that is interested in obtaining 

medical information. 

Actors’ Goal Model 

The idea in [17, 18] is to integrate security concerns into the Tropos framework. 

Security constraints are modeled in a diagram which is called actor diagram (Figure 

6.2.1). Security requirements and goals are expressed by “constraints”, which are 

represented using a cloud placed between the dependencies, at the side of the actor who 
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has to satisfy the constraint. This approach is useful, since it enables the designer to relate 

the security requirements to goals and functionalities. 

 

Figure 6.2.1. Stakeholders of the eSAP system, original model from [18]. Security constraints are placed 

between the dependencies to assign security requirements to the actors.  

Figure 6.2.2 gives a part of eSAP goal model which focuses on professional actor 

goals. It models security requirements which are expressed as constraints in Figure 6.2.1, 

in terms of softgoals. What is modeled as constraints in [17, 18], can be modeled as goals 

as well. For example, in Figure 6.2.1, Older Person imposes a security constraint to 

Professional actor to Share info Only if Consent Achieved. The model in Figure 6.2.2 

expresses this requirement by the Privacy OP Information softgoal of Older Person who 

depends on Professional actor to satisfice.   
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Figure 6.2.2. The professional actor goal model. The model includes Professional actor goals, and is similar 

to model in Figure 6.2.5   

Malicious Goal Model 

The approaches in [17, 18] introduce “security diagram” which uses i* notation to 

model security requirements and potential threats. Figure 6.2.3 gives the original security 

diagram of eSAP, which contains the security goals, threats, and safeguards. Threats are 

modeled explicitly as a distinct construct in the “security diagram” using a hexagon. The 

impact of threats on softgoals such as privacy and availability is modeled using contribution 

links.  
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Figure 6.2.3. A part of the “security diagram” for the eSAP system, original model from [18]. The model 

does not specify which actors have the privacy goal, how the threats work against the privacy, who threaten 

privacy and why.  

However, the mode does not trace the threats to the source of threats’ actors, and the 

relation between countermeasures and threats are not elaborated in the resulting models. 

It is not described in [17, 18] that how security constraints are related to the security 

goals and mechanisms in the “security diagram” (Figure 6.2.3). The main problem with 

the “security diagram” in the original case study is that the resulting models do not 

include actors; therefore, it is not clear who has the goals, who threaten them and why, 

who employs the mechanisms, and what is the impact of the mechanisms on other goals 

of actors. 

Figure 6.2.4 gives the goal model of threats and affected goals, using the proposed 

extensions to i*. This model includes the malicious tasks and goals and the corresponding 

impact on goals of professional actor.  
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Figure 6.2.4. Malicious actor behavior and its relation to professional actor goals, modeled using the 

proposed notation 

Security Goals and Trade-off Analysis 

In [17, 18] approaches, once the stakeholders’ goals and security constraints are 

identified, each actor is studied in more depth, and alternative security solutions are 

examined considering the constraints imposed to the actor. In [17, 18], secure entities are 

introduced to help towards the satisfaction of the imposed security constraints. However, 

the papers don’t argue why security requirements and constraint should be expressed in a 

different way than other softgoals.  

Figure 6.2.5 gives one of the actor analysis models of [18]. The actor analysis model 

lacks considering the impact of security goals on attacks and threats. Although the 

security alternatives are modeled through means-end relations, the trade-offs that they 

pose to other goals and softgoals are not captured in the model.  
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Figure 6.2.5. Professional actor analysis, original model from [18]. The model lacks considering impact of 

security alternatives on other goals and attacks. The impact of attacks are not modeled either.  

Figure 6.2.6 illustrates the complete goal model of professional actor, using the 

proposed extensions to i*. This model includes threats, security mechanisms and 

contribution of goals and attacks. 
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Figure 6.2.6. Interaction of Attacker, professional and eSAP actors. Security goals and trade-offs, modeled 

using the proposed notation 

The eSAP case study in [17, 18] doesn’t provide results of goal model evaluation, 

since it does not capture the trade-offs in the goal models. Figure 6.2.7 illustrates a part of 

security trade-off analysis for eSAP system using the proposed approach. The steps of 

goal model evaluation are indicated by the tags.  
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Figure 6.2.7. Security goal model trade-off analysis, using the proposed evaluation method. Evaluation 

method’s step are tagged on the model elements 
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6.3 Course Registration System  

The notion of scenarios and tactics, and ATAM provide a general framework for 

modeling and analyzing NFRs, and it is not applied in a security-specific case study. In 

this part, we apply the scenario and ATAM approach to an example system using the 

framework proposed in [11]. The example system is a simple Course Registration 

System. Students take or drop courses by choosing them from a course catalogue. 

Professors post final marks to the system and the system’s admin edit courses. The 

privacy policies do not let the system’s admin to view academic history of students, but 

professors have access to the marks of their own courses. Academic history of students is 

personal information and should not be disclosed to the other students.  

Scenarios and Goal Model 

In the approach of scenarios and tactics, quality requirements are expressed as 

scenarios. Table 3 summarizes security and performance scenarios for the example 

system. 

Table 3- Scenarios for Course Registration case study 

 Scenario 1 Scenario 1 
Scenario 3 

(performance) 

Source Jimmy’s Friend Jimmy’s Friend A transaction event 

Stimulus 
Tries to crack a 

password 
Tries to sniff transaction Stochastic event 

Artifact System data 
System data 

communication 

Course Registration 

System 

Environment Open/online Open/online Normal mode 

Response 
Keep the password 

secret 
Protect confidential data 

Process the requested 

transaction 

Response 

Measure 

Password is remained 

secret 

No confidential data is 

revealed 

Latency: User waiting 

time should be less than 

1 minute 

 

The approach suggests selecting security design solutions in terms of tactics, but the 

framework does not provide means to model alternative tactics for each scenario. ATAM 

helps the designer evaluate each alternative. The evaluator creates a “Quality Attribute 

Utility” tree where utility is the expression of the overall goodness of the system. A 

utility tree begins with utility as the root node. Quality requirements are placed as 

children of utility. Scenarios are placed at leaves of the tree. Figure 6.3.1 gives the utility 

tree for the example system. The difficulty to achieve and importance of each scenario is 

ranked by high/medium/low scheme.    

Utility tree does not model the contributions of quality requirements on each other. 

Besides, this approach does not mode trade-offs among various quality scenarios. It does 

not provide the means to express the satisfaction degree of scenarios. One of the main 

weaknesses of utility tree approach is that it does not specify which actor imposes each 

scenario; therefore, the conflicts and trade-offs among goals are not expressed explicitly. 
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Utility

Performance Security

Latency Confidentiality Privacy

{Scenario 3} {Scenario 1}{Scenario 2}

Difficulty

Importance
M
M

H
H

M
H  

Figure 6.3.1. ATAM utility tree for the quality requirements of Course Registration System  

The goal model of the example system is given in Figure 6.3.2. The focus of models 

is limited to Jimmy actor. The model includes the quality properties which we discussed 

earlier in form of softgoals.  

 

Figure 6.3.2. Goal model for the Course Registration System  
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Figure 6.3.3 gives the malicious goal model affecting Jimmy’s goals. This model 

includes threats and security design alternatives. 

 

Figure 6.3.3. Security goals and trade-offs, modeled using the proposed notation. The impact and trade-

offs of each security alternative are modeled using the contribution links  

Tactics, Security Goals and Trade-off Analysis  

Based on the ATAM recommendations, scenarios that have at least one high priority 

of importance or difficulty should be analyzed in more detail to examine if the decided 

tactics satisfy the scenario. The result is a “architectural approach analysis” table for each 

scenario. “Architectural approach analysis” table for the example system is presented in 

Table 4, which compares alternative tactics.   

 

Table 4- Architectural approach analysis for Course Registration Case study 
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Scenario 1 
Password should be remained secret when Jimmy’s friend tries 

to crack a password 

Tactic Sensitivity Trade-off Risk Nonrisks 

Simple password performance    

Public Key  performance  performance 

Scenario 2 
No confidential data would be revealed when Jimmy’s friend 

tries to sniff transaction 

Tactic Sensitivity Trade-off Risk Nonrisks 

Encrypt transaction 

messages 
 performance performance  

Digital Signature  performance performance  

 

The “architectural approach analysis” table does not provide means to express the 

impacts of each tactics on stimuli (attacks). Trade-offs among quality scenarios and 

tactics in the “Architectural Approach Analysis” table are indirect and implicit, since 

trade-off and risk points, instead of referring to quality scenarios, refer to affected quality 

properties.  Moreover, it does not capture the degree of sensitivity or trade-off between 

tactics and qualities. The analysis method does not provide any means to add evaluator’s 

perception about degree of success of tactics or stimuli. 

Figure 6.3.4 depicts the result of trade-off analysis using security goal model 

evaluation. The trade-offs of the chosen alternative and their impacts on threats are 

specified using the labels. The result of evaluation is that Encrypt transaction messages and 

Public Key mechanisms cause losing the performance. The implementation cost is not hurt 

by Public Key, it is but improved by Encrypt transaction messages, so there is a conflict on 

this goal. Both possible attacks would be controlled by these mechanisms. The 

performance goal is partially denied by the selected mechanisms. 

The model in Figure 6.3.4 and the result of ATAM analysis in Table 4 conclude 

almost the same results. However, the goal model enables the designers to express the 

trade-off relations explicitly. Security goal models represent scenarios in terms of goals 

and softgoals, security scenario in terms of malicious goals, and tactics in terms of 

security mechanisms. Trade-offs among goals are explicitly modeled using contribution 

links. The goal model evaluation results are represented using satisfaction or denial 

labels, and represent the trade-off analysis results graphically and explicitly. 
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Figure 6.3.4. Security trade-off analysis, using the proposed evaluation method 

 

7 Conclusions and Future Work 

We considered the criteria for a conceptual modeling technique that enables 

designers to model and analyze security trade-offs among competing goals of multiple 

actors to achieve a good-enough security level. We studied existing approaches to trade-

off analysis, and identified limitations of these approaches. Based on the evaluation 

criteria and limitation of previous works, we proposed extensions to the i* notation for 

modeling and analyzing security trade-offs of a multi-actor system. The proposed 

modeling notation is accompanied with a qualitative trade-off analysis procedure based 



A Goal Oriented Approach for Modeling and Analyzing Security Trade-Offs 

University of Toronto                                                                                              Dept. of Computer Science 

 

 

 38 

on goal model evaluation methods. The procedure provides the designers with assessment 

of security mechanisms’ impact on actors’ goals and threats. Table 3 gives the 

comparison of the proposed approach with the evaluation criteria.  

Although the i* notation provides the proper basis for modeling and analyzing trade-

offs, the models become complex and inefficient when the goal models scale. Another 

limitation of the proposed approach is that a comprehensive source of knowledge of 

security mechanisms and corresponding contributions does not exist. In future work, we 

aim to conduct empirical studies of how security designers make trade-offs in practice, 

and adapt the proposed systematic trade-off analysis framework for integration into 

everyday design practice. We will also build a security requirements and design 

knowledge base to gather and catalogue reusable knowledge about security trade-offs. 

Tool support for managing and applying security knowledge will also be studied. 

 

Table 5. Comparison of proposed approach with the conceptual modeling technique’s criteria 

Method 

Requirement 

ATAM/Scenarios/ 

Tactics 
SVDT/AORDD i*/Tropos Proposed approach 

Goals 
Expressed by 

scenarios 
Models limited Explicit goals Explicit goals 

Relations of goals 
Not model 

explicitly 

Limited to 

UMLsec models 
Model 

Extended contribution types of 

“detect”, “protect”, “recover” 

Extents and 

measures of goals 
Not expressed Quantitatively Qualitatively 

Modeled qualitatively by 

contribution links of type -, --, 

+, ++ 

Inaccurate or 

incomplete 

knowledge 

Not modeled pdf in BBN 
by unknown 

contribution 
unknown contribution link 

Goals contribution 

structure 

Not expressed 

directly 

Limited to 

UMLsec models 
Model 

Structured by sub-goals, task 

decomposition, contribution 

links 

Multiple actors 
Expressed 

implicitly 
Not modeled Model 

Multiple malicious and non 

malicious actors 

Trade-off within a 

single actor or 

across actors 

Single Single 
Single and 

multiple 
Single and multiple 

Security Specific 

Trade-off Concepts 
Not modeled some concepts 

Some 

concepts 

Modeled by security 

extensions to i* notation 

derived from the meta-model 

Trade-off analysis 

method 
Qualitative Quantitative 

Qualitative 

and 

quantitative 

Security goal model evaluation 

technique supports qualitative 

trade-off analysis 
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