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Note: Some of the readings listed here will be “recommended”, not “required”; additional readings may be
added as the course progresses. For the definitive list, follow the course website.

List of Topics
1. Operating system design and internal structure [1, 2, 3, 4, 5, 6, 7]

• monolithic kernels, microkernels and open systems

• OS extensions (kernel modules, user-level servers, sandboxing)

• Virtual machines

2. Performance evaluation and benchmarking [8]

• Measures of time, interval counting and cycle counting

• Measurement pitfalls – overhead and perturbation

• Using measurements – Amdahl’s Law

3. Inter-process communication (IPC) [9]

• Interrupt handling

• Signal handling

• Implementation of sockets and pipes

• Event notification (poll, select, epoll and kqueue) – tradeoffs and implementations

4. Multiprocessor synchronization [10, 11]

• Dealing with relaxed memory consistency models

• Spinlock alternatives for reduced contention and improved scalability

• Avoiding locks – the Linux Read-Copy-Update (RCU) API

• Transactional Memory

5. Multiprocessor scheduling [12, 13]

• Scheduling considerations - design of ready queue, load balancing andprocessor affinity

• Parallel job scheduling

6. Virtual memory [14, 15, 16, 17, 18]

• Page table and TLB design for large address spaces

• Superpages

• Page placement for better cache behavior, reduced power, or improved NUMA performance

• Software distributed shared memory

7. Distributed systems [19, 20, 21]

• Time, clocks, and event ordering

• Distributed agreement protocols

• Fault tolerance and replicated state machines

8. Reliable, high performance storage [22, 23]



• Log-structured file systems

• Soft updates

• RAID

9. Security [24, 25]

• Threats, vulnerabilities and attacks

• OS security mechanisms – access controls, FreeBSD Jails and SELinux
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