
Software Safety and Security, 
Assurance Cases and Model 

Management
Marsha Chechik

September, 2017
SEFM’17



A Brief and Partial Research 
History
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Software-based systems are 
at the core of modern society
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Presenter
Presentation Notes
Software is now integral to:•transportation•communication•the financial side of the economy•other infrastructure (civic, administrative, etc.)•scientific progress (e.g., human genome project, space exploration)•understanding our world (e.g., weather prediction, following radiation patterns across the Pacific) 



And yet we have trouble producing 
systems that do not fail
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Presenter
Presentation Notes
Some software faults can lead to major disasters. 
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Presenter
Presentation Notes
Don’t spend too much time here
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Presenter
Presentation Notes
Very recent article in the MIT Technology Review websiteHow to avoid such problems?  Atmpt to follow a rigorous process, mandated by standards



“Standards are documented agreements containing 
technical specifications or other precise criteria to 
be used consistently as rules, guidelines, or 
definitions of characteristics, to ensure that 
materials, products, processes and services are fit 
for their purpose.”

[ISO 1997] 
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Presenter
Presentation Notes
As a result, international organizations such as ISO have come up with so called “standards” to serve as documented agreements ….



Standards
Aimed to assure a particular property of a system in a 
particular domain

Properties:
Safety – does the system correctly handle threats?

Security – does the system mitigate being tampered with

Privacy – does the system appropriately handle        private 
data of its users?
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Standards
Aimed to assure a particular property of a system in 
a particular domain

Domains:
– Automotive
– Aerospace
– Nuclear
– Healthcare

11
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DO-178B  - Software Considerations in Airborne 
Systems and Equipment Certification

Presenter
Presentation Notes
For example 	guideline dealing with the safety of safety-critical software used in certain airborne systems	defacto standard for developing avionics software systems
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IEC62304 – Medical Device Software – Software Life 
Cycle Processes

Presenter
Presentation Notes
And…



SO/IEC 27000 Family - Information 
Security Management Systems

ISO/IEC 27000:2016
• Information technology
• Security techniques
• Information security management systems
• Overview and vocabulary

ISO/IEC 27001:2013
• Information technology
• Security techniques
• Information security management systems
• Requirements

ISO/IEC 27002:2013
• Information technology
• Security techniques
• Code of practice for information security controls

14



ISO/IEC 29100:2011 Privacy 
Framework

• specifies a common privacy 
terminology;

• defines the actors and their roles in 
processing personally identifiable 
information (PII);

• describes privacy safeguarding 
considerations; and

• provides references to known privacy 
principles for information technology.
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ISO/IEC 29100 Privacy Guidelines
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ISO/IEC 27018

Code of practice for protection of personally 
identifying information (PII) in public clouds

• establishes commonly accepted control 
objectives, controls and guidelines 
– for implementing measures to protect Personally 

Identifiable Information (PII) 
– in accordance with the privacy principles in ISO/IEC 

29100 
– for the public cloud computing environment.
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ISO26262 - Functional Safety of Road Vehicles

Presenter
Presentation Notes
And..



Standards are

19

BIG coMpleX



ISO26262  - Functional Safety of 
Road Vehicles

Standard has 10 parts 
• Span across ~450 pages
• Require the production of ~120 work products
… that are the result of fulfilling a much larger number of 
requirements and recommendations

20
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Presenter
Presentation Notes
ISO26262The 10 parts of the Standard:Span across ~450 pagesRequire the production of ~120 work products	 that are the result of fulfilling a much larger number of requirements and recommendations



But in essence, what standards 
recommend is pretty simple

22



ISO 26262 Recommendation

23

Identify obstacles to 
achieve your goal

Goals

Requirements

Presenter
Presentation Notes
The recommended safety development process in ISO 26262 is to perform a Hazard Analysis and Risk Assessment, where potential hazards and residual risks are identified,and use them to identify Safety Goals . The latter are then refined into Functional Safety Requirements , which are in turn refined to Technical Safety Requirements  that referto particular software and hardware components in the system, and are decomposed into Software Safety Requirements  and Hardware Safety Requirements , respectively.



What is it?
The extent to which software developers have acted in 

accordance with practices set down in the standard.

Why it is done?
Establish consistency between actual development 

process and normative models embedded in the standards.

How is it done?  
An artifact, called an assurance case, is often required 

to demonstrate that a system meets the property set forth 
by the standard (e.g., Safety, Privacy, Security, etc.)
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Compliance

Presenter
Presentation Notes
And with standards, comes the activity of “compliance”



Assurance Process

1. Completely and correctly identify goals (for 
safety / security / privacy)

2. Collect sufficient evidence that you have 
adequately dealt with each of them

25

Presenter
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Assurance Case
• A.k.a. safety case, security case, privacy case, etc.
• An artifact that shows how each of the important claims 

about the system (e.g., its safety/security/privacy goals) 
can be argued for, ultimately from evidence obtained 
about the system 

• Evidence can come in many forms:
– test results
– analyses
– model checking results
– expert opinion
– etc.

• The argument is often informal
– “sufficient”
– “adequate”
…with some degree of confidence 26



Assurance Arguments

– Pragmatic and widely applicable
– Broaden applicability of formal methods
– Allow combining different types of evidence
– A nice connection with other engineering disciplines

– Informal (although rigorous)
– Expensive to produce
– Difficult to analyze / reuse

27



Assurance Case Modeling
Some approaches for modeling assurances cases:

GSN, CAE, KAOS-based, OMG SACM…
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Optionally:
• Dependency Relations
• Semantic Assumptions

Generic Assurance Case Metamodel

Claims = goals
Evidence = solutions
Arguments = strategies

Presenter
Presentation Notes
This is a class diagram – our understanding of that assurance cases are as presented in each community.  Arguments, claim and evidence.  Everything else is a refinement of that.  “least common denominator”



GSN – Goal Structuring Notation
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Presenter
Presentation Notes
Mention ASILs – Automotive Safety Integrity Level



In this talk:  assume software 
development is done using MDE

• “MDE” - Model Driven Engineering
• Models as first class citizens

– Reduce accidental complexity by working at a 
higher level of abstraction

– Code is automatically generated from models
– Minimize development cost

30



Example: Power Sliding Door System
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PSD

Safety goal SG1
Avoid activating the actuator when 

vehicle speed > 15 kph

Presenter
Presentation Notes
Hardware descriptionThe Redundant Switch is located on the power line between theAC ECU and the Actuator. It switches on if the speed isless than or equal to 15 km/h, and off whenever the speedis greater than 15 km/h.



Power Sliding Door Safety Case

32

PSD

Presenter
Presentation Notes
Top-level safety goal derived from a hazard we are trying to mitigate



Handling Assurance 
– Informal (although rigorous)
– Expensive to produce
– Difficult to analyze / reuse

How to do automation over such informal artifacts?
– assessing compliance due to evolution
– compliance to multiple standards
– compliance of product lines
… and how to do this in a sound way?

Will describe a particular solution in this space, using a model-
management approach

33



Model Management (MM)
 High-level view in which entire models and their 

relationships can be manipulated using operators
to achieve useful outcomes. 

 Megamodel: a special type of model in which the 
elements represent models and the links between 
the elements represent relationships between the 
models. 

34

Presenter
Presentation Notes
In MDE, a complexity problem exists due to the proliferation of software models.Model Management has emerged to address this challenge.Megamodel: Helps visualize and structure collections of models and relationships between them.



Example: Power Sliding Door System

35

Presenter
Presentation Notes
Megamodel of the system comprised of two models.  One is the structural component diagram.  On the right – behavior and how they interact (sequence diagrams).  Relationship between them is R:  CD-SD.We assume that relationships are explicit.  This relationship relates all the relevant parts of one model to another.



Some Model Management Operators
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lift

slice

bidirectional MT

Megamodel Operators
(Map, Filter, Reduce)+

diffmerge

+

match

[MODELS’15]

Presenter
Presentation Notes
slice: Inputs: a model and a slicing criterion Output: subset of the model satisfying the slicing criterion. Match: Inputs:  two models Output: a relationship containing mappings between equivalent (or similar) elements in the models. Merge: Inputs: two models and a relationship expressing the overlap between them. Outputs: a model that combines the content of the models according to the overlap with traceability back to the original models.Diff: Inputs: two models Outputs: a model that represents the differences between the two models.Lift: Input: a model transformation Output: a product line transformation that behaves the same way as the original model transformation for each product in the product line.Bidirectional transformations are used to keep two related models synchronized when one of the models changes (e.g., via model evolution, correction, etc.) by generating the update for the other model.Can be combined to form workflows
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Hypothesis: Model Management Operators and 
Tools can be adapted to help structure, manage
and reason about regulatory compliance.

Model 
Management 

Toolbox

(Semi-) 
Automation

Analysis and 
verification

(Adapted) Model Management Toolbox

Model 
Management 
Workflows for  
Compliance 
Problems



Standard Model (SM)

Software Development 
Process Model (SDPM) 

Assurance Case 
Metamodel

Assurance Case (AC)
(Claims, Arguments, Evidence)

complies with:AC

conforms to

Instance of

specified via 

Regulators enforce some property “P” (e.g., Safety, Privacy, Security, etc.)

Software Development Process Instance (SPDI)

Process Work 
Products

“P”-Requirements

Assurance
Case: AC

System

evidence for produces

produces

satisfies

relies on

refines

Top Level 
Compliance
(Process)

Bottom Level 
Compliance
(Product)

A General Model of Compliance
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Work 
Products

Work 
Products

“P”-Requirements“P”-Requirements

Presenter
Presentation Notes
We begin by looking at the compliance model as a megamodel that is comprised of various models and relationships between themA loop between Software Development Process to itself (refine)Standard and Process are megamodels



Problem: Safety Case and System 
Co-Evolution

39

Safety Case

System Model System Model’

Safety Case’

Change

R R’

?

Presenter
Presentation Notes
Second, we look at the problem of reuseLike other systems, automotive softwaresystems naturally evolve due to a variety of reasons includingadding, removing or modifying features, fixing bugs, or improvingquality.
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Example:
Removing Redundant Switch in PSD:

System S

Evolved System S’

Δ: removal of redundant switch

Safety goal SG1
Avoid activating the actuator when 

vehicle speed > 15 kph

Presenter
Presentation Notes
Spend time explaining what the system is and what the change/evolution is



Problem: Safety Case and System 
Co-Evolution

41

Safety Case

System Model System Model’

Safety Case’

Change

R R’

?

How to maximize sound reuse of components of the original 
safety case?

First step: Impact assessment to identify how changes in the 
system affect the safety case.



Solution: Model Based Impact 
Assessment

System Megamodel

Annotated Assurance Case

Model Slicers

Delta (change)

Assurance Case

Traceability

Model-Based Impact 
Assessment Algorithm

✓ !reuse recheck revise

[MODELS16]: original approach
[SafeComp17]: improved approach, assurance case slicer, cost-savings analysis42

Presenter
Presentation Notes
We introduced a model-based impact assessment approachGiven:a model of the system (often described as a megamodel  – a model with many heterogenous models and relationships between them)a safety caseA traceability relationship between the system megamodel and the safety casea delta representing a change in the systemAnd appropriate slicers for each of the model types in the system megamodelthe approach is able to produce an annotated safety case that reflects the impact of the system changes on the safety case elements.Model slicers for each of the model types are needed but then also need to be composed on the mega-model level – Megamodel slicing



Resulting Annotated Safety Case of 
PSD

43



Model Slicing
• Model slicing to identify change impact is a key 

technique for supporting model evolution

44

Model

change
(slicing 

criterion)

potential
change impact

(slice)

Presenter
Presentation Notes
Slicing is a widely used technique for supporting software evolution activities.“static slicing” specifically can identify the subset of software that is semantically dependent on a specific portion that has or is planned to be changed	 and hence is useful for assessing change impact due to evolution.



Megamodel Slicing

• Slicing is well studied for individual models ..
• .. but not for heterogeneous collections of related models 

(megamodels) which are common in large projects

• megamodel slicing can be useful for identifying impact due 
to evolution across multiple models 

45

Megamodel

ACC:SM

ACC:CD

Engine:SM

Engine:CD

Infotainment:SM

Infotainment:CD

Architecture1:DeploymentDiagram

Presenter
Presentation Notes
particular model types, e.g., State Machines, Class Diagrams, etc.However, large-scale software systems are often described using heterogeneous collections of interrelated modelsand change impact analysis requires a broader slicing approach that can address this.



Megamodel Slicing Algorithm

operates on megamodels
works with arbitrary model types (heterogenous)
uses traceability relations to assess change impact

Assumptions:
1. (Slicers) There is a slicer available for each 

model type represented in the megamodel
2. (Dependencies) The relationships express all and 

only the inter-model dependencies

46



Megamodel Slicing Algorithm
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SM

CD

SM

CD

SM

CD

DD

SM

CD

SM

CD

SM

CD

DD

megamodel

criterion megamodel fragment

slice megamodel fragment

SM

CD

SM

CD

SM

CD

DD

a slicer for each model type 
is assumed to be available

Presenter
Presentation Notes
Intuitively: a Static forward megamodel slicer should:	- allow criterion to be expressed as a megamodel fragment	- expand this to the megamodel fragment containing all dependent elements



Slicing Algorithm
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apply 
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CD
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DD

Presenter
Presentation Notes
A more simplified view:2 level slicing	Level 1: apply individual slicers – expansion within individual models to dependant elements		- leverage type specific slicers	Level 2: propagate slices – expansion between models across relationships to dependant elements in neighbouring models		- use links in traceability relationships to connect dependant elements.



Example Run: Slicing Criterion
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Example Run: 1st Iteration
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Example Run: 1st Iteration

51

SM

CD

SM

CD

SM

CD

DD

apply 
individual 

slicers

propagate 
slices

union 
slices



Example Run: 1st Iteration
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Example Run: 2nd Iteration
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SM

CD

SM

CD

SM

CD

DD

apply 
individual 

slicers

propagate 
slices

union 
slices

Presenter
Presentation Notes
Even though there is no change in this step there may still be change in the propagate step (and is in our example) so that is why we must wait until there is no change in the propagate step before ending the algorithm



Example Run: 2nd Iteration
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Example Run: 2nd Iteration
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Example Run: 3rd Iteration
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Example Run: 3rd Iteration
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apply 
individual 

slicers

propagate 
slices

union 
slices

SM

CD

SM

CD

SM

CD

DD

No change
DONE!



Resulting Annotated Safety Case of 
PSD

59



Improving the Precision of 
Impact Assessment

Six ways to improve precision
1. Increasing the granularity of traceability between the 

system and the assurance case
2. Identifying sensitivity of assurance case to system changes
3. Understanding semantics of strategies
4. Decoupling revision from rechecking
5. Realizing that strengthened solutions do not impact 

associated goals
6. Understanding standard-system and standard-safety case 

traceability (specific to safety standards)

Outcome:
fewer “false positives” in “revise” and “recheck” annotations61

[SafeComp17]



1: Increasing Granularity of Traceability 
between System and Assurance Case

62

Before: 
Tracing to entire goals over-

estimates change impact

[SafeComp17]

Presenter
Presentation Notes
This allows us to identify finer grained impact of system changes on the safety case elements.For example: B3 “The VS ECU sends accurate vehicle speed information to the Redundant Switch" can be traced to both VS ECU andRedundant Switch components. Currently, when either VS ECU or Redundant Switch changes, Old approach marks the entire goal B3 as revise



1: Increasing Granularity of Traceability 
between System and Assurance Case

63

After: 
Finer grained traceability can be 

used to limit scope of impact

[SafeComp17]

Presenter
Presentation Notes
A more fine-grainedtraceability would link the identifier “VS ECU" to VS ECU in the system and the identifier “Redundant Switch" to the Redundant Switch in the system. Now,if Redundant Switch changes in the system but VS ECU does not, then only the Identifier “Redundant Switch" in goal B3 needs to be marked for revision, whilethe rest of the goal can be reused.



3: Understanding Semantics of Strategies
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Before:
Any impact on a premise always 
propagates as an impact on the 

conclusion

Recheck

Recheck

[SafeComp17]

Presenter
Presentation Notes
Example: Assume in the PSD system that SG1 was connected to its subgoalsB1-B6 via an \OR" decomposition strategy (as opposed to an \AND"). Alsoassume that currently all of B1-B6 have true states. This means that SG1 is alsoevaluated to true. If the system changes so that B5-B6 are marked recheck, wedon't need to mark SG1 recheck since, due to disjunction, it must still be true.



3: Understanding Semantics of Strategies
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TRUE TRUETRUE TRUE

TRUE

TRUE
After:

Knowledge about the semantics 
of the strategy can limit 

propagation

Recheck

OR
e.g., Assume strategy is actually OR refinement and all 
other goals are TRUE, then Recheck does not need to 

be propagated.

[SafeComp17]

Presenter
Presentation Notes
Example: Assume in the PSD system that SG1 was connected to its subgoalsB1-B6 via an \OR" decomposition strategy (as opposed to an \AND"). Alsoassume that currently all of B1-B6 have true states. This means that SG1 is alsoevaluated to true. If the system changes so that B5-B6 are marked recheck, wedon't need to mark SG1 recheck since, due to disjunction, it must still be true.



4: Decoupling Revision from Rechecking 
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Before:
Any goal marked Revise must 

also be Rechecked after revision  

Revise &Recheck

[SafeComp17]



4: Decoupling Revision from Rechecking 
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After:
Knowledge about whether the change 
affects goal satisfaction can eliminate 

Recheck after Revise.

velocity

Revise only

e.g., A name change (i.e., speed -> velocity) will not 
affect the satisfaction value of the goal.

[SafeComp17]



5: Strengthened Solutions Do Not Impact 
Associated Goals 

71

Before:
Any impact on a solution is  

always propagated to associated 
goal

Recheck

Recheck

[SafeComp17]



5: Strengthened Solutions Do Not Impact 
Associated Goals 
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After:
If solution changes to stronger 
evidence for goal, there is no 

need to Recheck goal

Recheck
e.g., Previously 90% of tests passed but now 

100% of tests pass.

[SafeComp17]



Soundness 
 limited to claims of evolution due to atom changes and deletions
added components required to be assessed by assurance 

engineer
Relative Efficiency
 an impact assessment approach is more efficient if it reports 

fewer “false positives"
 efficiency relies on the information the algorithm uses to 

determine impact (depth of knowledge about dependency 
relations in assurance case)

76

Presenter
Presentation Notes
Say:	- we looked at it and analyzed it and these are results	- in practice, do these things for improvement (for scalability and wider applicability)



MMINT:  Tool Support for Model-
Driven Assurance Case Handling

Features:
 assurance cases as a model 

type
 model management operators 

for assurance cases (e.g., 
assurance case slice)

 explicit trace links between the 
assurance case and the 
standard/system

 heterogeneous megamodeling
operators (e.g., megamodel
slice) as model management 
workflows.

* https://github.com/adisandro/MMINT

77



Summary: Model Based Impact Assessment to 
Support Assurance Case Reuse due to System 

Evolution
System Megamodel

Annotated Assurance Case

Model Slicers

Delta (change)

Assurance Case

Traceability

Model-Based Impact 
Assessment Algorithm

✓ !reuse recheck revise

[MODELS16]: original approach
[SafeComp17]: improved approach, assurance case slicer, cost-savings analysis78

Presenter
Presentation Notes
We introduced a model-based impact assessment approachGiven:a model of the system (often described as a megamodel  – a model with many heterogenous models and relationships between them)a safety caseA traceability relationship between the system megamodel and the safety casea delta representing a change in the systemAnd appropriate slicers for each of the model types in the system megamodelthe approach is able to produce an annotated safety case that reflects the impact of the system changes on the safety case elements.Model slicers for each of the model types are needed but then also need to be composed on the mega-model level – Megamodel slicing



Summary: Handling Assurance 
– Informal (although rigorous)
– Expensive to produce
– Difficult to analyze / reuse

How to do automation over such informal artifacts?
– assessing compliance due to evolution
– compliance to multiple standards
– compliance of product lines
… and how to do this in a sound way?
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Handling Assurance 
– Informal (although rigorous)
– Expensive to produce
– Difficult to analyze / reuse

How to do automation over such informal artifacts?
– assessing compliance due to evolution
– compliance to multiple standards
– compliance of product lines
… and how to do this in a sound way?

80



Compliance to Multiple Standards
Problem:

– How to reuse assurance work given a change to the 
standard or an introduction of a new standard?

Approach:
– Identify overlaps between the “old” standard and the 

new one

– Reuse portions of assurance cases corresponding to  
these overlaps, merging with newly developed parts

81

+

match diff

match merge



Handling Assurance 
– Informal (although rigorous)
– Expensive to produce
– Difficult to analyze / reuse

How to do automation over such informal artifacts?
– assessing compliance due to evolution
– compliance to multiple standards
– compliance of product lines
… and how to do this in a sound way?
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Compliance of Product Lines
Product lines are essential in many domains:  automotive, 
consumer electronics, aerospace

Creating and maintaining individual assurance cases for every 
similar but somewhat different product is very expensive

How to reuse assurance work from one product to another?

83



Compliance of Product Lines
SPLE - a discipline that promotes planned and predictive software reuse

Is there a meaningful notion of a product-line assurance case?
What evidence can be generated for every product and which is 
product specific?

How to reuse product-specific evidence?
How to determine cases for which generated evidence is most 

beneficial for reuse? 84

Presenter
Presentation Notes
For us it is work in progress.  We hope to be able to report results in the very near future



Summary: Handling Assurance 
Assuring safety / security / privacy is a broad and complex 
problem
Assurance cases:
– Informal (although rigorous)
– Expensive to produce
– Difficult to analyze / reuse

Model management can be adapted to provide automation 
over such artifacts in a sound way

– assessing compliance due to evolution
– compliance to multiple standards
– compliance of product lines

85



Regulatory Compliance and SE
• Regulatory compliance = complex standards = 

safety-critical systems = all about process

86



Regulatory Compliance and SE

Certification is increasingly product-based

General approach of 
– identifying notion of requirements w.r.t. a 

particular property of interest and 
– building arguments that they are adequately 

addressed, as is done in assurance cases
… is applicable to a much broader class of 
systems

87



Argument for Sufficient Evidence

• A big unifier for SEFM!
– A lot of software analysis methods
– Different types of testing / model-

checking / theorem-proving

88



Challenges
Current standards
 domain-specific
 concern-specific
 primarily assume that software is engineered

What about assurance cases / compliance?
 Domain independence vs. specificity
 Concern (safety / security / privacy) independence vs. 

specificity
 Designed vs. “learned” artifacts

• E.g., self-driving cars
89



Recent Privacy Example         
(June 2017)

http://www.bbc.co.uk/news/business-40324983
Personal data on a connected car that you sold or rented
…stays on it, without provisions for removal!!!!!

“The collection and use of data by Connected and Autonomous 
Vehicles (CAV) is not a matter of significant concern for consumers”

Report into Connected and Autonomous Vehicles (CAVs) commissioned 
by the UK's Society of Motor Manufacturers and Traders 

“So the next time you hire a connected car it might be worth asking the 
rental provider what data removal options they provide and whether 
they can give you written proof that your personal data has been 
successfully and totally erased”
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Need to certify self-driving vehicles 
…and even smart appliances! 

Be careful of your fridge!!!!!

“Your personal data is as secure as the weakest link 
on your network”
https://www.theguardian.com/technology/2017/jul/24/smart-tvs-fridges-should-
carry-security-rating-police-chief-says
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