Hi Marsha,

Here are the slides for ccured and cqual.
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What are we doing?



� Add run-time checks to C programs



� Catch memory safety errors



� Minimal user effort



� Make C “feel” as safe as Java











May 22, 2002 OSQ Retreat 3



The CCured System



C Program CCured



Translator



Instrumented



C Program Compile &



Execute



Halt: Memory



Safety Violation



Success
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Motivation



� C: Why C?



� It is popular; it is part of the infrastructure



� It is also unsafe



� CURED: Why memory safety?



� Implicit specification



� Prerequisite for isolation, other properties



� 50% of software errors are due to pointers



� 50% of security errors due to buffer overruns
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CCured Overview



� Three kinds of pointers: SAFE, SEQ, DYN



� Spectrum of speed vs. capabilities



� Run-time bookkeeping for memory safety



� Array bounds information



� Some run-time type information











May 22, 2002 OSQ Retreat 6



SAFE Pointers



SAFE pointer to type τ



τ



ptr



On use:



- null check



Can do:



- dereference
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SEQuence Pointers



SEQ pointer to type τ



τ τ τ



base ptr



On use:



- null check



- bounds check



Can do:



- dereference



- pointer arithmetic



end
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DYNamic Pointers



DYN DYN int



home ptr



DYN pointer



len



tags



On use:



- null check



- bounds check



- tag check/update



Can do:



- dereference



- pointer arithmetic



- arbitrary typecasts



1 1 0
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Kinds of Pointers



� Most pointers are SAFE



� No evil casts, no arithmetic, etc.



� e.g., FILE * fin = fopen(“input”, “r”);



� These can be represented without any extra 



information (just a null check when used)



� This yields better performance!
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Static Analysis & Inference



� For every pointer in the program



� Try to infer the fastest safe representation



� This is like eliminating classes of run-time 
checks we know will never fail



� Can be formulated as constraint-solving



� Examine casts and expressions to get constraints



� O(E) where E is number of casts/assignments 
(flow insensitive)
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Static Analysis From 10,000 ft



� See “p++”, infer p is not SAFE



struct { int a; int b; } *p1, *p2;



int *q = (int *)p1;     // this cast is fine



int **r = (int **)p2; // this one is not:



// p2 and r must be DYN
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Variable-Argument Functions



� Common in C (e.g., printf, <stdarg.h>)



� Note all types used for actual arguments



� Record actual argument types at call-site



� Inside body, check when a type is expected



� Also check number of arguments requested



� Special handling for printf()
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Experiments



� Instrumented Spec95, Olden, Ptrdist



� 2 Linux Device Drivers



� 9 Apache Modules



� 1 FTP Server



� Slowdown: benchmark 50%, other 2%



� Found some bugs!
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Experimental Results



311.470892973ks



501.8606937761li



941.53018802053bh



421.0301090707bisort



72.4401585557em3d



250.940793725health



281.25012871590compress



302.156213631371ijpeg



512.01049629315go



CCured Ratio%Seq Purify Ratio%Dyn%SafeLOC
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Experimental Results (2)



5 or 0.3% 0.9908921661pcnet32



1.00(ping)



20 or 2%1.00015851013sbull



1.03(seeks)



70 or 1%1.01912796553ftpd



01.26010907323bc



~204 or 1%1.040~15~8514940WebStone  



(9 mods)



02.15014853999yacr2



CCured RatioSeq ChangesDynSafeLOC
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Bugs Found



� ks passes FILE* to printf, not char*



� compress, ijpeg: array bound violations



� go: 8 array bound violations



� go: 1 uninit variable as array index



� Many involve multi-dimensional arrays



� Purify only found go uninit bug



� ftpd buffer overrun bug
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Other Fun Features



� Special Sequences (strings)



� void* is treated as a type variable



� Limited polymorphism



� clone functions at call-site



� later, coalesce identical bodies



� DYN function pointers
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Future Work



� ACE C++ operating system framework



� 2M LOC, 2000 files



� Store meta-data apart from pointers



� better library integration



� Explain inference results to user
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Conclusion



� Most C pointers are already type-safe



� Static and dynamic analyses complementary



� CCured is expressive enough to handle C



� yet precise enough to find real bugs!



� Performance is good
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Any Questions?
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A brief history of qualifiers



• const: read-only references
• C++ → C89, Java (final)



• volatile: asynchronously modified values
• C89 → C++, Java



• noalias: “alias-free objects”
• proposed for C . . . abandoned



(Dennis Ritchie, “Why I do not like X3J11 type qualifiers”)



• restrict: non-aliased pointers
• Fortran → C99
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Type qualifier literature



Flow-insensitive
• Foster, Fähndrich, Aiken: A Theory of Type Qualifiers,



1999
• Shankar, Talwar, Foster, Wagner: Detecting



Format-String Vulnerabilities with Type Qualifiers, 2001



Flow-sensitive
• Foster, Terauchi, Aiken: Flow-Sensitive Type Qualifiers,



2002
• Aiken, Foster, Kodumal, Terauchi: Checking and



Inferring Local Non-Aliasing, 2003



Also Foster’s Ph.D. thesis (2002)
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Flow-insensitive qualifiers



Positive/negative qualifier defines a two-point lattice Lq:
• + : Lq = ⊥q v q



• - : Lq = q v >q



e.g., +: const, dynamic (w static), -: nonzero



Qualifier lattice is a product L =
∏



q Lq



• a.k.a. bit vector/powerset/hypercube lattice.
• Inessential restriction? (It’s gone in future work.)
• The qualifier lattice induces a subtyping relationship on



qualified types.
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Example lattice



nonzero



const nonzero ∅ dynamic nonzero



const const dynamic nonzero dynamic



const dynamic



⊥const v const ⊥dynamic v dynamic nonzero v >nonzero



e.g.,
const nonzero ref(dynamic int) ≤ const ref(dynamic int)
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Source language



e ::= x | n | λx.e | e1 e2



| let x = e1 in e2



| ref e | !e | e1 := e2 | ()



| annot(e,Q) qualifier annotation



| check(e,Q) qualifier check



(Beware qualifier “assertion”!)
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Types with qualifiers



τ ::= Q σ qualified type
σ ::= α



| int



| τ1 → τ2



| ref(τ)



| unit



Q ::= κ qualifier variable
| B constant qualifier (lattice element)
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Subtyping



General case (arbitrary type constructor c):
Q v Q′ τi = τ ′i i ∈ [1..n]



Q c(τ1, . . . , τn) ≤ Q′ c(τ ′
1
, . . . , τ ′n)



Subtyping rules:
Q v Q′



Q int ≤ Q′ int
(SubInt)



Q v Q′



Q unit ≤ Q′ unit
(SubUnit)



Q v Q′ τ ′
1
≤ τ1 τ2 ≤ τ ′



2



Q (τ1 → τ2) ≤ Q′ (τ ′
1
→ τ ′



2
)



(SubFun)



Q v Q′ τ = τ ′



Q ref(τ) ≤ Q′ ref(τ ′)
(SubRef)
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Type checking



Γ ` e : τ τ ≤ τ ′



Γ ` e : τ ′
(Sub)



Γ ` e : Q t Q v Q′



Γ ` check(e,Q′) : Q t
(Check)



Γ ` e : Q t Q v Q′



Γ ` annot(e,Q′) : Q′ t
(Annot)
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Type checking (cont.)



Γ ` n : ⊥ int
(Int)



x ∈ dom(Γ)



Γ ` x : Γ(x)
(Var)



Γ[x 7→ τx] ` e : τ



Γ ` λx.e : ⊥ (τx → τ)
(Lam)



Γ ` e1 : Q (τ2 → τ) Γ ` e2 : τ2



Γ ` e1 e2 : τ
(App)



Γ ` e1 : τ1 Γ[x 7→ τ1] ` e2 : τ2



Γ ` let x = e1 in e2 : τ2



(Let)



Type Qualifiers – p.10/22











Type checking (cont.)



Γ ` () : ⊥ unit
(Unit)



Γ ` e : τ



Γ ` ref e : ⊥ ref(τ)
(Ref)



Γ ` e : Q ref(τ)



Γ `!e : τ
(Deref)



Γ ` e1 : Q ref(τ2) Γ ` e2 : τ2



Γ ` e1 := e2 : ⊥ unit
(Assign)
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const



The rule for assignment ignores e1’s qualifier—how can we
incorporate const into the framework?



Two possibilities:
• programmer replaces e1 := e2 by check(e1,¬const) := e2



• language designer creates new type checking rule
Γ ` e1 : ¬const ref(τ2) Γ ` e2 : τ2



Γ ` e1 := e2 : ⊥ unit
(Assign’)



The latter approach is simpler in this case, but the former
has many useful applications. . .
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Diversion: C idiosyncracies



In C, a variable can denote a l-value or an r-value. We
interpret a declaration “T x;” as “x : ref(T )” and an
appearance of “x” on the right as “!x”.



Question: should we interpret “Q T x;” as “x : ref(Q T )” or
“x : Q ref(T )”? Ad-hoc answer:



const T x; ⇒ x : const ref(T )



nonzero T x; ⇒ x : ref(nonzero T )
...



Qualifier designer must specify whether qualifier constrains
“ref level” or “value level”.



Note: T ∗ nonzero x; ⇒ x : ref(nonzero ref(T ))
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Annotate and check



Qualifier annotations have no formal semantic meaning, but
enforce data abstractions.



• format-string vulnerabilities—untainted v tainted:
int printf(untainted const char *fmt, ...);



tainted char *getenv(const char *name);



• Y2K bugs—positive qualifiers YY and YYYY:
void pr_year(char *YY year) {



printf("The year is 19%s", year);



}



void f() {



pr_year((char *YY)"99");



pr_year((char *YYYY)"2000");



}
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Qualifiers and effects



sorted qualifier? Perhaps:
isort : unsorted iarray → sorted iarray



merge : sorted iarray × sorted iarray → sorted iarray



But we want to sort in place! From stdlib.h:
void qsort(void *base, size_t nmemb, size_t size,



int (*compar)(const void *, const void *));



We need “flow-sensitive” qualifiers to annotate qsort. . .
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Type inference with constraints



Typing judgment Γ ` e : τ ;C



Constraints contain subtyping and lattice inequalities:



C ::= {τ1 ≤ τ2} | {Q1 v Q2} | C1 ∪ C2



Spread operation sp : Typ → QTyp constructs most general
qualified types:



sp(α) = κ α



sp(int) = κ int



sp(t1 → t2) = κ (sp(t1) → sp(t2))



...
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Type inference with constraints (cont.)



Checking rules become constrained inference rules via a
standard HM(X) transformation, e.g.:



Γ ` e1 : τ1;C1 Γ ` e2 : τ2;C2



C = C1 ∪ C2 ∪ {τ1 = κ (τ2 → κ′ α)}



Γ ` e1 e2 : κ′ α;C
(App)



Applying subtyping rules transforms subtyping constraints
into sets of lattice constraints. . . which can be solved
efficiently.
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Two uses ofstrchr



/* checks if s ends in a single ’\n’ */
int ends_in_eol(const char *s) {



const char *p = strchr(s, ’\n’);
return (p && *(p+1)==’\0’);



}



/* remove ’\n’ and trailing characters of s */
void chop(char *s) {



char *p = strchr(s, ’\n’);
*p = ’\0’;



}



(strchr(s, c) returns a pointer to the first occurence of c in s.)
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What is strchr’s type?



const ref(char) × int → const ref(char) or
ref(char) × int → ref(char)? These are incomparable.



C library compromise:
char *strchr(const char *s, int c);
(How do you implement this?)



This is an old problem—Ritchie describes it in 1988 and
cites it as already known for several years.



Pernicious effect on C++ Standard Template library. . .
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C++ eyestrain



from stl_tree.h:



template <class _Key, class _Value, class _KeyOfValue,
class _Compare, class _Alloc>



typename _Rb_tree<_Key,_Value,_KeyOfValue,_Compare,_Alloc>::iterator
_Rb_tree<_Key,_Value,_KeyOfValue,_Compare,_Alloc>::find(const _Key& __k)
{



_Link_type __y = _M_header; // Last node which is not less than __k.
_Link_type __x = _M_root(); // Current node.



while (__x != 0)
if (!_M_key_compare(_S_key(__x), __k))



__y = __x, __x = _S_left(__x);
else



__x = _S_right(__x);



iterator __j = iterator(__y);
return (__j == end() || _M_key_compare(__k, _S_key(__j._M_node))) ?



end() : __j;
}



template <class _Key, class _Value, class _KeyOfValue,
class _Compare, class _Alloc>



typename _Rb_tree<_Key,_Value,_KeyOfValue,_Compare,_Alloc>::const_iterator
_Rb_tree<_Key,_Value,_KeyOfValue,_Compare,_Alloc>::find(const _Key& __k) const
{



_Link_type __y = _M_header; /* Last node which is not less than __k. */
_Link_type __x = _M_root(); /* Current node. */



while (__x != 0) {
if (!_M_key_compare(_S_key(__x), __k))
__y = __x, __x = _S_left(__x);



else
__x = _S_right(__x);



}
const_iterator __j = const_iterator(__y);
return (__j == end() || _M_key_compare(__k, _S_key(__j._M_node))) ?



end() : __j;
}
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Qualifier polymorphism



Conclusion: we need polymorphism over type qualifiers.



Qualifier schemes ∀~κ.τ \C



New typing rules:
Γ ` v : τ1;C1 Γ, x : ∀~κ.τ1\C ` e2 : τ2;C2



~κ not free in Γ
Γ ` let x = v in e2 : τ2; (∃~κ.C1) ∪ C2



(Let)



Γ(x) = ∀~κ.τ \C



Γ ` x : τ [~κ 7→ ~Q];C[~κ 7→ ~Q]
(∀-elim)
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Qualifiers vs. refinements



The lattice-based subtyping framework for qualifiers bears
some superficial similarities to datasort refinements, but
there are crucial differences:



• Qualifiers inject values (of arbitrary type) to qualified
values, whereas datasorts define (regular tree) subsets
of values of a given type.



• Hence qualifiers catch data-abstraction violations, while
refinements catch data-representation violations.



• Not all qualified types are semantically significant. (Is
overloading desirable?)



• Lack of intersection makes inferred types more
tractable. . . which enables analysis of C programs with
little annotation.
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Introduction



Standard type systems are flow-insensitive:



. . . 1© x := e 2© . . .



x’s type is the same at 1© and 2©.



But many properties are flow-sensitive:
• File/network operations
• Locking mechanisms
• Error handling



Idea: keep types invariant while allowing type qualifiers to
change.
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Introduction (cont.)



Three hurdles to constructing a flow-sensitive type system:



First, how do we represent flow-sensitive properties?
• Need a judgment Γ, C ` e : τ, C ′, with C and C ′ standing



for pre- and post-stores.
• But cannot possibly represent an entire store.



Second, how do we deal with aliases?
• Soundness requires that aliased locations have the



same type.
• Can only perform weak update if location is aliased.



• strong: Jloc(x)K 2© = JeK



• weak: Jloc(x)K 2© = JeK ∪ Jloc(x)K 1©
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Introduction (cont.)



Finally, how do we deal with aliases?
• Tradeoff between aliasing and strong updates is



onerous to programmer.
• We need a way to recover strong updates.



Flow-Sensitive Type Qualifiers attempts to address all of
these issues:



• Stores represented concisely by constraints.
• Alias analysis and linearity computations infer



admissibility of strong/weak updates.
• New syntactic construct restrict (inspired by C99,



similar to, but different than focus).
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C stream bugs



void log_msg(const char *log_file, const char *msg) {



FILE *log = fopen(log_file, "a");



fprintf(log, "%s\n", msg); /* bug: log may be NULL */



fclose(log);



}



void increment(const char *file) {



FILE *fp;



if ((fp = fopen("r")) == NULL) { die("error opening %s", file); }



else {



int d;



fscanf(fp, "%d", &d);



d++;



fprintf(fp, "%d", &d); /* bug: fp not open for write */



fclose(fp);



}



}
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Locking bugs



void f(struct obj *o) {



acquire_lock(&o->lock);



do_stuff();



g(o);



release_lock(&o->lock);



}



void g(struct obj *o) {



if (test(o)) {



acquire_lock(&o->lock); /* bug: deadlock */



do_stuff();



release_lock(&o->lock);



}



}
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Linearity and restrict



void h(struct obj **os) {



struct obj *o;



for (o=&os[0]; *o!=NULL; o++) {



acquire_lock(&o->lock); /* error: &o->lock non-linear */



do_stuff();



release_lock(&o->lock);



}



for (o=&os[0]; *o!=NULL; o++) {



restrict lock = &o->lock in {



acquire_lock(lock); /* okay */



do_stuff();



release_lock(lock);



}



}



}
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Source language



Basically same as before:



e ::= x | n | λx.e | e1 e2
| ref e | !e | e1 := e2



| annot(e,Q)



| check(e,Q)



Flow-insensitive alias analysis and effect inference are
performed by decorating the source language with abstract
locations, types, and effects.
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Target language



e ::= x | n | λLx : t.e | e1 e2
| refρ e | !e | e1 := e2



| annot(e,Q)



| check(e,Q)



t ::= α | int



| ref(ρ)



| t −→L t′



L ::= ψ effect variable
| {ρ} effect constant
| L1 ∪ L2 | L1 ∩ L2



ρ abstract location
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Tranlation



We maintain CI , a global mapping from abstract locations
to types.



Rules for Γ ` e⇒ e′ : t;L :



x ∈ dom(Γ)



Γ ` x⇒ x : Γ(x); ∅
(Var)



Γ ` n⇒ n : int; ∅
(Int)
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Translation (cont.)



Γ ` e⇒ e′ : t;L CI(ρ) = t ρ fresh



Γ ` ref e⇒ refρ e′ : ref(ρ);L ∪ {ρ}
(Ref)



Γ ` e⇒ e′ : t;L t = ref(ρ) ρ fresh



Γ `!e⇒!e′ : CI(ρ);L ∪ {ρ}
(Deref)



Γ ` e1 ⇒ e′
1



: t1;L1 Γ ` e2 ⇒ e′
2



: t2;L2



t1 = ref(ρ) CI(ρ) = t2 ρ fresh



Γ ` e1 := e2 ⇒ e′
1



:= e′
2



: t2;L1 ∪ L2 ∪ {ρ}
(Assign)
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Translation (cont.)



Γ[x 7→ α] ` e⇒ e′ : t;L L ⊆ ψ α, ψ fresh



Γ ` λx.e⇒ λψx : α.e′ : α −→ψ t; ∅
(Lam)



Γ ` e1 ⇒ e′
1



: t1;L1 Γ ` e2 ⇒ e′
2



: t2;L2



t1 = t2 −→ψ β ψ, β fresh



Γ ` e1 e2 ⇒ e′
1
e′
2



: β;L1 ∪ L2 ∪ ψ
(App)



Γ ` e⇒ e′ : t;L



Γ ` annot(e,Q) ⇒ check(e′, Q) : t;L
(Annot)



Γ ` e⇒ e′ : t;L



Γ ` check(e,Q) ⇒ check(e′, Q) : t;L
(Check)
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Translation (cont.)



Effects on purely local state need not be exposed outside a
function’s scope. Hence this rule:



Γ ` e⇒ e′ : t;L



Γ ` e⇒ e′ : t;L ∩ (locs(Γ) ∪ locs(t))
(Down)



where



locs(int) = ∅



locs(ref(ρ)) = {ρ} ∪ locs(CI(ρ))



locs(t1 −→L t2) = L ∪ locs(t1) ∪ locs(t2)



and locs(Γ) =
⋃



x7→t∈Γ
locs(t)



(Down) is non-syntactic, but need only be applied once per
function.



Flow-Sensitive – p.13/29











Example



fun f w =
let x = ref 0



y = ref (annot(1, qa))
z = ref (annot(2, qb))



in



x := 3;
w := 4;
y := annot(5, qc);
f z;
check(!y, qc)
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Example translation



fun{ρz} f w : ref(ρz) =
let x = refρx 0



y = refρy (annot(1, qa))
z = refρz (annot(2, qb))



in



x := 3;
w := 4;
y := annot(5, qc);
f z;
check(!y, qc)



CI(ρx) = CI(ρy) = CI(ρz) = int
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Flow-sensitive qualifiers



Building upon flow-insensitive type-, alias-, and
effect-inference, flow-sensitive analysis associates a store
C with each program point and computes qualified types.



τ ::= Q σ



Q ::= κ | B



σ ::= α | int



| ref(ρ)



| (C, τ) −→L (C ′, τ ′)
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Representing stores



A ground store G is a vector
{



ρη1



1
: τ1, . . . , ρ



ηn



n : τn
}



,
associating (qualified) types τi and linearities ηi with each
abstract location ρi.



G(ρi) = τi, G(ρi)lin = ηi
where the linearities are taken from a lattice 0 < 1 < ω, with
0 + x = x, 1 + 1 = ω, ω + x = ω



Stores are represented through a constraint formalism
• ε represents an unknown store.
• Store constructors and constraints relate stores at



consecutive points.
• A solution S maps store variables to ground stores.
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Representing stores (cont.)



Store constraint C1 ≤ C2:
τi ≤ τ ′i ηi ≤ η′i i = 1..n



{



ρη1



1
: τ1, . . . , ρ



ηn



n : τn
}



≤
{



ρ
η′
1



1
: τ ′



1
, . . . , ρη



′
n



n : τ ′n



} (Store≤)



Store constructors:
Alloc(C, ρ) Assign(C, ρ : τ)



Merge(C,C ′, L) Filter(C,L)



A solution S satisfies a system of store constraints if
S(C1) ≤ S(C2) for each C1 ≤ C2, and S respects the store
constructor rules. . .
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Store constructors



S(Alloc(C, ρ′))(ρ) = S(C)(ρ)



S(Alloc(C, ρ′))lin(ρ) =



{



1 + S(C)lin(ρ) ρ = ρ′



S(C)lin(ρ) otherwise



S(Merge(C,C ′, L))(ρ) =



{



S(C)(ρ) ρ ∈ L



S(C ′)(ρ) otherwise



S(Merge(C,C ′, L))lin(ρ) =



{



S(C)lin(ρ) ρ ∈ L



S(C ′)lin(ρ) otherwise
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Store constructors (cont.)



S(Filter(C,L))(ρ) = S(C)(ρ) ρ ∈ L



S(Filter(C,L))lin(ρ) =



{



S(C)lin(ρ) ρ ∈ L



0 otherwise



S(Assign(C, ρ′ : τ))(ρ) =



{



τ ′ where τ ≤ τ ′ ρ = ρ′



S(C)(ρ) otherwise



S(Assign(C, ρ′ : τ))lin(ρ) = S(C)lin(ρ)



Weak updates:



S(C)lin(ρ) = ω =⇒ S(C)(ρ) ≤ S(Assign(C, ρ : τ))(ρ)
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Example: C streams



readwrite



read write



open



readwrite′



read′ write′



open′



closed



fclose : (C, ref(ρ)) −→ρ (Assign(C, ρ : closed τ), int)



where C(ρ) ≤ open τ



fopen : (C, string × mode) −→ρ (Assign(Alloc(C,ρ), ρ : mode τ), ref(ρ))



where C(ρ) ≤ closed τ
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Constraint generation



Again use spread operation sp(t):



sp(α) = κ α



sp(int) = κ int



sp(ref(ρ)) = κ ref(ρ)



sp(t −→L t′) = κ (ε, sp(t)) −→L (ε′, sp(t′))



Judgment Γ, C ` e : τ, C ′ :



x ∈ dom(Γ)



Γ, C ` x : Γ(x) : C
(Var)



κ fresh



Γ, C ` n : κ int : C
(Int)
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Constraint generation (cont.)



Γ, C ` e : τ, C ′ τ ≤ C ′(ρ) κ fresh



Γ, C ` refρ e : κ ref(ρ), Alloc(C ′, ρ)
(Ref)



Γ, C ` e : Q ref(ρ), C ′



Γ, C `!e : C ′(ρ), C ′
(Deref)



Γ, C ` e1 : Q ref(ρ), C ′ Γ, C ′ ` e2 : τ, C ′′



Γ, C ` e1 := e2 : τ, Assign(C ′′, ρ : τ)
(Assign)
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Constraint generation (cont.)



τ = sp(t) ε, ε′, κ fresh



Γ[x 7→ τ ], ε ` e : τ ′, C ′ ≤ ε′



Γ, C ` λLx : t.e : κ (ε, τ) −→L (ε′, τ ′), C
(Lam)



Γ, C ` e1 : Q (ε, τ) −→L (ε′, τ ′), C ′ Γ, C ′ ` e2 : τ2, C
′′



τ2 ≤ τ F ilter(C ′′, L) ≤ ε



Γ, C ` e1 e2 : τ ′,Merge(ε′, C ′′, L)
(App)



Γ, C ` e : Q′ σ,C ′ Q′ v Q



Γ, C ` annot(e,Q) : Q σ,C ′
(Annot)



Γ, C ` e : Q′ σ,C ′ Q′ v Q



Γ, C ` check(e,Q) : Q′ σ,C ′
(Check)
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Constraint resolution



Linearities S(C)lin(ρ) can be determined with fixpoint
computation. (Actually found by computing cycles.)



Qualified types S(C)(ρ) can then be determined by iterating
store constructor and constraint generation rules, beginning
with S mapping every ε to



{ρ1 : sp(CI(ρ1)), . . . , ρn : sp(CI(ρn))}



This is O(n2) space/time. It can be reduced by noting:
• Many locations can be flow-insenstive—keep them only



in global store.
• Not every store needs every location—add a location ρ



to S(ε) only after ε(ρ) is requested, and there is a C ≤ ε
or ε ≤ C such that ρ ∈ S(C).
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restrict



Recall the linearity problem:
acquire_lock(&o->lock); /* error: &o->lock non-linear */



do_stuff();



release_lock(&o->lock);



We cannot update o->lock’s qualifier from unlocked to
locked because &o->lock is non-linear.



restrict lock = &o->lock in {



acquire_lock(lock); /* okay */



do_stuff();



release_lock(lock);



}



Inside the restrict block, we can strongly update lock.
After it ends, we perform a weak update from lock to
&o->lock.
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restrict: formal definition



e ::= · · · | restrict x = e1 in e2



Alias and effect translation:
Γ ` e1 ⇒ e′



1
: t1;L1 t1 = ref(ρ) ρ, ρ′ fresh



CI(ρ
′) = CI(ρ) Γ[x 7→ ref(ρ′)] ` e2 ⇒ e′



2
: t2 : L2



ρ /∈ L2 ρ′ /∈ locs(Γ) ∪ locs(CI(ρ)) ∪ locs(t2)
Γ ` restrict x = e1 in e2 ⇒



restrictρ
′



x = e′
1
in e′



2
: t2;L1 ∪ L2 ∪ {ρ}



Constraint generation:
Γ, C ` e1 : Q ref(ρ), C ′



C ′′ = Alloc(C ′, ρ′) C ′(ρ) ≤ C ′′(ρ′)



Γ[x 7→ ref(ρ′)], C ′′ ` e2 : τ2, C ′′′



Γ, C ` restrictρ
′



x = e1 in e2 : τ2, Assign(C ′′′, ρ : C ′′′(ρ′))
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Conclusions



Flow-sensitive type qualifiers are a useful tool for specifying
and verifying protocol abstractions.



• Enable analysis of existing C programs with little
annotation (CQUAL).



• Formalize and simplify previously ad hoc semantics.
• Strong updates can often be recovered using restrict.



But they as yet suffer from serious limitations:
• Highly dependent on (limited) flow analysis.
• No (good) syntax for specifying function signatures.
• Constraint-based type inference makes sources of



type-errors difficult to locate (though this is ameliorated
by the user interface).
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CQUAL



Insert demo here.
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