
Side-channel power attacks

With demos toooooo
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What is a side-channel?

● Don’t be silly, you learned about this with 
Meltdown

● A side-channel is unintended leaked information 
through a secondary channel

● Side channel attacks exploit this leaked data to 
perform some attack
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What leaks information?

● On systems
● On small systems
● On large systems
● On services (sql, etc)
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What is our attack vector? What is leaked?

● The time that it takes to do operations
● The power consumption of the device
● The EM radiation of the device
● The sound the device makes
● Anything you can think of
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What is our attack vector? What is leaked?

● The time that it takes to do operations
● The power consumption of the device
● The EM radiation of the device
● The sound the device makes
● Anything you can think of

Lets focus on this!
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What does it mean to leak information over 
power?

● If you do expensive operations, you’re loud, hot, 
and take a lot of resources

● If you do less expensive things…
● The more bits you flip the more power you use
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What level of detail can we expect?

● General code structure
● (potentially) The instructions that you run
● (potentially) The time that they take
● And even, (possibly) the data that instructions were run 

with!
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Data-Operation level snooping
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But RSA

● Lets look at a key part of the RSA algorithm: the 
modular exponentiation algorithm
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Other examples?

● The Yubikey 2 is a two-factor 
authentication key-fob

● It’s vulnerable to EM and power 
based side-channel attacks

● Completely non-invasive
●  “The EM trace allows us to 

separately observe every clock 
cycle, while the power 
consumption trace only shows the 
overall round structure
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Yubikey 2
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AES Key extraction on the Arduino!
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