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KrebhsonSecurity

In-depth security news and investigation

21 KrebsOnSecurity Hit With Record DDoS

On Tuesday evening, KrebsOnSecurity -
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[FREE] World's Largest Net:Mirai Botnet, Client, Echo Loader, CNC source code release

Yesterday, 12:50 PM (This post was last modified: Yesterday 04:29 PM by Anna-senpai.)

Anna-senpai &

L33t Member
| soneme

Preface
Greetz everybody,

When I first go in DDoS industry, I wasn't planning on staying in it long. I made my money, there's lots of eyes looking at IOT now, so it
However, I know every skid and their mama, it's their wet dream to have something besides gbot.

So today, I have an amazing release for you. With Mirai, I usually pull max 380k bots from telnet alone. However, after the Kreb DDoS,
shutting down and cleaning up their act. Today, max pull is about 300k bots, and dropping.

So, I am your senpai, and I will treat you real nice, my hf-chan.
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127.9.0.0/8
©.8.8.0/8
3.8.9.6,/8
15.0.8.a/7
56.0.8.8/8
186.0.8.8/8
192.168.9.8/16
172.16.9.86/14
160.64.2.68/16
169.254.9.08/16
198.18.2.8/15
224 _* ¥ _*y
6.8.8.8/7
11.9.8.9/8
21.90.8./8
22.9.8.0/8
26.0.8.9/8
28.90.8.8/7
38.0.8./8
33.09.8.8/8
55.0.8.8/8
214 .8.68.9/7

Loopback

Invalid address space
General Electric (GE)
Hewlett-Packard (HP)
US Postal Serwvice

Internal
Internal
Internal
ITAMNA NAT
TAMNA NAT

network
network
network
reserved
reserved

IANA Special use

Multicast

Department of Detense

Department of Defense

Department of Detense

Department of Defense

Department of Defense

Department of Defense

Department of Detfense

Department of Defense

Department of Detense

Department of Defense






HUNGRY?

ON STRIKE

The Internet of ransomware things...

PAY UP AND
ILL UNLOCK
MY DOOR/

UNTIL YOU
SEND MONEY
TO MY

20 BUCKS
HACKERS.

IN MY PAYPPAL

=

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT

JUST LET YOU
SLEEP.
THE NEXT TIME
ACCOUNT g e YOU LEAVE, ITLL MY ALARM
or gslilé 3-;4;3 BURNING THE COST YOU 100
OAST |
DECAF! T ou

DONT GET
ME SOME

DOUGH !

BUCKS TO GET
BACK INTO THE

HOUSE, UNLESS

SYSTEM IS
GOING TO GO
OFF RANDOMLY

YOU GIVE ME
4TS NOW/

: YOUR DIRTY

3 DISHES CAN
WAIT, I'M

BUSY MINING
BITCOINS.

WIRE a0
HACKER #1000
OR I'LL REVERSE
MY MOTOR AND
BLOW DIRT ALL
OVER THIS
PLACE/

EXCUSE Us
WHILE WE
PARTICIPATE
IN A DDOS
ATTACK.,

I'M TURNING

OFF THE
HEAT UNTIL

ILL START
YOUR CAR, BUT
ONLY TO TAKE

IF YOU DON‘T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.

YOuU TO YOUR
BANK TO MAKE
A TRANSFER.

SEND ME #25 OR
IL TELL EVERYONE i1
ON YOUR SOCIAL J
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/




