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Background



Pictures are innocent...funny



Pictures can be stylishly Malicious



What is Stegosploit?
● Stegosploit = Steganography + Polyglot
● Stegosploit is NOT an exploit, but a way of delivering 

browser exploits (with style).
● Not a XSS attack or webshell
● Not a manipulation of EXIF data



What is Steganography?
● Comes from the Greek words steganos (to conceal) and 

graphein (writing)
● Hiding a secret message within a medium such as a 

picture, document or video

Morse Code 
knitted to a rug

Microdot, words 
shrunk to a tiny size, 
undetectable to the 
human eye



What is Steganography?
Another way to think about it is to contrast Steganography 
with Cryptography.

Cryptography hides the meaning of a message.

Steganography hides the fact that there’s a message at all.



What is Polyglot?
● In Computing/Programming context: Code written in such a 

way that it is a valid representation of two or more 
types of files.



Code written that can be interpreted 
as C, Bash script, and PHP

Bash returns
“\010Hello, world!\n
 Line 5: a=5: command not found
Hello, world!”

PHP returns
“#define a /*
Hello, world!”

C returns
“Hello, world!”



Putting it all together
● Stegosploit uses steganography to hide code within an 

image file and uses the polyglot principle to make the 
browser show an image or execute the code hiding within 
the image file.



Vulnerability



We can make Bipolar images
These images are the same right?

Let’s call these 2 images dog.gif



How about now?
These two lines of code are unalike at all, yes?

<img src=”dog.gif”> Treats the image as an image

<script src=”dog.gif”></script> Treats the image as code



IMAJs = Images + Javascript
● We can make polyglot pictures by encoding them with 

Javascript or Actionscript code
● By taking advantage of that vulnerability, we are able to 

deliver exploits via images like bmp, jpeg, and png’s
● First coined by Saumil Shah at SyScan 2015, Singapore



Small demo of it in action with BMP images



Headers Headers headers
● By commenting out the image data of bmp and gif data and 

add our own code such that our exploit will be on the 
website

● Jpeg images are an anomaly as we can can encode our 
Javascript into specific bit layers without it being 
visible to the naked eye



More on headers
47 49 46 38 39 61   HH HH   WW WW Jpeg File Structure
G  I  F  8  9  a    height  width

42 4D XX XX XX XX 00 00 00 00 ........
B  M  Filesize    Empty Empty DIB data



Another live demo



Mitigation



As a user
● Good browsing habits (don’t go to suspicious sites, etc.)
● Have an up-to-date browser that uses MIME type checking 

such as Google Chrome, Opera, Firefox, and even Microsoft 
Edge





WHO uses internet explorer anymore?





As a software Developer
● Use third party forensic analysis, steganalysis, and data 

sanitation software.
○ Data Sanitation(CDR) by OPSWAT
○ StegoWatch by Wetstone Technologies Inc.
○ Encase by Guidance Software Inc.
○ ILook Investigator by Perlustro and IRS
○ Stegdetect (freeware)

Approved!



● If one knows the content of original image, use hashing 
to verify if image has been modified.

● The file size of a modified image is almost twice the 
size of the original.

● Think of ways to degrade quality of image so that 
malicious code gets corrupted.

○ QUICK FIX/HACK: Resize the image and then resize the image again to 
the original size.

○ QUICK FIX/HACK: Remove bit layers 0-3.

● There are steganographic algorithms that make detection 
hard and make the information resistant to corruption 
such as F5.

As a software Developer
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Questions?


