STEGOSPLOLT



BACKGROUND



Has Science Gone Too Far?

PICTURES ARE INNOCENT. . FUNNY
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PICTURES CAN BE STYLISHLY MALICTOU
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var express - require('express');

var app express();

#include <stdio. b
var router express.Router();

router.get('/", function(req, res) {
res.json({ message: 'You are running dangerously low on beer!' });

11 void sayl
2 orin

H
printf("Hello, worldl");

}

app.use('/api', router);

app. listen(3000) ;

d nain(} {

sayello();




WHAT 1§ STEGOSPLOIT]

e Stegosploit = Steganography + Polyglot

e Stegosploit is NOT an exploit, but a way of delivering
browser exploits (with style).

e Not a XSS attack or webshell

e Not a manipulation of EXIF data




WHAT 15 STEGANOGRAPHY]

e Comes from the Greek words steganos (to conceal) and
graphein (writing)

e Hiding a secret message within a medium such as a
picture, document or video

Microdot, words
shrunk to a tiny size,
undetectable to the
human eye

Morse Code
knitted to a rug




WHAT 15 STEGANOGRAPHY]

Another way to think about it is to contrast Steganography
with Cryptography.

Cryptography hides the meaning of a message.

Steganography hides the fact that there’s a message at all.



WHAT 15 POLYGLOT?

e In Computing/Programming context: Code written 1in such a
way that it is a valid representation of two or more
types of files.



$define a [+

#<2php . .

echo "\010Hello, world!'\n";// 2> fdev/null > /dev/null \ ; Code written that can be Interpreted
// 2> fdev/null; x=a; as C, Bash script, and PHP

Sx=5; // 2% fdev/null \ ;

if ((5x)) Bash returns

fP 2 J"rdEVJ"rl'.I.'IJ.ll; then n\01 OHe”O WOFld'\n

return 0; . ’ )

Il 35 faevlanils Fi Line 5: a=5: command not found
$define e 2> Hello, world!”

#define b */

#include <stdio.h> PHP returns

#define main() int main(void) « . -

$define printf printf| #define a / ,

#define function

function maini) C returns

; “Hello, world!”

printf "Hello, world!\n"true/* 2> fdev/null | grep -v true®/;
return 0;

1
I

#define c f*
main

#*/



PUTTING IT ALL TOGETHER

e Stegosploit uses steganography to hide code within an
image file and uses the polyglot principle to make the
browser show an image or execute the code hiding within
the image file.



VULNERABILITY



WE CAN MAKE BIPOLAR IMAGES

These images are the same right?

Let’s call these 2 images dog.gif



HOW ABOUT NOW!

These two lines of code are unalike at all, yes?
<img src="dog.gif”> Treats the image as an image

<script src="dog.gif”></script> Treats the image as code



IMAJS = IMAGES + JAVASCRIPT

We can make polyglot pictures by encoding them with
Javascript or Actionscript code

By taking advantage of that vulnerability, we are able to
deliver exploits via images like bmp, jpeg, and png’s
First coined by Saumil Shah at SyScan 2015, Singapore



SMALL DEMO OF IT IN ACTION WITH BMP IMAGES



HEADERS HEADERS HEADERS

e By commenting out the image data of bmp and gif data and
add our own code such that our exploit will be on the
website

e IJpeg images are an anomaly as we can can encode our
Javascript into specific bit layers without it being
visible to the naked eye



MORE ON HEADERS

47 49 46 38 39 61 HH

HH Ww Ww

G I F 8 9 a  height width

42 4D XX XX XX XX 00 00 00 00

B M Filesize Empty Empty DIB data

PNG Header 89 50 4 47

0D OA 1A 0A

IHDR chunk data CRC
IDAT chunk pixel data CRC
IDAT chunk pixel data CRC
IDAT chunk pixel data CRC
IEND chunk CRC

Marker

FF D8

FF EO

FF DB

FF CO

FF C4

FF DA

FF D9

Code
SOl
APPO
DQT
SOF
DHT
S0S

EOI

Jpeg File Structure

Name
Start Of Image
JFIF File
Define Quantization Table
Start Of Frame
Define Huffman Table
Start Of Scan

End Of Image



ANOTHER LIVE DEMO



MITIGATION



AS A USER

e Good browsing habits (don’t go to suspicious sites, etc.)
e Have an up-to-date browser that uses MIME type checking

such as Google Chrome, Opera, Firefox, and even Microsoft
Edge



Submitted at
Filename
Comment
Filesize

MD5

SHA1

Status

Anti-Virus
[VT Yara]
[VT Yara]
[VT Yara]
[VT Yara]
[VT Yara]
[VT Yara]
AVG
ClamAV
Comodo
Drweb
ESET
F-Prot
Ikarus

Kaspersky

2015-06-11 14:27:06

cammy_cinput_imajs

Stegosploit CVE-2014-0282

239150 bytes
bfe49153a859579e52956d530c9a6093
044fd100bcad13de52e9ceb57abb92e430e4ea33

complete

Update Detected Signature
PelD

General 'dyndns_ath_ro'

Magic =
Memory
Mobile
Trojans
12.0.1794.0
0.96.5

1.0.2

6.0.2.2 - linux
4.0.77
4.6.5.141

1.3.2

A X XK & N X & E B § X & E =

8.0.1-50

Detected by 1 (out of 14) Anti-Virus products



WHO USES INTERNET EXPLORER ANYMORE?




StatCounter Global Stats
Top 5 Browsers on Dec 2017
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AS A SOFTWARE DEVELOPER

e Use third party forensic analysis, steganalysis, and data

sanitation software.
o Data Sanitation(CDR) by OPSWAT

StegoWatch by Wetstone Technologies Inc.
Encase by Guidance Software Inc.
ILook Investigator by Perlustro and IRS

INSTITUTE
Approved!

O O O O

Stegdetect (freeware)



AS A SOFTWARE DEVELOPER

If one knows the content of original image, use hashing
to verify if image has been modified.

The file size of a modified image is almost twice the
size of the original.

Think of ways to degrade quality of image so that

malicious code gets corrupted.
o QUICK FIX/HACK: Resize the image and then resize the image again to

the original size.
o QUICK FIX/HACK: Remove bit layers 0-3.

There are steganographic algorithms that make detection
hard and make the information resistant to corruption
such as F5.
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QUESTIONS!



