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Defining Poweliks

“Poweliks is the name of a malicious program. This
particular program is a Windows Trojan but what makes it
noteworthy is that it does not rely on the presence of a
Windows binary file (an executable file on disk) to maintain

its infection of a computer.” - sophos.com



SANS Internet Storm Center

‘“ : : . . : :
POWELIKS hides its malicious code inside Windows Registry Key. Malware
that does not exist in the file system are one of the reasons why memory

forensics is important.” — 1SC.Sa ns.edu
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|. Background Information
of Windows Environment



Windows Registry Introduction

“The registry is a database in Windows that contains
important information about system hardware,

installed programs and settings, and profiles of each
of the user accounts on your computer.” - Microsoft




Registry Startup Programs
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My Computer'\HKEY LOCAL MACHINE'SOFTWARE \Microsoft\Windows\CurrentVersion\Run

Example Key Location:
HKCU\Software\Microsoft\Windows\CurrentVersion\Run




RUNDLL32

RUNDLL32.EXE <dllname>,<entrypoint> <optional arguments>

‘& Windows Task Manager

File Options View Help

Applications | Processes vices | Performance

RUNDLL32.EXE is a program to
mage fame &l cxecute a function from a DLL file

mobsync.exe 5208
Moe.exe *32 2304
MoeMonitor. 3370
NVVSVC.exe ale
OUTLOOK.EXE *32 1430
pidgin.exe *32 5156
PresentationFontCache. exe 4996

rundll32.ex 3268




Scripting in Windows

e Batch Scripts

* JScript & VBScript

//  PowerShell




II. Architecture of Poweliks



Exploiting Freedom of RUNDLL32

RUNDLL32 allows us to to run ANY DLL function!!!

Isn’t there an infamous browser notorious for security
issues that conveniently ships with Windows?!

Command to execute javascript as IE:

RUNDLL32 javascript:"\..\mshtml,RunHTMLApplication "j;alert("fo0");



Running JS through RUNDLL32

Running javascript this way is much worse since it isn’t being run
inside the context of a browser which has a security sandbox.

“Zone security is off, and cross-domain script access is allowed, we
have read/write access to the files and system registry on the client
machine.” — thisissecurity.net



Poweliks at a High Level

e Selects a Registry Startup Program location

 Places an encoded RUNDLL32 command in this spot

* This RUNDLL32 command executes unprotected javascript in IE
 Unprotected javascript in IE can create ActiveXObjects

* ActiveXObjects can read & write to registry and to the file system

 DLLs can be encoded to live inside the registry in different keys



11l. Demo



V. Defense against Poweliks



ESET Poweliks Remover

Win32. Poweliks
Uerszsion: 1.8.8.1
Built: Oct 15 2H814

Copuyright <(c>» ESET, spol. = r.o.
1992-2013. All rights reserved.

08: 6.1.7681 5P1 -~
Product Type: Horkstation r i
loled: True

Machine guid: 4DEZC67E-ABBA—4F46—ABA?—-CDFC4665784B y

Scanning for system infection...

Win32-Poweliks found in your system.
Do you want to remove it 7 [Yes ~ Mol




Registry Permissions

Permissions for {AB8902B4-09CA-4bb6-B78D-A8F59079...

Security

Group or user hames:
2

Poweliks malware can further hide
itself by removing permissions for
users.

Permissions for

Full Control
Read
Special permissions

. - " . B—
qu selemal permissions or advanced settings, Advanced .
click Advanced. -
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% Process Explorer - Sysinternals: waw.... | = | & |[s23]
File Options ‘iew Process Find Users Help

H| 2 =HESR S R S

CLSID Registry Keys

Process CPU  Private Bytes
“ . . . ) . » ' dwm.exe 1,348
This CLSID is for Window’s thumbnail cache, — G {276
which Windows calls whenever a thumbnail for Q:*islzﬂ'*g':l-e=-=e 0.01 giég
. . . . | taskhost.exe ;
any file is needed — for images, audio, etc. | explorer.ex 007 56556 |

d"hOf .'-,"‘.-'Ii?'l y_‘j oWy
1 dllhos it
7 dilhos Set Priority

1 dllhos .
T dllhos Kill Process Del

' dlhos Kill Process Tree Shift+Del

| dllhos Restart

1 dihos )
1 dllhos suspend

As such, when a CLSID is called, it will execute
the registry entry to show the thumbnail of the
file as well as the entry of POWELIKS in this key.
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POWELIKS uses dllhost.exe and also dllhst3g.exe
to load itself on the system. Each dllhost.exe s | e

indicates a running POWELIKS.” Create Dump
Check VirusTotal

- trendmicro.com Properties...

Search Online... Ctrl +M




' Malwarebyt—es An i-Root it BETA v1.01.0.}009“_l :
Ma IWa e bYteS MMaIwarebytes

Malwarebytes Anti-Malware (Premium) 2.00.0.0502

Overiaw Scan System:
Malwarobytes E’H' Settings ) Introduction Scan Progress:
Update File C:\Windows\system32\drivers\wolmar.sys
. — Scan System
| eneral Settings . .
2 : Detection and Protection S [
3 Malware Exclusions Customize detection and protection behavior for Malwarebytes Anti-Malware. These Done!

settings are recommended for advanced users. Scanning directory: C:\Windows\system32\drivers...

By Web Exclusions

"{:‘ Detection and Protection Recommended Settings

3 Update Settings

Detection Options Malware Protection

| Use Advanced Heuristics Engine (Shuriken)

Z—) History Settings ® Enabled Disabled

Scan for rootkits Scan targets:

B Access Policies | Scan within archives Malicious Website Protection

#) Enabled Disabled

#y! Advanced Settings Non-Malware Protection
PUP (Potentialy Unwanted Program) detections:
] Automated Scheduling Warn user about detections

M (Potentialy Unwanted Modification) detections: =
:—; About PUM (Potentially Unwanted Modification) detections

Treat detections as malware




Managing Internet Explorer

“Beginning January 12, 2016, only the most current version of Internet Explorer
available for a supported operating system will receive technical supports and
security updates. Internet Explorer 11 is the last version of Internet Explorer, and
will continue to receive security updates, compatibility fixes, and technical support
on Windows 7, Windows 8.1, and Windows 10.” - Microsoft

Internet Options

il Windows Features X General | SECUMtY | Privacy | Content | Connections | Programs | Advanced

Turn Windows features on or off

Select a zone to view or change security settings.

To turn a feature on, select its check box. To turn a feature off, clear its = Ei. .@
i ~

check box. A filled box means that only part of the feature is turned on.

= = < Local intranet  Trusted sites  Restricted
.NET Framework 3.5 (includes .NET 2.0 and 3.0) sites
.NET Frarnework -13 Ad‘.".anCEdISEI“.'ICES ' Internet
Active Directory Lightweight Directory Services for Internet websites
: sted in trusted and

Security level for this zone




Installing a More Secure Browser

An alternative browser like Chrome should be used.
Powershell Script:

(new-object
System.Net.WebClient).DownloadFile( 'http://dl.google.com/chrome/install/375.

126/chrome_installer.exe', 'c:/temp/chrome.exe');. c:/temp/chrome.exe
/silent /install;rm c:/temp -rec




V. Consequences of Poweliks



POP QUIZ

For Poweliks, what are possible infection vectors?

a) USB drive with an elusive “install.exe”
b) An email containing an attachment
c) Viewing a web address with IE

d) MS Word Document
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From anywhere... to anyone

gar customer,
We attempted to deliver your item on February 27, 2014 , 05:30 PM.
The delivery attempt failed because nobody was present at the Lppl daddress, 5o LhlE
notification has been automatically sent.
You may arrange redelivery by visiting the nearest Canada Post office with the printed
shipping inboice mentioned below.
If the package is not scheduled for redelivery or picked up within 48 hours, it will b
returned to the sender.
TRACKING Number: MW4Z213307T71CA
Expected Delivery Date: February 27, 2014
ass5: Fackage Ser 3=
ervice(s): Delive Y onfirmation
Status: eMotification sent
An electronic copy of the shipping invoice can be downloaded from our website , in :
POF format : nttpdMwww.canadapostca'cpoloolsiappsitrackipersonal
findinvoice ByTrackingMumber?fesssion_id=T002101892825801 &trk=MW421 3307 T1CALfle_format=PDF
DOC ftormat @0 httprAswwwcanadapost ca'cpotoolsi/appafrackiparsonal
findinvoice ByTrackingMumber?session_id=7002101982501 &rk=MW4 21330771 CALfle_format=0D0C
To check on the delivery status of vour mailing or arrange redelivery please visit the
ihtip:/Awww canadapost calcpotools/a ppsrack/personalfind By TrackMumber?execution=eds 1}

s B - - .
. " & g s
% J14 Canada Post Corporation

L i - .= 1 - - 1r T - T - BT _lm - . T ™ .. 17 T F
Ihis 15 an automatically generakted email, please do nokt reply




Shocking Phishing Emails

Mostly legitimate looking except for the subtle spelling mistake

Contained an “innocent looking” Word Document download which
contained malware according to scans by VirusTotal

Detection Ratio :




Malware Evolution

Your computer
has been locked!

Upgrades to existing
malware:

Your computer has been locked due to suspicion of illegal content HOW TO UNLOCK YOUR COMPUTER:
downloading and distribution. 3
Mentioned illegal content (414 Mb of video files) was automatically Take your cash to one of this
classified as child pornographic materials. Such actions, in whole or in retail locations:

part, violate following US Federal Laws: Walmart

* Kovter o o eianof Shden (i

Get a MoneyPak and
purchase it with cash at the

® P h a S e b Ot Any individual who violates, or attempts to violate, or conspires to

violate mentioned laws shall be sentenced to a mandatory term of
imprisonment from 4 to 30 years and shall be fined up to $250,000.

Technical details: Come back and enter your

. . Involved IP address:- MoneyPak code to unlock
* Angler Exploit Kit you computer (5 attempts

Source or intermediary sites: J
available)

All suspicious files from your computer were transmitted to a special 1
server and shall be used as evidences. Don't try to corrupt any data or Code: Submit

unblock your account in an unauthorized way.

Your case can be classified as occasional/unmotivated, according to title
17 (U. S. Code) § 512. Thus it may be closed without prosecution. Your
computer will be unblocked automatically.
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