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Chapter 1

Introduction

XChek is a multi-valued symbolic model checker [CDGO02]. laigeneralization of an existing symbolic model
checking algorithm to an algorithm for a multi-valued exgm of CTL (XCTL). Given a system and@CTL property,
XChek returns thelegreeto which the system satisfies the property. By multi-valuzgld we mean a logic whose
values form dinite quasi-boolean distributive latticEThe meet and join operations of the lattice are interprated
the logicalandandor, respectively. The negation is given by a lattice dual-engiphism with period 2, ensuring the
preservation of involution of negatiomta = a) and De Morgan laws.

Multi-valued model checking generalizes classical motieb&ing and is useful for analyzing models where there
is uncertainty (e.g. missing information) or inconsistefe.g. disagreement between different views). Multi-ealu
logics support the explicit modeling of uncertainty andagdiseement by providing additional truth values in the logic
XChek works for any member of a large class of multi-valueddsg It's model of computations is based on a
generalization of Kripke structures, where both atomigoitions and transitions between states may take any of the
truth values of a given multi-valued logic. Properties atpressed irkCTL, a multi-valued extension of the temporal
logic CTL.

Additional information about the algorithms and the datactures used by¥Chek is available in [Gur02, CDEGO3,
CGD06]

XChek is distributed under a FreeBSD license. For the terttsi®ficense, sebttp://www.freebsd.org/
copyright/freebsd-license.html

The main features 0fChek are the following:
e Multi-valued logics: 2-valued, 3-valued, upset, 4-valdéshgreements, etc. Users can define their own logics.
e Multiple model formats: reads SMV and GCLang models. Muétiued models are specified in XML.

e Proof-like counterexamples: proof rules are used to gea@a@unterexamples. Counterexamples can be gener-
ated statically or dynamically, and various viewers arelalte.

This document is structured as follows:
e Chapter 2: Installation
e Chapter 3: Input (models, algebras and properties)

e Chapter 4: Guide to th&Chek User Interface (loading models, CTL history files, deuwexample viewers and
preferences)

e Chapter 5: Tutorial (model checking, vacuity detection gndry checking)
Known bugs and limitations:

e XChek sometimes runs out of memory when statically compuwiogunterexample.



e XChek is a “best-effort” implementation. We recommend neistg XChek before loading a new model.

Collaborators:
Marsha Chechik, Benet Devereux, Steve Easterbrook, Aridirikel, Kelvin Ku, Shiva Nejati, Viktor Petrovykh,
Jocelyn Simmonds, Rohit Talati, Anya Tafliovich, Christepfihompson-Walsh, Kapil Shukla, and Xin (John) Ma.



Chapter 2

Installation

Prerequisites
e Linux-based OS (Fedora Core 4-7, and Ubuntu 7 are known t&)wor
e Java SE 6.
e Apache ant versioxr 1.6.5 (only for compilation)

Installation
1. DownloadXChek distribution archive.
2. Extract thexChek archive to create a directarghek , with the following structure:
build.xml XChek ant buildfile.

bin scripts for runningKChek.
doc documentation. Includes JavaDoc API and this doucment

jsrc the source code

lib bindings to C libraries

ext 3rd-party Java libraries

examples example models and properties
3. (Optional) Recompile by runnirant
4. Runbin/xc to executexChek.

Notes
The amount of memory given tdChek is controlled by setting environment variatMiEMORYIN andMEMORYIAX

For example, in bash,
# MEMOR¥IN=512m MEMORMAX=1024m ./bin/xc
will start XChek with 512MB of available RAM, and will allow the processuse up to 1024MB.



Chapter 3

Input

This chapter describes the syntax of model-specificatiogdages, the syntax of algebra (multi-valued logic) specifi
cations, and the syntax of temporal logic properties.

XChek supports models specified in either a simplified versiothe SMV [CCG-02] modeling language, or
the Guarded Command Language (GCLang). Arbitrary mulited models are specified in XML, by explicitly
describing the model’s Kripke structure (i.e., states aadditions). These XML files also include a reference to the
algebra used to describe the model.

XChek is distributed with some of the more commonly used rwualtiied logics, like Boolean — the classical 2-
valued logic, Kleene — used for vacuity checking [GC04],adued disagreements logic — used for reasoning about
model disagreements [EC01], upset — used for query che¢@@dp03], etc.

3.1 Models

SMV and GCLang models are easier to read and maintain, sigbedwvel instructions are used to specify the model.
XML models are easier to generate in an automated fashicso, Athis is the only way to explore the full generality
of multi-valued model checking ikChek.

3.1.1 SMV

Compiler; SMV Model Compiler (Flat)

edu.toronto.cs.smv.parser.SmvCompiler

SMV is the specification language of NuSMV [CE@G2]. Use the following steps to generate an input model for
XChek:

1. Specify your model using SMV. This language is descrilpethé NuSMV User Manual, which can be found
on the NUSMV websitehttp://nusmv.irst.itc.it/ ).

2. Once satisfied with the model, flatten it using NuSMV. Maeduand processes are instantiated when a SMV
model is flattened. Command:

%> NuSMV -ofm flat _smv_file.smv normal _smv_file.smv

3.1.2 GCLang

Compiler: GCLang Compiler

edu.toronto.cs.gclang.parser.GCLangCompiler




GCLang is a simple guarded command language. In this typemgfuage, statements have guards. The guard
is a proposition, which must be true before the statementaswged. If the guard is false, the statement will not be
executed.

GCLang models are divided into four parts:

NAME: model name

VAR: variable declaration block

INIT: variable initialization block

e RULES: guarded commands that specify the behavior of thestnod
The GCLang syntax accepted kZhek is the following (grouped by part):

NAME
start :: -- main model structure
'NAME' varname varBlock initBlock rulesBlock -- varname is the model's name
VAR
varBlock :: -- variable declaration block
'VAR' ( varDecl )+
varDecl ::
varname I’ type ’; -- e.g., p10 : boolean;
type
'boolean’
| textSet
textSet :: - eg., {0, 1, 2, 3}
{' textOrNumberValued ( ;' textOrNumberValued ) * )
textOrNumberValued ::
varname
| number
varname :: atom(atom) *
number :: digit(digit) *
atOm .. (7a7“72||1A7“YZY|7_7) (YavnvzvlvAvnvzllv_v |YOY“191|7\\7|1$1| l#ll 7_!) *
digit :: '0..'9’
INIT
initBlock :: -- variable initialization
INIT" expr ('} | )
expr ::
implExpr -- initialize using an expression
| setExpr -- initialize using a set
setExpr ::
{ setElement ( ', setElement ) * }
setElement :: -- sets contain text or numbers
textOrNumber




textOrNumber ::
varname
| number

implExpr ::

basicExpr
(" implExpr )
implExpr " implExpr
implExpr "™ implExpr
implExpr & implExpr
I implExpr
implExpr '->" implExpr
implExpr '<->" implExpr
implExpr '=" implExpr
implExpr ''=" implExpr
implExpr '<’ implExpr
implExpr '>" implExpr
implExpr '<=" implExpr
implExpr '>=" implExpr
implExpr "%’ implExpr
implExpr '+ implExpr
implExpr =" implExpr
implExpr * *’ implExpr
implExpr /" implExpr

basicExpr ::
varname
| number
| boolConstant

| ( expr)

boolConstant ::
‘true’
| ‘false’

-- disjunction

-- exclusive or

-- conjunction

-- negation

-- implication

-- if and only if

-- equal

-- not equal

-- less than

-- greater than

-- less or equal than
-- greater or equal than
-- module

-- addition

-- subtraction

-- multiplication

-- division

rulesBlock ::
'RULES’ ( guardedCommand )+

guardedCommand ::
guard ' command

guard :: expr

command ::
sequenceCommand

sequenceCommand ::
choiceCommand ( ’;’ choiceCommand )

choiceCommand ::
atomicCommand ( ’[|' atomicCommand )

atomicCommand ::
assign
| 'SKIP’
| ite
| 'C command °)

assign
varname "= expr

RULES

-- rules that specify model behavior

-- statement concatenation

-- non-deterministic choice

-- assignment

-- empty instruction, do nothing
-- if-then-else

-- group of commands
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ite
if ¢ expr’) ( 'then’ | ) iteBody -- 'then’ is optional

iteBody ::
command ’else’ command ‘fi’

Note: Usual precedence rules apply and comments start with “

ExamMPLE: the Peterson mutual exclusion algorithm:

NAME peterson
VAR
S : boolean;
yl . boolean;
y2 : boolean;

pcl : {0,123}
pc2 : {0,1,2,3}

INIT
Is & lyl & ly2 & pcl=1 & pc2=1;

RULES

-- guards for process 1

pcl=1 :
yl = true; s := true; pcl = 2
pcl=2 :
if (ly2 | !s)
pcl = 3
else
skip
fi
pcl=3 :

yl = false; pcl = 1
-- guards for process 2

pc2=1:
y2 := true; s := false; pc2 := 2

pc2=2 & (('y1) | s) :
pc2:=3

pc2=3:
y2 = false; pc2 = 1

In this example, the model's namepsterson (line 1). Five variables are defined; y1, y2, pcl and
pc2 (lines 3— 7). The variable is used to keep track of which process should enter the @riection. Variablgl
(y2) is used by the first (second) process to indicate that it théncritical section. Variablpcl (pc2) is used to
store the state of the first (second) process. These vasialBedefined by enumeratatidin= not in critical section?
= trying to get into critical sectior8 = in critical section. The valu@ is included to make the booleanizationpafl,
pc2 easier. Line 9 initializes, yl andy?2 tofalse, andpcl, pc2 to1l. Finally, the mutual exclusion algorithmis
described using guarded commands (lines 10 — 28).
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3.1.3 XML

Compiler: XMLXKripkeModelCompiler
edu.toronto.cs.xkripke. XMLXKripkeModelCompiler

Multi-valued models are specified in XML, by mapping the miadea GXL graph that represents the model's
behavior. Nodes are labeled by values of the atomic prapasitand the edges are labeled by logic values. The
algebra used to encode the model is also specified expliditlyhis section, we describe how a model is encoded.
See Section 3.2 for algebra encoding. This input format le@s ldesigned for automated generation, not direct user

manipulation.
A model encoding is divided into four parts:

e Namespace declaration.

e Link to logic used to encode the model.

Nodes: one<node> tag per model state. Nodes must have unique identifierswitte model. A node can

be defined as initial by adding the following attribute to #reode> tag: xbel:initial="true’ . The
<node> tag has nestedattr> tags - one for each model variable. Thesdtr> tags define the state.

Basic structure of a model file:

Edges: oneedge> tag per model transition. The nestedttr> tag defines the logic value of the transition.

<gxl xmins:xbel="www.cs.toronto.edu/xbel’ xmlins:xlink
<graph ID="user_defined_id’ edgemode="directed’>

<l-- LINK TO LOGIC -->
<xbel:logic xlink:type="simple’ xlink:href="link_to_|

<l-- MODEL -->

<l-- NODES -->
<l-- one node tag per model state -->

</node>

<l-- EDGES -->
<l-- one edge tag per model transition -->

<l-- interpreted as: node_id = model_variablel = logic_val ue &
model_variable2 = logic_value & ... & model_variable_n = lo gic_value -->
<node ID="node_id1'>
<l-- one attr tag per model variable -->
<attr type="prop’ name='model_variablel’ value='logic_ value’' />
<attr type="prop’ name='model_variable2’ value="logic_ value’' />
<attr type="prop’ name='model_variable3’ value='logic_ value’' />
<attr type="prop’ name='model_variable_n’ value='logic _value’ />
</node>
<l-- an initial state -->
<node ID="node_id1’' xbel:initial="true’>
<l-- one attr tag per model variable -->
<attr type="prop’ name='model_variablel’ value='logic_ value’' />
<attr type="prop’ name='model_variable2’ value="logic_ value’' />
<attr type="prop’ name='model_variable3’ value='logic_ value’' />
<attr type="prop’ name='model_variable_n’ value='logic _value’ />

='xlink’>

ogic_used_to_encode_model'/>
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<l-- interpreted as: there is a ’logic_value’ transition fr
<edge from="node_idl" to="node_id2'>
<l-- indicates the logic value of the transition -->
<attr name='weight’ value='logic_value'/>
</edge>

</graph>
</gxI>

om ’'node_id1’ to 'node_id2" -->
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EXAMPLE:

Now we will show how to encode the model shown in Fig. 3.1. Thizdel has been encoded in the 4-valued

disagreements logic shown in Fig. 3.2.

S0

52

TT
TF

Figure 3.1: A model encoded in the 4-valued disagreemegis.lo

This is the encoding for this model:

<gxl xmins:xbel="www.cs.toronto.edu/xbel’ xmlins:xlink
<graph ID="model_example’ edgemode='directed>

<l-- LINK TO LOGIC -->
<xbel:logic xlink:type="simple’ xlink:href="examples/

<l-- MODEL -->

<l-- NODES -->

<node ID="s0’ xbel:initial="true’>
<attr type="prop’ name="p’ value="TT" />
<attr type="prop’ name='q’ value="TF />
<attr type='prop’ name=r’ value="FF' />

</node>

<node |D='s1">
<attr type="prop’ name='p’ value="FT’ />
<attr type="prop’ name='q’ value="TT" />
<attr type='prop’ name=r’ value="FF' />

</node>

<node |D='s2>
<attr type="prop’ name='p’ value="TF" />
<attr type="prop’ name='q’ value="FT’ />
<attr type='prop’ name=r’ value="TF' />

</node>

<l-- EDGES -->
<edge from='sQ’ to='s1l'>
<attr name='weight’ value="TT'/>
</edge>
<edge from='sQ’ to='s2'>

10

='xlink’>

xml/4val-logic.xml'/>
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<attr name='weight' value="TF/>
</edge>
<edge from='sl’ to='sl'>

<attr name='weight' value="TT'/>
</edge>
<edge from='s2’ to='s0'>

<attr name='weight’ value="TT'/>
</edge>
<edge from='s2’ to='sl'>

<attr name='weight' value="TF/>
</edge>

</graph>
</gxI>

An explanation of the various items in the model encoding file
1-2: GXL namespace declaration, the graph is directed and iss‘isiodelexample”.
4: location of the logic used to encode the model.
6-—21: state definitions. For example, lines 7-11 define st@teNote that this is an initial state.

22-37: transition definitions. For example, in Fig. 3.1, we see thate is al T transition between state® andsl,
which is encoded in lines 23-25.

3.2 Algebras

The class of logic&Chek can use are those whose logical values form a finitglalisitre lattice, and where there is a
suitably defined negation operator that preserves De Mdayesiand involution{t—a = a). Such lattices are called
quasi-boolean, and the resulting structures are calledidpaolean algebras [Ras78].

3.2.1 Available algebras

XChek is distributed with some of the more commonly used rwaltiied logics, like Boolean - for classic model
checking [CGP99], Kleene - used for vacuity checking [GC@4Valued disagreements logic - used for reasoning
about model disagreements [EC01], upset - used for quergkatp[GCDO03], etc. For SMV and GCLang models,
Boolean, Kleene and upset algebras are available. For XMdetspthe following algebras are available:

e 2val-logic.xml : classic two-valued logic. Can be used for model checking.

e 3val-logic.xml : Kleene three-valued logicT, M, F } (M=maybe). This logic is useful for representing
partial models. See Gurfinkel and Chechik [GCO04] for an exalmn of how this logic is used for vacuity
detection.

e 4val-logic.xml : a4-valued logidTT, TF, FT, FF } that has been used to model disagreements that
arise when composing two models drawn from different scaIfE€01].

e 4fto-logic.xml : a 4-value finite total ordéf = MF = MT = T. MF=maybe falseMT= maybe true.

o 5fto-logic.xml : a 5-value finite total ordeéf = PF = PT = MT = T. PF = possibly falsePT =

possibly true.

Each of these algebras is encoded in an XML file, which mapaltfebra’s Hass diagram to a GXL graph (edges
are the truth ordering). Thus, users can introduce theirlogits, by encoding the corresponding Hass diagrams.

11
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3.2.2 Encoding an algebra

An algebra encoding is divided into five parts:
e Namespace declaration.

(optional) Link to image of the corresponding Hass diagram.

Logic values: one&node> tag per logic value in the algebra. Thaode> tag can have an optionghttr>
tag, where a description of the logic value can be specified.

Logic order: specify the ordering of the lattice through &imverelationship. On&edge> tag per edge in the
lattice.

Negation order: describes the result of negating the diffetogic values through theegrelationship. Must
specify the negation of all logic values (oxedge> tag per logic value).

Basic structure of an algebra file:

<gxl xmins:xbel="www.cs.toronto.edu/xbel’ xmlIns:xlink ='xlink’>
<graph ID="user_defined_id’ edgemode="directed’>

<l-- OPTIONAL: Hass diagram image -->
<xbel:img xlink:type="simple’ xlink:href="link_to_ima ge_of Hass_diagram'/>

<l-- LOGIC VALUES -->
<node ID="logic_value'/>

<node ID="logic_value'>

<l-- OPTIONAL -->

<attr name="desc’ value='description’/>
</node>

<!-- LOGIC ORDER -->
<l-- interpreted as: logic_valuel is above logic_value2 in the lattice -->
<edge from='logic_valuel’ to='logic_value2'>
<type value="above'/>
</edge>

<!l-- NEGATION ORDER -->
<l-- interpreted as: logic_valuel is the negation of logic_ value2 -->
<edge from='logic_valuel’ to='logic_value2'>
<type value='neg'/>
</edge>

</graph>
</gxI>

EXAMPLE: 4-valued disagreements logic

Now we will show how to encode the logic shown in Fig. 3.2.

TT

FF

Figure 3.2: 4-valued disagreements logic
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This is the encoding for this logic:

<gxl xmins:xbel="www.cs.toronto.edu/xbel’ xmlIns:xlink

<graph ID="4-val' edgemode="directed>

<xbel:img xlink:type="simple’ xlink:href="examples/xm

<l-- LOGIC VALUES -->
<node ID="TT'/>
<node ID="TF/>
<node ID='FT'/>
<node ID=FF'/>

<l-- LOGIC ORDER -->
<edge from="TT" to="TF>
<type value=above’/>
</edge>

<edge from="TT" to="FT'>
<type value='above’/>
</edge>

<edge from="TF to="FF'>
<type value='above’/>
</edge>

<edge from="FT' to="FF'>
<type value=above’/>
</edge>

<l-- NEGATION ORDER -->
<edge from="TT" to="FF'>

<type value='neg'/>
</edge>

<edge from="FF to="TT'>
<type value='neg'/>
</edge>

<edge from="FT" to="TF'>
<type value='neg'/>
</edge>

<edge from="TF to="FT'>
<type value='neg'/>
</edge>

</graph>
</gxI>

='xlink’>

I/4val.gif'/>

An explanation of the various items in the logic encoding file

1-2: GXL namespace declaration, the graph is directed and its‘id-val”.

3: link to an image showing the logic’s lattice. In this case itmage linked is the one shown in Fig. 3.2.

4-8: logic valuesTT, TF, FT andFF.

9-21: edges of the graph, describing the logic’s truth orderingy. éxample, in Fig. 3.2, we see thET is aboveTF

in the lattice ordering, which is encoded in lines 10-12.

22-34: negation order, which describes the result of negating iffereint logic values. For example, lines 29-21 tell

us thatFT is the negation of F.

13




3.3 Properties

Properties are specified in Computation Tree Logic (CTL) F®8]. The syntax of CTL formulas recognized by
XChek is as follows:

- exists release
- forall release

'E[" ctlExpr 'R’ ctlExpr T
A" ctlExpr 'R’ ctlExpr T

ctiExpr ::
basicExpr -- a simple boolean expression
| ’C ctlExpr ')
| ctlExpr '|' ctlExpr -- disjunction; alternative symbol: \ /
| ctiExpr '& ctlExpr -- conjunction; alternative symbol: / \
| '1" ctlExpr -- negation; alternative symbol: ~
| ctiExpr '->' ctlExpr -- implication
| ctlExpr '<->" ctlExpr -- if and only if
| "EX’ ctlExpr -- exists next state
| "AX" ctlExpr -- forall next state
| 'EF’ ctlExpr -- exists finally
| "AF" ctlExpr -- forall finally
| 'EG’ ctlExpr -- exists globally
| "AG’ ctlExpr -- forall globally
| "E[" ctlExpr ‘U’ ctlExpr T -- exists until
| A" ctlExpr ‘U’ ctlExpr T’ -- forall until
| "E[" ctlExpr "W’ ctlExpr T -- exists weak until
| "A[" ctlExpr "W’ ctlExpr T -- forall weak until
|
I

basicExpr ::
atomic
| placeholder
| 'C ctlExpr )

atomic ::
identifier
| number

placeholder ::
'?' atomic '{" atomicSet '}

atomicSet ::

atomic ( ', atomic ) *
identifier ::

(alpha | "’ )(alpha | "’ | | ' | digit ) *
number :: digit(digit) *

alpha :: 'a’..'’z’, 'A'..Z’

Note: Usual precedence rules apply.

EXAMPLES:

e EF (CC = Cruise & Throttle = ThrottleMaintain)

Model checking propertyCCandThrottle  are model variables in a flattened SMV model, &rdise and
ThrottleMaintain are possible values of these variables. See Section 5.Ihfexample of how model
checking is done ixChek.

e AG (!connected -> (A[lconnected U offhook] AG !connected))

14



Model checking property.connected andoffhook are variables of a 4-valued model (logic shown in
Fig. 3.2), i.e., these varibles can take the following valG&, TF, FT, FF . See Section 5.1 for an example
of how model checking is done xChek.

e AG (M & pc2 = 3 -> yl)
Using Kleene logic in the property for vacuity checking. 3t a property for the GCLang version of the Peter-
son mutual exclusion algorithm given in Section 3.1.2. Seefi@kel and Chechik [GC04] for an explanation
of how Kleene logic is used for vacuity detection, and Sectd® for an example of how vacuity checking is
done inXChek.

e EF (?x{pcl,pc2 } & EX (pcl = 3 & pc2 = 3))
Query checking. This query is also w.r.t. the Peterson mxeusion algorithm. It has one placeholde?x,
which is restricted to the model variablpsl, pc2 . In other wordsXChek will look for the set of strongest

propositional formulas, involvingcl, pc2 , that make the queryue. See [GCDO3] for details on query
checking, and Section 5.3 for an example of how query chedkidone inXChek.

15



Chapter 4

Guide to the XChek User Interface

In this chapter, we show how various tasks are carried otiGhek. XChek is controlled through the mairChek
GUI, shown in Fig. 4.1. There is no command-line interface.

,E Filel Moder* Faimess® CTL history” Hel
B ‘ﬁ Mudell“l faimes?| [ faimes?| gk cnfqi CTLSi ataenr® | T prererenced .gl
Output [~ Options
[Tmlnﬁss]' Macros2 D
[] Use fairness
Fairness conditions Lo be used:
@ All
) Selected
C
| Lakel || Edit H Remove
E | Run 2i | Trace 3| V] Produce -_l)ll?lli:‘ example
CTLy 1 | |

Figure 4.1: The main XChek windows.

Main window components:
A Menu

Al File: access ttModeloptions andPreferences

A2 Model: access tModel infoandShow variablesunctions. Not functional in this version.
A3 Fairness: load/save fairness constraints. Not functimrthlis version.
A4 CTL History: load/save CTL history.

16



A5 Help: access tblelpandAbout
B Quick access buttons

B1 Model: quick access to thdodeloptions.
B2 (load) Fairness: load fairness constraints. Not funclionthis version.
B3 (save) Fairness: save fairness constraints. Not fundtinrhis version.

B4 (load) CTL: load CTL history. A CTL history file is just a simplist of properties (one per line)XChek
creates a drop-down menu with these properties, which issadale from the CTL input box.

B5 (save) CTL: save CTL history.

B6 Algebra: change model algebra. Not functional in this \arsi

B7 Preferences: quick accessReeferences

B8 Quit: exitsXChek. If there are properties in the CTL input baxGhek will prompt the user, asking if these
properties should be saved.

C Main output area: various system messages appear in tlaseag, success on model loading, results of model
checking, etc.

D Options: these options are not functional in this version.

D1 Fairness: will allow the specification of fairness consttgito be applied to the currently loaded model.
D2 Macros: will allow the specification of macros, which can Isedito simplify CTL properties and fairness
constraints.
E CTL area
E1 Input box: properties can be typed directly into this boxn@#so be used to access the drop-down menu
created when loading a CTL history file.

E2 Run: runsXChek, checking the property selected in the input box vitret.last model loaded. Results will
be displayed in the main output area (C).

E3 Trace: for simulation purposes. Not functional in this vens

E4 Produce counter-example: when this box is tickednwill also produce a counterexample for the property
being checked. The manner in which this counterexampleassidepends on the user’s preferences.

4.1 Loading a model

To load a model, press thdodelbutton. ThePick a compilemwindow should appear (see Fig. 4.2).
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File Model Fairness CTL history Help

&5 Model | | 5 fairmess I._-_i fairness & CTL ‘ CTL L Algebra

~ Output ~ Options

[(Faimess | Macros

[J Use faimness

Pick a model compiler Fairness conditions to be used:
GCLang Compiler = Al
XMUXKripkeModelCompiler Ok ) Selected
SMV Model Compiler Flan Cancal
Add
Edit
Remove
Import
Export
| Adld || Edit H Remove

Trace Froduce counter-example

Tl |-

Figure 4.2: ThePick a compilewindow.

As discussed in Chapter 3Chek supports SMV, GCLang and XML as input formats for mod€&lws, the three
corresponding compilers appear in this window.

4.1.1 SMV and GCLang models

SMV and GCLang models are loaded in the same way (the onlgrdifice is the compiler). Thus, in this section, we
only show the steps for loading an SMV model.

To load a flat SMV model, choose ti&vIV Model Compiler (Flattompiler in thePick a compilerwindow. An
Optionswindow will appear (see Fig. 4.3. For SMV models, there aredtoptionsModel Checking AlgebreEMV
File andMvSet Implementation
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E ek

ile Model Fairness CTL history Help

<3 Model fairness ; fairness & CTL CTL

o

Output ~ Options

Algebra % Preferences

Faimness | Macros

500 3 model compile =11 [JUse fairness
GCLang Compiler | [ Fairness conditions to be used:
XMLXKripkeModelCompiler Ok @ Al
SMV Model Compiler Flat) -
Gangel O Selected
Add |
I3 edu.toronto parse ompile |
~Properties— | [ Properiy Seilings
Model Checking Algebra
SMVY File

MvSet Implementation

[edutoronto.cs.smv. parser. smyvCo

—OptionsT | i Property Editor

‘ Run | Trace [¥] Produce counter-example

e [-]

Figure 4.3: TheOptionswindow for the flat SMV model compiler.

Click on an option to set its value:

e Model Checking Algebra: drop-down list of possible logitéser picks a logic for the model that is currently
being loaded. This choice depends on wk@hek is being used for. For:
— classical 2-valued model checking, pizk
— vacuity checking according to Gurfinkel and Chechik [GC@i¢k Kleene
— query checking according to Gurfinkel et al. [GCDO03], pigkset

e SMV File: use théorowsebutton to pick a flat SMV model.
e MvSet Implementation: decision diagram implementaticedu®r this model. We recommend usingid

— mdd our own multi-valued decision diagrams. Everything sldoubrk with this.

— jadd: our own multi-valued decision diagrams over Boolean \@ds, used for debugging, testing and
comparisons to CUDD [SomO01]. Counterexamples may not afwayk with this.

— cudd-add CUDD-based implementation. Supports multi-valued asialyjbut not counterexample gener-
ation.

— jeudd new CUDD-based implementation, developed for Yasm [GCO05]

Once all the options have been set, pressQKebutton. XChek will produce the following message in thein
output areaf model loading was successful:

Compiled in xx.xxx s
loaded
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4.1.2 XML models

As XML models specify the logic used to encode the model glage fewer options when loading an XML model. To
load an XML model, choose théMLXKripkeModelCompileompiler in thePick a compilerwindow. TheOptions
window for the XML compiler is shown in Fig. 4.4.

File Model Fairness CTL history Help

=3 Modet| | A& faimness| [ rairness % CTL CTL| Algebra | 42 Preferences .‘

“Output |~ Options
[ Fairness I Macros
S 1 model compile = [J Use fairness
GCLlang Compiler | Fairness conditions to be used:
XMLXKripkeModelCompiler Ok ® Al
SMV Model Compiler Flat) I _
Cancel ) Selected
Add
L |
i Propertie | Property Settings
xmliFile
|edu.toromu.cs.xkripke.KMU(KripkeMudeIComp\ler
T Optig [ Propenty Editor

|
‘ Run | Trace | [#] Produce counter-example

Figure 4.4: TheDptionswindow for the XML model compiler.

Only one option is availableXML file. Click on this option and use thH&owsebutton to pick an XML model.
Afterwards, press th&K button.XChek will produce the following message in timain output areaf model loading
was successful:

Compiled in xx.xxx s
loaded

4.2 CTL History files

A CTL history file is just a simple list of properties (one perd). To load a CTL history file, press ti{ewad) CTL
button. The user will be prompted for a history fileChek will create a drop-down menu using this history file, ethi
is accessible from the CTL input box.

For example, given the following CTL history file:

AG (state = Searching -> EF(state=Ready))
EF (state=Canceled)

AG AF(state=Canceled)

AG AF (state = Canceling)
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XChek produces the drop-down menu seen in Fig. 4.5

File Model Fairness CTL history Help

Tl | —_— |
{ L) Mndel| fairness fairness % CTL H CTL| Algebra | Preferences ” O |
Output | | Options
Compiled in 0.58s [ Fairness | Macros
loaded [] Use fairness

Fairness conditions to be used:

Atiil || Edit Remove

¥l Produce counter-example

4

CTI

=

JAG (state = Searching - > EF(state=Ready))
AG Gstate = Searching - > EF(state=Ready)
EF (state=Canceled)

|AG AF(state=Canceled)

|AG AF (state = Canceling)

NG

Kl

Figure 4.5: Drop-down menu created by loading a CTL histdey fi

At any moment, new properties can be added to the drop-dowmnrg typing them into th€TL input box A
list of properties can be saved to disk by pressingffae@e) CTLbutton. The user will be prompted for the location of
the save file.

4.3 Counterexamples

If a property is checked when ti&roduce counter-examphox is ticked,XChek will produce a counterexample (or
witness) for the property. This counterexample will be shayging one of the available counterexample viewers,
which permit the interactive exploration and visualizataf counterexamples. These counterexamples are generated
using proof rules [GC03b, GC03a].

The default counterexample viewer (seen in Fig. 4.6) canvsghe counterexamples using different tools, with
or without proofs. This viewer also offers a state-base@vwé the counterexample. Whe¥Chek is configured to
use this counterexample viewer, proofs are generated farisiewing. When a proof step is selected, the equivalent
model state is shown. When ti&rappaandKegTreepreferences are set, the counterexample can be viewed using
these tools, by pressing ti&rappaor DaVincibuttons.
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| B KEG Window =il

—Proof | Current State

[ [1GE[T U [(flistate = Searching) \/ E[T U (state = Ready[ih](ali=T a0
¢ CAIEIT U l{listate = Searching) \/ E[T U (state = Reachd]n]liat=F freject = F), ]
¢ I [E[T UD I{i(state = Searching) \/ E[T U (state = Reachs[n]jraly | (State = Initiah

o [ [I(listate = Searchingy \/ E[T U (state = Readyi))ali=F (cancel = F)
(search = p

ripProcessesState = Idle)
fturn = statemachine)
@pprove = F
{cancelFinished = P
elect = P
(searchCanceled = B
(searchFinished = F)

davinci
: ] Il [ T» For

Figure 4.6: Default counterexample viewer.

The Grappabutton generates thdot graph corresponding to the counterexample (see Fig. 4.fg DRVinci
button starts up uDraw(Graph) (see Fig. 4.8). uDraw(Gragpaphs are expandable — you can click on a node to see
a subgraph. Thélide Proof option (seeKegTreepreferences) controls whether proof nodes of the counaengie
should appear as expanded or not when the graph is initiedlygmted.

B GrappaFrame -0 X
a:
reject=F
state =Initial
cancel=F
search=F
TripProcessesSrate=ldlg
Draw turn=statemachine
approve=F
(P cancelFinished=F
Print select=F
- searchCanceled =F
SulL searchFinished=F
[!(#[T U l(il{state = Searching) v/ E[T U (state = Ready)]))])]:\(T)
<] Il D

Figure 4.7: Counterexample view using Grappa.
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" uDraw(Graph) 3.1.1 - keg9129status -0 X
File Edit View MNavigation Abstraction Layout Options Help

al:

reject=F

state=Initial

cancel=F

search=F
tipProcessesState =Idle
turn=stat: i

searchCanceled=F
searchFinished=F

B e
:
3

| [I(E[T I i({!{state = Searching) \/ E[T U (state = Ready)[})7}i=(T} .

\a

FEfF T i{{{{state = Searching) \/ EfT U {state = Reacy) 7)) i]=(F}

] [

Figure 4.8: Counterexample view using uDraw(Graph).

The experimental counterexample viewer (seen in Fig. 4.8pt as user-friendly as the default viewer, since this
is a new feature. This viewer's interface is very simple aaditally only displays the internal data strcture as is.
However, it is interactive — the proof is generated as the ciggks on the leaves that she wants to expand.

I IEL T U I(I{state = Searchingy \/ E[ T U (state = ReachaiD||(FOD) = T

2 CIIMEL T U ((state = Searchingy \/ E[ T U (state = Reachy]||(FOD = T
OT

¢ CIMEL T U I{listate = Searchingy \/ E[ T U {state = ReadyJ||(FO0) 2 T
DhIE[ T U lil(state = Searching) \/ E[ T U (state = Reacha]i]||(FOO0) = F|

Figure 4.9: New, experimental counterexample viewer.

4.4 Preferences

To specify user preferences faChek, press th€referencebutton. TheXChek Preferencesindow should appear
(see Fig. 4.10). By default, th@eneralpreference options will be displaye@GrappaandKegTreepreferences can
also be set (see Figs. 4.11 and 4.12, respectively). Usépbéy button to apply preference changes, and close
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the XChek Preferencewindow using theClosebutton. Thelmport and Export buttons can be used to load/save
preferences to/from an XML file. We are use Java Preferen€s(tp://java.sun.com/j2se/1.4.2/

docs/guide/lang/preferences.html ) to deal with user preferences.
}@ Mndel| fairness fairness % CTL | CTL| Algebra Preferences 0|
[ Choose 1 [ General” |
Eanaral Global Default Directory
Grappa |fhome,fJS|mmunu;xbelfxchek—release ‘ | Browse... ‘
KEGTree Model Picker default directory
|fhome,fJ5|mmunu,{xbelfxchek—release;pla\r ‘ | Browse... ‘
CTL-file Picker default directory
|fhome,fJ5|mmunu,{xbelfxchek—release;pla\r ‘ | Browse... ‘
Default CTL file
|fhome,fJS|mmunu;xbelfxchek—release ‘ | Browse... ‘
Startup with Counter-Example? [] Enable Fairness? [v] New (experimentaly CexViewer? [v] Enable double buffering
Look and Feel (Requires Restan)|DefauIt ‘v|
‘ Apply H Import H Export H Close |
D I
Run | Trace | [¥] Produce counter-example
CTL: ‘ |
Figure 4.10: General preferences.
e General

— Global default directory: usBrowsebutton to change the value. This directory will be used astee
directory byXChek when loading files.

— Model Picker default: us8rowsebutton to change the value. This directory will be used asbime
directory byXxChek for loading model files.

— CTL-file Picker: useBrowsebutton to change the value. This directory will be used astse directory
by XChek for loading CTL history files.

— Default CTL file: useBrowsebutton to change the value. This CTL history file will be lodds default
whenXChek is started.

— Startup with Counter-Example: checking this box will erestivat theProduce counter-exampb®ox (E4)
in the Main window is checked wheikChek is started.

— Enable Fairness: checking this box will ensure thattlse fairnessbox (D1) in theMain window is
checked wheiXChek is started.

— New (experimental) CexViewer: this option switches betwtee two available counterexample viewers.
If checked, the new counterexample viewer will be used if Bieduce counter-exampleox (E4) is
checked in théiain window.

— Enable double buffering (Remote X): checking this box wildble double buffering. This is recommended
when runningkChek remotely.
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e Grappa Grappa is a Java front-end dimt . Used to show counterexamples.

— Path to DOT engine: use tlgrowsebutton to specify the path tdot executabledot is used to make
hierarchical or layered drawings of directed graphs, andsisally available by default in many linux
distributions nowdays. Iflot is not installed in your system, install tijgaphviz  package.

o KegTree KegTree is another way of presenting counterexamplesotiyres a graph describing the counterex-
ample in the format of the uDraw(Graph) tool.

— Path to UDG home directory: use tBeowsebutton to specify the path to your uDraw(Graph) home direc-
tory. uDraw(Graph) creates flow charts, diagrams, hietiagcbr structure visualizations using automatic
layout strategies. Available attp://www.informatik.uni-bremen.de/uDrawGraph/en/
index.html

— Hide proofs: controls whether proof nodes of the countergda should appear as expanded or not when
the graph is presented initially.

File Model Fairness CTL history Help
‘@ Model k. faimess | [ fairness & CTL CTL| Algebra é Preferences .|
out — :
XChek Preferences B sl X
[ Choose [ Grappa
General Path to DOT Engine
R |susripinyaon || Browse. |
KEGTree
‘ Apply H Import H Export H Close |
I J|
Run Trace Froduce counter-example
e -]

Figure 4.11: Grappa preferences.
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File Model Fairness CTL history Help

3 Model Egj

[ Ouy
XChek Preferences ——
[ Choose [ KEGTree
General Path to UDG home directory
Grappa |.|'hDmeEJ5|mmcnu;ut\lmesruDrawGraph—S.l H Browse... ‘

fairness |_:] fairness & CTL e Algebra

Hide proofs

‘ Apply H Import H Export H Close ‘

e I]

CTL |

Trace Froduce counter-example

Figure 4.12: KegTree preferences.
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Chapter 5

Tutorial

In this chapter, we show hoWChek can be used for various purposes.

5.1 Model Checking

In the following example, we show howChek can be used for classical 2-valued model checking.
Model: /examples/gclang/trip/trip _planning5.gc

1

2.
3.

. Main window: press thélodelbutton.
Pick a compilewindow: choose th&CLang Compiler
Optionswindow:

e Model Checking Algebra2
e GClLang file:/examples/gclang/trip/trip Jplanning5.gc
e MvSet Implementationmdd

. Optionswindow: pressOK when options have been set. TMain window should look like the one in Fig. 5.1
if the steps uptil now have been followed correctly.

. CTL input box type in the following property
AG (state = Searching -> EF(state=Ready))

. (Optional) Check th€roduce counter-examphl®x to produce a counterexample for this property.

. PresRun TheMain window should now look like the one in Fig. 5.2. If tigoduce counter-exampheox is
checked, the result is shown in a separate window, as desritSection 4.3.
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B xchek
File Model Fairness CTL history Help

| Output

&3 Model ;l'i fairness \;\ fairness CTL > Algebra IE‘

Compiled in 0.58s
loaded

~ Options
Faimess | Macros
[ Use fairness
Fairness conditions to be used:
= Al
O Selected
| ane ][ Ean ][ memove

CTL:

[¥] Produce counter-example

[zl

Figure 5.1: Model Checkingnainwindow after successfully loading the model.

B xchek
File Model Fairness CTL history Help

&3 Model ;.Iii fairness \:\ fairness % CTL CTL Algebra

[ Output

~ Options

Compiled in 0.58s
loaded

Model Checking: AG (state = Searching —-> EF(state=Ready))
AG state = Searching = EF state = Ready

Done in: 0.1489s

Result is: T

Fairness | Macros

[ Use fairness
Fairness conditions to be used:
Al
) Selected
Add || Edit H Remove

[¥] Produce counter-example

G :P\G (state = Searching - > EF{(state=Ready))

[zl

Figure 5.2: Model Checkingnainwindow after successfully checking a property.

28




5.2 Vacuity Detection

In the following example, we show hoWChek can be used for vacuity detection, according to See riketfand
Chechik [GCO04]. The 3-valued Kleene lodi¢’ = M = T'} is used for this purpose. They show that is it possible
to detect the vacuity of a propositional formubawith respect to a formula that is pure inp, by (a) replacing all
occurrences of) by M, and (b) interpreting the result in the 3-valued Kleenedodfi the new property evaluates to
T, thenyp is vacuoushtrue. If it evaluates toF’, theny is vacuouslyfalse. Finally, if ¢ evaluates ta\/, no decision
can be made w.r.t. the vacuity of the formula.

Model: /examples/gclang/peterson.gc

1.
2.
3.

Main window: press thélodelbutton.
Pick a compilewindow: choose th&CLang Compiler
Optionswindow:

e Model Checking AlgebraKleene
e GCLang file:/examples/gclang/peterson.gc
e MvSet Implementationmdd

. Optionswindow: pressOK when options have been set.

. CTL input box type in the following property

AG (pcl = 3 & pc2 = 3 -> yl)

. (Optional) Check th€roduce counter-examphlox to produce a counterexample for this property.

. PresRun TheMain window should now look like the one in Fig. 5.3. The propegyrie. Notice that we

can check Boolean properties when the model is loaded asi&lsence Boolean logic is subsumed by Kleene
logic.

. We will now check the vacuity of the formula, by checking following formulas:

AG (M & pc2 = 3 -> yl)
AG (pcl =3 & M -> yl)
AG (pcl = 3 & pc2 = 3 -> M)

CTL input box type in each of these properties, pr&smafter each one. Thilain window should now look
like the one in Fig. 5.4 if the steps uptil now have been foltdveorrectly.

. Interpreting the results:

AG (M & pc2 = 3 -> yl) ,result: M
AG (pcl = 3 & M -> yl) ,result:T
AG (pcl = 3 & pc2 = 3 -> M) ,result:T

The original propertyAG (pcl = 3 & pc2 = 3 -> yl) ,is vacuoushtrue w.r.t. the following subfor-
mulas:(pc2 = 3) ,y1.
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B xchek
File Model Fairness CTL history Help

@ Model ;I'i fairness \_\ fairness CTL

e 0
~ Output ~ Options
Compiled in 0.195s Faimess | Macros
loaded [ Use fairness
Model Checking: AG (pcl = 3 & pc2 =3 -> yl) Fairness conditions to be used:
AGpcl =3 A pc2 =3 =yl ® Al
Done in: 0.024s (O Selected
Resultis: T
| ane ][ Ean ][ memove

[¥] Produce counter-example

CTLIAG (el = 3 & pe2 = 3> y1)

|"

Figure 5.3: Vacuity Detectiormainwindow after checkindh\G (pcl = 3 & pc2 = 3 -> yl)

B xchek
File Model Fairness CTL history Help

5 Model I'i fairness \;\ fairness % CTL CTL

 Output

Compiled in 0.167s

loaded

Model Checking: AG (M & pc2 = 3 -> yl)
AGM Apc2=3=yl

Done in: 0.029s

Result is: M

Model Checking: AG (pcl =3 & M —> y1)
AGpcl =3 AM=>yl

Done in: 0.027s

Result is: T

Model Checking: AG (pcl = 3 & pe2 = 3 -> M)
AGpcl =3 Ap2=3=>M

Done in: 0.0090s

Result is: T

Algebra
~ Options
Fairness | Macros
[ Use fairness

Fairness conditions to be used:
& All
) Selected
‘ Add || Edit H Remove

[[] Produce counter-example

CTLIAG (bl = 3 & pe2 = 3 - > M)

|v‘

Figure 5.4: Vacuity Detectiormainwindow showing vacuity detection results.
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5.3 Query Checking

In the following example, we show hodChek can be used for query checking (see [GCDO03]). Queresxaressed
as CTL formulas with missing propositional subformulassigeated by placeholders (“?”). Query Checking finds the
formulas that make the quenye.

Model: /examples/gclang/trip/trip _planning5.gc

1.
2.
3.

Main window: press thélodelbutton.
Pick a compilewindow: choose th&CLang Compiler
Optionswindow:

e Model Checking Algebrauipset
e GClLang file:/examples/gclang/trip/trip Jplanning5.gc
e MvSet Implementationmdd

. Optionswindow: pressOK when options have been set.

. CTL input box type in the following property

AG (?x{state } -> EF(state=Ready))
This query has one placeholder, restricted tostate variable.

. (Optional) Check th€roduce counter-examphl®x to produce a counterexample for this property.

. PresRun XChek will look for the set of strongest propositional formasl involvingstate , that make the

guerytrue. TheMain window should now look like the one in Fig. 5.5.

There is one solution for this query:
state = Initial \/ state = Ready \/ state = Searching

File Model Fairness CTL history Help

:‘(ﬁ Wl fairness Fairness | % CTL || CTL‘ Algebra ‘ Preferences |. ‘
Output ~ Options
Compiled in 0.367s | Fairness | Macros
loaded [ Use fairness

Model Checking: AG (?x{state} —> EF(state=Ready)) Faitness conditions to be used
AG 7x({state] = EF state = Ready = Al

Done in: 1.858s

Solution 1 is:

7x{state} = state = Initial V' state = Ready \/ state = Searching

O Selected

= ]
Add || Edit Remove

[¥] Produce counter-example

CTLJAG @x{state} - > EF(state=Ready)) [~]

Figure 5.5: Query Checkingnainwindow showing query checking results.
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