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ABSTRACT

A temporal logic query is a temporal logic formula with placehold-
ers. Given a model, a solution to a query is a set of assignments
of propositional formulas to placeholders, such that replacing the
placeholders with any of these assignments results in a temporal
logic formula that holds in the model. Query checking, first intro-
duced by William Chan [2], is an automated technique for finding
solutions to temporal logic queries. It allows discovery of the tem-
poral properties of the system and as such may be a useful tool for
model exploration and reverse engineering.

This paper describes an implementation of a temporal logic query
checker. It then suggests some applications of this tool, ranging
from invariant computation to test case generation, and illustrates
them using a Cruise Control System.

Categories and Subject Descriptors

D.2.4 [Software Engineering]: Software/Program Verification—
Formal methods; Model checking; D.2.1 [Software Engineering]:
Requirements/Specifications—Tools; F.4.1 [Mathematical Logic
and Formal Languages]: Mathematical Logic—Temporal Logic

General Terms
Documentation; Verification

Keywords
Query-checking; CTL; multi-valued model-checking

1. INTRODUCTION

Temporal logic model-checking [7] allows us to decide whether
a property stated in a temporal logic such as CTL [6] holds in a
state-based model. Typical temporal logic formulas are AG(p A
q): “both p and ¢ hold in every state of the system”, or AG(p =
AXq): “every state in which p holds is always followed by a state
in which ¢ holds”.

Model checking was originally proposed as a verification tech-
nique; however, it is also extremely valuable for model understand-
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Figurel: A simple state machine.

ing [2]. We rarely start the study of a design with a complete spec-
ification available. Instead, we begin with some key properties,
and attempt to use the model-checker to validate them. When the
properties do not hold, and they seldom do, what is at fault: the
properties or the design? Typically, both need to be modified: the
design if a bug was found, and the properties if they were too strong
or incorrectly expressed. Thus, this process is aimed not only at
building the correct model of the system, but also at discovering
which properties it should have.

Query checking was proposed by Chan [2] to speed up design un-
derstanding by discovering properties not known a priori. A tem-
poral logic query is an expression containing a symbol 7, referred
to as the placeholder, which may be replaced by any propositional
formula® to yield a CTL formula, e.g. AG?., AG(?z A p). The
solution to a query is a set of strongest propositional formulas that
make the query true. For example, consider evaluating the query
AG?,, i.e., “what are the invariants of the system”, on a model in
Figure 1. (p Vv q) A r is the strongest invariant: all others, e.g.,
pV qorr,are implied by it. Thus, it is the solution to this query. In
turn, if we are interested in finding the strongest property that holds
in all states following those in which —¢ holds, we form the query
AG(—~q = AX?;) which, for the model in Figure 1, evaluates to
q AT,

In solving queries, we usually want to restrict the atomic propo-
sitions that are present in the answer. For example, we may not
care about the value of r in the invariant computed for the model in
Figure 1. We phrase our question as AG(?-{p, q}), thus explicitly
restricting the propositions of interest to p and ¢. The answer we
getis p V q. Given a fixed set of n atomic propositions of interest,
the query checking problem defined above can be solved by taking
all 22" propositional formulas over this set, substituting them for
the placeholder, verifying the resulting temporal logic formula, tab-

LA propositional formula is a formula built only from atomic
propositions and boolean operators.



ulating the results and then returning the strongest solution(s) [1].
The number n of propositions of interest provides a way to con-
trol the complexity of query checking in practice, both in terms of
computation, and in terms of understanding the resulting answer.

In his paper [2], Chan proposed a number of applications for
query checking, mostly aimed at giving more feedback to the user
during model checking, by providing a partial explanation when
the property holds and diagnostic information when it does not. For
example, instead of checking the invariant AG(a V' b), we can eval-
uate the query AG?;{a, b}. Suppose the answer is a A b, that is,
AG(a A b) holds in the model. We can therefore inform the user
of a stronger property and explain that a V b is invariant because
a A bis. We can also use query checking to gather diagnostic
information when a CTL formula does not hold. For example, if
AG(req = AF ack) is false, that is, a request is not always fol-
lowed by an acknowledgment, we can ask what can guarantee an
acknowledgment: AG(?, = AF ack).

In his work, Chan concentrated on valid queries, that is, queries
that always yield a single strongest solution. All of the queries
we mentioned so far are valid. Chan showed that in general it is
expensive to determine whether a CTL query is valid. Instead, he
identified a syntactic class of CTL queries such that every formula
in the class is valid. He also implemented a query-checker for this
class of queries on top of the symbolic CTL model-checker SMV.

Queries may also have multiple strongest solutions. Suppose
we are interested in exploring successors of the initial state of the
model in Figure 1. Forming a query EX?7?,, i.e., “what holds in
any of the next states, starting from the initial state s¢?”, we get
two incomparable solutions: p A g A rand =p A g A r. Thus,
we know that state so has at least two successors, with different
values of p in them. Furthermore, in all of the successors, g A r
holds. Clearly, such queries might be useful for model exploration.
Checking queries with multiple solutions can be done using the
method of Bruns and Godefroid [1]. They extend Chan’s work by
showing that the query checking problem with a single placeholder
can be solved using alternating automata [17]. In fact, the queries
can be specified in temporal logics other than CTL. However, so
far this solution remains purely theoretical: no implementation of
such a query-checker is available.

The range of applications of query checking can be expanded
further if we do not limit queries to just one placeholder. In partic-
ular, queries with two placeholders allow us to ask questions about
pairs of states, e.g., dependencies between a current and a next state
in the system.

This paper describes three major contributions:

1. We enrich the language of queries to include several place-
holders. The previous methods only dealt with one place-
holder, referring to it as “?”. In our framework, placeholders
need to be named, e.g. “?.”, “7,”, “Tpre”.

2. We describe the temporal logic query checking tool which
we built on top of our existing multi-valued model-checker
XChek [4, 5]. The implementation not only allows one to
compute solutions to the placeholders but also gives witnesses
— paths through the model that explain why solutions are as
computed.

3. We outline a few uses of the temporal logic query checking,
both in domains not requiring witness computation and in
those that depend on it.

The rest of this paper is organized as follows: in Section 2, we
give the necessary background for this paper, briefly summariz-
ing CTL model-checking, query checking, and multi-valued CTL

model-checking. Section 3 defines the reduction of the query check-
ing problem to multi-valued model-checking. Section 4 describes
some possible uses of query checking for model exploration. We
illustrate these on an example of the Cruise Control System [16].
This section can be read without the material in Sections 2 and 3.
We conclude in Section 5 with the summary of the paper and the
directions for future work. Proofs of theorems that appear in this
paper can be found [11].

2. BACKGROUND

In this section, we briefly outline CTL model-checking, describe
the query checking problem, and give an overview of multi-valued
CTL model-checking.

2.1 CTL Model-Checking

CTL model-checking [6] is an automatic technique for verify-
ing properties expressed in a propositional branching-time tempo-
ral logic called Computation Tree Logic (CTL). The system is rep-
resented by a Kripke structure, and properties are evaluated on a
tree of infinite computations produced by unrolling it. A Kripke
structure is a tuple (.S, so, A, R, I') where:

e S is a finite set of states, and sq is the initial state;
e A isa set of propositional variables;
e R C S x S isthe (total) transition relation;

e I:S — 2% isa labeling function that maps each state onto
the set of propositional variables which hold in it.

CTL is defined as follows:
1. Constants true and false are CTL formulas.
2. Every atomic proposition a € A isa CTL formula.

3. If ¢ and + are CTL formulas, then so are —p, ¢ A Y, p V
v, EXp, AXp, EFp, AFp, E[pUy], AlpUv], EGe,
AG.

The boolean operators —, A and V have the usual meaning. The
temporal operators have two components: A and E quantify over
paths, while X, F, U and G indicate “next state”, “eventually (fu-
ture)”, “until”, and “always (globally)”, respectively. Hence, AX ¢
is true in state s if ¢ is true in the next state on all paths from s.
E[pUr] is true in state s if there exists a path from s on which ¢
is true at every step until v becomes true.

The formal semantics of CTL is given in Figure 2. In this figure,
we use a function [¢] : S — {true, false} to indicate the result
of checking a formula ¢ in state s. We further define the set of
successors for a state s:

R(s) = {s|(s,s') € R}

The more familiar notation for indicating that a property ¢ holds
in a state s of a Kripke structure K (K, s = ) can be defined as
follows:

KskEe [¢](s) = true
K,sl e [¢](s) = false

We also say that a formula ¢ holds in a Kripke structure K if ¢
holds in K’s initial state. In Figure 2, we used conjunction and
disjunction in place of the more familiar universal and existential



[€1(s) = ¢ fort e {true,false}
[al(s) = a€l(s),forac A
[el(s) = -lel(s)
[endl(s) = Tel(s) ATv](s)
[evel(s) = [el(s) Vv I[¥l(s)
[EXe](s) = Vs/eR(s) [l (s")
[AXel(s) = Asveres [el(s)

Figure2: Formal semanticsof CTL operators.

{false, p, —p, true} T{false}
true
{p, ~p, true} 1{p, —-p}
P Q -p  {p,true} {-p,true} 1{p} {-p}
{true} T{true}
false
(a) ® U (© "

Figure3: Latticesfor set P = {p} (from [1]): (a) (PF(P),=
) (b) (U(PF(P),=),C); (c) same as (b), represented using
minimal elements.

quantification. The semantics of £X and AX can be alternatively
expressed as

[EX¢](s) = 3s'€ R(s)-[](s)
[AXe](s) = Vs' € R(s) [¢](s")
Semantics of EG and EU is as follows:
[EG¢](si) = 3 some path s;, sit1,... s.t.
Vi =i [e](s5)
[Ele U ¢]](s;) = I some path s;,si+1,..., s.t.

3j >0 [¥](s;) A
Vk-i <k <j= [p](sk)

Finally, the remaining CTL operators are given below:

AlpU Y] = ~E[6U oA~ A ~EG-
AXp = —-EX-p

AF¢ = Aftrue U o]

EFy = Eltrue U y]

AG(p = ﬁEFﬁ(p

For example, consider the model in Figure 1, where s is the
initial state and A = {p, g, r}. Properties AG(pV ¢q) and AFq are
true in this model, whereas A X p is not.

2.2 Query Checking Fundamentals

This exposition follows the presentation in [1].

A lattice is a partial order (£, C), where every finite subset B C
L has a least upper bound (called “join” and written as LIB) and a
greatest lower bound (called “meet” and written MB). T and L are
the maximal and the minimal elements of a lattice, respectively. A
lattice is distributive if join distributes over meet and vice versa.

Given a set of atomic propositions P, let PF(P) be the set of
propositional formulas over P. For example, PF'({p}) = {true,
false, p, —p}. This set forms a distributive lattice under implication
(see Figure 3(a)). Since p = true, p is under true in this lattice.
Meets and joins in this lattice correspond to classical A and Vv op-
erations, respectively.

A propositional formula ) is a solution to a query ¢ in state s
if substituting +) for the placeholder in ¢ is a formula that holds

in the Kripke structure K in state s. A query ¢ is positive [2]
if when ; is a solution to ¢ and ¥1 = 2, then ¢ is also a
solution. For example, if p A ¢ is a solution to ¢, then so is p.
In other words, the set of all solutions to a positive query is a set
of propositional formulas that is upward closed with respect to the
implication ordering: if some propositional formula is a solution,
so is every weaker formula. Alternatively, a query is positive if
and only if all placeholders in it occur under an even number of
negations [2]. Further, for positive queries it makes sense to look
just for the strongest solutions because all other solutions can be
inferred from them. These notions are formalized below.
Given the ordered set (£, C) and a subset B C £, we define

IB={teLl|IbeB-bC 1}

For example, for the ordered set (PF({p}),=") shown in Fig-
ure 3(a), 1{p, ~p} = {p, —p,true}. A subset B of L is an upset if
1B = B. Thus, {p, —p} is not an upset whereas {p, —p, true} is.
We write U(L, C) for the set of all upsets of £. The distributive
lattice formed by elements of U(PF ({p}), =) ordered by set in-
clusion is shown in Figure 3(b). We refer to this as an upset lattice.

Finally, we note that each upset can be uniquely represented by
the set of its minimal elements. For example, for P = {p}, {p, —p}
is sufficient to represent the set {p, —p, true}, and {false} is suffi-
cient to represent {p, —p, true, false }. Figure 3(c) shows the lattice
(U(PF(P),=), <) represented using minimal elements. In the
remainder of this paper, when we say that X is a solution to a query,
we mean that X C PF(P), X is the set of minimal solutions to
this query, and 1 X is the set of all of its solutions.

2.3 Multi-Valued Model-Checking

Multi-Valued CTL model-checking [5] is a generalization of the
model-checking problem. Let B refer to the classical algebra with
values true and false (“classical logic”). Instead of using B, multi-
valued model-checking is defined over any De Morgan algebra
L = (L,C,—), where (£, C) is a finite distributive lattice and — is
any operation that preserves involution (—=—¢ = ¢) and De Morgan
laws. Conjunction and disjunction are defined using meet and join
operations of (£, C), respectively. In this algebra, we get =T = L
and -L = T, but not necessarily the law of non-contradiction
(¢ N =€ = 1) orexcluded middle (¢ vV —¢ = T).

Properties are specified in a multiple-valued extension of CTL
called XCTL. XCTL has the same syntax as CTL, except that any
¢ € Lisalsoa XCTL formula. However, its semantics is somewhat
different. We modify the labeling function of the Kripke structure
tobeI:S x A — L, so that for each atomic proposition a € A,
I(s,a) = ¢ means that the variable a has value ¢ in state s. Thus,

[€1(s) Lforte L
[a](s) I(s,a),forac A

The other operations are defined as their CTL counterparts (see
Figure 2), where v and A are interpreted as lattice LI and 1, re-
spectively. In fact, in the rest of this paper we often write “\v” and
“A” in place of “LU” and “M”, even if the algebra we use is different
from B.

The complexity of model-checking a XCTL formula ¢ on a Kripke
structure K = (S, s0, A, R,I) over analgebra L = (£,C,—) is
O(|S] x h x |¢|), where h is the height of the lattice (£, C), pro-
vided that meets, joins, and quantification operations take constant
time [5].

We have implemented a symbolic model-checker XChek [4] that
receives a Kripke structure K and a XCTL formula ¢ and returns
an element of the algebra corresponding to the value of ¢ in K.
The exact interpretation of this value depends on the domain. For



example, if the algebra is B, XChek returns true if o holds in K and
false if it does not: this is the classical model-checking. For more
information about multi-valued model-checking, please consult [4,
5].

3. TEMPORAL LOGIC QUERY-CHECKER

In this section, we describe the computation of query-checking
solutions in detail. We express the query-checking problem for one
placeholder in terms of the multiple-valued model-checking frame-
work described in Section 2. We then discuss how to deal with
queries containing multiple placeholders, and finally what to do in
the case of non-positive queries.

Recall that multi-valued model-checking is an extension of model-
checking to an arbitrary De Morgan algebra. In our case, the alge-
bra is given by the upset lattice of propositional formulas (see Fig-
ure 3). In order to reduce query-checking to multi-valued model-
checking, we need to translate a given query into a XCTL formula
such that the element of the upset lattice corresponding to the value
of the XCTL formula is the set of all solutions to the query.

3.1 Intuition

Consider two simple examples of temporal logic queries, using
the model in Figure 1. First, we ask 7, meaning “what proposi-
tional formulas are true in a state”. Solving this query with respect
to so, we notice that the formula pA—gAr holds in so, and all other
formulas that hold in so are implied by it. Thus, it is the strongest
solution, and the set of all solutions is given by 1{p A =g A r}.

Next, we look at AX7,, which means “what single formula
holds in all successor states”. To solve this query with respect to
the state so, we must first identify all successors of so, solve the
query 7, for each of them, and finally take the intersection of the
results. The solution to 7, in the two successors of so: s1 and sz,
is T{-pAgAr}and T{p A g A r}, respectively. The intersection
of these solutions is T{g A r}; thus, ¢ A r holds in all successors
of so, and any other solution to AX?, is implied by it. Notice
that this computation is (1, r(.) [72](s"), and since intersection
corresponds to meet in the upset fattice, this precisely matches the
XCTL semantics of AX from Figure 2. Based on this observation,
we show how query-checking is reduced to multi-valued model-
checking.

3.2 Reduction to xCTL

The translation is defined top-down. All operators, constants,
and propositional variables are translated one-to-one: ¢ V ¢ is
mapped to the disjunction of the translation of ¢ with the trans-
lation of +); any variable p is mapped to itself; true is mapped to the
constant symbol T; and so forth. For the model in Figure 1,

Ip A —=q](so) [p](s0) M —la](so)
= Tn-1L

= T

We now show how to translate the placeholder 7. Consider the
computation of 7,{p, q} in state so of the model in Figure 1. The
solution T{pA—q} to the query is obtained by examining the values
of p and ¢ in so. We formalize this using the case-statement:

[?z{p,a}l(s) =
case ([p A ~ql(s) =T): T{p N —~q}
case ([pAql(s)=T) T{pAq}

and since all of the cases are disjoint, this yields the (syntactic)
translation:

(p A =g A T{p A —q})
Vo (pAgANT{pAg})
Vo (mp AgAT{pAq})
V. (mp A =g A T{—p A —g})

So, to evaluate ?..{p, ¢}, we use the fact that [p A ¢](s0) = T
to get

[72{p, a}](s0)

([p A =gl (s0) M T{p A ~q})
(Ip A ql(s0) M T{p A q})

(T 1H{p A ~a})
U lu-.-

= MpA-q}

To illustrate this idea further, consider a more complex query
?2{p,q} N EX?.{p, ¢}, evaluated in state so of Figure 1. The set
of all solutions to the subquery EX7.{p,q} is 1{p A q,—p A ¢},
and the set of all solutions to 7. is T{p A —¢}. To get the set of all
solutions to our query, we intersect the results to get T{p,p # ¢}.

[
U

THEOREM 1. Let T be the above translation from CTL queries
into XCTL. Then, for any CTL query ¢ and state s in the model,
[T ()] (s) contains exactly the solutions to ¢ in state s.

As stated in Section 2.3, multiple-valued model-checking has
time complexity O(]S| x h x |¢|), where h is the height of the
lattice. Thus, to estimate the complexity of query-checking, we
need to compute the height of the upset lattice used in the reduction
of query-checking to multi-valued model-checking. If the place-
holder is restricted to n atomic propositions {p1,...,pn}, then,
since there are 2" propositional formulas in n variables, the height
of the upset lattice (U(PF({p1,...,pn}),=),C)is2%" +1. The
complexity of query-checking is O(|S| x 22" x |¢])

Recall that in traditional model-checking, the height of the model-
checking lattice is 2, and the complexity is O(|S| x |¢|). Thus,
solving a query is, in the worst case, 22" times slower than check-
ing an equivalent model-checking property. However, we find that
in practice the running time of the query-checker is much better
than the worst case (see Section 4.4).

3.3 More Complex Queries

More than one placeholder can be required to express some prop-
erties of interest. In this section, we give an extension of query-
checking which allows for multiple placeholders, where each may
depend on a different set of propositional variables. Furthermore,
we describe how to solve non-positive queries.

3.3.1 Multiple Placeholders

If a query contains multiple placeholders, it is transformed into
a CTL formula by substituting a propositional formula for each
placeholder. Thus, given a query on n placeholders, with L; be-
ing the lattice of propositional formulas for the ith placeholder,
the set of all possible substitutions is given by the cross product
L=1L; x---x L,. We can lift the implication order, pointwise,
to the elements of L, thus forming a lattice. For two placeholders,
let 1,11 € L1 and 2,12 € Lo. Then,

(1, p2) = (P1,v2) iff (o1 = 1) and (w2 = ¥2)

Once again, the set of all solutions to a query is an element of the
upset lattice over L.

We now show how to translate queries with multiple placehold-
ers to XCTL. Consider the query 7, V (EX?, A AX?,). Each



potential solution to this query is an element of L = L1 x Ls. To
solve this query, we first find solutions to each subformula and then
combine the results. Let B C L, be the set of all solutions to 7,
when viewed as a query with just one placeholder. However, since
we have two placeholders, each solution, including the intermedi-
ate ones, must be a subset of L. The query 7. does not depend on
the placeholder 7,; therefore, any substitution for 7, (i.e., any ele-
ment of Ls) is acceptable. This results in 7, = B x Lo. Similarly,
the set of all solutions for EX 7, is C x Lo, and for AX?, —
L1 x D, forsome C' C L; and D C L,. Combining these results,
we get

(B x L2) U((C x L2) N (L1 x D))
= (BxL2)U(Cx D)

Thus, the set of solutions to this query is {(z,y) | z € BV (z €
CAyeD)}.

For example, let us compute the solution to the query 7. {p, ¢} A
EX?,{p,q} in state so of the model in Figure 1. We know from
the example in Section 3.2 with just one placeholder,

[?=](s0) = MHpA-q}
[EX?,](s0) = MpAg-pAg}

Further, recall that T{false} = PF'({p, q}). Each solutionto 7. {p, ¢}

ANEX?,{p, q} is an element of the lattice
L=PF({p,q}) x PF({p,q})

In this lattice,
[?7](s0) = T{pA g} x {false}
[EX?y](s0) = T{false} x T{p Agq,—~pAg}

Putting these together, yields

HpA-g} x H{pAg,—pAg}

Thus, this query has two minimal solutions: (p A =¢,p A q), and
(p A—q,—pAq).

3.3.2 Negation

Every query can be converted to its negation-normal form —
the representation where negation is applied only to atomic propo-
sitions and placeholders. A query is positive if and only if all
of its placeholders are non-negated when the query is put into its
negation-normal form. Furthermore, we say that an occurrence of
a placeholder in a query is negative if it appears negated in the
negation-normal form of the query, and positive otherwise.

In this section, we describe how non-positive queries can be
solved by transforming them into positive form, query-checking,
and post-processing the solution. Note that the solution-set for
negated placeholders depend on the maximal solutions?, rather than
the minimal ones. We consider two separate cases: (1) when all
occurrences of a placeholder are either negative or positive, and
(2) when a given placeholder appears in hoth negative and positive
forms.

In case (1), the query is converted to the positive form by re-
moving all of negations that appear in front of a placeholder, and
then solved as described in the previous section. Finally, if the ith
placeholder occurred in a negative position, the ith formula in the
solution is negated to yield the correct result.

THEOREM 2. If (p1,..., ¢n) is a solution to a query @, and
query Q' is identical to () except that the ith placeholder appears
negated, then (o1, ..., s, ..., p,) isasolutionto Q'.

2An element ¢ of a solution-set X C PF(P) is maximal if, for all
peX, Y=o

We sketch the proof by giving an example for a query with a sin-
gle placeholder. Consider the query AG—?... We obtain a solution-
set to AG?, and choose one formula ¢ from it. Since AG¢ holds
in the model, so does AG—(—¢); therefore, —¢ is in the solution-
set for AG—7.

In case (2), if a placeholder 7, appears both in the positive and
the negative forms, we first replace each positive occurrence with
7.+ and each negative occurrence with 7,_, and then solve the
resulting query. Finally, the set of all solutions to 7, is given by the
intersection of solutions to 7.+ and 7,_.

The complexity of using multi-valued model-checking for query-
checking with multiple placeholders remains determined by the
height of the lattice. We show the result for two placeholders:
22{p1,...,pn} and 2, {q1,...,qm}. There are 22" possible so-
lutions to ?,,, and 22" to ?,; therefore, there are 22" +2" possible
simultaneous solutions. The height of the powerset lattice of solu-
tions is 22" +2" + 1, and so the complexity is O(| S| x 22" +2" x
l]). This result generalizes easily to any number of placehold-
ers. As with the case of a single placeholder, we find that in prac-
tice query checking is more feasible than its worst case (see Sec-
tion 4.4).

4. APPLICATIONS AND EXPERIENCE

In this section, we show two different techniques for model ex-
ploration using temporal logic queries. The technique presented
in Section 4.2 uses only the solutions to the query-checking prob-
lem and is essentially an extension of the methodology proposed
by Chan in [2]. The technique presented in Section 4.3 is com-
pletely new and is based on the fact that in addition to computing
the solution to a query, our model-checker can also provide a wit-
ness explaining it. The examples in this section are based on our
own experience in exploring an SCR specification of a Cruise Con-
trol System [16], described in Section 4.1. Please refer to Table 3
for the running time of various queries used in this section.

4.1 The Cruise Control System (CCS)

The Cruise Control System (CCS) is responsible for keeping
an automobile traveling at a certain speed. The driver acceler-
ates to the desired speed and then presses a button on the steer-
ing wheel (Button = bCruise) to activate the cruise control. The
cruise control then maintains the car’s speed, remaining active un-
til one of the following events occurs: (1) the driver presses the
brake pedal (Brake); (2) the driver presses the gas pedal (Accel);
(3) the driver turns the cruise control off (Button = b0ff); (4)
the engine stops running (Running); (5) the driver turns the igni-
tion off (Ignition); (6) the car’s speed becomes uncontrollable
(Toofast). If any of the first three events listed above occur, the
driver can re-activate the cruise control system at the previously set
speed by pressing a “resume” button (Button = bResume).

The SCR method [12] is used to specify event-driven systems.
System outputs, called controlled variables, are computed in terms
of inputs from the environment, called monitored variables, and the
system state. To represent this state, SCR uses the notion of mode-
classes — sets of states, called modes, that partition the monitored
environment’s state space. The system changes its state as the re-
sult of events — changes in the monitored variables. For example,
an event @T(a) WHEN b, formalized as —a A b A a’, indicates that
a becomes true in the next state while b is true in the current state.
We prime variables to refer to their values in the next state.

We use the simplified version of CCS [3] which has 10 monitored
variables and 4 controlled variables. One of these, Throttle, is
described below. The system also has one modeclass CC, described
in Table 1. Each row of the mode transition table specifies an event



that activates a transition from the mode on the left to the mode
on the right. The system starts in mode 0ff if Ignition is false,
and transitions to mode Inactive when Ignition becomes true.
Table 2 shows the event table for Throttle. Throttle assumes
the value tAccel, indicating that the throttle is in the accelerating
position, when (1) the speed becomes too slow while the system
is in mode Cruise, as shown in the first row of Table 2; or (2)
the system returns to the mode Cruise, indicated by @T(Inmode),
and the speed has been determined to be too slow (see the second
row of the table).

4.2  Applications of Queries without Witnesses

Below we show how temporal logic queries can replace sev-
eral questions to a CTL model-checker to help express reachability
properties and discover system invariants and transition guards.

Reachability analysis. A common task during model exploration
is finding which states are reachable. For example, in CCS we
may want to know whether all of the modes of the modeclass CC
are reachable. This can be easily solved by checking a series of
EF properties. For example, EF(CC = Cruise) holds if and
only if the mode Cruise is reachable. However, queries provide
a more concise representation: the solution to the single query
EF?.{ccC} corresponds to all of the reachable modes, i.e., those
values p; for which EF(CC = p;) is true. In our example, the
solutions include all of the modes; thus, all modes are reachable.
Similarly, finding all possible values of Throttle when the sys-
tem is in mode Cruise is accomplished by the query EF((CC =
Cruise)A?,{Throttle}). More complex analysis can be done
by combining E'F' queries with other CTL operators. For an exam-
ple, see the queries in rows 6 and 7 of Table 3.

Discovering invariants. Invariants concisely summarize com-
plex relationships between different entities in the model, and are
often useful in identifying errors. To discover all invariants, we
simply need to solve the query AG?,, with the placeholder re-
stricted to all atomic propositions in the model. Unfortunately, in
all but the most trivial models, the solution to this query is too big to
be used effectively [2]. However, it is easy to restrict our attention
to different parts of the model. For example, the set of invariants of
the mode Inactive, with respect to the variables Ignition and
Running, is the solution to the query

AG((cC = Inactive) =7, {Ignition, Running})

which evaluates to 7, = Ignition. Furthermore, using multiple
placeholders, we can find all invariants of each mode using a single
query. For example, each solution to the query

AG(?.{cC} =7,{Ignition,Running})

corresponds to invariants of each individual mode. In our example,
the solution

7z = (CC = Cruise), 7, = Ignition A Running

indicates that Ignition and Running remain true while the system
is the mode Cruise. Moreover, this query can also help the analyst
determine which invariants are shared between modes. From the
solution

e = (CC = (Inactive V Cruise V Override))
7, = Ignition

we see that Ignition not only stays true throughout the mode

Inactive, butitisalso invariant in the modes Cruise and Override.

The mode invariants for CCS that we were able to discover using
query-checking are equivalent to the invariants discovered by the

algorithms in [14, 15]. Notice that the strength of the invariants
obtained through query-checking depends on the variables to which
the placeholder is restricted. The strongest invariant is obtained by
restricting the placeholder to all of the monitored variables of the
system.

Guard discovery. Finally, we illustrate how queries can be used
to discover guards [18]. Suppose we are given a Kripke structure
translation of an SCR model, i.e., events that enable transitions
between modes are not explicitely represented. We can reverse-
engineer the mode transition table by discovering guards in the
Kripke structure.

Formally, a guard is defined as the weakest propositional formula
over current (pre-) and next (post-) states such that the invariant
a Ay = [ holds, where ~ is the guard, and « and 3 are the
pre- and post-conditions, respectively. Notice that since we define
the guard to be the weakest solution, the guard does not directly
correspond to an SCR event. Later we show that SCR events can
be discovered by combining guards with mode invariants. Since
guards are defined over pre- and post-states, two placeholders are
required to express the query used to discover them, making the
guard the weakest solution to the query

AG(aN?pre = AX (Tpost = 3))

We now show how this query is used to discover an event that
causes CCS to switch from the mode Cruise to Inactive. In this
case, we let « = (CC = Cruise), and 8 = (CC = Inactive);
furthermore, for practical reasons we restrict the 7, and ?,0s:
placeholders to the set {Toofast, Running, Brake }. After solving
this query, we obtain two solutions:

?pre = Brake V Toofast V —Running, 7post = true
Tpre = true, 7post = “Running V Toofast

Before analyzing the result, we obtain the invariant for the mode
Cruise:

CC = Cruise = —Brake A\ —Toofast A Running

using the invariant discovery technique presented in Section 4.2.
We notice that the first solution violates the invariant, making the
antecedent of the implication false; however, from the second solu-
tion, it follows that

AG((CC = Cruise) =
AX ((—Running V Toofast) = (CC = Inactive)))

holds, yielding the guard v+ = —Running’ V Toofast’. Finally,
combining this with the invariant for the mode Cruise, we deter-
mine that the mode transition is guarded by two independent events,
@F(Running) and @T(Toofast), just as indicated in the mode
transition table.

4.3 Applications of Queries with Witnesses

Given an existential CTL formula that holds in the model, a
model-checker can produce a trace through the model showing why
the formula holds. This trace is called a witness to the formula.
Similarly, given an existential query, the query-checker can pro-
duce a set of traces, which we also refer to as a witness, showing
why each of the minimal solutions satisfies the query.

For example, consider the query EX ?,{p} for the model in Fig-
ure 1. It has two minimal solutions: ?,, = p and ?,, = —p; there-
fore, the witness consists of two traces, one for each solution, as
shown in Figure 4. The trace so, s2 corresponds to the solution p,
and the trace so, s1 — to the solution —p.

All of the traces comprising a witness to a query start from the



| Old Mode | Event | New Mode |
| 0ff | @T(Ignition) | Inactive |
Inactive | @F(Ignition) 0ff
@T(Button = bCruise) WHEN Ignition AND Running AND
NOT (Toofast) AND NOT (Brake) AND NOT (Accel) Cruise
Cruise @F(Ignition) 0ff
@T(Toofast) OR @F(Running) Inactive
@T(Brake) OR @T(Accel) OR @T(Button = bOff) Override
Override | @F(Ignition) 0ff
@F(Running) WHEN Ignition Inactive
@T(Button = bResume) WHEN Ignition AND Running AND
NOT (Toofast) AND NOT (Brake) AND NOT (Accel) Cruise
@T(Button = bCruise) WHEN Ignition AND Running AND
NOT (Toofast) AND NOT (Brake) AND NOT (Accel) Cruise

Initial Mode: 0ff WHEN NOT Ignition

Table 1. Modetransition tablefor mode class CC of the cruise control system.

| Modes | Events |
Cruise @T(Speed = slow) @T(Speed = ok) @T(Speed = fast) @F(Inmode)
Cruise @T(Inmode) @T(Inmode) @T(Inmode) @F(Inmode)
WHEN (Speed = slow) | WHEN (Speed = ok) | WHEN (Speed = fast)
Throttle' = | tAccel | tMaintain | tDecel | t0ff |

Initial: Throttle = tOff

Table 2: Event tablefor the controlled variable Throttle.

S0
T2 —p/ \?z = -p
S2 S1

Figure4: A witnessfor EX7,{p}, in themodel in Figure 1.

initial state, so they can be represented as a tree. In addition, our
query-checker labels each branch in the tree with the set of solu-
tions that are illustrated by that branch. In the example in Fig-
ure 4, the left branch is labeled with 7., = p and the right — with
7. = —p. The benefit of treating a witness as a tree rather than a set
of independent traces is that it becomes possible to prefer certain
witnesses over others. For example, we may prefer a witness with
the longest common prefix, which usually results in minimizing the
total number of traces comprising the witness. We now show how
witnesses can be used in several software engineering activities.

Guided simulation. The easiest way to explore a model is to
simulate its behavior by providing inputs and observing the system
behavior through outputs. However, it is almost impossible to use
simulation to guide the exploration towards a given objective. Any
wrong choice in the inputs in the beginning of the simulation can
result in the system evolving into an “uninteresting” behavior. For
example, let our objective be the exploration of how CCS evolves
into its different modes. In this case, we have to guess which set
of inputs results in the system evolving into the mode Cruise, and
then which set of inputs yields transition into the mode Inactive,
etc. Thus, the process of exploring the system using a simulation is
usually slow and error prone.

An interesting alternative to a simple simulation is guided simu-

lation. In a guided simulation setting, the user provides a set of ob-
jectives, and then only needs to choose between the different paths
through the system in cases where the objective cannot be met by a
single path. Moreover, each choice is given together with the set of
objectives it satisfies.

Query-checking is a natural framework for implementing guided
simulations. The objective is given by a query, and the witness
serves as the basis for the simulation. For example, suppose we
want to devise a set of simulations to illustrate how CCS evolves
into all of its modes. We formalize our objective by the query
EF?.{cc} and explore the witness. Moreover, we indicate that
we prefer a witnesses with the largest common prefix, which re-
sults in a single trace through the system going through modes 0£ £,
Inactive, Cruise, and finally Override. This trace corresponds
to a simulation given by the sequence of events: @T(Ignition),
@T(Running), @T(Button = bCruise), and @T(Button =
b0££). Since our objective was achieved by a single trace, the sim-
ulation was generated completely automatically, requiring no user
input.

Test case generation. Although the primary goal of model-checking
is to verify a model against temporal properties, it has recently been
used to generate test cases [10, 9, 13, 18]. Most of the proposed
techniques are based on the fact that in addition to computing ex-
pected outputs, a model-checker can produce witnesses (or counter-
examples) which can be used to construct test sequences. The prop-
erties that are used to force the model-checker to generate desired
test sequences are called trap properties [10].

Gargantini and Heitmeyer [10] proposed a method that uses an
SCR specification of a system to identify trap properties satisfy-
ing a form of branch coverage testing criterion. Their technique
uses both mode transition and condition tables to generate test se-



[ [ Query

| Time [ Explanation

1] EF7,{cc} 0.5065
2 | EF(CC = CruiseA7,{Throttle}) 0.673s
3 | AGEF?,{cc) 0.787s
4 | EFEG?,{cc) 0.720s
5 | AG(CC = Inactive =7,{Ignition,Running}) 0.267s
6 | AG(?.{cC} =7.{Ignition, Running}) 0.942s
7 | EF(CC = 0££ A EX7?pew {CC}) 0.187s
8 EF(?old{CC} ANEX?ew {CC}) 1.204s
9 | EF((cC = Cruise)A?,{Toofast, Running}A 0.335s
EX(?,{Toofast,Running} A CC = Inactive))

what are all reachable modes

what values of Throttle are reachable in mode Cruise

what modes are globally reachable

what modes have self-loops

what are the invariants, over Ignition and Running, of mode
Inactive

find all mode invariants, restricted to Ignition and Running
what modes can follow 0ff

what pairs of modes can follow each other

how do values of Toofast and Inactive change as the system
goes between modes Cruise and Inactive

Table 3: Summary of queriesused in Section 4.

| | Query | Time |
1 | EF(CC = Override) 0.265s
2 | EF?.{cc} 0.5965
3 | EF(CC = Cruise A Throttle = t0ff) 0.257s
4 | EF(CC = CruiseA7;{Throttle}) 0.673s
5 | EF(CC = CruiseA?,{Throttle, Running, Toofast}) | 1.648s

Table 4: Comparison between model-checking and query-checking.

quences. Here, we illustrate how our technique is applicable on
mode transition tables; other tables can be analyzed similarly.

The method in [10] assures a form of branch coverage by satis-
fying the following two rules: (1) for each mode in the mode tran-
sition table, test each event at least once; (2) for each mode, test
every case when the mode does not change (no-change) at least
once. For example, the two test sequences need to be generated for
mode O£ £, one testing the event @ T(Ignition), and the other test-
ing the no-change case. These can be obtained using the following
trap properties:

EF((cC = 0£f) A EX(CC = Inactive))
EF((cC =0£f) A EX(CC = 0£f))

Alternatively, the two test sequences can be obtained from a wit-
ness to a single query EF ((CC = 0ff) A EX?pncw{CC}). Sim-
ilarly, the set of test sequences that cover the full mode transition
table is obtained from the witness of the query EF(?7,4{CC} A
EX?new{CC}).

Since all of the traces comprising a witness to a query are gener-
ated at the same time, it is possible to minimize the number of dif-
ferent test sequences that guarantee the full coverage of the mode
transition table. Moreover, whenever an EF' query has more then
one minimal solution, the query-checker can produce each minimal
solution, and, if necessary, a witness for it, as soon as the new so-
lution is found. Therefore, even in the cases when the complexity
of the model-checking precludes obtaining the results for all of the
trap properties, the query-checker can produce a solution to some
of the trap properties as soon as possible.

Although the method suggested above generates a set of test se-
quences that cover every change (and every no-change) in the mode
of the system, it does not necessarily cover all of the events. For ex-
ample, the change from the mode Cruise to the mode Inactive is

guarded by two independent events, @T(Toofast) and @F(Running);

however, the witness for our trap query contains only a single trace
corresponding to this change, covering just one of the events. We
can first identify the events not covered by the test sequences from
the witness to the query, and then use the method from [10] to gen-

erate additional test sequences for the events not yet covered.

Alternatively, if we know the variables comprising the event for a
given mode transition, we can remedy the above problem by using
an additional query. In our current example, the events causing the
change from the mode Cruise to the mode Inactive depend on
variables Toofast and Running. To cover these events, we form
the query

EF((cC = Cruise)A?,{Toofast,Running}A
EX(?y{Toofast, Running} A (CC = Inactive)))

The witness to this query corresponds to two test sequences: one
testing the change on the event @ T(Toofast) and the other — on
the event @F(Running).

4.4 Running Time

Theoretical complexity of query-checking in Section 3.2 seems
to indicate that query-checking is not feasible for all but very small
models. However, our experience (see running times of queries
used in this section in Table 3) seems to indicate otherwise. We
address this issue in more detail below.

Theoretically, solving a query with a single placeholder restricted
to two atomic propositions is slower than model-checking an equiv-

alent CTL formula by a factor of 16 = 22* To analyze the dif-
ference between the theoretical prediction and the actual running
times, we verified several CTL formulas and related queries and
summarized the results in Table 4. CTL formulas are checked us-
ing XChek, parametrized for B. The query in the second row is
restricted to two atomic propositions required to encode the enu-
merated type for CC. However, the running time of this query is
only double that of the corresponding CTL formula (row 1). A
similar picture can be seen by comparing the CTL formula in row 3
with the query in row 4 of the table. Finally, increasing the number
of variables that a placeholder depends on, should slow down the
analysis significantly. Yet, comparing queries in rows 4 and 5 of
the table, we see that the observed slowdown is only three-fold.
Although we have not conducted a comprehensive set of experi-
ments to evaluate the running time of our query-checker, we believe



that our preliminary findings indicate that query-checking is in fact
feasible in practice.

5. CONCLUSION

In this section, we summarize the paper and suggest venues for
future work.

5.1 Summary and Discussion

In this paper, we have extended the temporal logic query-checking
of Chan [2] and Bruns and Godefroid [1] to allow for queries with
multiple placeholders, and shown the applicability of this extension
on a concrete example. We have implemented a query-checker for
multiple placeholders using the multi-valued model-checker XChek.
Our implementation allows us not only to generate solutions to tem-
poral logic queries, but also to provide witnesses explaining the
answers. Further, our preliminary results show that it is feasible
to analyze non-trivial systems using query-checking. Please send
e-mail to xchek@cs.toronto.edu for a copy of the tool.

Building a query-checker on top of our model-checker has two
further advantages. First, we allow query-checking over systems
that have fairness assumptions. For example, we can compute in-
variants of CCS under the assumption that Brake is pressed in-
finitely often. As far as we know, Chan’s system does not imple-
ment fairness. Further, the presentation in this paper used CTL
as our temporal logic. However, since the underlying framework
of XChek is based on p-calculus, we can easily extend our query-
checker to handle p-calculus queries.

We are also convinced that temporal logic query-checking has
many applications in addition to the ones we explored here. In par-
ticular, we see immediate applications in a variety of test case gen-
eration domains and hope that practical query-checking can have
the same impact as model-checking for model exploration and anal-
ysis.

Finally, note that query-checking is a special case of multi-valued
model-checking. Multi-valued model-checking was originally de-
signed for reasoning about models containing inconsistencies and
disagreements [8]. Thus, the reasoning was done over algebras de-
rived from the classical logic, where the C relation in L = (£,
C, —) indicates “more true than or equal to”. Query-checking is
done over lattices, and algebras over them, that have a different
interpretation — sets of propositional formulas. We believe that
there might be yet other useful interpretations of algebras, making
XChek the ideal tool for reasoning over them.

5.2 Future Work

In this paper, we have only considered queries where the place-
holders are restricted to sets of atomic propositions. However,
through our experience we found that it is useful to place further
restrictions on the placeholders. For example, we may want to re-
strict the solutions to the query EF'?..{p, ¢, r} only to those cases
in which p and ¢ are not true simultaneously. From the computa-
tional point of view, our framework supports it; however, express-
ing such queries requires an extension to the query language and
some methodology to guide its use. We are currently exploring a
query language inspired by SQL, in which the above query would
be expressed as follows:

EF?, where?,in PF({p,q,r})andnot (7, = pAq)

In the future, we plan to conduct further case studies to better as-
sess the feasibility of query-checking on realistic systems. We also
believe that the existence of an effective methodology is crucial to
the success of query-checking in practice. We will use our case
studies to guide us in the development of such a methodology.
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