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Abstract

Recent years have seen an increasing interest in computer-supported techniques for an-
alyzing correctness of software artifacts. Two main approaches used for improving the
quality of systems are testing and verification. We are interested in applying abstract
interpretation to testing and model checking. Abstract interpretation is a way of sym-
bolically executing programs using abstract instead of concrete domain. In this thesis, we
propose an abstract-interpretation based symbolic tester and an abstract model checker
to analyze infinite-state programs. In our approach, information specified in the abstract
testcases are propagated and the abstraction of behaviors of the program written in a sub-
set of C under analysis is computed automatically using abstract interpretation. Then
we model check the abstracted system: if the model checker yields Yes, the property
holds in the original system, and if the model checker yields No, the property does not
hold. Our tool guarantees convergence and is demonstrated to be sound with respect to
both Yes and No answers. Abstract model checking in conjunction with environmental
assumptions enables us to improve the quality and possibly accelerate the convergence
of our analysis. Finally, we check the effectiveness of the tool on an implementation
of a reactive model — the Safety-Injection System. Our tool is an initial attempt for
building a framework for step-wise automatic verification and scalable program analysis

technique.
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Chapter 1

Introduction

1.1 Motivation

Recent years have seen an increasing interest in computer-supported techniques for an-
alyzing correctness of software artifacts. Two main approaches used for improving the
quality of systems are testing and verification.

In testing [5, 35, 62, 55], one usually checks if a given implementation conforms with
the intended system behavior by providing a set of inputs to the system. During testing,
users experiment with the system by providing a finite number of testcases, and observing
how the output of the system changes based on the input. It has been argued that testing
specifications at the early stage of software development cycle is important to reduce
the cost of software construction [55]. Unfortunately, testing has the drawbacks that
the number of testcases needed to cover the system behavior is significant. Completely
testing a moderate-size system can require tens or hundreds of thousands or possibly
even an infinite number of testcases. Instead, people try to break the input space into a
finite number of equivalence classes. However, generating equivalence classes for input is
notably difficult.

Common verification techniques can be divided into two broad classes: theorem prov-
ing and model checking. Theorem proving is a technique where logical rules of deduction

are used to formally prove that a system satisfies certain desired properties or that one
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system specification is equivalent to another. The logical rules are given by a formal sys-
tem which defines a set of axioms and inference rules, and a theorem prover tries to find
a proof of a property from the axioms of the system. Theorem provers can deal directly
with infinite state spaces. Notable applications of theorem provers are: the Boyer and
Moore theorem prover [10] was used to prove the correctness of many binary machine
code programs produced from high-level languages (such as C); the Verity verification
tool [57] was widely used in the design of processors like System/390 and the PowerPc;
the ACL2 mechanical theorem prover was used to prove the correctness of the floating
point square root microcode [65], and errors in the microcode were found. Recently, the
number and kinds of theorem provers have increased due to the growing interest in them.
The theorem provers have three broad categories according to their degree of automa-
tion: the Larch Prover (LP) [34, 39] and ACL2 [60] are user-guided automatic deduction
tools; Coq [23] and HOL [37] are examples of proof checkers, and they have been used
in program verification; PVS [66] and STeP [8] combine interactive proofs with powerful
decision procedures and model checking. These systems perform an increasing number
of proofs automatically. However, most non-trivial proofs require users guidance, and

users are expected to have considerable mathematical skills and training.

Model checkers [20, 4] automatically verify temporal properties of reactive and con-
current systems. Given a system and a property, a model checker builds the reachability
graph by exhaustively exploring the state-space of the system. A number of industrial
model checkers have been developed, including SPIN [48], SMV [59], and Mur¢ [31].
Symbolic model checking [16] has been a successful technique in which large finite-state
machines are compactly represented by binary decision diagrams (BDDs) [12]. Binary
decision diagram is a canonical form for a Boolean formula. The resulting state space is
much less than the number of states in the original system. For example, HyTech [3, 2]
is a symbolic model checker for encoding real domains using affine constraints on real
variables. Although model checking started as a technique for verifying hardware, it has
been effectively applied in a variety of software projects. For example, SMV has been

used to verify correctness of mode logic in A-7 aircraft [67] and TCAS specifications [17];



1.1. MOTIVATION 3

SPIN has been applied to the validation of the remote object invocation in CORBA
GIOP [52], checking Java programs [40], and many others. Model checking became part
of the routine V&V process during the development of Lucent’s new server product [47],

and has been applied to reasoning about user interfaces [33] and business processes [51].

Model checking offers a potential of push-button verification. However, this poten-
tial 1s not easily realizable, especially for checking correctness of programs, as opposed
to specifications, protocols, or other software artifacts. First of all, model checking is
mostly limited to finite-state systems (i.e., every variable in the system should have a
finite domain). Several model checkers allow reasoning about infinite-state systems by
“executing” all paths of the system up to a certain depth [36, 48]. However, such systems

cannot guarantee that the system satisfies the desired property.

To check programs, an analyst has to utilize abstractions, computed either automat-
ically or by hand [47]. And, although it is highly-desirable that properties hold in the
abstracted model if and only if they hold in the original model [18], such assurance is
difficult to obtain: a different abstraction has to be built for each class of properties
under analysis [29]. Verification by abstraction was applied to infinite state systems as
shown in [32, 38, 41, 61]. In these systems, verifiers operate on the abstract system, and
users have to decide which level of abstraction to use. A method to compute an abstract

state space for a given finite/infinite system is needed.

In this thesis, we explore applications of abstract interpretation for analyzing pro-
gram correctness. In particular, we are interested in applying this technique to testing
and model checking. In our approach, we first compute the abstraction of behaviors of
the program under analysis using abstract interpretation. This abstraction is not depen-
dent on a choice of properties to verify and is computed automatically, even though the

program may not be finite-state.

We then present abstract interpretation-based testing which enables formal testing
of programs by giving environmental assumptions and applying static analysis. With
abstract testing, we can have a finite representation of an infinite number of inputs:

abstract testcases; and we can specify information about the environment to achieve
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more precise analysis.

Afterwards, we present the model checking algorithm that works on the abstracted
system: if the model checker yields Yes, the property holds in the original system, and if
the model checker yields No, the property does not hold. The properties for which the
analysis is inconclusive (Maybe) can then be verified using more expensive techniques.
We discuss verification of sequential programs against fairly complex properties, involv-
ing temporal logic and arithmetic on values of variables, e.g. “a is never less than b”,

“immediately after 2a + b > 5, ¢ will be true”.

1.2 Related Work

The major limitation of model checking is the state space explosion problem, i.e., when
the system has large number of variables, the state space grows exponentially. Abstrac-
tion techniques [18, 22, 30, 58] offer a possible solution to the state-explosion problem.
Such techniques allow us to abstract the model under analysis to a smaller one, in a
property-preserving way, such that if a property holds in the abstracted model, it also
holds in the original model. Abstractions are essential for effective model-checking [46],
although constructing a good abstraction is often very difficult.

The idea of verification with the presence of abstraction has been explored by several
researchers. In particular, Bharadwaj and Heitmeyer [6, 42] analyzed SCR specifications
using the SPIN [48] model checker. The size of the concrete state space is reduced by
three abstraction methods: eliminating variables which are not relevant to the property
being verified (SCR ensures that dependencies between variables form a partial order),
removing detailed monitored variables, and replacing input variables by predicates. The
last approach makes the verification conservative, allowing false negatives. Properties
are specified as logical formulae, known as state invariants, which assert the truth of
predicate formulae in all reachable states of the system.

Bultan [14, 15] created a symbolic model checker with three main phases: first, an

input program (written in a simple event-action language) is translated into a set of Pres-
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burger relations which symbolically encode the program’s underlying transition relation.
Afterwards, the program’s state space and transitions are partitioned into equivalence
classes to reduce the complexity of verification. Finally, the verification algorithm in-
teracts with the Omega library [54] to solve linear inequalities. At this phase, user
interaction might be needed. With a combination of exact-backward, exact-forward,
approximate-backward, approximate-forward and reachability analysis, this approach
gives both conservative “yes” and “no” answers. However, this procedure is partial,
with the convergence dependent on the structure of the program and the formula to be

verified.

Clarke [21] presented a conservative model checker. This approach is to symboli-
cally encode the state space and transitions into BDDs [11], and check properties on
the abstracted state space. The abstraction is formed by first abstracting the program
states using a surjective (onto) function, and then mapping transitions from a concrete
system to an abstract system. The resulting state space is finite. The specification lan-
guage used in this work is CTL* which combines both branching-time and linear-time
operators. Dingel and Filkorn [32] extended this method by combining data abstraction
and assumption-commitment-style model checking with theorem proving to check against
properties expressed in L'TL. This approach is not fully automatic, i.e., the proof may

require user intervention to choose an appropriate abstraction method.

Jackson [49] proposed a model checking method to analyze infinite specifications
expressed in Z or VDM. His approach defines an abstract state space where each abstract
state represents a (possibly infinite) equivalence class of concrete states. This method
sometimes fails to prove a property that is true, but does not prove false properties and

hence is sound.

Dams [29] demonstrated how to abstract reactive systems so that the abstracted
transition systems preserve certain forms of combined safety/liveness properties. The
properties are specified using L, [56], which is a modal p-calculus that can express
safety, liveliness and fairness properties of real-time systems. This approach provides a

method for computing the abstract model directly from a program text. Furthermore,
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Pardo [64] showed how to build the abstract and the concrete models of the system
and conservatively verify properties expressed in p-calculus on the abstracted model.
If the formula is proved false, related states are successively refined, until the given
formula is verified or computational resources are exhausted. Kelb [53] applied abstract
interpretation to model check full propositional p-calculus over parallel processes. The
abstractions are computed compositionally.

Bienmiiller’s and Brockmeyer [7] verified an avionics application using abstraction
and symbolic model checking. Their technique allows focusing verification on aspects of
the model relevant to the property under investigation.

In [28], Cousot extended the idea of abstract interpretation based model checking with
a new combination of forward and backward abstract fixpoint computation. The result
is more precise compared to the methodology of merely conjuncting forward analysis
with backward analysis. Furthermore, for unsound abstractions, it is proposed to use the
classical forward and backward abstract interpretation analysis to reduce the concrete
state space and verify universal safety properties on-the-fly.

Recently, there has been some progress in applying abstract interpretation to test-
ing. In [25], Cousot briefly introduced the idea of automatically computing approximate
invariant assertions for programs, and applying such approximate information about
the program behavior in program testing systems. In [9], a mathematical framework
called abstract debugging was proposed. This framework is a combination of forward and
backward propagation, and the least and the greatest fixed point computation. In this
framework, programmers can use invariant assertions and intermittent assertions (such
as termination) to formally check the validity of a program statically, and debug the

program during run-time.

1.3 Thesis Overview

We have implemented our Abstract Model Checker (AMC) as a 26,000-line C program.

Figure 1.1 shows the architecture of our software. The Abstract Interpretor (Al) receives
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the program under analysis and an optional testcases file and builds the abstract finite-
state program PG = (W, so, R, Ly, Lr). This structure, together with a set of CTL
formulas, can become the input to the Model Checker which checks each property and
returns Yes if the formula holds in the program, No if the formula does not hold, or
Maybe if the validity of the formula cannot be established. In the later two cases, the

model checker also returns a counter-example.

: CTL Formulas

ME Input Code

|

Omega | ,| Abstract | ,Abstract | Model
Library Interpretor Mapping Checker

Yes, No, Maybe

Figure 1.1: Architecture of the Abstract Model Checker.

The rest of this thesis is organized as follows: Chapter 2 describes the process of
building the abstract interpretor. Chapter 3 discusses a light-weight model checker and
introduces new algorithms for our program verification system. Proofs of correctness of
these algorithms are given in Appendix A. Chapter 4 demonstrates the results of using
our abstract model checker to analyze the Safety-Injection System. We conclude the

thesis with the summary of this work and the outline of the future research directions
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in Chapter 5. Finally, Appendix B, Appendix C and Appendix D give the complete
grammar of our input language, property specification language and testcase specification

language, respectively.



Chapter 2

Building an Abstract Interpretor

This chapter describes an abstract interpretor (Al) which takes a real program as input
and builds an abstract finite-state program, in which every state corresponds to a line
number and a list of variables associated with their abstract values.

The rest of this chapter is organized as follows: in Section 2.1, we recall the basic
definitions of abstract interpretation. Section 2.2 points out the motivation for build-
ing our own abstract interpretor. Section 2.3 gives a description of our input language.
Section 2.4 discusses the transformation of the program representation into an abstract
finite-state program. Section 2.5 demonstrates some implementation details including
the data structure for storing information about variables, algorithms for analyzing con-
ditional statements and loops, and formal definitions of operations on sets of intervals.
Proofs of soundness and the computational complexity of our Al are shown in Section 2.6
and Section 2.7, respectively. Finally, we present an application of abstract interpretation

to testing in Section 2.8, and summarize this chapter in Section 2.9.

2.1 Background

Abstract interpretation [27, 29] is a way of symbolically executing programs using ab-
stract instead of concrete domain. Familiar data-flow analysis algorithms, e.g., con-

stant propagation or live variables, are examples of abstract interpretation. Let D, and
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D, be the concrete and the abstract domain, respectively. The abstraction function
a: 2P — D, maps a set of concrete values into an abstract value. a has an inverse, the
concretization function v : D, — 2P<. An abstraction is valid if the pair of functions (a,

7v) forms a Galois connection:
Vs € 2P s Cy(a(s))
Vie D, t=a(y(t)

For example, we can perform a “sign analysis” by replacing a set of integers (D. = Z) by
their signs ((—), (+), or (0)). Here, a({17}) = (+), and v((+)) = ZT. We can execute

the program on the abstract values. For example,
({1345} x {17}) = —(+) x (+) = (=) x (+) = ().

However, the abstract values cannot always be determined exactly. Consider the

following example:
(1315} % (17} + 220) 5 () + (0 = (7).

(%) can be represented as a set {(—),(+),(0)} with the interpretation that the result
can be any of these values. When the abstract domain is finite, the abstract interpretor
acts as a data-flow analyzer. However, we may also want to use abstract interpretation
to reason about infinite-domain variables. In order to achieve tractability, we need to

ensure that the abstraction has the following properties:

1. we have a finite representation of the infinite set of values. One way is to abstract
from a set to an interval by taking the minimum (maximum) value of the set as
the left (right) bound of the interval. For example,

e a({-1,5,3}) = [1, 5]
e o({0.5, 1.3, 23}) = [0.5, 23]

2. we ensure convergence in a finite number of steps. With a finite-domain abstrac-

tion, convergence is guaranteed. To achieve convergence for the infinite-domain
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abstraction, [27] introduced an abstract binary operator widening, denoted as V,
which represents a “jump”. For all abstract values iy and i1, 79 U 17 C 79Vi1. [27]

defined widening as follows:

[a1, b1] V [as, by] =
[if a3 < a; then —oo else aq fi,

if by > by then 400 else by fi |

For example,

o [-1.5,10] V [2,44] = [~1.5, +o0]

e [22,-0.1] V [~10, —0.4] = [~o0, —0.1]

Figure 2.1 gives an example of analyzing a short program using Cousot’s Abstract
Interpretor [26]. The program body contains an assignment followed by a while loop:
x:=0; while x>0 do x:=x+1 od. Here, we define an abstract context as a set of pairs
(v,d,) in which d, is the abstract value of a variable v. An input (output) abstract
context at a program point is the abstract context before (after) the execution of this
point. Consider an example in Figure 2.1. Here, we begin a line with a line number to
indicate a program statement. In this case, the preceding line includes the input context
of that statement, and the succeeding line includes the output context of that statement.
In the initial state, every variable is undefined, denoted as _0_ (x : _0.). A variable’s
value is undefined means that this variable has only been declared but not assigned any
values. When the execution reaches line 1, the input abstract context is (x : 0.) (x is
undefined), and the output abstract context is (x : [0, 0]) (x’s value is 0). When the
input context C' encounters a test node, it results in two output contexts Cr and Cp
associated with the true and false edges, respectively. Hence the input context C' = (x,
[0, 0]) results in Cr = (%, _|-) and Cp = (x, [0, 0]) for the test node x>0 (_|_ represents
the empty set). Therefore, in the input and the output contexts of line 3, x’s value is an
empty set. The loop terminates immediately. In the final output context of this program,

we have (x, [0, 0]).
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x:=0; while x>0 do x:=x+1 od

{x:0_ }

1: x := 0;

{x:[0,0] }

2: while (0 < x) do
{x] 3

x = (x +1)
3: {x:]_}
4: od { ((x<0) | (x=0))}
9: { x:[0,0] }

Figure 2.1: An Example of Cousot’s Abstract Interpretor.

2.2 Why Build Our Own Abstract Interpretor?

Cousot developed a static analyzer for an imperative sequential programming language.
The language includes boolean and integer types; unary operators + and -; binary
operators +, -, %, / and mod; assignment; conditional statement if B then 4 else
C fi; iteration while B do S od. It is a simple terminating language, and it does not
contain any input/output constructs. The program starts with a given input context
and, upon termination, generates an output context. The goal of our work, on the
other hand, is to enable reasoning about reactive systems. Such systems are harder to
reason about because they interact with the environment continuously. Hence, Cousot’s
static analyzer is not sufficient for our purpose, and we were motivated to develop our
own abstract interpretor. Our software is implemented in C, as opposed to Objective
CAML, like Cousot’s, and therefore is significantly faster. However, Cousot’s interpretor
is much more general than ours. It can be instantiated for different abstractions, whereas
we only have one built-in abstraction level where a set of values is abstracted into an

interval representing a potentially infinite number of values.
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1: int b; 12: b = 5;
2: 1int xy; 13: else
3: int main () { 14: b="Db * c;
4. int a; 15: if ((a '= 0)&&(a >= -3))
5: int c; 16 if ((a '= 2)&&(a '= 4)&&(a '=7))
6: b = 13; 17: if (a '= -2)
7: c = 2; 18: c = 2;
8: Xy = -20; 19: print(‘‘xy is ’’, xy);
9: while (1 ) { 20: print(‘‘b is ’’, b);
10: Xy = xy + 4; 21: }
11: if (xy == 0) 22: }

Figure 2.2: A Program Fragment.
2.3 The Input Language

Our input language, called C—, is a sequential language with the syntax similar to C.
The language includes the following constructs: boolean and integer types; conditional
control structures (if, else); loops (while); input and output (print, fprint, scan,
fscan); assignments; functions and procedures. Dynamic features such as recursion or
pointers are not provided in the language. It also does not allow any user-defined (com-
pound) data structures. A complete grammar of the language is available in Appendix B.

Consider the program given in Figure 2.2. The only difference between our language
and a subset of C is the input/output commands (lines 19 and 20 of Figure 2.2). These

use call by reference and are similar to 1/0O statements in Pascal.

2.4 Construction of an Abstract Finite-state Pro-

gram

Here, we describe the transformation of the program representation into an abstract
finite-state program. We start with a (infinite-state) program PG = (W, so, R, L1, LF),

where W is a (infinite) set of states, so € W is the initial state, R C W x W is the total
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accessibility relation, and Lt and Lp are truth and falsity labeling functions, mapping

each state to the set of propositions that are True and False, respectively, in this state

(LT,LF W — 2P)

Our goal is to construct an abstract finite-state program, in which every state corre-
sponds to a line number in the program and a list of accessible variables associated with
their abstract values. In order to do that, we define a set of variables V and let V,, C V
be the set of variables which are accessible in the scope associated with a state w € W.
Each state w in the program is an n + 1-tuple, w = (In, (v1,dy), (v2,d2), ..., (Vn, dy)), in
which [n corresponds to the line number of the state in the program, and Vi, 1 <1 < n,

v; € Vi, d; € 2P¢; where D; is the concrete domain of v;.

We start by parsing the program and building an Abstract Syntax Tree (AST). The
Abstract Syntax Tree is an intermediate representation for the structure of the program
under interpretation. An example of AST is given in Figure 2.3. Next, we propagate
information about all variables (global and local) in the current scope throughout the
AST, until we reach a fixpoint. Abstractions are formed by giving surjections a =
(a1, ag, ..., a,) which map a concrete state w onto an abstract state w® (w* = a(w)) by
mapping each d; € 2P¢ onto an abstract value D%;. The result is an abstract state space
W in which each w®* € W* is an n+ 1-tuple w® = (In, (v, D*), (ve, D%2), ...(vs, D,,)).
Notice that line numbers and the set of variables are the same in the concrete and
the abstract state space. « is chosen so that W is finite, and an abstract state w®
can represent one or more or even an infinite number of concrete states due to the
abstraction (this process is described in the following section). Moreover, there is only
one state associated with each line of code. Let R* be a transition relation over the
abstract state space, R* C W x W<, R” is constructed as follows: (s*,t*) € R™ iff 3s,1
s.b. s =a(s) A t*=alt) A(s,t) € R. Our labeling functions then become L%7, L%F

We — 2F. The abstract finite-state program PG* = (W< R* I* P, L%, [°F) is

constructed.
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CONSTRUCTION OF AN ABSTRACT FINITE-STATE PROGRAM

Program AST:
main () { type: DECL_O
print("hello, world")
decl: NULL
value: "PRINT"
args.
Object
type: LIT_O
decl: NULL
value: type: STRING_D
args: NULL litValue: "hello, world"

Obj ect Vaue

Figure 2.3: A Program and its AST Representation.

15
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2.5 Implementation

In Section 2.4, we introduced the theoretical formulation for building the Al In this
section, we explain the detailed design of the system. In particular, the implementation
of the data structure, algorithms for analyzing statements and the implementation of

operations on sets of intervals are discussed.

2.5.1 Data Structure

The Al receives a program and “interprets” it by starting with an input context that
consists of a set of values that variables have before a program statement, executing the
statement, and producing an output context. The output context is then stored as part of
the state. The abstract values of finite-domain variables (boolean or enumerated types)
consist of sets of (concrete) values these variables can attain or UNDEF (undefined).
However, values of infinite-domain variables such as integers should be abstracted further.
In Section 2.1, we have briefly discussed how an abstraction function o can be applied
to a set to get an interval. However, for better precision, we will associate each infinite-

domain variable with a (finite) set of intervals, with the following interpretation:

y({ar,az,...;an}) = v(a1) Uxy(az) U...Uy(ay,).

In the current implementation of Al, each variable is associated with the following
data structure: the variable’s name and type, a boolean field touch for indicating whether
or not the variable has been assigned a value, an array for storing the abstract values
of the variable (an array of integers or of floats or of booleans) consisting of up to 5
intervals, and a link (next) to the next variable. If a variable’s touch is False, then the
variable has only one value which is UNDEF. Figure 2.4 shows an example of a variable’s
data structure. In particular, zy is an integer variable, and touch = 1 indicates that
zy has been assigned to a set of values {[—3,—1], [1, 1], [3, 7]}, and there are no other

variables after xy in the linked list.
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name Xy

type INTEGER_D
minint '01 1 :2)’ —
maxint | 1] 1]7

link

Figure 2.4: An Example of Data Structure for Each Variable.

2.5.2 Algorithms

As discussed in Section 2.3, statements in our input language C- fall into four major cat-
egories: (1) conditional statement; (2) iteration statement; (3) input/output statement;
(4) assignment statement. Input/output statement and assignment statement in C- have
the similar semantics to C. In this subsection, we present the algorithms for abstractly

interpreting conditional and iteration statements.

The algorithm used in our Al for analyzing conditional statements is depicted in
Figure 2.5. Given an input abstract context S;, a conditional expression iexpr and
statements to execute when iexpr is True or False (stmt; and stmits, respectively), we
either execute stmt; (stmis) based on S; and then return the resulting abstract state, or
call the Omega calculator to get abstract states that correspond to taking the If and the
Else part (S;" and S, respectively), execute the statements, and compute the union of
the resulting output contexts. The Omega calculator will be discussed in detail shortly

after, and we use it for symbolically executing conditional expressions involving intervals.

For example, suppose we are running our Al on the program fragment depicted in
Figure 2.2 (Figure 2.6 shows the control-flow graph for this fragment, with each state
associated with the program line number). Let the input context before executing state
11 be ((xy,{[—20,52]}), (a,{[=5,8]}), (b,{[13,13]}, (c,{[2,2]})). The condition xy ==

evaluates to Maybe; therefore, we call the Omega calculator to determine that the value of
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Procedure EVAL-IF (iexpr, stmit;, stmty, S;)

Evaluate iexpr

IF texpris True
Execute stmt; starting with 5; to get S,
Return S,

ELSE IF iexpr is False
Execute stmi; starting with S; to get 5,
Return S,

ELSE IF iexpr is Maybe
Call Omega calculator to get S, S;f = 5; > S
Execute stmt; starting with S;* to get S’
Execute stmt; starting with S;/ to get S,/

Return S,° 0 S/

Figure 2.5: Algorithm for Analyzing Conditional Statements.

xy in input contexts for states 12 and 14 should be {[0, 0]} and {[—20, —1], [1, 52] }, respec-
tively. The values of b in output contexts of these states are {[5, 5]} and {[26,26}]; these
are unioned to obtain {[5,25]} in the input context to state 15. The values of a after ex-
ecuting state 15 and state 16 are {[-3, —1],[1,8]} and {[-3, —1],[1, 1],[3, 3], [5, 6], 8, 8]},
respectively. At this point, a has reached its limit of five intervals, and further splitting
cannot be done; instead, we merge a’s intervals to get {[—3, 8]} and proceed with the exe-

cution. This introduces a loss of information and precision, but it is strictly conservative.

The output value for a after state 17 is {[-3, -3], [-1, 8]}.

As shown in Figure 2.5, our software has an interaction with the Omega Calcula-
tor [54]. The Omega library is a set of C++ classes for manipulating integer tuple
relations and sets, described by Presburger formulas (possibly with the limited use of
uninterpreted function symbols). Figure 2.7 illustrates an example of using Omega cal-
culator. Suppose, we are given an input abstract context ((a, {[—o0, —1], [3, +0o<]}), (b,
{[1,4], [11,4+0o0]}), (c, {[2,7]})), and we are now about to execute the conditional state-
ment 1f (a>b+c). As shown in Figure 2.5, it is required that the conditional expression

be evaluated and S;* and S;¥ be generated if the expression is evaluated to Maybe. Since
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19

int xy inta
int b intc

16:
(al=2)& & (al=4)
& & (al=7)

False

15:
(a=0) &&
(a>=-3)

False

20:
print b

False

c=2

19:
print Xy

———

Figure 2.6: Control-Flow Graph of the Program in Figure 2.2.

b+c = {[3,11], [13,4+00]}, a>b+c evaluates to Maybe. We then send the input abstract

context S and the conditional statement 7 to the Omega calculator to get S;, and S,/

=S58 bisa difference operator defined on sets of intervals (see Section 2.5.3 for

details).

Loops are executed until a fixpoint on values of all variables has been achieved. For

better precision, we redefine Cousot’s widening function as in Figure 2.8. For example,

Widen ([2,5], [4,10], 19) = [1, 10], whereas Widen ([2,5], [4,10], 20) = [2,+oc]. In or-

der to ensure that this fixpoint occurs in a finite number of steps, we execute each loop

at most 20 times, keeping track of whether values of each variable decrease or increase

between iterations. At the end of each iteration, we widen variables that have changed
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/* Input */

S:={[a,b,c]: (a<=-1 || a>=3) &&
(1<=b<=4 || b>10) && 2<=c<=T7}

T:={[a,b,c]->[a]: a>b+c};

Answer:=S join T;

Answer;

T:={[a,b,c]->[b]: a>b+c};

Answer:=S join T;

Answer;

T:={[a,b,c]->[c]: a>b+c};

Answer:=S join T;

Answer;

/* Output, a line starts with ‘‘#’’ is a comment */
# Omega Calculator [v1.1, Nov 96]:
# S:={[a,b,c]: (a<=-1 || a>=3) &&
(1<=b<=4 || b > 10) && 2<=c<=T7};
# T:={[a,b,c]->[al: a>b+c};
Answer:=S join T;
# Answer;

*

{[al: 4 <= a}

# T:={[a,b,c]->[b]l: a>b+c};
# Answer:=S join T;
# Answer;

{[b]: 1 <= b <= 4} union
{[b]: 11 <= b}

# T:={[a,b,c]->[c]: a>b+c};
# Answer:=S join T;

# Answer;

{[c]: 2 <= ¢c <= 7}

Figure 2.7: An Example of Using Omega Calculator.

values between the current and the previous iterations. If a fixpoint was not achieved, we

widen values of non-converged variables, with the increment and the decrement leading
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Procedure WIDEN ([a1,b1], [az, ba], count)
IF count < 20
Return [min(ay, az), max(by, by)]

ELSE
IF a9 < a4
a = —o&
ELSE
a = ay
IF by > b
b=+
ELSE
b="b

Return [a, b]

Figure 2.8: Procedure Widening.

to values of +00 and —oo, respectively. The algorithm used to analyze loops is depicted
in Figure 2.9. Given an input abstract context S;, a conditional expression wexpr and
statements stmt to execute when wezpr is True, we initialize a counter count to 0, exe-
cute stmt based on (.S;)eount, and generate the output context (S,)ecount- Then we widen
(Si)count With (S5)count t0 get (Si)count+1- I (Si)count and (S;)eount+1 are equal, the out-
put context of countth iteration is returned; otherwise, the execution carries on until a

fixpoint is reached.

iteration b Xy
1 {[13,13]} {[-20, —20]}
6 {[5,416]} {[—20,0]}
7 {[5,832]} {[—20,4]}
19 {[5,3407872]} {[—20,52]}
21 {[5, +o0]} {[—20, +o0]}

Table 2.1: Execution of the While Loop of the Program in Figure 2.2.

Table 2.1 lists several values that variables b and xy attain in the input context to
state 9 as we execute the main while loop of the program in Figure 2.2. At the first

iteration, these values are {[13,13]} and {[—20, —20]}, respectively. In the following 19
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Procedure EVAL-WHILE (wexpr, stmt, S;)
Evaluate wexpr
int count = 0
(Si)count = S
WHILE wexpr is True
Execute stmt starting with (.5;)count to get (55)count
Call WIDEN ((5;)counts (50) count, count) to get (5;)count+1
I¥ ((Si)count = (Si)count-l—l)
Return (.5;)count
ELSE
Evaluate wexpr
count + +

Figure 2.9: Algorithm for Analyzing Loops.

iterations, we note that the maximum values b and xy can attain are increasing, whereas
their minimum values stay the same. Thus, the widening which occurs after the 20th

iteration changes only the maximum values of these variables.

Theorem 1 The Widen function is sound: [a1,b1] U [az,b2] € Widen ([a1,b1], [az,b],
count), where 0 < count < 20.
Proof:
Let Widen ([ay, b1], [az, b2], count) = [a, b].
The proof is constructed by cases determined by the value of count.
Case (1): IF count < 20 THEN a = min(ay,b1) A b = max(as, by)
= ([a1,b1] U [az, bs]) = Widen ([ay, b1] [ag, ba], count)
Case (2): IF count = 20 THEN
IF a1 < ay THEN a = a; ELSE ¢ = —o0
IF b; > by THEN b =b; ELSE b= +00
Sa<agNha<az ANb>b ANb> by
= [a1,b1] U [az, bs] C [a,b] = Widen ([ay, bi], [az, bs], count)

Thus [a1,b1] U [az,bs] € Widen ([ay, bi], [az, bs], count), where 0 < count < 20.

[]



2.5. IMPLEMENTATION 23

2.5.3 Operations On Sets of Intervals

In Al a variable’s value is either a set of intervals or UNDEF. We define 00 , g, and V

(merge, union, difference and widening on sets of intervals) in Figure 2.10.

Let a;, b; be intervals and assume, without a loss of generality, that m < n:

'l UNDEF = UNDEF
U{a} = {a}

Cl {a1,..;an} ={a1UayU...Ua,}

{a} O UNDEF = {a}

{a} O {by,....b,} = {aUby,...,aUb,}

{ar, @) 0 {br, b} = (U {ar, ... am}) U {b1, ..., by}
{a} U {b} = {b} U {a}

{a} > UNDEF = {a}

UNDEF © {a} = UNDEF

{at o {by,...b,} ={avby,...,avb,}

{ay, . am} & {by, ... but = (U{ar,..;am}) 5 {br,.... b}

UNDEF ¥V {a} = {a}
{a} V {by,....,b,} = {aVby,...,aVb,}
{ar, .. an} V {br, .. by = (U {ay, ...,am}) V {by, ..., by}

o

{a} V {b} = {b} V {a}

Figure 2.10: Union, Difference, Widening and Merge on Sets of Intervals.

When we encounter two sets, each containing more than one interval, we first union
elements of the set with less intervals (in this case, {a1,...,a,}) into one interval, and
then union the result with each interval of the other set. & (difference) and ¥ (widening)

are similar. Interval operations union and difference have their usual meaning, and

our widening on intervals was defined in Section 2.5.2. Arithmetic and comparison on
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intervals are defined formally in Figure 2.11 and Figure 2.12 respectively. For example,
addition on two intervals is defined as taking the addition of left (right) bounds of the two
intervals as the left (right) bound of the resulting interval. Figure 2.13 and Figure 2.14
define arithmetics and comparisons on sets of intervals. They are defined in a similar

fashion to union on sets of intervals.

2.6 Correctness

In this section, we demonstrate the correctness of Al, i.e., we show that our abstract
analysis satisfies the definition of a Galois connection: given a set of values s, the con-

cretization of an abstraction of s contains no less information than s :

Vs € 2P s Cy(als))
Vie D, t=a(y(t))

In order to prove that, we need to show that widening on sets of intervals is sound:
for all sets of intervals {ay, ay, ..., a,} 0 {b1,b2,...,b,} i {ay,a9,...,a,,} % {b1,bq,....b,}.
We have proved Theorem 1 which asserts that our Widen function is sound. As depicted
in Figure 2.10, we define 0 and % using unton and widening on intervals. Therefore, it
is possible to say that if widening on intervals is sound, widening on sets of intervals is
also sound.

Each statement has an input context and an output context. In order to prove that

the analysis of a statement is sound, we need to show that the jth input context of the

statement is a subset of its j + 1th input context (j is a natural number).

Theorem 2 Our analysis of a statement is sound: for any input context S; of a state-

ment, (5;); i (Si)j+1, where 0 < j < +oo .

Proof:

The proof is constructed by cases:
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We assume that —oo < ¢ < 400, i.e., ¢ is any real number except minus and plus infinity.
Let us refer aq, ag, b1 and by as c, if they are neither +o00 nor —oo.

[a1, b1] + [ag, bo] = [a1 + a2, by + b3], where
—x+c= -
400+ c= 400
—o0 + +00 = ERROR

[al, bl] - [ag, bg] = [a1 — bg, bl — 02]7 where

—00 — C= —00
+00 — ¢ =400

+00 — —00 = +00
—00 — +00 = —00

[a1, 1] X [az, b3] = [min(a; X by, a1 X by, ag X by, az X by), max(ay X by, ay X by, az X by, az X by)], where
—o0 Xe=if ¢is 0 then 0 if ¢ < 0 then 400 else —co fi
+oo xe=1if cis 0 then 0 if ¢ < 0 then —oo else 400 fi
-0 X +00 = ERROR

[al, bl] - [612, bg] =
if 0 € [ag, by] then ERROR
else [min(ay + b1, a1 =+ by, az + by, az + by), max(ay + by, ay + by, ag + by, az + by)] fi, where
—00 —C =
if ¢is 0 then ERROR if ¢ < 0 then 4+o0 else —oo fi
400 +c =
if ¢is 0 then ERROR if ¢ < 0 then —oc0 else +oo fi
—00 +~ 400 = ERROR
400 + —o0o = ERROR

[a1, b1] MOd [az, by] = if 0 € [ag, by] then ERROR else [0, max(|ag| — 1,|bo| — 1)] fi, where
—oo mod ¢ = if ¢ is 0 then ERROR else [0,c— 1] fi
+o0o mod ¢ = if ¢ is 0 then ERROR else [0,¢— 1] fi
—oo0 mod +00 = ERROR
+00 mod —oo = ERROR

[al, bl] eXp [CLQ, bg] =
if 0 <a; <b; and 0 < ay < by then [a1“2,b1b2]
else [—o0, 4+00] fi, where
—oo exp ¢ = if ¢ is 0 then 1 else [—o0, +00] fi
+o00 exp ¢ = if ¢ is 0 then 1 else [—o0, +00] fi
—00 exp +o00 = ERROR
—00 exp —o0 = ERROR

Figure 2.11: Arithmetic on Intervals.
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A statement can be either (1) inside or (2) outside the scope of a loop.

Case (1) A statement outside the scope of a loop can be executed at most once, and has
only one input context. Therefore, analysis of such a statement is always conservative.
Case (2) For a statement inside the scope of a loop, on jth and j + 1th iterations, the
statement has input contexts (.5;); and (.5;);41, respectively. As depicted in Figure 2.9,

for each loop, we first execute the statement, and widen jth output context of that

statement (S,); with (S;); to get (S)j41, ie., (Si)je1 = (Si); V (S,);. According to
the definition of widening, we know that ((5;); 0 (5.)5) i ((S5); V (5,);). Therefore,
(Si); i (Si);+1. Hence, analysis of a statement is sound if this statement is inside a loop.

Thus the analysis of a statement is sound, i.e., for any input contexts, (.S;); C (5;);+1,

where j is a natural number.

]

2.7 Performance

Given a program PG, let |V be the total number of variables, global and local, and n
be the number of statements in PG. The worst case of the Al algorithm occurs when
the program has |V| loops, and each loop widens exactly one variable. We go through
each loop at most 20 times; therefore, each statement in PG can be changed at most
20 x |V times, and there are n x 20 x |V| changes altogether. Furthermore, every state
has at most n — 1 predecessors. For each change of state, we union abstract values of
variables of all the predecessors, which takes (n — 1) x |V| x m steps (m is a constant
proportional to the number of intervals associated with each variable). Therefore, the
entire computation of the abstract interpretor takes 20 x |[V| x n x m x (n — 1) x |V]|

steps, which is O(|V]* x n?).

2.8 Testing

Given an implementation whose internal structure is unknown, one usually wants to

check if the implementation satisfies certain properties by providing a finite number of
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testcases. However, this technique is very expensive because the number of testcases
needed to cover the system behavior is unmanageablely large. It is also possible that the
program takes an infinitely long time for each run because termination is not guaranteed.
We propose abstract testing as a solution to the above problems. With abstract testing,
we are able to have a finite representation of an infinite number of testcases. The reason
is that we can abstract a set of input values to an interval, and the abstraction function is
chosen such that the resulted number of intervals is finite. Also, since the abstract state
space is finite and much smaller than the concrete state space, termination is guaranteed.

Ultimately, we want the abstract interpretor to act as a symbolic tester, where we
are allowed to specify abstract testcases. Testcases are finite sequences of values that
will be read when the system requests input from a certain monitor. The values for
a variable may be singletons (i.e., [3, 3]), all possible values (i.e., [—00,+00]) or other
combinations. This allows us to combine “analysis” of some variables with “testing” of
others. The result is an interpretor which is able to reason about program correctness.
The formal grammar of the testcase specification language is given in Appendix D. On
each line, the user specifies a line number, and a variable, followed by its intervals, for

example:

LINE 5 xy 4 TO 5, 6

The interpretation of above example is: on line 5 in the program, two intervals [4, 5] and
[6, 6] will be read if the program requests a value for variable xy.

As depicted in Figure 1.1, Al has an optional input: a file of testcases. We start
by parsing the testcases and building a table in which each row is associated with a
line number of the program and a list of variables with their intervals that we wish to
read on this line. An example of a testcases file is given in Figure 2.15. MINF and INF
represent —oo and +oo, respectively. We keep a global pointer which indicates what
is the currently active row in the table, and set it to the first row of the table at the
beginning of the execution. Next, we start executing Al on the input program. Whenever

there is an input request, we compare the line numbers in the current row with the one
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in the program, and if they do not match, we give values [—o0, 400] to the variable and
proceed; otherwise, we fetch the row from the table, move the pointer to the next row
and proceed. If the testcases file includes more testcases than what the program actually
requests, the rest of the testcases are ignored. If, on the opposite, there are less testcases
provided than what the program requests, we repeatedly feed to the program the last
inputs with the matching line number, if they are available. We assume the input values

to be [—oo, +o0o] in all other cases.

In order to understand how our system analyzes testcases, let us consider some con-
crete examples. The program depicted in Figure 2.16 requests input on lines 6 and
10. We start executing the program and set the pointer pt to point to the first row of
Figure 2.15. When the control reaches line 6, the program asks for input. Then a gets
{[0,0]} and b gets {[—oc, —1],[0,0],[1, +oc]}. pt moves to the next row. The statement
on line 10 is inside a loop. xy gets values {[0, 0]} on the first iteration, {[—5, —1], [4, 8]}
on the second iteration, and {[—10,—5], [—1, —1], [1,+0o0]} on the third iteration. For
the following iterations, testcases are no longer provided. We then keep reading the same
last input which is {[—10, =5], [-1, —1], [1, +o0]}, until a fixpoint is reached. Notice that
we do the usual widening for input values. For example, in the input context to line 8
(the beginning of the while loop), the values of xy are: UNDEF on the first iteration,
{[0, 0]} on the second iteration, {[—5,0], [0, 8]} on the third iteration, {[—10,8], [-5, 8],
[—5, 400 |} on the fourth iteration, and remains the same in the subsequent steps. This
program gives the following output:

a min 0, max O
b min 12, max 12

¢ min —10, max 8, min —5, max 9, min —5, max INF

Usually, it 1s difficult to generate equivalence classes for input values, because it
is unclear which answer each testcase can generate. With abstract testcases, we can
refine input values from large ranges into smaller ranges. By symbolically executing the
program, we know the answer that each testcase yields, and from these answers, we may

easily judge what good equivalence classes are.
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2.9 Summary

In this Chapter, we developed an abstract interpretor. Input to the Al is a sequential
imperative program written in a subset of C and an optional testcases file. Thus, a
possible application of our Al is symbolic abstract tester. The Al executes the program
under analysis symbolically, and at the end of analysis produces an abstract finite-state
program PG = (W R* %, P, L%, L°F). The abstraction function abstracts a set
to an interval which may represent an infinite number of values. The process takes
O(|V|* x n?) steps, where |V| is the total number of variables in the program, and n is
the number of statements in PG. We also demonstrated the soundness of our analysis,
that is, given a set of values s, the concretization of our abstract analysis of s contains

no less information than s.
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[ar, bi] = [az,by] =
if a; = by = ay = by then [True, True]
else if a1 < by < ag < by then [False, False]
else if ay < by < ay < by then [False, False]
else [False, True] fi, where
—00 = —oo = [False, True]

+oo = o0 = [False, True]

[Cll, bl] > [Gg,bg] =
if ag < by < ay < by then [True, True]
else if a1 < by < ag < by then [False, False]
else [False, True] fi, where
—o0 > —oo = [False, True]

+o0 > 400 = [False, True]

[a, b1] < [az,by] =
if az < by < ay < by then [False, False]
else if a1 < by < ay < by then [True, True]
else [False, True] fi, where
—00 < —oo = [False, True]

+oo < o0 = [False, True]

[ar, bi] 2 [ag,by] =
if [a1, b1] > [aq,ba] is [True, True] or [ay, bi| = [ag, bs] is [True, True]
then [True, True]
else if [ay, bi| > [ag, bs] is [False, False] and [ay, b1] = [az, by] is [False, False]
then [False, False]
else [False, True] fi

[ar, bi] < [ag,by] =
if [a1, b1] < [ag,ba] is [True, True] or [aq, bi] = [ag, ba] is [True, True]
then [True, True]
else if [ay, b1| < [ag, ba] is [False, False] and [ay, b1] = [az, by] is [False, False]
then [False, False]
else [False, True] fi

a1, bi] # laz, bo] =
if [a1, b1] = [ag, by] is [True, True] then [False, False]
else if [a1, bi] = [ag, by] is [False, False] then [True, Truel
else [False, True] fi

Figure 2.12: Comparison on Intervals.
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{a} T UNDEF = UNDEF

{a} F {bryosbo} = {a+ by, oyt by}

{a1, oy am} + {b1 b} = {1 U U} ¥ {by, ..., b,}
{a} + {0} = {8} + {a}

{a} = UNDEF = UNDEF

UNDEF = {a} = UNDEF

(@} 2 by, oy} = {a— by, oya— by}

{ay,...;an} s {by,....b,} ={a;U...Ua,} = {by,....b,}

{a} X UNDEF = UNDEF

{a} % {by,..,by} = {a x by, .y x by}

{ar, oyam} % {bryecy byl = {a1 U o U} X {b1y .y by}
{a} % {b} = {b} % {a}

{a} & UNDEF = UNDEF

UNDEF *+ {a} = UNDEF

{a} & {by, by ={a=by,.a=by}

{ar,.;am}t = {br,e by} = {ar U . Uy} = {by, ..., b}

{a} mod UNDEF = UNDEF

UNDEF mod {a} = UNDEF

{a} mod {b1,...,b,} = {a mod by, ...,a mod b, }

(a1, ., an} mod {br, ....b} = {ar U ... Uay} mod {br, ..., b,}

{a} exp UNDEF = UNDEF

UNDEF exp {a} = UNDEF

{a} exp {by,....0,} = {a exp by, ...,a exp b, }

{ay, ...;am} exp {by,....;b,} ={a1 U...Uap} exp {b1,...,b,}

Figure 2.13: Arithmetic on Sets of Intervals.
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{a} & UNDEF = UNDEF

{a} = {by,....b,} ={a=by,...,a="b,}

{ay,...;an} = {by,....0,} ={a; U..Ua,}+ = {by,....0,}
fa) £ b} = {0} = {a)

{a} > UNDEF = UNDEF

UNDEF > {a} = UNDEF

{a} S {b1,...b,} ={a>by,....,a> b}

{ar, . am} > by, but ={a1 U .. Uan}t > {by,....b,}

{a} € UNDEF = UNDEF

UNDEF < {a} = UNDEF

{a} < {by,...b,} ={a < by,....,a< by}

{at,..;am} < {by, b} ={a1 U ... Uan} < {by, ..., b}

{a} > UNDEF = UNDEF

UNDEF > {a} = UNDEF

{a} = {by, by ={a>by,oya > b}

{aryyam} > {bry by = {ar U Uan} > {by, . b0}

{a} < UNDEF = UNDEF

UNDEF < {a} = UNDEF

{a} < by, by = {a<by,oya < by}

{ar, oy am} < {biy by = {ar U Uan} < {by, .., bo}

{a} # UNDEF = UNDEF
{a}%{bl,...;bn}E{a;«ébl,...,a#bn} )
{ar,..,an}t £ {b1,....0,} ={a1 U ...Ua,} # {b1,....,b,}

Figure 2.14: Comparison on Sets of Intervals.
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6 a [0, 0] b [MINF, -1] [0, 0] [1, INF]
10 xy [0, 0]}

10 xy [-5, -1] [4, 8]

10 xy [-10, -5] [-1, -1] [1, INF]

Figure 2.15: A Testcases File.

: int a;

: int b;

: int xy;

: int main() {

int c;

scan(b, a);

c = 2;

while (1) {

if (a == 0) A

scan(xy) ;
b =12;

©OW 00 N O O WN -

[EINEN
- o -

[ Y O Y
D Ok W N
<
O -
'_I
1)
0]
0O
1}
(@]
*
N

: print(a, b, xy);
: )

[ES
~J

Figure 2.16: A Program Fragment.
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Chapter 3

Light-weight Model Checking

In this chapter, we consider combining abstract interpretation with CTL model checking.
This combination enables us to analyze infinite-state programs and reason about values
of variables in CTL formulae combined with arithmetic. The goal of this work is to use
abstract interpretation to alleviate the state explosion problem of model checking while
ensuring that the properties verified on the abstract system can be properly interpreted
in the original system. This goal is achieved by constructing an abstract model checker
on our three-valued logic that returns values Yes, No and Maybe, such that the analysis

that results in Yes and in No are sound.

3.1 Background

Model checking is a technique for automatically verifying properties of a system. Ex-
amples of such properties include liveness, deadlock freedom, etc. Given a system and
a property, a model checker builds the reachability graph by exhaustively exploring the
state space of the system. Thus, model-checking is typically restricted to finite-state
systems, with a few notable exceptions, e.g. [36, 14]. Properties are usually presented
as formulas in some temporal logic. In this chapter we will concern ourselves with CT'L
model checking — an automatic technique for verifying properties expressed in a propo-

sitional branching-time temporal logic called Computation Tree Logic (CTL) [20]. The
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system is defined by a Kripke structure, and properties are evaluated on a tree of infinite
computations produced by the model of the system. The standard notation M,s = f
indicates that a formula f holds in a state s of a model M. If a formula holds in the
initial state, it is considered to hold in the model.

A Kripke structure consists of a set of states 5, a transition relation R C S x 5, a set
of initial states I, a set of atomic propositions P, and a labeling function L : § — 2F.
R must be a total function, i.e, Vs € S, 3t € S, s.t, (s,1) € R. If a state s, has no
successors, we add a self-loop to it, so that (s,,s,) € R. Intuitively, for each s € S, the
labeling function provides a list of atomic propositions which are True in this state.

We use CTL on boolean expressions that include variables and arithmetic operations

on them. The set P of atomic propositions is defined as follows:

If P, and P, are terms, then Py = Py, Py # Py, P, > Py, PL > Py, P < Py,

P, < P, are atomic propositions.
Terms are defined recursively as
1. Every identifier and every constant is a term.
2. If t is a term, so is (¢).
3. If t; and ¢ are terms, so are {1 + g, t1 — lg, L1 /1y, t1 X 1o, L1 mod lo, {1 exp lo.

mod and exp are the mod and the exponentiation functions, respectively. For example,

the following are some atomic propositions in this version of CTL:
o z>5
° (z+2)/3=y
CTL is then defined as follows:

1. Every atomic proposition p € P is a CTL formula.

2. If ¢ and ¢ are CTL formulas, then so are ~¢, p A, o Vo, EXp, AXp, EFp,
AFe, ElpUy], AlpUd]



3.1. BACKGROUND

The logic connectives =, A and V have their usual meanings. The existential (uni-
versal) quantifier £ (A) is used to quantify over paths. The operator X means “at the
next step”, F' represents “sometime in the future”, and U is “until”. Therefore, F Xy
(AX ) means that ¢ holds in some (every) immediate successor of the current program
state; K Fp (AF @) means that ¢ holds in the future along some (every) path emanating
from the current state; F[oU] (A[pU]) means that for some (every) computation path

starting from the current state, ¢ continuously holds until ¢» becomes true.

Formally,

M, so = ¢
M, so E
M, so =@ AN
M, so =@V
M, sy E EXp
M,so E AXp
M, so = ElpUd]
M, so = AlpU]

Note that AF(p) = A[True U ¢]; and EF(¢) = E[True U ¢], that is, we are using
a “strong until”. We also use the abbreviations FG(yp) and AG(p) to represent the

property that ¢ holds at every state for some (every) path emanating from so. £G and

AG are defined as:

o EG(p) =-AF(=¢)

o AG(p)=-FEF(—yp)

iff
iff
iff
iff
iff

iff

iff

p € L(so)

M, s b=

M,so = N M,so |E 9

M,so =@ V M,sq |E 9
dtes, (so,t) RN Mt
Vi e S, (so,t) € R— Mt =
there exists some path sq, sq, ...,
di, 1 >0 A M,s; = A

Vi, 0<j<i— M,s; =

for every path sg, s1, ...,

di, i1 >0 A M,s; = A

Vi, 0<j<i— Ms; Ee.
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3.2 Construction of a Labeled Transition System

The Al receives the program under analysis and builds the abstract finite-state program
PG* = (W2, R, 1%, P, L7, L°F) using the process described in Section 2.4. Here, we
describe the transformation of the abstract finite-state program representation into a
labeled transition system.

In C-, as in C, there is no one-to-one correspondence between assignments to variables
and lines of code. In fact, before attempting to verify programs expressed in C-, we need
to give it a well-defined formal semantics, i.e., describe the way in which each construct
transforms the “program state” [63]. We define a state to be a mapping between a set
of global variables and their values, and thus a state change occurs when at least one of
the global variables changes its value.

Our goal is to construct an abstract finite Kripke structure, in which every edge
represents a state change in the program. In order to do that, we let G C V be the
set of variables which are accessible at every point of the program. Thus, G is the set
of global variables. In addition, we define a “global variable changed” predicate p on
a state such that p(y) is True iff 3z € pred(y), g € G, s.t. (g, D*(x)) # (g, D*(y)),
where g, D*(z) (g, D*(y)) indicates ¢’s abstract value in state = (y). Now we construct
an abstract aggregate state space S in which every element s® € 25% contains one state
w® which involves a change to a global variable, and other states that do not involve

changes to global variables and can be reached from w® via the transitive closure of R*

(denoted R**). s* is defined recursively as follows:
o if p(w®) is true, then w* € s°.
o Vi W if R*(w,t) A —p(t), then t € s”.
o wi € s N wy st — _‘(P(wf) A p(w?))
The transitions between states in 5%, E* C S* x S, are thus defined as:

(s, t™) € B~ iff i, 5 st w,™ € s” A w;” €t AN (w;”,w;”) € R®
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Our abstract Kripke structure K* = (5%, £, [*, P, L®r, L°F) is now ready.

Note that each concrete state w € W is characterized by a list of global variables
associated with their concrete values and its line number in the program. In the concrete
domain, YVw € W, Ly N Lr = 0, and Ly U Ly = P. Under the assumptions of the
Galois connection framework, an abstract system has at least as many behaviors as the
corresponding concrete one. Typically, verification on abstracted systems is done either
conservatively or optimistically. The former case provides “reliable negative” answers,
with L% O Ly, and L%r C Lp. The later case provides “reliable positive” answers, with
L1 C Ly, and L®p O L. In either case, one side of the answer cannot be trusted. Our
ultimate goal is to ensure that the analysis is done in the way that both the positive and

the negative analyses are sound.

Definition 1 The analysis is sound wilth respect lo Yes answer: the property holds in
the original system if the analysis yields Yes for the property; the analysis is sound with
respect to No answer: the property does not hold in the original system if the analysis

yields No for the property.

In order to build a system to satisfy the above definition, we introduce a third logical
value Maybe. Thus, if the analysis concluded that a property Maybe holds in the system,
then it is unknown whether or not the property holds in the concrete system. In our

abstract Kripke Structure, L7 N L%r = 0, but L7 U L°p C P.

Let us revisit the program fragment in Figure 2.2 (we present it again in Figure 3.1).
Figure 3.2 shows the final Kripke structure of this program built from the control flow
graph of Figure 2.6. Fach state is associated with a line number of the statement that
changes a global variable in the original program, and with the abstract values that global
variables have after the execution of this state. For example, state 10 of Figure 3.2 is an

aggregation of states 10 and 11 of Figure 2.6.
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1: int b; 12: b = 5;

2: 1int xy; 13: else

3: int main () { 14: b=Db * c;

4. int a; 15: if ((a '= 0)&&(a >= -3))
5: int c; 16 if ((a '= 2)&&(a '= 4)&&(a '=7))
6: b = 13; 17: if (a '= -2)

7: c = 2; 18: c = 2;

8: Xy = -20; 19: print(‘‘xy is ’’, xy);

9: while (1 ) { 20: print(‘‘b is ’’, b);

10: Xy = xy + 4; 21: }

11: if (xy == 0) 22: }

Figure 3.1: A Program Fragment (same as in Figure 2.2).

i)

(69 (Xy,U]\DEF), (87 (XY7 {[-207 -20] })7
(b, {[13, 131})) (b, {[13, 13]})

-

h 4

_ 10, (xy. {[-16, too]}).
= xyt4
w g 0

b=5 b =Db*c
12, (xy. {[0, 01}). T (14, (xy, {[-16, -1],
(b, {15, 513)) [1, +eo]}),
(b, {[10, +e]}))

(22, (xy, {[-20, ~e]}).
b, {[5, +]}))

Figure 3.2: Kripke Structure K Built from the Program Fragment in Figure 3.1.

3.3 Model Checking Algorithm

We now present the algorithm that receives a Kripke structure K'® constructed above

and a correctness property expressed in the version of CTL described in Section 3.1, and
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Procedure CHECK ()

CASE

peP : Return (Yes(y), No(yp))

w="-p : Return (No(p), Yes(p))

pw=pAgq :  Return (Yes(p) N Yes(q), No(p) U No(q))
pw=pVgqg :  Return (Yes(p) U Yes(q), No(p) N No(q))
p=FKEXp : Return (pred(Yes( )), S* — pred(S* — No(p)))
p=AXp : Return (S* — pred(S* — Yes(p)), pred(No(p)))

p=E[pUq] : 1. Qo= Yes(q)
Qi+1 = Qi U (pred(Q:) N Yes(p))
Until Q,, = Qs
2. To = No(q)
Tivi =T; 0 ((S* — pred(S™ — T;)) U No(p))
Until 7, = T, 1y
3. Return (@, 1))
Qo = Yes(q)
Qivr = Q1 U ((pred(Qs) — pred(S* — Q1)) 1 Yes(p))
Until Q,, = Qs
2. To = No(q)
Tiv1 = T; N (pred(T;) U No(p))
Until T, = T, 1y
3. Return (@, T),)

[u—y

v = Al[pUq]

Figure 3.3: Model Checking Algorithm.

determines whether or not the property holds in the system.

The algorithm recursively goes through the structure of the property under analysis,
associating each subproperty ¢ with a pair of sets of states (Yes(¢), No(¢)). Yes(p)
C 57 is a set of states in which ¢ is True, or, more formally, s* € Yes(p) iff ¢ € L¥p(s?).
No(p) which represents a set of states in which ¢ is False, is defined similarly. We also
define a predecessor function pred : 25° — 25% which, given a set of states ), returns all

the states that can reach some state in () in one transition:
s7 € pred(Q) iff 3% € Q A (s7,1%) € E°

The algorithm, inspired by Bultan’s symbolic model checker for infinite-state sys-
tems [14], is given in Figure 3.3. For example, a property p A g holds in state s* if s* is
in Yes sets of both p and g. The same property does not hold in state s* if s* is in the

No set of either p or ¢. When verifying £ Xp, we note that if p holds in some immediate
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successor of state s, then £ Xp holds in s*; any immediate successor in which p may
hold (S*— No(p)) should be excluded from No(FXp). A[pUq| is computed recursively
as follows: A[pUq] is Yes in all states Sy in which ¢ holds; it is also Yes in predecessors
of Sp in which p holds and all of which successors are in Sy. A[pUgq| is No in a state s*
iff ¢ does not hold in s* and either p does not hold in s* or one of its successors does not

lead to q.
Theorem 3 Our model checker is sound with respect to both Yes and No answers.

The proof of this theorem is given in Appendix A.

As discussed in Section 2.5.1, a variable’s value is UNDFEF if it has not been assigned
any values. For an atomic proposition p, if there exists a variable appearing in p and
whose value is UNDFEF in some state s*, we put s” in both Yes(p) and No(p). Moreover,
as we check the properties recursively, if p is quantified by the universal quantifier A, we
remove s” from No(p); if p is quantified by the existential quantifier £, we remove s*
from Yes(p), and proceed. Finally, a state is said to be reachable if it is the initial state,
or at least one global variable is not UNDEF in it.

Theorem 4 The analysis of UNDEF is sound with respect to both Yes and No answers.

The proof of this theorem is given in Appendix A.

The Al receives the program fragment given in Figure 3.1 and builds the abstract
finite-state program PG®. We then transform this PG® into the final Kripke structure
depicted in Figure 3.2 using the process described in Section 2.4. This structure becomes
input to the Model Checker whose algorithm is described in Figure 3.3. For example, we
can model check the structure depicted in Figure 3.2 against CTL properties AG((xy +
b) < 0), FF(b=15), and FF(b = 12). AMC returns No for the first property because
it is violated in the state corresponding to line 12 of the program. The second property
is determined to be Yes because it is satisfied in the state corresponding to line 12. The
third property is determined to be Maybe: it Maybe holds in state corresponding to line

14 and does not definitely hold in any state. In addition, AMC returns information about
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the states (abstract values of the global variables) corresponding to line 12 for the first

property and line 14 for the third property.

3.4 Performance

To compute the performance of our model checker, we let |P| be the length of a property
P under verification, and n be the number of states in K*. Among all the CTL formulas,
AlpU1] is the most complicated one. For this algorithm, @); can change value at most n
times before a fixpoint is reached, and it takes n — 1 steps to compute ();’s predecessors
each time. Verification of this property takes O(n x (n — 1)) steps. Therefore, the total
running time for our model checker to check a formula P is O(|P| x n?). Notice that
the verification process builds upon the abstract interpretor, i.e., this time complexity
does not include the effort that our abstract interpretor takes to generate the abstract

finite-state program.

3.5 Combining Model Checking with Environmental
Assumptions

Model checking often results in Maybe answers, because inputs are assumed to include
all possible values. We can use testcases to specify information about environment.
Environmental assumptions may make the model checker more precise by eliminating
some “meaningless” inputs.

An environmental assumption specifies constraints on the values of variables imposed
either by laws of nature or by users in the system. Examples of such assumptions are: a
person’s age cannot be less than 0, a’s value is always greater than 5, etc. An environ-
mental assumption is specified in the same format as a testcase. In the line number field,
we either use 0 to indicate that this line is a specification of environmental assumption,
or a real line number in the program to indicate that this line is a specification of ab-

stract testcase. Testcases interact with the program continuously as long as the program
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keeps requesting input, whereas environmental assumptions remain fixed throughout the
program run. Thus we first process the assumptions, store the values for variables as
part of the input context to the initial state, and execute the program with this input
context.

Combining testing with model checking lets us limit the range of input domain, and
thus possibly accelerate convergence of the analysis. For example, assume that the en-
vironmental assumption for Figure 3.4 is that b is always equal to 0. We process the
assumption, and generate the input context ((a, UNDEF), (b, {[0, 0]}), (xy, UNDEF))

The loop terminates immediately because b!=0 evaluates to False.

1: int a;

2: int b;

3: int xy;

4: int main() {

5: int c;

6: scan(b, a);

7: c = 2;

8: while (b '= 0) {
9: if (a == 0) {
10: scan(xy) ;
11: b =12;
12: }

13: else

14 b =a *x 2;
15: }

16: }

Figure 3.4: A Program Fragment.

If we model check the program presented in Figure 3.4 against the property EFF(b = 2),
without any environmental assumptions, AMC returns Maybe. On line 6, we assume that
both a and b receive values [—oo0, 400]. Therefore, the condition a == 0 Maybe holds,
and lines 10-11 and 14 are both executed; in consequence, b = 2 Maybe holds in the state

corresponding to line 14 and does not definitely hold in any state. With the environmen-
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tal assumption that a is always equal to 1, a == 0 definitely does not hold, b = 2 holds

in the state corresponding to line 14, and AMC returns Yes.

3.6 Summary

In this chapter, we presented a light-weight model checker which receives an abstract
finite-state program and a set of CTL formulae as input, checks each CTL formula and
returns Yes (No) if the formula does (does not) hold in the system, or Maybe if the validity
of the formula cannot be established. We have proposed a model-checking algorithm
which recursively goes through the structure of the property under analysis, associating
each subproperty with a pair of sets of states in which the subproperty holds and does
not hold. The algorithm is provably sound with respect to both Yes and No answers.
The process takes low-order polynomial time which is proportional to the size of the
formula under analysis and the square of number of states in the final Kripke structure.
In addition, we also demonstrated that model checking combined with environmental

assumptions may help improve the precision of our analysis.
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Chapter 4

Case Study

To determine the effectiveness of our abstract model checker, we analyzed the simplified
version of a Safely-Injection System [24], specified using the SCR [1, 45] requirements

notation.

4.1 The Application

Safety-Injection is an embedded system that monitors the water pressure and injects the
coolant into the reactor core when the pressure falls below a certain threshold. There
is a manual control that the operator can use to prevent the system from injecting the
coolant, which causes the system to be overridden. A reset switch prevents the system
from being overridden. The system inputs the value of the water pressure and outputs a
boolean condition signifying whether to inject the coolant. In addition, it maintains the
internal state reflecting the water pressure. If the water pressure falls below a threshold
Low, the system’s pressure level becomes too low; if the water pressure rises above Permit,
the system’s pressure level becomes high; otherwise, this level is “within the permitted
range”.

The software cost reduction (SCR) requirements notation was developed by researchers
at the Naval Research Laboratory for specifying requirements of reactive systems [1, 44,

45]. In SCR requirements specification, a system’s environmental behavior is specified as
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a set of monitored variables, which represent inputs of the system, and a set of controlled
variables, which represent outputs of the system. The system behavior is modeled by
three entities: modes, terms and conditions and events. A mode class defines a set of
states, called modes, described behaviorally in a table denoting current-state/next-state
transitions. A term is a function defined on any entities. A condition is a predicate
defined on monitored or controlled variables, mode classes, or terms. An event occurs

when the value of any condition changes. A conditioned event [43] is defined as
QT(a) WHEN [b] = —a A a’ A b,

where the unprimed conditions a and b are evaluated in the previous state, and the
primed condition a’ is evaluated in the current state.

Table 4.1 is the mode transition table of the Safety-Injection system. A mode class
defines transitions between its modes, based on environmental changes — events. The
mode class Pressure has three modes: TooLow, Permitted and High. At any given
time, the system must be in exactly one of the above modes. A drop in WaterPres below
the level Low will cause the system to enter mode TooLow, and a raise in WaterPres
above the level Permit will cause the system to enter the mode High. In this table, each
row specifies a conditioned event that triggers the transition from the source mode to
the destination mode. A conditioned event can trigger one or more transitions between

pairs of modes.

Source Mode | Events Destination Mode
TooLow @T (WaterPres >= Low) Permitted
Permitted @T (WaterPres < Low) TooLow

Permitted QT (WaterPres >= Permit) | High

High OT (WaterPres < Permit) Permitted

Table 4.1: Mode Transition Table.

Table 4.2 is an event table for defining the term Overriden. Overriden is true

whenever safety injection is blocked, and false otherwise. Each row in this Table specifies
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that when the system is in a certain mode (first column), if an event depicted in the second
column occurs, the value of Overriden will become true, and if an event depicted in the
third column occurs, the value of Overriden will become false. Notice that @T(Inmode)
denotes that the system enters the corresponding mode. For instance, the first row of
Table 4.2 says that if the system is currently in mode High, Overriden cannot become

true, and Overriden will become false if the system enters the mode TooLow.

Modes Events

High Never @T (Inmode)

TooLow, @T(Block = On) When | @T(Inmode) OR @T(Reset = 0On)
Permitted Reset = 0ff

Overriden’ = true false

Table 4.2: Event Table.

We describe the behavior of SafetyInjection (the controlled variable) using Ta-
ble 4.3. The first row reads: if Pressure is High or Permitted, SafetyInjection will

be turned off in the next state.

Modes Conditions

High, Permitted | true false

TooLow Overriden | NOT Overriden
SafetyInjection’ | Off On

Table 4.3: Condition Table.

We have implemented the Safety-Injection system as a 116-line C- program with 8
global variables closely reflecting those of the specification: WaterPres of type integer,
Block and Reset of type boolean, Injection of type boolean, Overriden of type boolean,
constants Low and Permit, and Pressure of type integer (our system does not allow
enumerated types). The implementation also includes 7 functions and 8 local variables.

The complete implementation of the Safety-Injection System is given in Figure 4.2.
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4.2 Verification

The specification language of our system is expressive enough to capture complex prop-

erties of the Safety-Injection system, such as:

1. AG((Reset A Pressure # High) — —0verriden)
Overriden will become false if the system has been reset and pressure is not high.

This property corresponds to the event table — Table 4.2.

2. AG((Reset A Pressure = TooLow) — Injection)
The system will inject the coolant if the pressure is too low and the reset button is

pressed. This property corresponds to the condition table — Table 4.3.

3. AG((Block A —Reset) — —0Overriden)
If the block button is pressed and the reset button is not pressed, Overriden will

become false. This property also corresponds to the event table — Table 4.2.

4. AG((Pressure = TooLow A WaterPres < Permit)
— AX(WaterPres > Permit — AF/(Pressure = High)))
Whenever the pressure is too low and the water pressure raises above the allowed
threshold, then the system will eventually transit into a state where the pressure is

high. This property corresponds to the mode transition table — Table 4.1.

5. AG(WaterPres > 0)

The water pressure should always be greater or equal to 0.

We verified the above properties on Sun UltraSPARC-IT with 4 X 400 MHz processors
and 4 GB of RAM. Table 4.4 lists running times for building the abstract Kripke structure
and verifying the properties. In particular, building an abstract finite-state program for
the Safety-Injection system took 3.43 seconds (user) and 4.88 seconds (system); the entire
verification effort, including building the abstract finite-state program and checking all

properties, took 3.82 seconds (user), 5.69 seconds (system). Our model-checker yielded
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Properties | User (Seconds) | System (Seconds) | Answer
3.43 4.88
(1) 3.36 5.24 Yes
2) 3.32 5.20 Yes
(3) 3.40 5.32 Yes
(4) 3.64 5.44 Yes
(5) 3.05 4.50 Maybe
(1)-(5) 3.82 5.69

Table 4.4: Running Time for Verifying Different Properties.

True for properties (1)-(4), and Maybe for the fifth property. The final Kripke structure
consisted of only 30 abstract states.

Safety-Injection has been verified by two other research groups. Bultan [13] has veri-
fied Properties 1 and 2, although we were unable to determine the exact size of his models.
Bharadwaj and Heitmeyer [6] also verified Properties 1 and 2. The unabstracted system
(SPIN performs on-the-fly verification, without building a complete state space) consists
of over 1.7 million states, whereas with the combination of the abstraction methods we

described in Section 1.2, it brings the state space down to 650 states.

4.3 Assumptions on Environment

Assumptions are invariant constraints that must hold in all system states. Environmental
assumptions are the inputs of the system specified as testcases, and they were designed
to help improve accuracy of our analysis. We can specify all the assumptions that the
system can have, either by laws of nature or by other parts of the system.

Notice that Property 5 evaluated to Maybe, because we assumed that WaterPres
receives values [—oo, +oo] whenever it requests input. If we run the system with the

environmental assumptions given in Figure 4.1 (INF represents +00), the model-checker
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LINE 0 WaterPres [0, 5] [10, INF]

Figure 4.1: The Environmental Assumptions for Safety-Injection System.

will yield Yes for all five properties this time. Different runs under various environmental
assumptions may help characterize the relationship between input to the system and the

validity of the problem.

4.4 Summary

In this chapter, we demonstrated our analysis technique described in previous chapters
on a more realistic application — the Safety-Injection system. We have implemented the
system as a 116-line C- program, and verified it against 5 properties. Finally, we imposed
certain environmental assumptions to the system, and showed that the resulting analysis

is more accurate.
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: boolean Block;

: boolean Reset;

: boolean Exit;

int WaterPres; /* MONITORED VARIABLES */

: boolean Injection; /* CONTROLLED VARIABLES */
: boolean Overriden; /* TERMS */

: boolean buttonBPressed;

: boolean buttonRPressed;

: boolean buttonEPressed;

W 00 N O O WN =

[
o

: int next;
: int Pressure; /* MODE CLASS *x/

[
[

12: int Initialize () {

13: WaterPres = 4;

14: Pressure = 0;

15: Overriden = 0;

16: Injection = 0;

17: Block = 0;

18: Reset = 0;

19: buttonBPressed = 0;
20: buttonRPressed = 0;
21: buttonEPressed = 0;
22: next = 2;

23: return 1;

24: }

25: int Get_Event (int sem) {

26: int temp;

27: temp = 1;

28: if (sem == 1) {

29: if (buttonBPressed == 0) {
30: Block = 0;

31: buttonBPressed
32: }

33: else {

34: Block = 1;

35: buttonBPressed
36: }

37: }

]
[

]
(@]

Figure 4.2: Safety-Injection Implementation.
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38:
39:
40:
41:
42:
43:
44
45:
46:
47
48:
49:
50:
b1:
52:
B3:
54
B55:
56:
B57:
58:
59:
60:

61:
62:
63:
64:
65:
66:
67 :
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if (sem == 2) {
if (buttonRPressed == 0) {

Reset = 0;
buttonRPressed = 1;
}
else
{
Reset = 1;
buttonRPressed = 0;
}

if (sem == 3) {
if (buttonEPressed == 0) {

Exit = 0;
buttonEPressed = 1;
}
else {
Exit = 1;
buttonEPressed = 0;
}
}
return 1;
}
int Get_Mode () {
int temp;
temp = 1;

if (Pressure == 0) {
if (WaterPres >= 5)
Pressure = 1;

Figure 4.2: Safety-Injection Implementation (cont’d).
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68: if (Pressure == 1) {

69: if (WaterPres >= 15)
70: Pressure = 2;
71: if (WaterPres < 5)
72: Pressure = 0;
73: t

74 if (Pressure == 2) {

75: if (WaterPres < 15)
76: Pressure = 1;
77: }

78: return 1;

79: }

80: int Get_Term() {

81: if ((Reset == 0) && (Pressure == 0))
82: if (Block == 1)

83: Overriden = 1;

84 : if ((Pressure == 1) && (Reset == 0))
85: if (Block == 1)

86: Overriden = 1;

87: if (Pressure == 2)

88: Overriden = 0;

89: return 1;

90: }

91: int Get_Control () {

92: if (Overriden == 0)

93: Injection = 1;

94 : if (Pressure == 2)

95: Injection = 0;

96: if (Pressure == 1)

97: Injection = 0;

98: if ((Pressure == 0) && (Overriden == 1))
99: Injection = 0;

100: return 1;

101: }

Figure 4.2: Safety-Injection Implementation (cont’d).
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102: main() {

103:
104:
105:

106:
107:
108:
109:
110:
111:
112:
113:
114:
115:
116:

int flag;
int semo;
int flagl;

fopen("safeinput", "r");

flag = Initialize();

while (1) {
scanf (WaterPres) ;
fscanf ("safeinput", semo);
flagl = Get_Event(semo);
flag = Get_Mode();
flagl = Get_Term();
flagl = Get_Control();

by

Figure 4.2: Safety-Injection Implementation (cont’d).
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Conclusion

In this chapter, we conclude this thesis with a summary of our work and its main contri-
butions, a discussion of limitations of our current work and an outline of future research

directions.

5.1 Summary

In the first part of this thesis, we developed an abstract interpretor with the running time
of O(|V|* x n?), where |V| is the total number of variables, global and local, and n is the
number of statements in the program. The Al inputs the program under analysis written
in a subset of C and an optional testcases file. Hence, the Al also acts as a symbolic
tester, where users are allowed to specify abstract testcases. This enables one to do
one-path analysis, all-paths analysis, or a combination of these two. No user-created
abstractions are necessary, and at the end of the analysis, Al produces an abstract finite-
state program, in which every state corresponds to a line number and a list of variables
associated with their abstract values.

In the second part, we presented a light-weight model checker which receives an
abstract finite-state program produced by the Al and a set of CTL formulae as its input,
checks each CTL formula and yields answers. The verification always converges and is

guaranteed to be sound: if the model checker yields Yes, the property holds in the concrete
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system, and if it yields No, the property does not hold. In addition, we also demonstrated
that model checking combined with environmental assumptions may help improve the
precision of our analysis, reduce the number of inconclusive answers Maybe, and accelerate
the convergence of the analysis. The process converges in low-order polynomial time
O(|P| x n?), where P is the property under analysis, and n is the number of statements
in the program.

Finally, we demonstrated our analysis technique on the Safety-Injection System. The
Safety-Injection system has been implemented in C-, and subsequently verified. We also
showed that by imposing environmental assumptions to the system, our abstract model
checker becomes more effective.

Our approach is not limited to the analysis of programs; it can be applied to finite-
state and infinite-state specifications equally well. We also believe that tightening up the
code of our model checker and making the state encoding symbolic will further improve

its running time.

5.2 Contributions

Major contributions of our work are:

1. We created a symbolic abstract tester that guarantees convergence, and allows to

specify abstract testcases.
2. We have developed an abstract model checker (AMC)

e that can reason about values of infinite-domain variables and arithmetic;
e that guarantees convergence;

e whose algorithm is proved sound with respect to both Yes and No answers: a
property holds in the original system if our AMC yields Yes for the property;

a property does not hold in the original system if our AMC yields No for the

property;
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e in which abstraction is computed automatically, independent of the property

under verification;

e whose algorithm is very cheap: the entire verification effort, including com-
puting the abstract finite-state program and checking the property under in-

vestigation, takes low-order polynomial time:;

e which allows to explicitly specify assumptions on the environment.

more expensive
analysis

property
istrue

property

isfalse verification step 2

verification step 1

Figure 5.1: Framework for Automatic Verification.

Our model checker can be used as a level 1 verifier in the step-wise automatic verifica-
tion framework discussed below. Given a large number of available verification techniques
and a potential complexity and expense of their application and interpretation of results,
we propose a “layered” approach to automatic verification, depicted in Figure 5.1. This
technique is particularly inspired by the effectiveness and potential of lightweight formal
methods [50]. Given a system S and a property P, we would like to know if P holds
in S. We would like to start at verification level 1, which is fairly inexpensive, both in
terms of the work required of the user, and in terms of computing resources required.
This step will result in one of three conclusions: P is definitely true or definitely false in
S, at which point the verification stops, or the analysis cannot yield any information. In
the later case, the analyst will apply a technique on verification level 2. This technique

is more expensive than that of verification level 1, but may help in determining whether
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or not P holds. If it does not, the analyst proceeds in applying more and more complex
and expensive techniques until (1) P is definitely proved or definitely disproved or (2)
all levels are exhausted or (3) all resources are exhausted. Note that no precision is lost
at each level. All properties that have not been concluded to definitely hold or definitely
not hold on S during the verification level £ — 1 have to proceed to level k.

What is the benefit of the step-wize verification framework outlined above? It allows
us to categorize existing tools based on their effectiveness in verifying properties and the
complexity of application (Note that this complexity metric includes the effort needed by
a human and the effort needed by a computer). This also allows one to utilize verification

efforts more effectively.

5.3 Limitations

This thesis is an initial attempt to establish a framework for step-wise automatic verifi-

cation. The results of our work are limited in several ways:

1. The implementation of the tool cannot handle complex constructs of the input
language. These include recursion, user-defined data types, dynamic memory allo-

cation, pointers, etc. We also currently limit our verification to sequential programs.

2. Our tool interacts with the Omega library, which can only handle operations on
integer-valued variables. Thus, reasoning about floating-point numbers is currently

not supported.
3. There is only one built-in level of abstraction provided in our system.

4. The input language, being a subset of C, does not have formal semantics; in par-
ticular, the notion of a state transition is poorly-defined. We chose to associate a
state with values of global variables, and a state transition with changes of values
of global variables. Perhaps a more flexible way to determine the granularity of

state transitions is more appropriate.
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5. Our model checker returns Maybe if it cannot determine whether a property holds
in the system. Tightening up reasoning about abstract values and/or choosing
property-specific abstractions should reduce the number of cases for which verifi-

cation is inconclusive.

6. When a property is determined to be No or Maybe, the AMC also returns infor-
mation about values of global variables in the states where property is violated or
Maybe violated. This is not sufficient for the users to understand what the counter

example is in the original system.

5.4 Future Work

In short-term future work:

e We hope to extend our model-checker to reasoning about CTL* [19] which combines

branching-time and linear-time operators and is strictly more expressive than CTL.

e We would like to address the issue of state granularity. We can do so by either
asking users to specify which global variables constitute a “state” or to add language
constructs for explicitly stating the beginning and the end of each state, either via
begin-state/end-state or via adding the notion of time (time-tick), where each state

occurs between consecutive time-ticks.

e We would like to develop more case studies, i.e., to demonstrate our analysis tech-

nique on some industrial-size non-trivial systems.
In long-term future work:
o We would like to extend our input language to handle concurrent systems.

e We want to produce more useful counter examples when the AMC detects a (pos-
sible) violation of the property being verified. We can do so by translating the

counter examples in the abstract system into ones corresponding to the original
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system. In this case, the user’s understanding of the verification will be in terms

of the original system rather than the abstract model.

We expect to build different levels of abstractions where if the analysis is inconclu-
sive, then more expensive techniques can be applied until the property is verified

or all resources are exhausted.

We would like to measure the effectiveness of our framework, that is, to classify
the existing verification techniques for analyzing reactive systems, assigning these
techniques levels from 1 and on (depicted in Figure 5.1) based on the effectiveness

and the cost of their verification techniques.



Appendix A

Proofs

In this Appendix, we give proofs of correctness of Theorem 3 and Theorem 4.

Theorem 3 Our model checker is sound with respect to both Yes and No answers.

Let (AM)p(¢, M*,s*) ((AM)p(¢, M, s*)) indicate that our model checker returns Yes

(No) when checking a formula ¢ in state s* of the abstract model M*.

Assume:

(AM)r(p, M?,s%) = M,s ¢ (A1)
(AM)p(p, M*,s%) = M,s o (A.2)
(AM)7(p, M*,s%) = M,s =1 (A.3)
(AM)p(, M, s%) = M,s ¢ (A.4)

where M, s are the model and the state of the concrete program, respectively. The above

expressions state that our model checker is sound with respect to Yes and No answers

for ¢ and .
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Prove:

S T T A R

APPENDIX A. PROOFS

M,s = ¢
M,s &= ¢
M,s = oAy
M,s o ANy
M,s =V
M,s oV
M,s E EXy
M,s = EXo
M,s E AX¢
M,s = AX o
M,s | ElpUy]
M,s [ ElpUy]
M,s | AlpUd]

M, s [ AlpUd]

The proof is by induction on the structure of ¢ and :

A5 (AM)r(—e, M, s%) = M,s = —p

(AM)r(—p, M®, s%)
= (AM)p(p, M, s%)
= M,s [E o

= M,s |E -

A6 (AM)p(—p, M, s*) = M,s £ —p

(AM)F(_'S‘QvMaaSa)
= (AM)r(p, M*,s%)
= M,s = ¢

(W

[@p)

>
N e

—
o

—_
O

—_
(V]

—_ =
S Ot

— —
-3 —
p— p— SN— N— SN— SN— N— SNa— p— — N Sa— S— S—

A
=

o~~~ o~~~ o~~~

—_
0¢]

;algorithm

; (A.2)

;algorithm

; (A1)
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= M,s £ -

AT (AM)r(e AN, M, s*) = M, s Ep A
(AM)r(p A, M®, s%) ; algorithm
= (AM)r(p, M?,s*) A (AM)7(yp, M?, s%) ; (A1) (A.3)
= MsEpANM,sEY
= M,sEeANY

A8 (AM)p(p Ao, M* s*) = M,s =@ A
(AM)p(p A tp, M2, s%) ; algorithm
= (AM)p(p, M, s*)V (AM)p(p, M?, %) ; (A.2) (A4)
= M,stEpV M,s =y
= M,s fEp Ay

A9 (AM)r(eVip,M* s*)= M,s Ep Vi
(AM)r(p V¥, M®, s%) ; algorithm
= (AM)r(p, M®,s*)V (AM)7(yp, M*, s%) ; (A1) (A.3)
= M,sEpeVMsEY
= M,sE eV

A.10 (AM)p(e Vo, M?,s%) = M, s £ @V
(AM)p(p V b, M?, s%) ; algorithm
= (AM)p(p, M®,5*) N (AM)p(b, M*, s*) ; (AL2) (A4)
= M, s EeANM,stEY
= M,sEFeVY

A1 (AM)r(EX@, M?, %) = M,s = EX¢
(AM)p(EXp, M®,s%) ; algorithm
= Jt*, 5% = pred(t*) A (AM)r(p, M, 1) ; (A1)
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= Jt,s =pred(t) AN M,l = ¢
= M,s E EXyp

A12 (AM)p(EXp, M®,s%) = M,s £ EX¢
DEF A.12: Let T be the set of states such that Vt* € T (AM)r(p, M, 1%).

(AM)p(EX@, M*, s*) ; algorithm
= 5" € S* N s™ ¢ pred(S* —T7)

= V%, s* € pred(t”) = t* € T ; (DEF A.12)
= Vi, s* € pred(t”) = (AM)p(p, M, t) ;i (A.2)

= Vi, s € pred(t) = M,t £ ¢

= M,s - EXe

A3 (AM)r(AXp, M, s*) = M,s = AXp
DEF A.13: Let T be the set of states such that Vt* € T, (AM)r(e, M*, ).

(AM)p(AXp, M*, s*) ; algorithm
= 5" € S* N s™ ¢ pred(S* —T7)

= V1%, 5% € pred(t?) = t* € T . (DEF A.13)
= Vt*,s* € pred(t”) = (AM)7p(p, M*,1%) ;i (A1)

= Vi, s € pred(t) = M,t = ¢
= M,s = AXe

A14 (AM)p(AXp, M?,s%) = M,s [ AXyp
DEF A.14: Let T be the set of states such that Vt* € T (AM)r(p, M, 1%).

(AM)p(AX @, M®, s%) ; algorithm
= s € pred(T?)

= It t* € T* A s* € pred(t*) ; (DEF A.14)
= 31, s* € pred(t*) A (AM)p(p, M, 1) ; (A.2)

= Jt,s € pred(t) AN M, L £ ¢
= M,s £ AXe



A5 (AM)r(EleUy], M, s*) = M,s = EleU]
The proof is by induction on the length of the path from s* to a
state in which % holds.
Base Case: length = 0.
(AM)r(ElpUy], M, s7)
= (AM)r(p, M*, s*)
= M,s =
= M,s = EleUy]

IH: Let 7™ be the set of states from which ¢ can be reached in < n steps.

Assume Vt* € T (AM)p(E[pU], M*,t*) = M,t = E[pU]
Prove: The formula holds for paths of length < n.
(AM)r(E[pUY), M®, %)
= (AM)r(sp, M, s*) V ((AM)1(p, M, 5%) A 5% € pred(T?))
= M,s E EleUp] V ((AM)7r(p, M™,s*) A (Tt € T, s> € pred(T?)))
= M,s E EleUp]V (M,s E e As€pred(t) N M,t |E E[peU))
= M, s = EleU]

A16 (AM)p(E[pUd], M®, 52) = M, s} E[oU]
B[] does not hold in state s if on every path emanating from s°
either (1) ¢ does not occur or (2) before the first occurrence of 1,
there is a state in which ¢ does not hold.
The algorithm can be expanded as follows:

Ty = No(¢)

Case (1): Tipy = Ts 1 (S* - pred(S* — Ty)

Until T, = Ty

Case (2): Q = Ty A No(e)

No(ElpUd]) = T, U Q

Case (1) starts from the set of states where =% is true and
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; (A.3)

; algorithm
;(BASE CASE)
; (IH), (A.1)
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recursively intersects it with those states that do not have successors

in which % holds. The result is the set of states that can never reach v,
Le. M,s = AG(—v) = M, s = E[pU].

Case (2) results in the set of states in which neither ¢ nor ¢ hold, i.e.
M,s = (me A ) = M, s £ ElpUy].

AT (AM)r(AlpUd), M, s*) = M, s | AlpU]
The proof is by induction on the length of the path from s* to a
state in which % holds.
Base Case: length = 0.
(AM)r(AlpU], M*, 57)
= (AM)r(p, M*, s)
= M,s =
= M,s = AlpUv]

IH: Let 7™ be the set of states from which ¢ can be reached in < n steps.

Assume V1% € T, (AM)g(AlpUd], M*,1%) = M, 1 = AlpU)]
Prove: The formula holds for paths of length < n.
(AM)r(AlpU], M®, 5)
= (AM)7(¢, M*,s*) V
((AM)7(p, M*,5*) A s* € pred(T*) A s* ¢ pred(S® — T%))
= M,s E AlpUy] Vv
((AM)7(p, M™,5™) A s* € pred(T*) A s* ¢ pred(S® — T))
= M,s E AlpUy] Vv
((AM)p(p, M, s™) N (VI?, s* € pred(t™) = (1> € T?)))
= M,s E AlpUy] Vv
(M,s =@ A (Vi, s € pred(t) = M, t = AlpUv]))
= M,s E AlpU¢]

A18 (AM)p(AlpUd], M®,s%) = M, s [ A[pU]

; (A.3)

; algorithm

;(BASE CASE)

; (IH), (A.1)
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AlpU1] does not hold in state s* if either (1) ¢» does not occur on some
path emanating from s®, or (2) on some path emanating from s, before
the first occurrence of 1, there is a state in which ¢ does not hold.
The algorithm can be expanded as follows:

To = No(v)

Case (1): Tipr = T; N pred(T;)

Until T, = T4

Case (2): @ = Ty N No(p)

No(A[pl¢]) = T, U Q
Case (1) starts from the set of states where =% is true and
recursively intersects them with those states that have successors in which
=) holds. The result is the set of states that can lead a path which never
reaches ¢, i.e. M, s |E EG(—¢) = M, s £ AlpU].
Case (2) results in the set of states in which neither ¢ nor ¢ hold, i.e.
M,s = (me A ) = M, s [E AlpUd]. n

Theorem 4 The analysis of UNDEF is sound with respect to both Yes and No answers.

Assume p (q) is an atomic proposition in which every variable is defined, and ¢ () is the
same atomic proposition except that at least one of its variables is undefined. UNDEF
should not effect our analysis, and the appropriate way of treatment is to “ignore” it.
This means that p (¢) holds in state s implies that ¢ (¢) also holds in state s*; p (¢) does
not hold in state s* implies that ¢ (¢) also does not hold in state s*. Moreover, FXp
(E[pUq]) does not hold in state s* implies that FX¢ (E[pU]) does not hold in s*; and
AXp (A[pUq]) holds in state s* implies that AX¢ (A[eU1]) holds in s*. Intuitively, for
EXp, we need a “witness” to the formula p in a next state, but ¢ cannot be a witnesses
since ¢ is UNDEF. AXp is dual to EXp. For E[pUq], we need a “witness” to a path in
which p holds until g becomes True, but ¢ and % cannot be the witness since they are

undefined, and A[pUgq] is dual. The proofs of (A.23)-(A.32) are sufficient to show that



70 APPENDIX A. PROOFS

our analysis of UNDEF is sound because all other CTL formulas can be defined using p
(9); =p (=q), EXp (EXq), AXp (AXq), E[pUq] and A[pUq].

Assume:

(AM)r(p, M*,s%) = (AM)r(p, M*,s%) (A.19)
(AM)p(p, M*,s%) = (AM)p(p, M?,s%) (A.20)
(AM)r(q, M*,s*) = (AM)r(¢, M~ s%) (A.21)
(AM)p(q, M*,s%) = (AM)p(v, M, s%) (A.22)

The above expressions state that our analysis of UNDEF is sound with respect to Yes
and No answers for atomic propositions.

Prove:

(AM)z(=p, M*,5%) = (AM)p(—p, M®,s") (A.23)
(AM)p(=p, M, s") = (AM)r(=p, M, s") (A.24)
(AM)r(p A g, M*,s%) = (AM)p(p Ay, M®,5%) (A.25)
(AM)p(p A g, M*,5%) = (AM)p(p A, M*,s%) (A.26)
(AM)z(pV q, M*,s%) = (AM)p(p V¢, M®,s%) (A.27)
(AM)p(pV q,M*,5%) = (AM)p(pV ¢, M*,s%) (A.28)
(AM)p(EXp,M*,s*) = (AM)p(EXp, M®,s%) (A.29)
(AM)r(AXp, M*,s*) = (AM)r(AXp, M*,s%) (A.30)
(AM)p(E[pUq), M®,s*) = (AM)p(E[pU], M*, %) (A.31)
(AM)7(A[pUq], M®,s*) = (AM)r(AlpUy], M*, s") (A.32)

The proof is by induction on the structure of ¢ and :
A.23 (AM)p(—p, M*,s*) = (AM)p(—pM®*, s*)

(AM)7(—p, M*,s%) salgorithm
= (AM)F(p, M*, s%) ;(A.20)



= (AM)p(p, M*, s*)
= (AM)r(—p, M*,s%)

A.24 (AM)p(—p, M, s%) = (AM)p(~oM*, 5%)
(AM)F(—p, M*, %)
= (AM)z(p, M, 5%)
= (AM)z(p, M*, s%)
= (AM)p(~p, M®, 5%)

A.25 (AM)r(p A g, M?,5%) = (AM)r(p Ay, M®, s7)

(AM)r(p A g, M?, 5%)

= (AM)7(p, M®, %) A (AM)7(q, M, 5%)
= (AM)7(p, M®, s%) A (AM) (s, M®, 5%)
= (AM)7(p A, M®, 5%)

A.26 (AM)r(p N g, M*,s*) = (AM)r(e Ap, M?, %)

(AM)p(p A\ g, M, s%)

= (AM)p(p, M®, s°) V (AM)p(q, M®, %)
= (AM)p(p, M*,s°) V (AM)p(, M*, 5*)
= (AM)p(p A, M, s%)

A.27 (AM)r(pV g, M*,s%) = (AM)r(p V ¢, M?, s7)

(AM)z(pV q, M, 5%)
= (AM)r(p, M, s*)V (AM)r(q, M™, s*)
= (AM)(ip, M*,5°) V (AM) (), M*, )
= (AM)r(e Vo, M*, s?)

A.28 (AM)r(pV q,M*,s*) = (AM)rp(e V1, M*, 5%)

(AM)gp(p V q, M?,s%)

71

;algorithm

;(A.19)

;algorithm

:(A.19) (A.21)

;algorithm

:(A.20) (A.22)

;algorithm

:(A.19) (A.21)

;algorithm
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= (AM)r(p, M®,5*) A (AM)p(q, M™, 5%) ;(A.20) (A.22)
= (AM)F(Q‘Qv Mavsa) A (AM)F(¢7 Mavsa)
= (AM)p(p Vi, M*, s)

A.29 (AM)p(EXp, M®, %) = (AM)p(EX o, M, )
DEF A.29: Let T be the set of states such that Vt* € T, (AM)p(p, M*, ).

(AM)p(EXp, M, s%) ;algorithm

= 5" € S*Ns™ ¢ pred(S* —T7)

= V1%, 5% € pred(t?) = t* € T . (DEF A.29)
= Vt*,s* € pred(t”) = (AM)p(p, M, 1%) ; (A.20)

= Vit*,s* € pred(t®) = (AM)p(p, M*, %)
e (AM)R(EX g, M2, 1)

A.30 (AM)r(AXp, M*,s*) = (AM)p(AX e, M*, s%)
DEF A.30 Let T be the set of states such that Vt* € T, (AM)r(p, M*,t*).

(AM)7(AXp, M*,s%) ; algorithm
= 5" € S*Ns™ ¢ pred(S* —T7)

= VI%, 5% € pred(t?) = o € T . (DEF A.30)
= Vi, s* € pred(t®) = (AM)p(p, M*,t) ; (A.19)

= Vit*,s* € pred(t®) = (AM)r(p, M, %)
= (AM)r(AXp, M?, s%)

A.31 (AM)p(E[pUq], M*,s*) = (AM)p(FEleU], M, s*)
E[pUq] does not hold in state s* if on every path emanating from s either
(1) g does not occur or (2) before the first occurrence of ¢, there is a state in
which p does not hold. The algorithm can be expanded as follows:

To = No(q)

Case (1): Tipr = T; N (S - pred(S* = T;)

Until T, = T 41
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Case (2): @ = Ty N No(p)

No(E[pUq]) = T, UQ
Case (1) starts from the set of states where —=¢q is True and recursively
intersects it with those states that do not have successors in which ¢ holds.
The result is the set of states that can never reach ¢. From (A.22),
swe know that the resulting set of states also satisfy the property that they
can never reach ¥, i.e., (AM)p(E[pUv], M*, s*)
Case (2) results in the set of states in which neither p nor ¢ hold.
From (A.20) (A.22), we know that in the resulting states, neither ¢ nor v
hold, i.e., (AM)r(—p A =tp, M®, %) = (AM)p(E[pU], M*, s).

A.32 (AM)r(A[pUq], M®, %) = (AM)7(AlpUp], M*, s%)
The proof is by induction on the length of the path from s* to a
state in which ¢ holds.
Base Case: length = 0.
(AM)r(A[pUq), M*, 5°)
= (AM)r(q, M*,s%) : (A.21)
(AM)z(y, M*, s%)
(AM)(AlpUdp], M?, 5%)

T
= T
=
IH: Let T'™ be the set of states from which ¢ can be reached in < n steps.
Assume Vt* € T (AM)p(A[pUq], M*,1*) = (AM)r(AlpUd], M*, s%)

Prove: The formula holds for paths of length < n.

(AM)(A[pUq), M, 5%) ; algorithm
= (AM)r(g, M2, %) v

(AM)r(p, M, s%) A s* € pred(T) A s* & pred(S® — T)) ;(BASE CASE)
= (AM)r(A[pU], M*, 5%) V

(AM)r(p, M, s%) A s* € pred(T) A s* & pred(S® —T)) (A.19)

= (AM)r(A[pU], M*, s*) V
((AM)7p(@, M, s*) A s* € pred(T) A s* & pred(S™ —T)) ;(IH)
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= (AM)(AlpUy], M?, 57)

APPENDIX A. PROOFS

[]



Appendix B

Grammar Of Input Language

Below is the complete grammar of our input language. The grammar is LALR(1) which
enables the use of Lex and Yacc tools for automatic parsing. The grammar has undefined
terminals symbols integer-constant, character-constant, floating-constant and identifier.
The typewriter style words and symbols are terminals given literally. It is necessary
to duplicate each production with an opt symbol depending on the rules of the parser

generator.

translation-unit:
external-declaration
|translation-unil external-declaration
external-declaration:
function-definition
|declaration
function-definition:
declaration-speci fiers,,, declaralor declaralion-lisl,,; compound-statement
declaration:
declaration-specifiers declarator-list
declaration-list:

declaration

|declaration-list declaration
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declaration-specifiers:

type-specifier declaration-speci fiers,,
lype-specifier:

void | char | int | float
declarator-list:

declarator

|declarator-list, declarator
declarator:

direct-declarator
direct-declarator:

identifier

| (declarator)

|direct-declarator (parameter-type-list)

|direct-declarator (identifier-list 1)
parameter-type-list:

parameter-list

|parameter-list, parameter-type-list
parameter-list:

parameter-declaration

|parameter-list, parameter-declaration
parameter-declaration:

declaration-specifiers declarator
identifier-list:

identifier

|identifier-list, identifier
statement:

expression-statement

|compound-statement

|selection-statement



|iteration-statement
expression-statement:

ETPreSSION,
compound-statement:

{declaration-list,, statement-list,,;}
statement-list:

statement

|statement-list statement
selection-statement:

if (expression) statement

|if (expression) statement else statement
iteration-statement:

while (expression) statement
Jump-statement:

break ;

[return expression,,;
ELPTESSION:

assignment-exrpression

|expression, assignmenl-expression
assignment-exrpression:

conditional-expression

unary-exrpression assignment-operalor assignment-exrpression

assignment-operator:

conditional-expression:
logical-OR-expression

constant-expression.:
conditionl-expression

logical-OR-expression:
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logical-AND-expression

|logical-AND-expression || logical-AND-expression
logical-AND-expression:

logical-AND-expression && AND-expression
AND-expression:

equality-expression

| AND-expression & equalily-expression
equality-expression:

relational-expression

|equality-expression == relational-expression

|equality-expression '= relational-expression
relational-expression:

relational-expression < additive-expression

relational-expression > additive-expression

relational-expression <= additive-expression
|relational-expression >= addilive-expression
additive-expression:
multiplicative-expression
|additive-expression + multiplicative-expression
|additive-expression = multiplicative-expression
multiplicative-expression:
multiplicative-expression * unary-expression
|multiplicative-expression / unary-expression
|multiplicative-expression % unary-expression
UNAry-expression:
Primary-expression
|unary-operator unary-expression
|unary-expression (argument-expression-list ;)

unary-operator:



sl
Primary-exrpression:

identifier

|constant

|string

| (expression)
constant:

integer-constant

|character-constant

| floating-constant
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Appendix C

Grammar Of Property Specification

Language

Below is a recapitulation of the grammar we use for specifying CTL properties. The
grammar has undefined terminals symbols integer-constant, character-constant, floating-
constant and identifier. The typewriter style words and symbols are terminals given

literally.

properly:
eTpPression
| expression ; property
ETPTESSION:
assignment-expression
|additive-expression
|relational-expression
|logical-expression
|ctl-expression
|unary-expression
|primary-expression
relational-expression:

expression < e€rpression
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|expression >  expression

|expression <= expression

|expression >=  expression

|expression =  expression

|expression '=  expression
additive-expression:

expression + expression

|expression -  expression
unary-operator: one of

Y
ctl-expression:

AX expression

|EX expression

|expression UNTIL expression

|AU[expression, expression]

|EU[expression, expression]

|expression IMP expression

|AF expression

|EF expression

|AG expression
UNATY-EXPTESSION:

Primary-erpression

|unary-operator expression
logical-relation:

expression | expression

|expression & expression
Primary-erpression.:

identifier

|constant



| (expression)
IMP:
->
constant:
inleger-constant
|character-constant

|floating-constant
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Appendix D

Grammar Of TestCase Specification

Language

Here is the complete grammar of input testcases language. The grammar has undefined
terminals symbols ICONST, FCONST and ID. The typewriter style words and symbols

are terminals given literally.

mputs:

input

| input inputs
mpul:

LINE ICONST wvariables
variables:

variable

| variable variables
variable:

1D intervals
intervals:

interval

| intervals interval

interval:
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ICONST

| ICONST T0 ICONST
| FCONST

| FCONST To FCONST
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