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Abstract

Automated verificationtool svary widely inthetypesof prop-
ertiesthey are able to anayze, the complexity of their algo-
rithms, and the amount of necessary user involvement. In
this paper we propose a framework for step-wise automatic
verification and describealightwel ght scal able program anal -
ysistool that combines abstraction and model checking. The
tool guaranteesthat its True and Fal se answersare sound with
respect to the original system. We aso check the effective-
ness of the tool on an implementation of the Safety-Injection
System.
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1 Introduction

Recent years have seen an increasing interest in computer-
supported techniques for analyzing correctness of software
artifacts. In particular, this interest is caused by the effec-
tiveness and potentia of lightweight formal methods [18].
In thisapproach, verification consists of automated checking
of an artifact against some critical properties(e.g., deadl ock-
freedom, security, fairness), often concentrating on debug-
ging instead of assurance. Most often lightweight methods
include model checking [5] — a technique for automatically
verifying properties of a system. Given asystem and a prop-
erty, amodel checker buildsthereachability graph by exhaus-
tively exploring the state-space of the system. A number of
industrial model checkers have been devel oped, including

SPIN [15], SMV [22], and Mur¢ [10]. Althoughmodel check-
ing started as atechniquefor verifying hardware, it has been
effectively applied in avariety of software projects. For ex-
ample, SMV was used to verify correctness of mode logic
in A-7 aircraft [25] and TCAS specifications [4]; SPIN was
applied to the validation of the remote object invocation in
CORBA GIOP[20], checking Javaprograms[14], and many
others. Model checking became part of theroutineV&V pro-
cess during the development of Lucent’'s new server prod-
uct [16], and has been applied to reasoning about user inter-
faces [12] and business processes [19].

Model checking offers a potential for push-button verifi-
cation. However, this potentia is not easily redizable, es-
pecially for checking correctness of programs, as opposed to
specifications, protocols, or other software artifacts. First of
all, modd checking is mostly limited to finite-state systems
(i.e., every variablein thesystem should haveafinitedomain).
Several model checkers allow reasoning about infinite-state
systems by “executing” al paths of the system up to a cer-
taindepth [13, 15]. However, such systems cannot guarantee
that the system satisfies the desired property. To check pro-
grams, an analyst hasto utilizeabstractions, computed either
automatically or by hand [16]. And, although it is highly-
desirable that properties hold on the abstracted modd if and
only if they hold in the original model [6], such assurance is
difficult to obtain: a different abstraction has to be built for
each class of propertiesunder analysis[9].

Given alarge number of available verification techniques
and a potential complexity and expense of their application
and interpretation of results, we proposea*layered” approach
to automatic verification, depicted in Figure 1. Given asys-
tem S and a property P, we would like to know if P holds
in . S. We would like to start at verification level 1, which
isfairly inexpensive, both in terms of the work required of
the user, and in terms of computing resources required. This
step will result in one of three conclusions: P is definitely
true or definitely false in .S, at which point the verification
stops, or the analysis cannot yield any information. In the
latter case, the analyst will apply atechnique on verification
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Figure 1: Framework for automatic verification.

level 2. Thistechnique is more expensive than that of veri-
fication level 1, but may help in determining whether or not
P holds. If it doesnot, theanalyst proceedsin applying more
and more complex and expensivetechniquesuntil 1) P isdef-
initely proved or definitely disproved or 2) all levels are ex-
hausted or 3) al resources are exhausted. Note that no pre-
cisonislost a each level. All propertiesthat have not been
concluded to definitely hold or definitely not hold on .S dur-
ing the verification level £ — 1 have to proceed to level k.

What is the benefit of the step-wise verification frame-
work outlined above? It allowsusto categorize existingtools
based on their effectiveness in verifying properties and the
complexity of application (this complexity metric includes
the effort needed by ahuman and the effort needed by acom-
puter). Thisalso alowsoneto utilizeverification effortsmore
effectively.

In this paper, we discuss verification of sequentia pro-
grams against fairly complex properties, involving temporal
logic and arithmetic on values of variables, e.g. “a isnever
lessthan b, “immediately after 2a + b > 5, ¢ will be true’.
However, our approach isto build a“level 17 verifier. First,
we compute the abstraction of behaviors of the program un-
der analysis using abstract interpretation. This abstraction
is not dependent on a choice of properties to verify and is
computed automatically, even though the program may not
be finite-state. Then we model check the abstracted system.
If our analysisyields True, the property holdsin the original
system; if it yields False, the property does not hold, and if
it yields Maybe, the analysisisinconclusive. For such cases,
properties can be verified using more expensive techniques.

The idea of verification with the presence of abstraction
has been explored by several researchers. Inparticular, Jack-
son [17] proposed a mode checking method to analyze infi-
nite specifications expressed in Z or VDM. His approach de-
fines an abstract state space where each abstract state repre-
sentsa(possibly infinite) equival ence class of concrete states.
Dams [9] demonstrated how to abstract reactive systems, so
that the abstracted transition systems preserves certain forms

of combined safety/liveness properties. Pardo [24] built the
abstract and the concrete model s of the system and conserva
tively verified properties expressed in p-calculus on the ab-
stracted model. If the formulais proved fase, related states
are then successively refined, until the given formulaisver-
ified or computational resources are exhausted.

The rest of this paper is organized as follows: Section 2
gives an overview of model checking and abstract interpre-
tation. Section 3 discusses the theoretical goals of thiswork
and introduces new agorithmsfor our program verification
system. Proofsof correctness of some of thesea gorithmsare
giveninthe Appendix. Thedesign of thissystemisdescribed
in Section 4. Section 5 demonstrates the results of using our
abstract model checker to analyze the Safety-Injection Sys-
tem. We conclude the paper with the summary of thiswork
and the outline of future research directions.

2 Background

In this section we recall the basic definitions of abstract in-
terpretation and model checking.

2.1 Abstract Interpretation

Abstract interpretation[8, 9] isaway of symbolically execut-
ing programs using abstract instead of concrete domain. Fa-
miliar data-flow analysis algorithms, e.g., constant propaga-
tionor livevariables, are examples of abstract interpretation.
Let D, and D, bethe concrete and the abstract domains, re-
spectively. The abstraction function o : 2P — D, mapsa
set of concretevaluesintoan abstract value. « hasaninverse,
the concretization function vy : D, — 2P<. An abstraction
isvalidif thepair of functions («, v) formsa Gal ois connec-
tion:

Vs € 2P, s Cy(a(s))

Vi€ Dy, t=a(y(t)
For example, we can perform a“sign analysis’ by replacing
aset of integers (D, = Z) by their signs((—), (+), or (0)).
Here, a({17}) = (+), and y((4+)) = Z*. We can execute
the program on the abstract values. For example,

({=1345} x {17}) = —(+) % (+) = (=) x (+) = (=)

However, the abstract values cannot aways be determined
exactly. Consider the following example:

({=1345} x {17} + {22}) = (=) + (+) = ()

+ | canberepresented asaset {(—), (+), (0)} withthein-

terpretation that the result can be any of these values. When
the abstract domain is finite, the abstract interpretor acts as
adata-flow analyzer. However, we may aso want to use ab-
stract interpretationto reason about i nfinite-domainvariabl es.



In order to achievetractability, we need to ensurethat the ab-
straction is converging:

1. wehaveafiniterepresentation of theinfiniteset of val-
ues. Oneway isto abstract from aset to an interval by
taking the minimum (maximum) value from the set as
the left (right) bound of theinterval. For example,

o o({-1,5,3}) =[-1, 5]
o o({05,1.3,23}) = [05, 23]

2. weensure convergenceinafinitenumber of steps. With
afinite-domain abstraction, convergence isguaranteed.
To achieve convergencefor theinfinite-domain abstrac-
tion, [8] introduced an abstract binary operator widen-
ing, denoted as V, which represents a“jump”. For any
abstract ValU%io and 11, 20 U 21 - lovll [8] defined
widening as follows:

[a1,b1] V [as, bs] =
[if as < ay then —co else ay fi,
if bg > b1 then 400 e|5961 fi ]

For example,
o [—1.5,10]V [2,44] = [-1.5, 4]
e [22,-0.1]V [-10, —0.4] = [—o0, —0.1]

2.2 Model Checking

Inthispaper wewill concern ourselveswith CTL model check-

ing—an automatic techniquefor verifying propertiesexpressed

inapropositional branching-timetemporal logiccaled Com-
putational Tree Logic (CTL) [5]. The system is defined by
a Kripke structure, and properties are evaluated on a tree of
infinite computations produced by the model of the system.
The standard notation M, s |= f indicates that a formula f
holdsin a state s of amodel M. If aformula holdsin the
initial state, it isconsidered to hold in the model.

A Kripkestructureconsistsof aset of states .S, atransition
relation R C S x .S, aset of initia states I, a set of atomic
propositions P, and a labeling function . : S — 2F. R
must be atotal function,i.e, Vs € S, 3t € S, st, (s,t) € R.
If a state s,, has no successors, we add a self-loop to it, so
that (s, s,) € R. Intuitively, for each s € S, the labeling
function providesalist of atomic propositionswhichare True
in this state.

Weuse CTL onboolean expressionsthat includevariables
and arithmetic operationson them. The set P of atomic propo-
sitionsis defined as follows:

If P, and P, areterms, then P, = P, Py # Ps,
Pr > P, P > P, P < P, , < Pyare
atomic propositions.

Terms are defined recursively as

1. Every identifier and every constant isaterm.

2. Iftisaterm, sois ().

3. If t; and t, areterms, so are ty + tq, t1 — tg, t1/ta,
t1 X t9,%1 mod 19, t1 exp 5.

nod and exp are themod and the exponentiation functions,
respectively. For example, the following are some atomic
propositionsin thisversion of CTL:

e xr>5H
e (z+2)/3=y
CTL isthen defined as follows:

1. Every atomic propositionp € P isaCTL formula.

2. If ¢ and ¢ are CTL formulas, then so are -, ¢ A ¥,

Thelogic connectives—, A and v have their usual meanings.
The exigtentia (universal) quantifier £/ (A) isused to quan-
tify over paths. The operator X means “at the next step”, F'
represents “sometimein thefuture”, and I/ is“until”. There-
fore, EX ¢ (AX ) means that ¢ holdsin some (every) im-
mediate successor of thecurrent program state; £ F o (AF )
means that ¢ holdsin thefuture along some (every) path em-
anating fromthecurrent state; E[oU ] (A[U v]) meansthat
for some (every) computation path starting from the current
dtate, ¢ continuously holds until i) becomes true. Formally,

M,so = iff ¢ € L(so)
M,so |E—p iff M,sq £
M,ssEenAy iff Misol=e AN M,sg =
M,sslEeVy iff Misol=e V M,sp o
M,soE EXe iff €S, (so,t) ER AN Mt =g
M,sg EAXp ifft Vt€S (so,t) ER> Mty
M, sg = E[pUd] iff there exists some path sg, s1, ..
Fi, i>0 A M,s; =9 A
Vi, 0<j<i—=>M,s; E¢
for every path sq, s1, ...,
Fi, i>0 A M,s; =9 A
Vi, 0<j<i—=M,s; e

M, so = AlpUy] it

Notethat AF (¢) = A[True U ¢]; and EF () = E[True U ¢],

that is, we are using a“ strong until”. We al so use the abbre-
viations FG(¢) and AG(y) to represent the property that ¢
holdsat every statefor some (every) path emanatingfrom sg.
EG and AG are defined as:

o EG(p) = ~AF(np)
* AG(p) = ~EF ()

3 Lightweight Model Checking

The goal of thiswork isto use abstract interpretationto alle-
viate the state explosion problem of model checking while
ensuring that the properties verified on the abstract system

)



can be properly interpreted in the original system. Thisgoal
isachieved by constructing an abstract model checker on our
three-valued logicthat returnsvalues True, Fal seand Maybe,

suchthat theanaysisthat resultsin Trueand in Fal seissound.

Using static analysis, we build the abstract system by associ-
ating each line of the program with an abstraction of the set
of values that program variables can attain when the control
reaches thispoint along any execution path. Thisabstraction,
which reducesthe state-space for finite-state and for infinite-
dtate systems, is computed completely automatically.

In this section we introducethe language for constructing
programs, describe the process of building the labeled tran-
sition machine, and present a model checking a gorithm on
the three-valued logic.

3.1 The Input Language

Our input language, called C—, isasequentia language with
the syntax similar to C. The language includesthefollowing
congtructs: bool eanandi nt eger types; conditiona con-
trol structures (i f, el se); loops (whi | e); input and out-
put (print,fprint,scan,fscan); assignments; func-
tionsand procedures. Dynamic features such as recursion or
pointers are not provided in this language. It aso does not
allow any user-defined (compound) data structures. A com-
plete grammar of the languageis availablein [11]. Figure 2
gives an example program writtenin C—.

3.2 Construction of a Labeled Transition System

Here, we describe the transformation of the program repre-
sentation into alabeled transition system.

We start witha (infinite-state) program PG = (W, sq, R,
Ly, Lr), where W is a (infinite) set of states, s, € W is
theinitial state, R C W x W isthetotal accessibility rela
tion, and Ly and L aretruth and falsity labeling functions,
mapping each statetothe set of propositionsthat are Trueand
False, respectively, inthisstate (Lr, Lr : W — 2F).

In C—, asin C, thereis no one-to-one correspondence be-
tween assignmentsto variablesand lines of code. Infact, be-
fore attempting to verify programs expressed in C—, we need
to giveit awell-defined forma semantics, i.e., describe the
way inwhich each construct transforms the “program state”
[23]. We define a state to be the mapping between the set
of global variables and their values, and thus a state change
occurs when at least one of the global variables changes its
value.

Our goal isto construct an abstract finiteKripkestructure,
inwhich every edge represents astate changein the program.
Inorder to dothat, wedefineaset of variablesV andlet V,, C
V be the set of variables which are accessible in the lexical
scope associated with astatew € W, and G C V bethe set
of variables which are accessible at every point of the pro-
gram. Thus, G isthe set of global variables. Each state w in

theprogramisann+ 1-tuple, w = (In, (v1, d1), (v2,d2), ...,
(vn, dn)), inwhich {n corresponds to the line number of the
statein theprogram, and Vi, 1 < i < n,v; € Vy,, d; € 2P+,
hered; isasubset of D; —thevalues of the concrete domain
of v;. CTL properties about such programs can be expressed
only in terms of global variables.

We start the anal ysis by parsing the program and building
an Abstract Syntax Tree (AST). AST isan intermediate rep-
resentation for the structure of the program under interpreta-
tion. Next, we propagateinformationfor all variables(global
and local) in the current scope throughout the AST, until we
reach afixpoint. Abstractions are formed by mapping a con-
Crete state w onto an abstract state w® (w® = a(w)), where
each d; € 2P+ ismapped onto an abstract value D®;. There-
sultisan abstract state space W ©, inwhicheachw® € W< is
ann+1-tuplew® = (In, (v1, D%1), (v2, D%3), ...(vn, D%y)).
Noticethat line numbers and the set of variablesare the same
in the concrete and the abstract state space. « is chosen so
that W« isfinite, and an abstract state w* can represent one
or more or even an infinite number of concrete states due to
the abstraction. Moreover, thereis only one state associated
with each line of code. Let R* be atransition relation over
theabstract statespace, R* C W= x W*. R* isconstructed
asfollows: (s*,t*) € R* iff Is,t st. s* = a(s) A t* =
a(t) A (s,t) € R. Our labeling functionsthen become
L%y, L%p : W — 2P, In the concrete domain, Vw € W,
LrnLp=0,and Ly U Lp = 2. Under the assumptions of
the Galois connection framework, an abstract system has at
least as many behaviors as the corresponding concrete one.
Typicaly, verification on abstracted systems is done either
conservatively or optimistically. The former case provides
“reliable negative” answers, with L%y D Lp,and L% C
Lp. Thelatter caseprovides*“reliablepositive’ answers, with
L% C Ly,and Ly D Lp. Ineither case, one side of
the answer cannot betrusted. The goal of our work isto en-
sure that we get “reliable positive” and “reliable negative’
answers, i.e, L% C Ly and L*r C L. SO, inour case,
Ler N L%p = 0, but L7 U L®r C 2F. The resulting ab-
stract finite-state program is PG* = (W*, R*, I*, P, L%,
L*p)

In order to construct an abstract Kripke structureinwhich
every transition correspondsto a changeto aglobal variable,
we define a“globa variable changed” predicate p on a state
such that p(y) is Trueiff 3z, (z,y) € R* Jg € G, st
(9. D%(x)) # (g9, D"(y)), where g, D*(x) (9, D*(y)) in-
dicates ¢'s abstract value in state = (y). Now we construct
an abstract aggregate state space S in which every element
s € 2"° containsone state w® whichinvolvesachange to
aglobal variable, and other statesthat do not involve changes
to global variables and can be reached from w® viathe tran-
sitiveclosureof R* (denoted R**). s isdefined recursively
asfollows:

o if p(w®) istrue thenw® € s°.



1 int b; 12:

2 int xy; 13:

3 int min () { 14:

4 int a; 15:

5: int c; 16:

6: b = 13; 17:

7: c = 2 18:

8: Xy = -20; 19:

9: while (1) { 20:

10: Xy = Xy + 4; 21: }
11: if (xy ==0) 22: '}

b = 5;
el se
b=b* c
if ((a!=0) && (a >=-3) )
if ((a'!'=2) & (al=4) && (a!'=7) )
if (al=-2)
c = 2

print(‘‘xyis’'’, xy);
print(‘**bis ', b);

Figure 2: A program fragment.

o Vit € W, if R*(w*,t) A —p(t), thent € s“.
o wi €s* A wy €s* = a(p(wf) A p(wg))

Note that values of global variables within s® are the same.
We will refer to L7 and L% as labeling functions that map
each s* € S® toaset of atomic propositionson global vari-
ablesthat aretrue (false) inthat state. Finally, thetransitions
between statesin S, E* C S® x S, are thus defined as:
(s*,t*)e E* iff i, jst. w® €s® A w;” €t
A (wi, w;®) € R*
Our abstract Kripke structure K* = (S, E*, I*, P, L°r,
L*p) isnow ready.

3.3 Model Checking Algorithm

We now present the algorithm that receives a Kripke struc-

ture K * constructed aboveand acorrectness property expressed

intheversion of CTL described in Section 2, and determines
whether or not the property holds in the system. As men-

tionedinthe previoussection, we want to ensure that our anal -
ysisyieds“reliablepositive” and “reliablenegative’ answers,
i.e, if theanaysis concluded that a property is True, then it

holds in the original system, and if the analysis concluded

that a property is False, then it does not hold in the origi-

nal system. In order to do so, we introduce a third logical

value Maybe. Thus, if the analysis concluded that a property
Maybe holdsinthesystem, then it isunknown whether or not

the property holdsin the concrete system.

The agorithm recursively goes through the structure of
the property under analysis, associating each subproperty
with a pair of sets of states (Yes(y), No(¢)). Yes(p) C S*
isaset of statesin which ¢ isTrue, or, more formally, s* ¢
Yes(p) iff ¢ € L*1(s*). No(y) which represents a set of
statesinwhich ¢ isFalse, isdefined similarly. Wea so define
apredecessor functionpred: 2°° — 25% which, given a set
of states (), returns all the states that can reach some statein
@ inonetransition:

s* € pred(Q) iff I € QA (s*,t%) € E

Theagorithm, inspired by Bultan’ssymbolic model checker
for infinite-state systems[3], isgiven in Figure 3. For exam-
ple, aproperty p A ¢ holdsin state s* if s* isin Yes sets of
both p and ¢. The same property does not hold in state s« if
s® isintheNo set of either p or q. When verifying £ X p, we
notethat if p holdsin some immediate successor of state s,
then £ X p holdsin s®; any immediate successor in which p
may hold (S*— No(p)) should be excluded from No(F X p).
AlpU q] iscomputed recursively asfollows: A[pUq] isTrue
in al states Sy inwhich ¢ holds; it isaso True in predeces-
sors of Sy inwhich p holdsand dl of which successors are
inSy. A[pUgq]isFalseinastate s* iff ¢ doesnot holdin s
and either p doesnot holdin s or one of its successors does
not lead to q.

4 Implementation

%é Input Code CTL Formulas

!

i

AST

- ‘

Omega |, .| Abstract |, Abstract | Model
Library Interpretor Mapping Checker

Yes, No, Maybe

Figure4: Architecture of the Abstract Model Checker.

We haveimplemented our Abstract Model Checker (AMC)
as a26,000-line C program. Figure 4 shows the architecture



Procedure CHECK (¢)

Return (pred(Yes(p)), S® — pred(S® — No(p)))
Return (S — pred(S® — Yes(p)), pred(No(p)))

CASE
peP Return (Yes(¢), No(¢))
p="-p Return (No(p), Yes(p))
p=pAq Return (Yes(p) N Yes(q), No(p) U No(q))
p=pVyq Return (Yes(p) U Yes(q), No(p) N No(g))
p=FEXp
¢=AXp
¢ = E[pUq] 1. Qo = Yes(q)

Qi+1 = Q; U (pred(Q:) N Yes(p))

Until Qm = Qm+1
2.7 = NO((])

Tiyr =T; 0 ((S* — pred(S® — T3)) U No(p))

Until T, = Tn+1
3. Return (@, T7,)
p=A[pUq] 1 Qo=Yes(q)

Qit1 = Qi U ((pred(Q;) — pred(S* — Q:)) N Yes(p))

Until Qm = Qm+1
2.7 = NO(q)

Tiy1 =T; 0 (pred(T3) U No(p))

Until T, = Tn+1
3. Return (Q o, T7)

Figure 3: Model checking algorithm.

of our software. The CTL formulas and the input language
have been described in Sections 2 and 3, respectively. The
Abstract Interpretor (Al) receives the program under analy-
sis and builds the Kripke structure K~ = (S, E*, I, P,
Ly, L®F) using the process described in Section 3. This
structure, together with a set of CTL formulas, becomes the
input to the Model Checker which checks each property and
returns Trueif the formulaholdsin the program, Falseiif the
formula does not hold, or Maybe if the vaidity of the for-
mulacannot be established. Inthelatter two cases, the model
checker aso returns a counter-example. At the moment, the
counter-example facility includes just the line number and
the variable-value mappings of the states where the formula
isnot True.

The Al receives aprogram and “interprets’ it by starting
with aninput context that consists of a set of valuesthat vari-
ables have before a program statement, executing the state-
ment, and producing an output context. The output context is
then stored as part of the state. The abstract values of finite-
domain variables (boolean or enumerated types) consist of
sets of (concrete) values these variables can attain, or UN-
DEF (undefined)'. However, values of infinite-domain vari-
ables such as integers should be abstracted further. In Sec-
tion 2, we have briefly discussed how an abstraction function
a can be applied to aset to get aninterval. However, for bet-

L For brevity, we do not discuss the treatment of UNDEF here. For details, please
refer to [11]

ter precision, we will associate each infinite-domain variable
with a (finite) set of intervals, with the following interpreta-
tion
y({a1,as, ..., an}) = v(a1) Uv(az) U...U~v(ay,).

In the current implementation of Al, each set can consist of
up to 5 intervals. We define 0 (union on the set of intervals)
below. Lét a;, b; beintervals and assume, without a loss of
generality, that m < n:

{a} 00 = {a}

{a} O {by,....by} = {aUby,....,aUb,}

{a1, ..., am} U {b1, . b} ={a1 U ...Uap} U {b1, ..., bn}
{a} O {0} = {0} U {a}

When we encounter two sets, each containing more than one
interval, we first union elements of the set withlessintervals
(inthiscase, {a1, ..., am }) into oneintervd, and then union
the result with each interval of the other set. Interval opera-
tionsunionand difference have their usual meaning, and widen-
ing on intervasis defined in Section 2. Other operations on

o

setsof intervals, 2 (difference) and V (widening) aresimilar.
Additional operations, including comparison and arithmetic,
are defined formally in [11].

The algorithm used in our Al for analyzing conditional
statements is depicted in Figure 5. Given an input abstract
context S;, a conditional expression iexpr and statements to



execute when iexpr is Trueor False (stmt, and stmit;, respec-
tively), we either execute stmt; (stmt;) based on .S; and then
return the resulting abstract state, or call the Omega calcula-
tor to get abstract states that correspond to taking the If and
the Else part (S;* and S;”, respectively), execute the state-
ments, and compute the union of the resulting output con-
texts. The Omega calculator isa set of C++ classes [21] for
manipul atinginteger tupl erel ationsand sets described by Pres-
burger formulas. We use it for symbolically executing con-
ditiona expressionsinvolving intervals.

Procedure EVAL-IF (texpr, stmt,, stmiy, S;)

Evaluate iexpr

IFiexpr isTrue
Execute stnt; starting with S; to get S,
Return S,

ELSE IFiexpr isFalse
Execute sttt starting with S; to get S,
Return S,

ELSE IF iexpr isMaybe
Call Omega calculator to get S;, S;7
Execute stmt, starting with S;* to get S,°
Execute stmt; starting with S;7 to get S,

t %o f
Return S," U S,

Figure5: Algorithm for analyzing conditional statements.

For example, suppose we are running our Al on the pro-
gramfragment depicted in Figure2 (Figure6 showsthecontrol-
flow graph for thisfragment, with each state associated with
the program line number). Let the input context before exe-
cutingstate11 be((xy, {[—20, 52]}), (a, {[-5, 8]}), (b, {[13,
131}), (¢,{[2,2]})). The conditionxy == 0 evaluatesto
Maybe; therefore, we call the Omega cal cul ator to determine
that the value of xy in input contexts for states 12 and 14
shouldbe{[0, 0]} and {[—20, —1], [1, 52]}, respectively. The
values of b in output contexts of these states are {[5, 5]} and
{[26, 26]}; these are unioned to obtain {[5, 25]} in the input
context to state 15. The values of a after executing state 15
andstate16are {[—3, —1], [1, 8] }and {[-3, —1],[1, 1], [3, 3],
[5, 6], [8, 8]}, respectively. At this point, a has reached its
limit of five intervals, and further splitting cannot be done;
instead, we union a’s intervalsto get {[—3, 8]} and proceed
with the execution. Thisintroducesalossof informationand
precision, butitisstrictly conservative[11]. Theoutputvaue
for a after state 17 is {[—3, —3],[-1, 8]}.

Loops are executed until a fixpoint on values of all vari-
ables has been achieved. In order to ensure that thisfixpoint
occursin afinite number of steps, we change values of vari-
ablesin each loop at most 20 times, keeping track of whether
they decrease or increase betweeniterations. If afixpointwas
not achieved, we widen values of non-converged variables,
with the increase and the decrease leading to the values of
400 and —oo, respectively. Afterwards, we proceed execut-

ing the loop again to ensure that dependencies between the
variables are adequately captured. Table 1 lists several val-
uesthat variablesb and xy attainin the input context to state
9 aswe execute themainwhi | e loop of theprogramin Fig-
ure 2. At the first iteration, these values are {[13, 13]} and
{[—20, —20]}, respectively. Inthefollowing 19iterationswe
note that the maximum values b and xy can attain are in-
creasing, whereastheir minimumvalues stay thesame. Thus,
thewidening which occurs on the 20thiteration changes only
the maximum values of these variables. The 21th iteration
doesnot bringany further changes, thus achieving afixpoint.

Figure 7 shows the fina Kripke structure built from the
control-flow graph of Figure 6. Each state isassociated with
alinenumber of the statement that changes a global variable
intheoriginal program, and withthe abstract val uesthat global
variables have after the execution of this state. For example,
state 10 of Figure 7 is an aggregation of states 10 and 11 of
Figure 6.

i

int xy inta 6: I8 8:
intb intc b=13 c=2 xy =-20

True o

i

20:
print b

19:
print xy

J‘

‘ False

Figure 6: Control-flow graph of the program in Figure 2.

iteration b Xy
1 {[13,13]} {[—20, —20]}
6 {[5,416]} {[—20,0]}
7 {[5, 832]} {[—20,4]}
19 {[5,3407872]} {[—20,52]}
20 {[5, +o0]} {[—20, +c0]}
21 {[5, +o0]} {[—20, +c0]}

Table 1: Execution of the whileloop of the program in Fig-
ure 2.

Theresulting Kripkestructurebecomesinput to themodel
checker whose algorithm is described in Section 3. For ex-
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Figure 7: Kripke structure K* built from the program frag-
ment in Figure 2.

ample, we can mode check thestructuredepictedin Figure 7
against CTL properties AG((xy + b) < 0), EF(b = 5),
and EF (b = 12). AMC returns False for the first property
because it isviolated in state corresponding to line 12 of the
program. The second property is determined to be True be-
cause it issatisfied in the state corresponding to line 12. The
third property is determined to be Maybe: it Maybe holdsin
the state corresponding to line 14 and does not definitely hold
inany state.

4.1 Performance

Givenaprogram P, let |V| bethetotal number of variables,
global and local, and n be the number of statementsin PG.
Theworst case of the Al agorithm occurs when the program
has |V| loops, and each loop widens exactly one variable.
We go through each loop at most 20 times; therefore, each
statement in PG can be changed at most 20 x |V times, and
thereare n x 20 x |V/| changes atogether. Furthermore, ev-
ery state has at most n — 1 predecessors. For each change of
state, we union abstract values of variables of all the prede-
cessors, whichtakes (n — 1) x |V | x m steps(m isaconstant
proportional to the number of intervals associated with each
variable). Therefore, the entire computation of the abstract
interpretor takes 20 x |V| x n x m x (n — 1) x |V| steps,
whichisO(|V|* x n?).

To computethe performance of our model checker, welet
| P| be the length of a property P. Among all the CTL for-
mulas, A[eU+1] isthe most complex. For thisagorithm, Q;
can change valueat most n timesbefore afixpoint isreached,
and it takesn — 1 stepsto compute @;’s predecessors each
time. Verification of thisproperty takesO(n x (n—1)) steps.
Therefore, the total running time for our model checker to

check aformula P isO(|P| x n?).

5 Case Study

To determinetheeffectiveness of our abstract model checker,
we anayzed the smplified version of a Safety-Injection Sys-
tem [7]. Safety-Injectionisan embedded system that moni-
torsthewater pressure and i njectsthe cool ant into the reactor
corewhen the pressure fallsbel ow a certain threshold. There
isamanua control that the operator can use to prevent the
system frominjecting the coolant, which causesthe systemto
beoverridden. A reset switch preventsthesystemfrom being
overridden. The system inputs the value of the water pres-
sure and outputs a boolean condition signifying whether to
inject the coolant. In addition, it maintains the interna state
reflecting the water pressure. If the water pressure falls be-
low athreshold Low, thesystem’s pressurelevel becomestoo
low; if thewater pressureraisesabovePer mi t , thesystem’s
pressure level becomes high; otherwise, thislevel is“within
the permitted range’.

We haveimplemented the Safety-I njecti on system asa200-
lineC—programwith 8 global variablesclosely reflectingthose
of the specification: Wt er Pr es of type integer, Bl ock
and Reset of typeboolean, | nj ect i on of type boolean,
Overri dden of type boolean, constantsLow, Per i t |
TooLow, Perm tt ed and Hi gh and Pr essur e of type
integer (our system does not alow enumerated types, and the
last three constants are used to indicate symbolic values of
Pr essur e). Theimplementation a so includes 7 functions
and 8 local variables.

The specificationlanguage of our systemisexpressiveeno-
ughto capture complex propertiesof the Safety-Injectionsys-
tem, such as
1. AG((Reset A Pressure # High) — —0Overridden)
2. AG((Reset A Pressure = TooLow) — Injection)

3. AG((Block A —Reset A Pressure # High)
— Overridden)
4. AG((Pressure = Permitted A WaterPres < Permit)
— AX (WaterPres > Permit
— AF (Pressure = High)))

For example, Property 2 states that the system will inject the
coolant if thepressureistoo low and thereset buttonispressed,
wheress Property 4 states that whenever the pressure is per-
mitted and thewater pressurerai sesabovetheallowed thresh-
old, then the system will eventually transit into a state where
the pressure is high.

We verified the above properties on Sun UltraSPARC-I|
with 4 400 MHz processors and 4 GB of RAM. The entire
verification effort, includingbuildingtheabstract Kripkestruc-
tureand checking all the properties, took 3.92 seconds (user),
6.20 seconds (system). Our model -checker yielded True for
each of the four properties. The final Kripke structure con-
sisted of only 30 abstract states.



Safety-Injection has been verified by two other research
groups. Bultan[2] built an infinite-state symbolicmodel che-
cker that uses binary decision diagrams (BDDs) and a sys-
tem of linear constraints to reason about models with Pres-
burger arithmetic. This model checker aso uses the Omega
library together with abstract interpretation to achieve finite-
time convergence of theanalysis, but the properties are veri-
fied optimistically, allowing false positives. In addition, this
procedure is partial, with the convergence dependent on the
structure of the program and the formulato be verified. This
approach does not utilize abstraction for state-space reduc-
tion. Bultan verified Properties 1 and 2, and we were not able
to determine the exact size of his models. Bharadwa and
Heitmeyer [1] analyzed SCR specifications using the SPIN
[15] model checker. Their techniqueonly allowsfinite-domain
variables, includinginteger subranges and enumerated types.
The size of the concrete state space is reduced by two meth-
ods. eliminating variableswhich are not relevant to the prop-
erty being verified (SCR ensures that dependencies between
variables form a partial order), and by replacing input vari-
ables by predicates. The latter approach makes the verifica
tion conservative, allowingfalsenegatives. Theunabstracted
system for Properties 1 and 2 (SPIN performs on-the-fly ver-
ification, without building acompl ete state space) consists of
over 1.7 million states, whereas the combination of theabove
abstractions bringsthe state space down to 650 states.

6 Summary and Future Work

In this paper we proposed a framework for step-wise auto-
matic verification and described an implementation of avery
cheap and not particularly precise model checker. Thismodel
checker verifiesinfinite-state sequential programswrittenin
asubset of Cagainst CTL formulas containing arithmetic op-
erations. It applies property-independent abstract interpre-
tation to create an abstract Kripke structure, and then uses
thisextremely compact structureto verify propertiesin low-
order polynomial time. No user-created abstractionsare nec-
essary. The verification always converges and is guaranteed
to be sound: if the model checker yields True, the property
holdsin the concrete system, and if it yields Fal se, the prop-
erty does not hold. Thisapproach isnot limited to the analy-
sis of programs; it can be applied to finite-state and infinite-
state specifications equally well. We also believe that tight-
ening up the code of our mode checker and making the state
encoding symbolic will further improveits running time.

However, the results of our work are limited in severa
ways:

(1) The implementation of the tool cannot handle com-
plex constructs of the input language. These include recur-
sion, user-defined data types, dynamic memory allocation,
pointers, etc. We aso currently limit our verification to se-
guentia programs.

(2) Our tool interacts with the Omega library, which can

only handleoperationsoninteger-valued variables. Thus, rea-
soning about floating-poi nt numbersiscurrently not supported.

(3) Thereisonly onebuilt-inlevel of abstraction provided
in our system.

(4) Theinput language, being asubset of C, doesnot have
formal semantics; in particular, the notion of a state transi-
tionispoorly-defined. We choseto associate astate with val -
ues of globa variables, and astate transition with changes of
values of global variables. Perhaps a more flexible way to
determine the granularity of state transitionsis more appro-
priate.

(5) Our model checker returns Maybe if it cannot deter-
mine whether a property holdsin the system. We believewe
can reduce the number of cases for which the verification is
inconclusive by improving the reasoning about abstract val-
ues and/or by choosing property-specific abstractions.

In short-term future work we hope to extend our model -
checker toreasoning about CTL* [5] which combinesbranch-
ing-time and linear-time operations and is strictly more ex-
pressive than CTL. We would aso like to address the issue
of state granularity. We can do so by either asking users to
specify which global variables constitute a “ state” or to add
language constructs for explicitly stating the beginning and
the end of each state, either via begin-state/end-stateor via
adding the notion of time (time-tick), where each state occurs
between consecutive time-ticks.
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Appendix

In this section, we give proofs of correctness of agorithms
for checking A[xU1]. See[11] for proofs of correctness of
other algorithms. Let (AM ) (¢, M*, s*) (AM)p (o, M,
s%)) indicatethat our model checker returnsTrue(Fal se) when
checking aformula ¢ in state s of the abstract model A7 <.
Assume:

(AM)r(p, M*,5%) = M,sE¢ D
(AM)p(p, M?*,s%) = M,sl o @)
(AM)r(y, M, 5%) = M,sE (©)
(AM)Fp (¢, M*,s%) = M,s ¢ (4)

where M, s arethe moddl and the state of the concrete pro-
gram, respectively. The above expressionsstatethat our model
checker issound with respect to Yesand No answersfor ¢ and
. Prove:

1 (AM)r(AlpUy], M®,5%) = M, s |= AlpUd]



2. (AM)r(AlpUd], M, 5%) = M, s { AlpUy]
L (AM)r(AlgUd], M, 5%) = M, s | AlpU]

The proof is by induction on the length of the path from
s* toastate inwhich ¢ holds.
BAse CASE: length=0.
(AM)r (AlgU], M, 5°)
= (AM)7 (¢, M?, s%)
=>M sk
= M,s |= AlpUvy]

IH: Let T" be the set of states from which + can be reached
in< n steps. Assume Vg € T, AMy (AleUd], M*, 1)
= M, 1o | AlpUd]

ProvE: The formulaholdsfor paths of length < n.

We will not consider the case where AM ¢ (v, M®, s%)
because it is covered by the base case.

; (3

(AM)7 (AlpUy], M2, s%) : algorithm
= AMr (o, M s*) A s* € pred(T) A

s* ¢ pred(S* —T)
= AMy(p, M, s*) A

(Vt*, s* € pred(t®) = (t> € T)) ; (IH), (1)

=>MskEeA
(Vt, s € pred(t) = M,t = AlpUy])
= M,s | AlpUy]

2. (AM) p(AlpUd], M, s%) = M, s = AlpUy]

AlpU1] doesnot holdin state s« if either (1) v» does not oc-
cur on some path emanating from s*, or (2) on some path
emanating from s, before thefirst occurrence of «, thereis
astatein which ¢ does not hold.

The algorithm can be expanded as follows:

To = No(z)
Case (1): Tiy: = T; 1 pred(Ty)
Until T, = n41

Case (2): @ =Ty N No(y)
No(A[eU¥]) =T, U Q

Case (1) startsfrom the set of stateswhere —) istrueand re-
cursively intersectsit withthosestatesthat have successorsin
which = holds. Theresult isthe set of statesthat can never
reech ¢, i.e. M,s = EG(—v¢) = M,s [ AlpU4]. Case
(2) resultsin the set of states in which neither ¢ nor + hold,
i.e M, sk (e A—) = M, s £ AleU).
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