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Abstract

Faster, better networks algorithms are often being
discovered, and it is desirable to be able to re-
place an old algorithm by a new in a manner that
is completely transparent to the application using
it. This paper investigates the technique for en-
suring such transparency for protocols expressed in
SDL, via bisimulation checking. We discuss the
main issues involved in translating SDL into Con-
currency Workbench, a tool for performing bisimu-
lation checking, and illustrate the feasibility of the
technique by comparing the SDL specification of
the Go-Back

�
protocol with the family of new pro-

tocols, called Asynchronous Retransmission Go-
Back-

�
(AR). The latter perform better in environ-

ments characterized by high error rates and/or large
propagation delays.

1 Introduction

As computer-communication systems become more
complex, it is becoming more and more important
to ensure the correctness of protocols they rely on.
In addition, faster, better algorithms are often dis-
covered, and it is desirable to be able to replace an
old algorithm by a new in a manner that is com-
pletely transparent to the application using it, i.e.,
the algorithms are identical from the application’s

point of view.
In this paper we concern ourselves with check-

ing equivalence of protocols expressed in the Spec-
ification and Description Language (SDL), which
was first standardized by CCITT/ITU-T [20] in 1976
as Recommendation Z.100. SDL has been widely
used in the telecommunications field, mostly for
specifying protocols [1, 2, 11].

Typically, designers would like to establish that
protocols are free of logical errors, e.g., deadlock,
and are semantically correct, i.e., the protocols be-
have exactly as the specifier intended [27]. Sev-
eral approaches have been proposed to automati-
cally detect both logic and semantic errors in SDL
specifications. The idea is to translate SDL into
temporal logic or process algebra for verification.
The approaches based on temporal logic [18, 16, 27,
12, 4] perform model checking in which SDL spec-
ifications are validated against various correctness
properties, such as deadlock freedom and the abil-
ity to perform certain sequences of actions. The ap-
proaches based on process algebra [15, 26, 28, 3]
enable equivalence checking – checking that SDL
specifications and their expected behaviors are the
same with respect to some notion of equivalence.

Checking equivalence, or refinement, is a com-
mon problem in formal software design. Some
research on SDL [17] advocates a “forward” ap-
proach to developing protocols – requirements are
specified as a set of linear-time logic properties, and
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the model is analyzed for conformance with these
properties. Model refinement is done in small con-
trolled steps; manual inspection is used to ensure
that the refinement is correct, and then the result-
ing model is again analyzed for conformance with
the requirements properties. However, in our case,
when two versions of protocols are already devel-
oped, this approach is not effective – fully char-
acterizing the detailed behavior of a protocol us-
ing temporal logic is usually infeasible. Thus, we
needed to look into the bisimulation method based
on process algebras to complete the task at hand.

Existing process-algebraic approaches support
translation of only a subset of SDL’s control struc-
tures, usually abstracting all of its data. In addi-
tion, complex data structures, such as queues and
stacks, and procedure calls are also not supported.
The reason is that the process-algebraic approach
does not explicitly support data. Values of vari-
ables have to be encoded into a state, which leads
to a state-space explosion, but abstracting from
data completely is unrealistic and leads to overly-
simplistic models. In this paper we describe how
to translate SDL models into Concurrency Work-
bench (CWB) [8, 25] specifications. CWB is an au-
tomated tool for analyzing networks of finite-state
processes expressed in Milner’s Calculus of Com-
municating Systems (CCS) [23]. It supports a vari-
ety of verification methods, including model check-
ing [7], equivalence checking, and preorder check-
ing [8]. CWB has been successfully applied to ver-
ify many communication protocols such as the Al-
ternating Bit [8] and the CSMA/CD protocols [26].
Although an effective verification tool, CWB is at
best an adequate modeling tool. Models are speci-
fied at a very low level of abstraction, making them
hard to build and hard to read and review. There-
fore, we are interested in automated translation of
SDL-expressed models into CWB.

In this paper we show the feasibility of us-
ing CWB for verification of SDL-specified proto-
cols. We illustrate our technique by a case study
involving verifying several sliding window proto-
cols: Go-Back-

�
and AR, expressed in SDL. The

former is the standard protocol, whereas AR, Asyn-
chronous Retransmission Go-Back-

�
, is a family

of new protocols which perform better than Go-
Back-

�
in environments characterized by high er-

ror rates and/or large propagation delays. Our goal
is to establish that the AR algorithms are equivalent
to the Go-Back-

�
from the application’s point of

view. The remainder of the paper is organized as
follows: Sections 2 and 3 describe the Go-Back-

�

and the AR protocols, and their modeling in SDL,
respectively. Section 4 presents techniques to trans-
late SDL into CCS. Section 5 presents results of
translation and verification of the Go-Back-

�
and

the AR protocols. In Section 6, we outline direc-
tions for future work and conclude the paper.

2 Protocol Description

In this section we describe the Go-Back-
�

pro-
tocol. We also motivate and propose a family of
new protocols, termed Asynchronous Retransmis-
sion Go-Back-

�
(AR).

A major concern of computer-communication
systems in which data transmission channels are
not ideally error-free is the need to control trans-
mission errors caused by the unreliable channels so
that virtually error-free data transmission can be at-
tained. One of the most common approaches to
solving this problem is through the automatic repeat
request [21], exemplified by the Go-Back-

�
proto-

col.

2.1 Go-Back- � Protocol

In the Go-Back-
�

protocol, the sender continu-
ously transmits packets in order and stores them
pending acknowledgment until

�
unacknowledged

packets have been transmitted or a negative ac-
knowledgment (NAK) has been received. Each
packet contains a unique identifier. The receiver re-
turns a positive acknowledgment (ACK) together
with the identifier of the corresponding packet for
each correctly received packet until it detects an er-
roneous packet. Once the receiver detects an erro-
neous packet, it returns a NAK together with the
identifier of the first incorrectly received packet,
and discards the erroneous packet and all subse-
quently transmitted packets regardless of whether
or not they are error-free. A certain time period af-
ter the transmission of a packet, either the sender
receives the corresponding ACK/NAK or a timeout
occurs. If the sender receives an ACK, it removes
the packet from the retransmission list. If the sender
receives a NAK or a timer on a packet expires, it
retransmits this packet and all packets sent after it.
Retransmission continues until the first erroneous
packet is positively acknowledged. Afterwards, the



sender proceeds to transmit new packets.

2.2 AR Protocols

The Go-Back-
�

protocol is nearly op-
timal for channels characterized by low error rates
and small propagation delays, and thus is widely
used for error control in many classical computer-
communication networks. However, it is not effi-
cient for modern non-conventional channels with
high error rates and/or large propagation delays,
such as mobile and satellite links. Under these con-
ditions, there are many time intervals during which
the channel is idle while the sender has at least one
packet waiting for an acknowledgment. A number
of protocols have been developed to achieve bet-
ter performance in this type of environment, e.g.
Towsley’s Stutter Go-Back-

�
protocol, which has

been proven to achieve a better performance when
error rates are high and/or propagation delays are
large [30]. In this protocol, the sender repeatedly
transmits the last unacknowledged packet during
the period of time the channel would otherwise be
idle.

Based on the design philosophy of the Stut-
ter Go-Back-

�
protocol, we introduce a family of

new protocols, termed Asynchronous Retransmis-
sion Go-Back-

�
(AR) protocols. Like the Stut-

ter Go-Back-
�

protocol, all AR Protocols try to
improve performance by utilizing these idle peri-
ods. Let � be the mean error rate and let � be the
mean propagation delay during a given time inter-
val. Also, let � be the mean data rate during that
time interval. We define

�����	� ��
��

���� (1)

where
�

is a mapping from ��� to a set of all inte-
gers between � and

�
inclusive. Generally, an AR

protocol is the same as the basic Go-Back-
�

pro-
tocol except that it repeatedly retransmits the last�

unacknowledged packets, if any, during the time
that the channel is idle. One design criterion for the
function

�
is that the total transmission time of

�
packets should be less than the mean propagation
delay � . Depending on how

�
is defined, we have

a family of protocols. In fact, the basic Go-Back-
�

protocol can be treated as an AR protocol with
�

equal to � . When
�

is equal to � , the AR protocol is
�
Otherwise, the transmission takes too much time, and the

protocol no longer yields any performance savings.

the Stutter Go-Back-
�

protocol. If
�

is a constant,
then we obtain a deterministic non-adaptive proto-
col. If

�
is a variable that depends on a determin-

istic function
�

, then we have a deterministic adap-
tive protocol. If

�
depends on a non-deterministic

function
�

, we obtain a random protocol.

3 Modeling Protocols in SDL

SDL, a formal specification language
able to describe functions of an application in an
implementation-independent way, has been widely
used in the telecommunications industry. In SDL,
an application is modeled as a system consisting of
processes which communicate with each other and
the environment by sending and receiving signals
via channels. Each process is regarded as a finite
state machine. A signal serves both as a primitive
for synchronization and as a vehicle for exchang-
ing information between processes. Local variables
and procedures can be used to describe the inter-
nal behavior of a process. Like any programming
languages, SDL supports both simple and complex
data types. A complete description of SDL can be
found in [20].

We modeled the Go-Back-
�

and the AR pro-
tocols using an integrated SDL toolset, SDT, by
Telelogic [29]. During the modeling, we abstracted
away from message data, keeping track only of the
sequence number of the message. Moreover, since
the number of distinct packets should be at least

��� � [13], their sequence numbers can be repre-
sented by an integer between � and

�
, inclusive.

Thus, the sender needs to use
��� � timers. Ad-

ditionally, we have to keep track of a queue of un-
acknowledged packets for the sender. Infinite SDL
channels can not be used for this purpose, so we
define an abstract data type of a bounded queue of
size

��� � instead. Finite channels without a delay,
as described in Section 4 below, can work equally
well.

3.1 Modeling the Go-Back- � Protocol

The sender has two states, DataTransfer and Re-
transmission, and two local variables, Vs and Va,
keeping track of the sequence number of a packet
to be sent next, and the number of unacknowledged
packets, respectively. It also maintains a queue
of sent packets. When the sender receives a sig-



Timer N

Top(q,s)

Dequeue(q)

Va := (Vs - p + N)

mod (N + 1)

s = empty

DataTransfer

Vs := 0,
Va := 0

StopTimer(s)

Top(q,s)

True

False

Dequeue(q)

s /= p

s = empty

Va := (Vs - p + 2N)
mod (N + 1)

s = empty

Top(q,s)

Dequeue(q)

Retransmission

DataTransfer

DataTransfer

The packet p is in the queue
ACK(p) or NAK(p) mean that all
     packets before p have been correctly
     received

The queue q is ordered 
Invariants:

ServiceRequest ACK(p)

Top(q,s)

Timer 0

True

False

Vs := (Vs + 1)
mod (N + 1),

Va := Va + 1

StartTimer(Vs)

Packet(Vs)

Enqueue(q,Vs)

Va < N

False

StopTimer(s)

s = p

True

False

True

True

False

NAK(p)

Top(q,s)

False

True

p := s

s = p
False

StopTimer(s)

Packet(s)

Enqueue(q,s)

StartTimer(s)

True

(1)

Figure 1: The SDL specification for the state DataTransfer of the sender.

nal ServiceRequest (from the application) and the
number of unacknowledged packets is less than the
size of the window (this corresponds to the window
being open), it sends the packet to the receiver, ac-
tivating the corresponding timer, putting the packet
into the queue, and updating Va and Vs accord-
ingly. Otherwise, it ignores the request.

When the sender receives a positive acknowl-
edgment (ACK) or a negative acknowledgment
(NAK) on the packet with sequence number p, it as-
sumes that all packets with sequence numbers less
than p have been correctly received. In both cases,
the sender removes all packets before p from the
queue and stops the timers associated with them. In

the case of an ACK, it does the same with packet p.
Additionally, it updates the number of unacknowl-
edged packets. In the case of a NAK, the sender re-
transmits packet p and all packets following it in the
queue, resets the timers on these packets and goes
into the Retransmission state.

The retransmission queue allows the sender to
maintain the invariant that the expired timer is as-
sociated with a packet at the head of the queue.
Hence, when a timeout occurs, the sender retrans-
mits all packets in the queue, resets all timers as-
sociated with these packets and goes into the Re-
transmission state. Procedures StartTimer and
StopTimer find an appropriate timer and set or re-



Vr : = 0

OutputData

p = Vr

ReceiveData

NakSent

mod (N + 1)
Vr : = (Vr + 1)

Packet(p) Erroneous
Packet

NAK(Vr)

SET (200 + NOW, T)

ACK(p)

False

True

ReceiveData

NakSent

T

NakSent

SET (NOW+200, T)

NAK(Vr)

Erroneous
Packet

OutputData

p = Vr

RESET (T)

ACK(p)

mod (N + 1)
Vr := (Vr + 1)

Packet(p)

True

ReceiveData

False

Figure 2: The SDL specification of the receiver.

set it, respectively. Procedures Top, Enqueue, and
Dequeue allow the explicit use of the queue q. The
SDL specification for the state DataTransfer of the
sender is shown in Figure 1. The specification for
the state Retransmission is similar except that user
requests are not accepted.

The receiver has two states ReceiveData and
NakSent, and one local variable Vr indicating the
sequence number of the expected packet. The re-
ceiver starts in the state ReceiveData, where it
awaits the arrival of a legitimate or an erroneous
(corrupted) packet. If a legitimate packet is the one
the receiver is expecting to see, it gives the infor-
mation to the application (OutputData), acknowl-
edges the receipt of the packet and updates the ex-
pected number of the next packet. If an erroneous
packet is received or a legitimate packet is out of
sequence, the receiver transmits a NAK indicating
the packet number it is expecting, restarts the timer
on that NAK and goes to the state NakSent. Since
the receiver only expects one legitimate packet at a
time, it needs just one timer for the corresponding

NAK. In the state NakSent, the receiver waits un-
til a packet is received or the timer expires. Unless
a legitimate packet is received, the receiver sends
another negative acknowledgment and restarts the
timer. In our model, the timer goes for 200 units
(an arbitrarilychosen number) before expiring. The
SDL specification of the receiver is shown in Fig-
ure 2.

3.2 Modeling the AR Protocols

The SDL model of the receiver in the AR protocols
is the same as that of the basic Go-Back-

�
proto-

col. Since an AR protocol retransmits the last
�

packets while the channel is idle, and since the total
transmission time of those

�
packets has to be less

than the propagation delay time, the retransmission
of the last

�
packets can be viewed as an atomic op-

eration in the SDL model. Hence, the SDL model of
the sender in the AR protocols differs from that of
the basic Go-Back-

�
protocol in only two places:

1. When the window is closed ( ��� � �
)



and the application requests to send another packet
(ServiceRequest), then, instead of fol-
lowing branch (1) in Figure 1, the sender of the AR
protocol goes into the Retransmission state. We
assume that the networking application supplies a
steady stream of input requests, and thus the sender
is not idle if it is in the DataTransfer state and the
window is open.

2. When in state Retransmission, the sender
of the AR protocol keeps retransmitting the last

�
packets if there is no input, i.e., no ACKs, NAKs or
timeouts. We refer to this as “no real input” event.

The SDL model of the AR protocol keeps track
of the last

�
transmitted packets using

�
vari-

ables, each denoting the sequence number of the
corresponding packet.

�
here is assumed to be a

constant. We use SDL’s spontaneous transition to
model the above “no real input” event.

The seemingly minor differences between the
two protocols may be a determining factor in prov-
ing or disproving correctness. In particular, they
can provide very different external functionality,
e.g., one may deadlock while the other is deadlock-
free, etc.

In the rest of this paper we explore techniques
for ensuring that the AR and the Go-Back-

�
proto-

cols are indistinguishable from the networking ap-
plication’s point of view.

4 Translation Techniques

In this section we describe techniques to translate
SDL models into Concurrency Workbench (CWB).

The semantics of CWB is based on Milner’s
CCS [23]. As in CCS, input and output signals of
a process correspond to observable actions, and the
process with a particular state is defined by an agent
over such actions. A state change of a process is
expressed explicitly as a transition from one agent
to another, and hence specifications of systems are
represented by networks of agents. CWB does not
support variables, and thus all actions and system
states are represented by constants. Agents run in-
dependently and synchronize when output of one
becomes input to another.

Researchers trying to verify SDL models dis-
covered that it cannot be effectively done with-
out some simplifying assumptions [17]. In par-
ticular, SDL models, by definition, are not finite.
SDL allows the use of infinite channels and infinite-

domain variables and data structures. Thus, we de-
cided to pick a non-trivial subset of SDL (motivated
by the constructs used in modeling the Go-Back-

�

protocols) for translation into CCS. In this section,
we discuss the subset of SDL used, modeling the
environment, and translating timers and some ab-
stract data types.

4.1 Subset of SDL

The subset of SDL we can analyze includes lo-
cal variables and arrays, procedures, input and out-
put constructs, timers, control structures, assign-
ments and arithmetic operations in task statements,
and a selected set of abstract datatypes. In addi-
tion, we assume that there are no recursive proce-
dures or pointers, all variables are finite-domain,
and the length of all arrays has been explicitly de-
fined. These assumptions are made to ensure that
statements about SDL specifications are formally
decidable, without the use of abstraction.

In addition, we make a number of assumptions
to enable reasoning about channels. First, we need
to specify a bound on the size of message chan-
nels and the maximum number of fields per mes-
sage [17] and determine the behavior of the chan-
nel with respect to propagation delays. Following
the assumptions made in SDT, we assume that chan-
nels communicate information without a delay (no-
delay). If a delay is involved, the design should
contain a separate process modeling the delay ex-
plicitly. The above assumption makes the channel
in our subset of SDL behave like a bounded queue,
described in detail in Section 4.3.

We specify our SDL models in SDT and as-
sume that they pass the SDT’s syntax and semantics
checker. In addition, we assume that these models
have been checked for deadlock-freedom.

4.2 Modeling Environment

Verification of the protocols would be incomplete
without modeling and reasoning about the envi-
ronment. The environment is often unpredictable,
and its effective modeling requires the use of the
non-deterministic choice construct any. For exam-
ple, the environment in our analysis of Go-Back-

�
and AR protocols is represented by a (unreli-

able) communication channel. This channel ei-
ther delivers packets or corrupts/looses them. The
SDL model of the medium is shown in Figure 3.



The channel receives a packet � or a positive or
negative acknowledgment of a packet. It non-
deterministically chooses whether to forward the
packet/acknowledgment, loose it, or send a cor-
rupted message, represented in Figure 3 by Erro-
neousPacket. Note that, according to this specifi-
cation, all packets may be lost, and the effect of cor-
rupting an acknowledgment is equivalent to loosing
it in the channel, because the sender and the receiver
ignore messages that they cannot decode. � is the
unique identifier of the packet, ranging from � to

�
,

inclusive. Figure 4 presents the global view of the
protocols.

Idle

any any any

Idle

Packet(p) ACK(p) NAK(p)

ACK(p) NAK(p)

Erroneous
Packet

Packet(p)

Figure 3: The SDL specification of the medium.

Packet /
Erroneous
Packet

SENDER CHANNEL RECEIVER

NAK
ACK / ACK /
NAK

Packet
ServiceRequest OutputData

Figure 4: Global view of the protocols.

4.3 Translation in a Nutshell

Since the CWB does not support variables, we have
to explicitly instantiate the SDL variables to obtain
all possible values. Still, semantics of SDL projects
itself to process algebras fairly easily [3, 28]. SDL’s
inputs and outputsare mapped into CWB inputs and
outputs, respectively, and values of relevant local
variables are encoded into CWB states � . Message

�
A simple data-flow check allows us to determine the vari-

ables that a state depends on.

passing is facilitated via encoding the state of the
channel (queue) into CWB states and using syn-
chronization for control-flow. Since we assume that
SDL models do not have recursion, SDL proce-
dures can be expanded in-line. When arithmetic op-
erations are involved, they have to be explicitly per-
formed to determine the appropriate CWB action.
Loops are translated by creating a CWB state corre-
sponding to the join node of the loop, determining
the variables that the loop depends on, and encod-
ing these into the state.

For example, consider translating the medium
specified in extended SDL in Figure 3. When

�
is

3, the medium can send and receive messages with
sequence numbers ranging between 0 and 3. These
messages can also be correctly or incorrectly ac-
knowledged. Thus, the medium can be translated
as shown in Figure 5.

The process described here was feasible for an-
alyzing the Go-Back-

�
protocol for small values

of
�

. However, since all CWB verification algo-
rithms are exponential in the number of states, in-
puts and outputs, it is realistic to expect that in or-
der to keep verification feasible, even finite-domain
variables have to be abstracted or ignored alto-
gether, as in [28].

empty

T

F Enqueue(T) / error
Enqueue(F) / error

Enqueue(T) / error
Enqueue(F) / error

Enqueue(T) / error
Enqueue(F) / error

Enqueue(T) / error
Enqueue(F) / error

FT
Top / empty

Dequeue / error

TT

FF

Top / F

TF

Top / T

Top / F Top / F

Top / T

Enqueue(T) / ok

Dequeue / ok

Dequeue / ok

Enqueue(F) / ok

Top / T

Enqueue(F) / ok
Dequeue / ok

Enqueue(F) / ok

Dequeue / o
k

Enqueue(T) / o
k

Enqueue(T) / ok

Dequeue

/ ok

Dequeue/ ok

Figure 6: A 2-slot boolean queue.

4.4 Abstract Data Types

SDL models often contain abstract data types. The
most common among them is a channel, which
is effectively an unbounded FIFO queue, with or
without delays. In our description of Go-Back-

�



agent Link =
send0.(’r0correct.Link + ’r0error.Link + Link) +
send1.(’r1correct.Link + ’r1error.Link + Link) +
send2.(’r2correct.Link + ’r2error.Link + Link) +
send3.(’r3correct.Link + ’r3error.Link + Link) +
sack0.(’rack0.Link + Link) +
sack1.(’rack1.Link + Link) +
sack2.(’rack2.Link + Link) +
sack3.(’rack3.Link + Link) +
snak0.(’rnak0.Link + Link) +
snak1.(’rnak1.Link + Link) +
snak2.(’rnak2.Link + Link) +
snak3.(’rnak3.Link + Link);

Figure 5: Translation of the medium.

and AR protocols, we used the queue explicitly, via
commands Top, Enqueue and Dequeue. We treat
a queue as a state machine parameterized by the
type of data stored in it. For example, Figure 6
depicts a state-transition diagram of a 2-element
queue containing boolean data. The queue receives
input Top, Enqueue(value), Dequeue and gives
output – a top value, error if an operation cannot
be performed, or ok if the operation is performed
correctly. Each state in this Figure encodes the el-
ements in the queue: none (EMPTY), singleton ele-
ments (T and F) and two elements (TT, ..., FF). For
example, when the queue receives the command
ENQUEUE(F) while in state T, it transitions into
state TF and returns the output OK.

We allow to specify three types of queues: arbi-
trary queues of a given size, queues that do not con-
tain repeated elements, and ordered queues without
repetitions. The more is known about the type of
the queue, the fewer states will the resulting CWB
model have, the faster will the verification go. An
arbitrary queue of size

�
containing elements of a

datatype with domain of size � has � � � � � � �
�

����� � ��� � ���	� 
���
���	� states in its state machine rep-
resentation. The same queue that contains elements
without repetitions has � � � � � � ��� � � �
����� ����
��������� states. Finally, an ordered queue has only

� � � � � � ����� � � � � � �
states.

Unfortunately, there is no exact heuristic for de-
termining the adequate size of these finite ADTs.
There is a trade-off between the possibility for an
overflow of an ADT and the amount of memory
available for verification.

At the moment, our translation algorithm can
only support stacks and queues with fixed behavior.
These are translated into CWB as separate agents
running in parallel with the rest of the system and

synchronizing on inputs and outputs.

Although the above treatment of ADTs is ad-
equate for analysis of the Go-Back-

�
protocol, it

is not general. SDL standard Z.105 allows one to
specify ADTs using the axiomatic style. Translat-
ing ADTs expressed in this way is part of our future
research plans.

4.5 Translating Timers

Most SDL models contain timers, and thus we need
effective means of analyzing them. The timers can
be abstracted away after a simple check that each set
timer has a “timer expired” event associated with
it. This check can be performed via a simple data-
flow analysis of the SDL model. We abstract from
the value of the timer, replacing it by a CWB action
tau which can be non-deterministically chosen as
an input. All timers that lead to the same behavior
are replaced by a single timer. A more sophisticated
treatment of SDL timers will probably not be effec-
tive because of their semantics: the timers are never
explicitly decremented.

Note that the above abstraction is strictly con-
servative and can be done only because we do not
check the protocols for timing-equivalence. In our
case, the protocol models use timers just to avoid
infinite waiting, so such an intension is fully war-
ranted. However, in a general case applying the
above abstractions removes all timing information
from the models, and timing-equivalence violations
will go undetected.



5 Analyzing Go-Back-
�

and
AR Protocols

In this section we describe the results of analyzing
the Go-Back-

�
and the AR protocols.

5.1 Translating the Specifications

Using the technique described in the previous sec-
tion, we can easily translate the SDL specifications
of the Go-Back-

�
and the AR protocols into CCS.

Since the communication medium does not include
any local variables, the resulting CCS model con-
sists of a single state, as shown in Section 4.2.

The SDL model of the receiver of the Go-back-
N protocol consists of two states, and we need to en-
code the local variable Vr, indicating the expected
sequence number of a packet and ranging from � to

�
. Hence, the CWB model has � � � � � � states. For

clarity, we name these states ReceiveData � and
NakSent � , where � � � 
 � 
 ����� 
 �

. Figure 7 shows
the state transition diagram of the receiver. Here
OutputData means delivering a correctly received
packet to the networking application; timeout rep-
resents the occurrence of a timeout � ; rerror means
that the receiver received an erroneous packet,
while r � correct means that the receiver received
packet � correctly; sack � and snak � , where � �
� 
 � 
 ����� 
 �

, stand for sending a positive or a neg-
ative acknowledgment for packet � , respectively.
The receiver starts in the state ReceiveData � .

The SDL model of the sender of the Go-Back-
�

protocol has two states, DataTransfer and Re-
transmission, and the four variables, Vs, Va, p,
and s, where Vs is the sequence number of the
next packet to be sent, Va is the number of unac-
knowledged packets, and p and s are temporary
working variables. However, global states depend
only on Vs and Va; the remaining variables are just
used in loops and do not affect the global states,
as our translation procedure of Section 4 was able
to determine. Since both Vs and Va range from �
to

�
, � � � � � � � states are required in the CWB

model to represent the two states and the two vari-
ables. We name these states DataTransfer � 
�� and
Retransmission � 
�� where � and � correspond to
Vs and Va, respectively. As shown in Figure 1,
the SDL model also includes three loops, each of

�
We use timeout here for clarity. The actual CWB model

uses tau to represent a timeout.

which involvingall four variables: Vs, Va, p, and s.
Therefore, the CWB model has another � � � � � �	�
states, called AckLoop � 
�� 
 � 
�
 , NakLoop � 
�� 
 � 
�

and RetxLoop � 
�� 
 ��
�
 .

The CWB model defines the queue, used by the
sender to keep track of unacknowledged packets,
as a separate agent, run in parallel with the sender,
as described in Section 4.3. In the SDL model, the
sender uses

� � � timers which lead to the same set
of actions, and thus we represent these timers using
a single action timeout. Figure 8 shows the state
transition diagram for the sender, in which Ser-
viceRequest means accepting a packet from the
application; timeout represents the occurrence of
a timeout generated by an arbitrary timer; send �
means that the sender sends packet � ; rack � and
rnak � , where � � � 
 � 
 ��� � 
 �

, stand for receiv-
ing a positive or a negative acknowledgment for
packet � , respectively; NONE means that there are
no observable actions. The sender starts in the state
DataTransfer � 
�� . In this Figure, we use x = y
to indicate a condition that x and y have the same
value, and x := y to indicate an assignment of y to
x.

As mentioned in Section 3, the only difference
between the AR and the Go-Back-

�
protocols oc-

curs when the channel is idle: in the former protocol
the sender keeps retransmitting packers while in the
latter it waits for an acknowledgment or a timeout.
The two versions of the AR protocols differ just by
values of

�
. As with the Go-Back-

�
protocol, the

SDL specifications of the AR protocols can be auto-
matically translated into CCS using techniques de-
scribed in Section 4, assuming that

�
is a constant.

5.2 Choosing the Type of Analysis

Before describing the verification of protocols, we
want to discuss the type of analysis that guarantees
that the protocol models are indistinguishable from
the application’s point of view. That means, among
other things, that all safety and liveness properties
of one model hold in the other.

We start by giving an informal definition of
bisimulation.
Definition 1: Two systems are bisimilar if they of-
fer the same external actions in the initial states,
and each external action offered leads the systems
to subsequent bisimilar states.

Note that bisimulation is stronger than trace
equivalence – the latter preserves only safety and
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not liveness properties of the systems, and thus the
application can distinguish between two descrip-
tions of trace-equivalent systems. The above defi-
nition also implies that if two systems are (weakly)
bisimilar and one does not diverge or deadlock after
a series of actions, neither does the other. Thus, it is
sufficient to determine that the protocol models are
bisimilar, and that one model is deadlock-free.

Further discussion of the types of bisimulation
and other behavioral equivalences is outside the
scope of this paper. For more information, refer
to [14, 24].

5.3 Verifying the Protocols

The two versions of the Go-Back-
�

protocol are
the same when their externally-observable actions
are limited to ServiceRequest and OutputData.

We attempted to analyze CWB models with
� �

� 
�� 
�� and
� � � 
 ��� �

, and summarize our results
below.

First of all, we found that the CWB models with
different types of queues are equivalent as long as
the queues are used the same way. The same graph
is generated for the bisimulation analysis of a given
protocol, regardless of the type of queues used. The
reason is that the protocol sender assumed that the
packets were ordered, and thus the states represent-
ing the queue with out-of-order elements were un-
reachable. In fact, under the assumption that the
networking application sends packets in order, we
did not need to have a queue at all – it is possible to
hand-code the CWB models of the protocols using
just Va and Vs, as shown in [32]. However, such
a model could not be automatically generated from
the SDL description of the protocol.



Number Time for Time for

of Deadlock Equivalence

States Freedom Checking

Go-Back- � 951 0.86(sec) —��� � 951 0.84(sec) 1.63(sec)

Go-Back- � 6810 3.39(sec) —��� � 6810 3.84(sec) 5.33(sec)��� � 6810 4.04(sec) 5.15(sec)

Go-Back- � 42240 10.06(sec) —��� � 42240 10.20(sec) 35.39(sec)��� � 42240 10.47(sec) 32.56(sec)��� � 42240 10.63(sec) 33.61(sec)

Table 1: Summary of verification results.

We checked each model for deadlock freedom,
using the CWB command fd, and verified weak ob-
servational equivalence (CWB command eq) be-
tween the AR and the corresponding Go-Back-

�

protocols,
� � � 
 ��� 
 �

. Note that since we ex-
plicitly modeled the environment, our protocols are
only equivalent (bisimilar) in the assumed environ-
ment, that is, the equivalence is context-sensitive.
Table 1 shows the size of the resulting models and
the running times for performing the checks. The
time measurements are the user time as given by the
Unix time command. The verification was done
on a lightly-loadedPC (2 550 MHz Pentium III pro-
cessors) with 1 Gb of RAM using Edinburgh Con-
currency Workbench Version 7.1.

6 Conclusions and Future
Work

In this paper, we introduced a new family of com-
munication protocols called AR, and used Concur-
rency Workbench to analyze bisimulation equiv-
alence between the Go-Back-

�
and the AR pro-

tocols. The protocols were originally modeled in
SDL, and we extended the existing translation pro-
cedures between SDL and CWB to handle more
complex SDL structures. The new procedure in-
cludes reasoning about procedures, timers, and
some abstract data types, useful in expressing inter-
process communication. The procedure has been
shown to be general enough to handle non-trivial
problems. We also presented results of analyzing
the protocols in CWB. Note that it SDL models can

be easily translated into Promela for analyzing them
with the SPIN model checker [19]. Promela was
originally designed for analysis of SDL protocols,
and thus such a translation is very natural [31], al-
though problems similar to the ones discussed ear-
lier in this section still arise. SPIN can be used
to check the model for deadlock-freedom and can
verify it against temporal logic properties. Exten-
sions of SPIN [9, 10] allow to check a class of re-
lations which includes testing equivalences. How-
ever, SPIN cannot check weak equivalence between
two SDL models. Although at this point CWB is
not as fast and scalable as other model-checkers,
e.g. SMV [22] or SPIN, we were able to use it effec-
tively for analyzing equivalence between our proto-
cols.

Since equivalence checking is essential in en-
suring that “better” protocols remain usable from
the application’s point of view, better checking
techniques are necessary. We feel that the emerg-
ing popularity of reasoning about logical formulas
using binary decision diagrams can significantly in-
crease the size of CWB models that can be ana-
lyzed.

Still, the most essential problem in ensuring ef-
fective verification of SDL-expressed protocols is
combating the state explosion problem. We feel
that the most effective path towards this goal is via
domain-specific abstractions, e.g., abstractions of
SDL timers, datatypes, channels, etc. A closely-
related problem involves interpreting results of ver-
ification on abstracted models [6, 5]. An ability
to find usable abstractions would allow reasoning
about infinite-state SDL models. This step is essen-
tial in order to make the analysis outlined in this pa-
per applicable to real-world examples.
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