Laplace Noise Mechanism




Reminder: Counting queries

Given a predicate g : X — {0,1} (e.g., “smoker?"), we define the corresponding

(normalized) counting query
1 n
q(X) = n Z q(xi)-

i=1
A workload @ of counting queries is given by predicates g1, ..., gk.

q1(X)
Q(X) = : € [0, 1]%.
qk(X)

E.g., “smoker?”, “smoker and over 307", “smoker and heart disease?”, etc.
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Answering counting queries with Randomized Response
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eq. _{(_X): Q(X> =

9, (%)
The 41 sensitivity of f : X" — R¥ is
Arf = max ||f(X) = f(X)|1 = max IF(X); — f(X")i
XN Z

lbv\nn%)/\twur\M%_ e.g, 1% ft X =7 l(l)\

Measure of how much a person can influence f.
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Sensitivity of a workload of counting queries
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Laplace noise mechanism

The Laplace noise mechanism My, (for a function f : X" — R¥) outputs
Muap(X) = £(X) + Z,

e 8 ha Q/y\ia,\,.'t
where Z € R¥ is sampled from Lap(0, %) 2, L OTE ’L"’f (o bl/{;)
2', is -{4‘"\4/\ oA one. i{wwg,‘ma.a L['F )

Lap(u, b) is the Laplace distribution on R¥ with expectation ;1 € R¥ and scale b > 0,
and has pdf

1 1 1
=~ e llzmpl/b -~ = § : - —
p(Z) (2b)ke (2b)k exp ( b o |ZI :ul|)
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Privacy of the Laplace noise mechanism

~ Lap(M¥ bt)
For any f, My,ap is e-DP. [}( (X> L l( » €
-_—— () #

Let X ~ X', and let(p)be the pdf of M(X), and p’ the pdf of M(X 9‘ ) .i‘;\l
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— —ellz—F(X)ll1/af '(2) = —ellz—F(X")[l1/Asf
P(2) <2A1f> ¢ p(z) <2A1f> ¢
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Privacy of the Laplace noise mechanism
¢

(2)
Uﬁf" : ¥a %) “¢

p(Z) = AL e*EHfo(X)Hl/Aﬂr P/(Z) _ C?Aé%k/e‘guzf(x/)”l/Alf

plz) o (D% (uz L0 -y 2- “EZX)”')) 5 o

F'!%) -

2 LX), ¢ 2 L), v - 46,

e .
2 4/y)£f)(7



w\m\ﬂ'n& e

Suppose the query workload @ = {ﬁ} “partitions” the data.

2
e Vx € X : at most one of gi(x),. .., gk(x) equals 1. /
e e.g., “votes for the Liberal Party per riding”
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What is the sensitivity?

E



Accuracy of the Laplace noise mechanism

If Z € R¥ is a Laplace random variable from Lap(pu, b), then, for every i

P(|Z — pil > t) = e7®,
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